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Warning and Disclaimer

ThreatQuotient, Inc. provides this document “as is”, without representation or warranty of any kind,
express or implied, including without limitation any warranty concerning the accuracy, adequacy, or
completeness of such information contained herein. ThreatQuotient, Inc. does not assume
responsibility for the use or inability to use the software product as a result of providing this
information.

Copyright © 2025 ThreatQuotient, Inc.

All rights reserved. This document and the software product it describes are licensed for use under a
software license agreement. Reproduction or printing of this document is permitted in accordance
with the license agreement.
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About the ThreatQ Platform

ThreatQ is a cyber threat intelligence platform that focuses on centralizing, structuring, and
strengthening a security organization's intelligence-driven defensive posture against attacks.

Concept

The following describes how ThreatQ helps organizations manage threat intelligence, allowing them
to defend against sophisticated cyber-attacks.

Threat Library

A central repository combining global and local threat data to provide relevant and contextual
intelligence that is customized for your unique environment. Over time, the library becomes more and
more tuned to your environment and fills in the intelligence gaps created by different sources, all
providing only some pieces of the puzzle.

Adaptive Workbench

An open and extensible work area for security experts across the organization to work within your
processes and tools. A customizable workflow and customer-specific enrichment streamlines
investigations and analysis, and automates the intelligence life cycle.

Open Exchange

ThreatQ is the only threat intelligence platform specifically designed for customization to meet the
requirements of your unique environment. Get more from your existing security investments by
integrating your tools, teams and workflows through standard interfaces and an SDK/API for
customization.
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Getting Started With ThreatQ

As you begin to use any new application, it is always best to think about your goals and to begin your
configuration and use with these goals in mind. This Getting Started guide is a compilation of
recommendations for making the most of your new ThreatQ Platform installation and laying the
foundations for effective threat intel management. For more detailed and comprehensive instructions
on specific tasks and processes, see the ThreatQ Help Center.

Documentation and Training Resources

ThreatQuotient provides training and documentation resources for all new and existing customers.
These resources provide you with an overview of the product as a whole as well as focused content
based on your role.

ThreatQ Documentation

The ThreatQ Help Center, accessible from the ThreatQ Help Menu, is your go-to resource for all
product documentation, release notes, integration guides, and developer resources.

THREATO'®)

HELP CENTER
]
Produs Updates Insradlation Develaper RESOUINOES Integrations Suppart

How can we help?

Threatd vé Documentation

The Threat() Help Center content filter is currently set to ThreatQ verslon 6. Individial topics will only display version
& content. You can change this filter to version 5 at sy time by clicking on the Filter icon located 1o the tap-right
Release Motes Integration Releases Froduct Alerts E

e

The topics available on this site reflect the most current version of ThreatQ. User Guides, in the form
of PDFs, are available for all major ThreatQ versions on each topic. In addition, you can stay up-to-
date on ThreatQ product changes by subscribing to Product Release and Integration Release emails.
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Home: Product Updates / Subscribe to Product Emails

Subscribe to Product Emails

You can subscribe to Release Notes and Integration Release emails using the form below.

User Information

First Name
Last Mame
Company
Email

Notification Types

Release Notes
Receive email notifications for general releases, security/maintenanc

Integration Releases

ThreatQ Training

ThreatQ Academy consists of a dedicated team of experts and a portfolio of training resources that

allow you to learn and explore ThreatQ via virtual instructor-led, onsite instructor-led, and online self-
paced training.

THREATQ ACADEMY

Training & Learning Solutions

These learning solutions cover a wide range of topics including:

+ ThreatQ Security and Intelligence Operations

+ ThreatQ Integrations Development Training (instructor-led only at this time)
* ThreatQ Platform Administration

ThreatQ User Guide 20
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+ ThreatQ Certified Partner Training
+ Cyber Threat Intelligence Foundations

In addition to standard, foundational courses, the Training team can provide custom-tailored learning
solutions to meet virtually any operational need.

To gain the full benefit of your training, we recommend you:

* Review the ThreatQ Academy catalog.
+ Determine which classes are appropriate for each employee’s role.
*+ Plan for new employee training and ongoing training needs.

Reach out to ThreatQuotient Sales or Customer Success to schedule training for your employees.

Support Resources

ThreatQuotient's dedicated Customer Support team provides the assistance you need via the
communication method you prefer such as:

* Email

+ Web

* Phone - 703.574.9893

+ Live Chat

* Rhino Support Al - Available from the ThreatQ Help Center.

Our primary support hours are 12:00AM to 5:00 PM ET Monday through Friday except for holidays.
And the Rhino Support Al is available to assist with product questions 24/7.

To expedite your Support interactions, please provide the following information, if available:

+ Issue Description - Include information on actual behavior and expected behavior as well as
your current application and integration versions if relevant. To focus troubleshooting, it's also
helpful to report one issue per ticket.

* Recent Changes - Describe any recent internal/external changes to your environment such as
network changes or upgrades.

+ Documentation - Provide error logs and screenshots

+ Urgency - Specify issue urgency and describe how it impacts your business operations including
examples.

+ Point of Contact - Identify a primary and secondary point of contact for the issue and list any
communication limits (i.e. not available for calls after 6 PM).

You can also send your new feature requests to ThreatQuotient Support. For these requests, you will
want to describe the business need and a use case.

Environment Specifications

One of the keys to success with any threat intelligence platform is understanding and managing your
data storage needs. As such, we strongly recommend you verify that your environment meets
ThreatQ's system requirements before you enter production and periodically reassess to ensure your
environment keeps pace with your data needs.
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ThreatQ Backups

Before you begin using ThreatQ in production, make a plan for how you will protect your data with
data backups:

* Frequency - At a minimum, you will want to perform nightly backups as well as a backup before
each upgrade.

« Time - You can run these backups during a scheduled maintenance window or you can run an
online backup that allows your users to work in ThreatQ during the backup.

ﬂ\ Online backups cover your database but do not include a Solr backup.

+ Storage - We recommend storing backups on a mounted drive or file location rather than the
local file system.

In addition to planning for routine data protection, you should also document a disaster recovery plan
to prepare for contingencies.

User Access

Before you add user accounts to ThreatQ, we recommend you determine, identify, and implement
your desired authentication method(s):

+ Local authentication

+ 2-step verification

+ LDAP authentication

+ SAML authentication

+ SSL client certificate authentication

If you plan to use local authentication with or without 2-step verification, you can proceed to create
user accounts immediately. If you plan to use any of the other authentication methods listed above,
we recommend you implement the authentication method and enable it in ThreatQ before creating
local user accounts.

User Permissions

In keeping with the principle of least privilege (PoLP), we recommend that you set up users with the
minimum access privileges required to perform their job functions. ThreatQ supports the following
access levels:

« Administrator - Configure at least one local login with administrator privileges. And, set up an
Admin or Maintenance user account to access the ThreatQ Monitoring Platform.

+ Maintenance

+ Contributor

* Read-Only

You should avoid tying ThreatQ integrations to an individual user’'s account. For instance, create an
user account named integrations_user to install integrations. This future-proofs the user account
against employee turnover. In addition, add a group email to the user profile so that multiple
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employees receive email notifications about the integration. If a login/password is required on the
provider side, you might also want to specify a non-user specific account.

ThreatQ also allows you to control access to data collections, dashboards, and investigations by
assigning sharing permissions

Adding Data

To begin using ThreatQ to manage and enrich your threat intel, you must configure integrations that
allow you to ingest data into the Threat Library. ThreatQuotient recommends you configure the
following open source integrations (OSINT):

+ National Vulnerability Database (NVD)
* Abuse.Ch Feeds

+ Malpedia CDF

* CISA Reports CDF

The ThreatQ Marketplace allows you to download these integrations and others that support the
ingestion of additional data feeds.
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After you download an integration, you can use the My Integrations page to install and configure it.
ThreatQ publishes frequent updates and new integrations each month. We recommend you
periodically review your installed integrations and any associated filters to make sure they are
providing the intel you need.

As with the ThreatQ platform, we recommend you upgrade to the most recent integration version
after thorough user acceptance and soak testing.
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Managing Your Data

The key to data management in ThreatQ is maintaining focus. You need to hone in on the threats that
affect your organization and filter out noise. ThreatQ provides many tools for doing just that. In the
early days of your implementation, we recommend you focus on Dashboards, the Threat Library,
Scoring, and Threat Library Audits.

Dashboards

Each time you log into ThreatQ, your initial view is the Overview Dashboard.

Overview

This dashboard consists of four widgets, Overview of Intelligence by Score, Incoming Intelligence,
Watchlist Activity, and Tasks. As a whole, these widgets give you a high-level view of your threat intel
and system activity.

You can also create your own custom dashboards that you can share with other users. These custom
dashboards pull data from saved Threat Library searches known as Data Collections.

The data is then displayed using system widgets that allow you to control the data visualization and
the frequency of updates.

Threat Library

The Threat Library is the central hub for organizing, managing and searching your threat intel. It
consists of:
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+ Search fields - These fields allow you to filter and search your Threat Library data as well as
save Threat Library searches as data collections.

Threat Libra ry Load Data Collection = W Clear Filters

Search for keywords...

Filter Set 1 0O mMoT

© Add Another Filter Set

+ Object type menu - This menu allows you to view the data in your Threat Library by object type,
such as indicator, adversary, or malware.

& Adversaries

@ Assets

= Attack Pattern

*+ Results list - The results list displays the objects that match your current search and object type
selection. You can customize this view by adding or removing columns. In addition, you can
export your results to a CSV or STIX file as well as delete/update multiple objects in the results
list.

Indicators
(602)

TYPE = DATE CREATED ~

Filename 09/10/2025 01:41pm

SHA-1 05/10/2025 01:24pm

MD5S 09/10/2025 01:24pm

ThreatQ User Guide

Version 6.14.0 25



THREATQ ) GettingSared with Threatq

+ Object details view - You can click an item in your results list to view its object details page and
update it.

CVE-2025-7350 # e
INDICATOR: CVE

SCORE: | I-Yeylow =

Created: OMIOSMS Firae Pobliched: OWOM0IS 011 5am Last Modied: DOAOV00S 1250pm  Expliis

{3 Context

= Astributes (1)

@) Attributes (3)

[ ATTRIDUTE NAME = ATTRIBUTE VALUIE = HIIRLLS

{ﬁ) Relationships

Threat Library Audits

With the volume of threat activity and intel, one of the biggest challenges customers face is filtering
out noise to maintain focus. ThreatQ provides several methods for methods that support automatic
and periodic Threat Library audits.

We recommend that you set up a review schedule for your system objects and use bulk delete
processes and/or a data retention policy to remove noise. In addition, you can configure CDF filters to
ensure the data you ingest is more relevant to your objectives and set up indicator expiration policies
to automatically deprecate stale intelligence based on source, indicator type, and age.

Scoring

ThreatQ’s automatic scoring system allows you to focus on relevant threat intelligence by creating
scoring rules for ingested objects by indicator type, indicator source, attributes, and adversary
relationships.
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Data Controls

Scoring Sensitivity Configuration

Indicator scoring allows you to apply welghting 1o contextual information, such a3 sources, attributes, and indicator types. After Scores are calculated, you can change
the score as desired on the individual indicator pages. For each subset of data below, you can increase or decreace the score.
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Optimizing scoring is an ongoing effort. You should periodically review and update your scoring to
reflect changes in your industry and organization such as the addition of new intelligence feeds or
tools.

Monitoring ThreatQ

At minimum, we recommend the following methods for monitoring ThreatQ system health:

*+ Ensure your internal network monitoring system and Ops team monitor the ThreatQ platform.
This monitoring should include platform health (storage and CPU utilization) as well as Critical
System process monitoring.

+ Ensure that at least one user receives in app or email feed health notifications.

+ Keep your ThreatQ version current by upgrading to the latest release after user acceptance and
soak testing.

Additional Resources

Implementing a threat intelligence platform is a challenging effort. As you go through this process,
ThreatQuotient Customer Success and Customer Support are available to assist with any questions.
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Accessing the Platform

About Accessing the Platform

ThreatQ allows you to securely manage access via user accounts with logins and password.
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THREATQ

‘ Username

‘ Password

Copyright © 2025 Securonix, Inc.

After you log in, you can use the main menu to navigate ThreatQ. Within ThreatQ, your view and
options are based on your user account settings and permissions.

User Account Authentication

User accounts can be authenticated locally within ThreatQ or externally using LDAP, SAML, or SSL
Client Certificate authentication. In addition, you can implement 2-Step Verification at the user
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account level for additional security. Once enabled, the user needs a login, password, and
authentication code to access ThreatQ.

Session Timeout

User sessions time out after sixty minutes of inactivity. Users with Maintenance Account and
Administrative Access can update this setting or, disable session timeouts for a specific user. See the
Editing a User section of the Managing User Accounts topic for more details.

ﬂ\ The initial account created when installing ThreatQ does not have a session time by default.
However, one can be configured for the account.
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Authentication Methods

There are multiple authentication methods you can implement to secure access to the ThreatQ
Platform (TQ) :

METHOD DESCRIPTION REFERENCE
Local User accounts are created and maintained + About User
Authentication manually within the platform. Username, Management

passwords, and permission roles are configured + About Accessing
within ThreatQ. Administrators can edit a user's the Platform

profile including email, password, and
permission role in ThreatQ.

Local users log in using the local user login
method for the ThreatQ platform.

2-Step Adds an extra layer of security by requiring a + 2-Step

Verification security code in addition to a login and Verification
password.

LDAP User accounts are created and authenticated + About LDAP

Authentication outside of the ThreatQ platform and user roles Authentication

are mapped from the user's Active Directory.
Due to this, user accounts cannot be modified
within the ThreatQ platform (User Management

page).

LDAP users log in using the local user login
method for the ThreatQ platform.

SAML User accounts are created and authenticated + About SAML
Authentication outside of the ThreatQ platform and user roles Authentication
are mapped from the user's Active Directory.
Due to this, user accounts cannot be modified
within the ThreatQ platform (User Management

page).

SAML does not allow user role mapping for
maintenance accounts.
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METHOD DESCRIPTION REFERENCE

SAML users log in using the single sign-on (SSO)
login option for the ThreatQ platform.

SSL Client User accounts are created in the ThreatQ » About SSL Client
Certificate platform. Then, the individual users or Certificate
Authentication Administrative/Maintenance users can add a Authentication

certificate fingerprint to the user account. These
certificate fingerprints are validated agains a
certificate file uploaded to ThreatQ.

SSL Client Certificate Authentication users will
login using the Log in with CAC/PIV Card option.

Changing Authentication Methods

A\ ThreatQuotient strongly recommends that you perform a full backup before changing your
authentication method.

CURRENT NEW
DETAILS
METHOD METHOD

Local SAML Current ThreatQ accounts will be mapped using the
user's email address and users will use SSO to log into
the platform. Local Maintenance Accounts will not be
mapped in SAML and will continue to use the local
login method. See the Configuring SAML topic for
details on this setup process.

SAML Local Contact ThreatQ Support.

Local LDAP Current ThreatQ accounts will be mapped using the
user's email address and users will continue to use the
local login method. See the About LDAP
Authentication topic for details on this setup process.

LDAP Local Contact ThreatQ Support.
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CURRENT NEW DETAILS
METHOD METHOD

LDAP SAML LDAP must be disabled before enabling SAML. No
account updates are required if the unique account
identifier for LDAP was the user’'s email address. The
LDAP group that is mapped to the ThreatQ
Maintenance role will have to be mapped to different
user role as SAML does not allow maintenance
account mapping.

SAML LDAP SAML must be disabled before enabling LDAP. No
account updates are required if the unique account
identifier for SAML was the user's email address.

SAML or LDAP SSL Client Contact ThreatQ Support.

Certificate

Authentication

Local SSL Client See SSL Client Certificate Authentication.
Certificate
Authentication
SSL Client Local See Managing Certificate Files.
Certificate

Authentication
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2-Step Verification

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative or Maintenance
Custom Role - Action Permissions: Administrative Functions - Edit User Management

When you enable 2-Step Verification (also known as two-factor authentication), you add an extra layer
of security to your account. After 2-Step Verification is active, you sign in with your password and a
code sent to your mobile device.

ﬂ\ You will need an authenticator app that supports the scanning of QR codes to utilize this
feature. Apps such as Microsoft and Google Authenticator are recommended.

The 2-Step Verification option is not available for users using SAML Authentication and the Single Sign-
On (SSO) process.

Enabling 2-Step Verification

1. Click on your avatar icon, located to the top-right of the platform, and select My Account.
2. Under Enable 2-Step Verification, click Enabled.
3. Inthe Enable 2 Step Verification dialog box, complete the following:
a. Scan the QR code using a mobile app such as Google or Microsoft Authenticator.
b. Enter the validation code delivered to your mobile device via your authenticator.
c. Click Submit.
4. Click Save.

What to do next
The next time you log in, you must use the newest verification code.

ThreatQ User Guide
Version 6.14.0

34



THREATQ )

Platform Login

Log in steps vary based on the authentication methods enabled for your instance and/or user

account.
AUTHENTICATION METHOD LOGIN PROCESS
Local or LDAP Local Log In
SAML Single Sign-On (SSO)
SSL Client Certificate SSL Client Certificate Authentication Log In
Local Log In

The local login process applies to instances using local or LDAP authentication.
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1.

Navigate to your ThreatQ instance - https://your-ThreatQ-web-ip-address.

Copyright © 2025 Securonix, Inc.

2. Enter your username (email address) and password.
3. If you have 2-step verification enabled, complete the following steps:
° Enter your verification code from Google Authenticator.
> Optionally, choose to Remember this computer for 30 days.
4. Click Login or Submit.

Single Sign-On (SSO)

A\ Atthis time, ThreatQ does not support IdP-initiated SSO, where a user can log in directly
from an SSO provider's portal such as Okta's Portal. Users utilizing SSO must click the Log In
Using SSO button on the ThreatQ landing page to authenticate with their IdP.

Users using SAML authentication use this log in method.
ﬂ\ SAML users are required to add their email address to their user profiles in order to use the

SSO. As part of the integration process, the ThreatQ platform expects that the user's email
address has already been added to their IdP. See the Setting up LDAP Users/Groups for
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1. Navigate to your ThreatQ instance - https://your-ThreatQ-web-ip-address.
If SAML is enabled, you will see a S

ingle Sign-On option.
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2. Click the Log in Using SSO button.

Navigate to your third-party authenticated site to log in. Once that has been completed, you are
automatically sent back to the ThreatQ instance.

SSL Client Certificate Authentication Log In

Maintenance users can log into ThreatQ using either username/password or certificate
authentication. Administrative, Primary Contributor, and Read-Only users are required to
use certificate authentication to log into ThreatQ if it is enabled.
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After SSL Client Certificate Authentication is configured and you have added a certificate fingerprint to
your user profile, you can use the following login method.

1. Access your certificate, and enter your PIN. Your certificate must be active in the browser before
you navigate to your ThreatQ instance.
2. Navigate to your ThreatQ instance - https://your-ThreatQ-web-ip-address.

THREATQ 3

3. Click the Log in CAC/PIV Card button.
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Air Gapped Data Sync

About Air Gapped Data Sync (AGDS)

Air Gapped Data Sync (AGDS) allows you to transfer data from a source ThreatQ installation to a
target air gapped ThreatQ installation. ThreatQ defines an air gapped system as one that is not
connected to a public network. This means that external feed ingestion does not occur on the air
gapped installation.

ThreatQ recommends that you consult with ThreatQ Support or a Threat Intelligence Engineer prior to
performing an Air Gapped Data Sync.

An Air Gapped Data Sync consists of two synchronization commands:

+ threatq:sync-export - The read command that copies data from the source ThreatQ installation
+ threatq:sync-import - The write command that copies data to the target ThreatQ installation

If you are using LDAP or SAML authentication on your Source ThreatQ instance, and require users
transferred via import to have authentication capabilities on your Target ThreatQ instance, then you
must enable the same authentication method on your Target ThreatQ instance before performing an
import.

A\ Do not deviate from or change the following deployment details and configurations without
first consulting ThreatQuotient. Any deviation from ThreatQuotient recommended settings
could result in system and platform instability, may render the system non-operational, and
is not supported.

System Requirements

To use Air Gapped Data Sync, ThreatQ installations must meet the following requirements:

« All ThreatQ installations must run the same software version.
« All ThreatQ installations must be set to UTC.

New Installs

See the ThreatQ Platform Air Gapped Installation Guide for for detailed information on new installs of
ThreatQ on an air gapped device.

Air Gapped Data Sync (AGDS) and Investigation Sharing

The AGDS export process does not include Data Collections or Dashboards, but it can include
Investigations if you add the following parameter:
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--include-investigations=Y

The AGDS export/import process transfers users from an outside system to an air gapped system, but
only for the purpose of maintaining them as sources. These users are automatically disabled on the
air gapped system. As such any permissions assigned to these users will be invalid on the air gapped
system, so permissions are not transferred as part of the AGDS export process.

When you run the AGDS import process on the target box, ownership of any new Investigation is
assigned to the most recently created admin or super user. This owner is responsible for assigning
permissions to other users on the air gapped system. The import process does not apply any changes
to existing permissions even if the Investigation receives updates.

Air Gapped Data Sync (AGDS) and User Accounts

The AGDS export/import process transfers user accounts to the air-gapped system because they are
also used as Sources. These user accounts are automatically set to disabled on the air-gapped
system. Since these roles are disabled on the air-gapped system, any associated custom roles are
excluded from the AGDS export/import process.
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Executing Air Gapped Data Sync

Air Gapped Data Sync is a two stage process. First, you export data from your source ThreatQ
instance. Then, you import this data into your target ThreatQ instance.

ﬂ\ Upon upgrade to ThreatQ 6x, the /var/lib/threatq/agds_transfer directory is created and
becomes the default location for exporting and importing AGDS zip files. As such, AGDS
commands only need to specify the relative path to the folders you created within this
directory for AGDS exports or imports. Then, use the --target parameter to specify the
location when exporting the AGDS zip file and the --file parameter to specify the location
from which to import the .gz file.

Running the threatq:sync-export Command

1. SSH to your ThreatQ installation.

2. Run the following command appended by the necessary parameters, as described in
Parameters section of the threatq:sync-export topic.

kubectl exec --namespace threatq --stdin --tty deployment/api-
schedule-run -- ./artisan threatq:sync-export --target=relative/path

3. Review the Output and Sync report; see the Output and Sync Report section of the threatq:sync-
export topic.

Running the threatq:sync-import Command

1. SSH to your ThreatQ installation.

2. Run the following command appended by the necessary parameters, as described in the
Parameters section of the threatq:sync-import topic.

kubectl exec --namespace threatq --stdin --tty deployment/api-
schedule-run -- ./artisan threatq:sync-import --file=relative/path/
zip_file.tar.gz

3. Review the Output and Sync report; see threatq sync-imprt File Output and Sync Report.
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threatq:sync-export

This export command pulls all objects, object context, tags, and object links from the source ThreatQ
installation and then stores them in CSV data dump files. You can specify which objects are pulled,
based on a date or via configuration. All data pulled into the CSV data dump files can then be
transferred to a target air gapped ThreatQ installation for validation and import. Each run of this
command also generates a sync report with output logs for the run.

ﬂ\ Upon upgrade to ThreatQ 6x, the /var/lib/threatg/agds_transfer directory is created and
becomes the default location for exporting and importing AGDS zip files. As such, AGDS
commands only need to specify the relative path to the folders you created within this
directory for AGDS exports or imports. Then, use the --target parameter to specify the
location when exporting the AGDS zip file and the --file parameter to specify the location
from which to import the .gz file.

Parameters
The following table outlines the parameters for the command. All parameters for the threatq: sync-
export command are optional. If you do not set any parameters, the system runs a default

configuration as explained in threatq:sync-export Configuration.

PARAMETER EXPLANATION

--target Required value. Target directory where the output file should be placed.

Example: --target=relative/path

--start-date Required value. The start date for data selection.

Example: --start-date="2018-01-01 00:00:00"

--end-date Required value. The end date for data selection. Applies only to objects,
not object context or object links.

Example: --end-date="2018-01-02 00:00:00"

--include-deleted Determines whether objects that have been soft-deleted are included in the
result set. Options are Y(es) or N(0).

Default: N
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PARAMETER EXPLANATION

Example: --include-deleted=Y

--include- Required value. Determines whether Investigations and Tasks are included
investigations in the result set. Options are Y(es) or N(o).
Default: N

Example: --include-investigations=N

--meta-only Optional value. If present, tells the command to only include meta data (no
object data) in the result set.

--memory-limit Sets the PHP memory limit in megabytes or gigabytes.
Default: 2G

Example: --memory-limit=4G

--object-limit Sets the limit on the number of objects selected at a time. ThreatQuotient
recommends that you set the limit to a number smaller than the default
(50,000) on boxes with very large data sets.
Default: 50,000

Example: --object-limit=10000

--ignore-file- Defines a comma-delimited list of ThreatQ File Types for which physical files

types stored on the source ThreatQ installation should not be transferred to the
target air gapped ThreatQ installation. Database records are still included in
the export tarball.

Example: --ignore-file-types="Malware Analysis Report"

Example: --ignore-file-types="Malware Analysis Report,Malware Sample"

--sources Filters objects produced in the sync by the sources they include, allowing
the user to send out a subset of data that contains a specific source.
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PARAMETER EXPLANATION

For objects with multiple sources, other sources are included in
the filter if the object contains the user-specified source(s).
Multiple sources are also supported in search parameters.

Existing CRON Runs: Use the initial-start-date option to avoid pulling all
historical data.

Example: --sources="Black Source”

--include-all- Exports all related data for an object if its source matches the --sources

relationships parameter value. If so, the command exports the primary object’s
relationships to any object on the system regardless of the sources of the
related objects and/or the source that created the relationships.

Example: --sources="Black Source” --include-all-relationships

Examples

The following examples provide use cases for air gapped data sync.

No Time Limit, Default Configuration

kubectl exec --namespace threatq --stdin --tty deployment/api-schedule-run
-- ./artisan threatq:sync-export --target=relative/path

This example pulls all objects in the system (with the exception of Investigations, Tasks, and soft-
deleted Objects). The output appears in /tmp.

Meta Data Only

kubectl exec -—-namespace threatq --stdin --tty deployment/api-schedule-run
-- ./artisan threatq:sync-export --target=relative/path --meta-only

This example pulls only meta data objects from the system (Attributes, Sources, Object Statuses and
Types, and so on).

Time Limit

kubectl exec --namespace threatq --stdin --tty deployment/api-schedule-run
-- ./artisan threatq:sync-export --target=relative/path --start-
date="2018-10-01 00:00:00" --end-date="2018-11-01 00:00:00"

This example pulls objects whose updated_at or touched_at occurs between the start and end date.

ThreatQ User Guide
Version 6.14.0

44



THREATQ )

Exclude Malware Files

kubectl exec -—-namespace threatq --stdin --tty deployment/api-schedule-run
-- ./artisan threatq:sync-export --target=relative/path --ignore-file-
types="Malware Sample"

This example pulls all objects, but excludes the physical files attached to any File objects with the type
Malware Sample. The File objects themselves (as well as their context and relationships) are still
included in the export tarball.

Any File Type can be used with this option, and multiple File Types can be included as a comma-
delimited list.

kubectl exec --namespace threatq --stdin --tty deployment/api-schedule-run
-- ./artisan threatq:sync-export --target=relative/path --ignore-file-
types="STIX,PDF,Malware Sample"

Cron Configuration

kubectl exec -—-namespace threatq --stdin --tty deployment/api-schedule-run
-- ./artisan threatq:sync-export --target=relative/path --include-deleted=Y
--include-investigations=N

This example searches for a previous synchronization record with the same hash (comprised of the
three options provided). If any hash matches are found, the run uses the started_at date of the most
recent previous record as the start date for the current run.

If you do not require soft-deleted Objects, Investigations, or Tasks to be transferred to the target
ThreatQ installation, then only the --target option is necessary (as the defaults for the other two
options are both (N)o).

Initial Cron for First Time Use

Determine what the cron configuration options should be:

+ Target directory
* Investigations/tasks included (Y/N)
+ Deleted objects included (Y/N)

The cron configuration options must be the same for every run, but they only need to be specified if
different from the defaults.

Run the command with the cron configuration options:

kubectl exec --namespace threatq --stdin --tty deployment/api-schedule-run
-- ./artisan threatq:sync-export --target=relative/path --include-
investigations=Y --include-deleted=N
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Cron Job Configuration

1. Retrieve the DB password.

kubectl get secret mariadb-root --output go-template='{{range $k,
$v 1= .data}}{{printf " %s: " Sk}}{{if not SvI}{{$v}} {{else}}{{$Sv |
base64decode}} {{end}}{{"\n"}}{{end}}' -n threatq

2. Since you will be prompted for the DB password, run the first time interactively.

kubectl exec --namespace threatq --stdin --tty deployment/api-
schedule-run -- ./artisan threatq:sync-export --target=test --include-
deleted=Y --include-investigations=N

3. Enter the DB password
4. Set up cron for the non root user.

sudo crontab -u <non-root user that 1installed RKE2> -e
5. Use the following command in the cronjob:
/var/lib/rancher/rke2/bin/kubectl exec --namespace threatq --stdin --

tty deployment/api-schedule-run -- ./artisan threatq:sync-export --
target=test --include-deleted=Y --include-investigations=N

Instructions for Larger Data Sets (Starting from the Beginning of Time)

For larger data sets, it is undesirable to do a full run from the beginning of time (performance will
suffer).

A\ ThreatQuotient recommends that you use the --end-date option to specify an upper limit on
the date range pulled. Multiple runs will be necessary to process all data up to the current
date.

For each of the runs, provide the configuration options along with the --end-date option:

kubectl exec --namespace threatq --stdin --tty deployment/api-schedule-run
-- ./artisan threatq:sync-export --target=relative/path --include-
investigations=Y --end-date="2017-01-01 00:00:00"

Once the current date has been reached, the --end-date option is no longer necessary.
Instructions for Larger Data Sets (Starting from a Specified Date)

For larger data sets, it is undesirable to do a full run from the beginning of time (performance will
suffer).
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A\ ThreatQuotient recommends that you use the --end-date option to specify an upper limit on
the date range pulled. Multiple runs will be necessary to process all data up to the current
date.

If only a subset of data needs to be processed up to the current date, then you should use the --initial-
start-date option.

For the first run, provide the configuration options along with the --initial-start-date option.

kubectl exec --namespace threatq --stdin --tty deployment/api-schedule-run
-- ./artisan threatq:sync-export --initial-start-date="2017-01-01 00:00:00"
--target=relative/path --include-investigations=Y --end-date="2017-02-01
00:00:00"

For each of the runs, provide the configuration options along with the --end-date option:

kubectl exec --namespace threatq --stdin --tty deployment/api-schedule-run
-- ./artisan threatq:sync-export --target=relative/path --include-
investigations=Y --end-date="2017-01-01 00:00:00"

Once the current date has been reached, the --end-date option is no longer necessary.
Run Scenarios

Export Success

When a run of this command completes successfully, a tarball of data appears in the target directory
you specified (or /tmp by default). A report file describing the run is available in the data tarball, under
the /sync directory. There is also a record in the database synchronizations table for the run.

Export Errors

If a run of this command fails before completion, the tarball is not created. There is a data directory in
the target directory (where the data is stored before it is compressed) that contains all the data that
was processed before the failure. The report file appears in this directory under /sync. Error messages
do not appear in the report file. However, they appear in the Laravel log and in the console.

Regardless of whether the run was part of a cron configuration, it can simply be restarted. The cron
configuration will look for the last completed run to find the next start date.

Dates

Start Date

A start date is applied to objects according to the column available - touched_at or updated_at.
touched_at Objects
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Adversaries, Attachments, Events, Indicators, Signatures, Custom Objects
updated_at Objects
Investigations, Tasks, Object Links, Tagged Objects

End Date

An end date is applied only if you provide one at run time. It is applied everywhere a start date is
used.

Configuration

The configuration used for each run of this command consists of the --target, --include_deleted, and --
include_investigations command line options and is stored in the config_json column of the
Synchronization record. The hash column of each Synchronization record is a MD5 hash of the
config_json column.

Default Configuration

The default configuration is used if the command is run with no options provided:

* target_directory = /tmp
* include_deleted = false
* include_investigations = false

In this configuration, the initial run start date defaults to 1970-01-01 00:00:00.
Cron

If the command is run with the --target, --include_deleted, and --include_investigations parameters,
the hash of these values is compared against the hash column of previous runs. Using these three
options on every run allows for the command to be incorporated into a scheduled task.

If any hash matches are found, the start date for the run is set to the started_at date in the
Synchronization record of the previous run with the same hash.

If no hash matches are found, the start date is set to 1970-01-01 00:00:00.
Start Date Provided

If a start date is included in the command run using the --start-date option, any other options also
provided are honored. However, if the --target, --include_deleted and --include_investigations options
are also included, a Cron check against the hash of these three options does not occur. The start date
provided is included in config_json as the manual_start_date so that the run does not collide with any
Cron-related runs.

If a "beginning of time" run is necessary, use the option as --start-date="1970-01-01 00:00:00".
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Output and Sync Report

The following sections detail the data you may find in the export output and sync report.
Meta Data

Meta data is transferred with every run of this command by default. You can specify that only meta
data (no object data) should be pulled in a run by using the --meta-only option.

Meta data includes information about Sources, Attributes, Tags, as well as Object Statuses and Types
(both seeded and user-provided).

While meta data like Connectors and Operations are included in this list, they are not installed on the
target ThreatQ installation as part of the air gapped data sync process. They are only placed in the
requisite tables for use as Sources of Objects that are transferred. The same is true of any Users that
are copied - these will not be enabled Users on the target installation; they will be transferred as
disabled.

Meta Data Objects

* Attributes

+ Clients

+ Connectors

+ Connector Categories
+ Connector Definitions
+ Content Types

+ Groups

+ Investigation Priorities
+ <Object Type> Statuses
+ <Object Type> Types
+ Other Sources

* Operations

+ Sources

+ Tags

« TLP

+ Users

Objects
This command covers any objects installed on the system by default, and any custom objects that
have been installed by the user. The only objects that can be excluded are Investigations and Tasks

(using the --include-investigations command line option).

A\ Custom Objects that are installed on a source ThreatQ installation that have NOT been
installed on a target ThreatQ installation will NOT be installed by the air gapped data sync
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process. If an object is included in the export data, but is not found on the target, it will be
ignored.

Default Objects:

+ Adversaries

« Attachments (Files)
* Events

* Indicators

+ Signatures

+ Campaigns

+ Courses of Actions
+ Exploit Targets

* Incidents

« TTPs

+ Tasks

+ Assets

* Notes

+ Attack Pattern

* ldentity

* Intrusion Set

+ Malware

* Report

* Tool

+ Vulnerability

Storage:

The data for each object is copied as a dump file in CSV format using "SELECT * INTO OUTFILE..."
MariaDB syntax. The full query for the data is built up using the options you provided (start date, end
date, etc).

Dump files contain a maximum object limit of 50,000 (set in the Synchronization base class). Dump
files are created (with a counter appended to the file name) until the entire object result has been
covered.

To ensure that any Objects present in Object Context (Attributes, Comments, and Sources), Object
Links, Tagged Objects, or Investigation Timeline Objects are also included in the base Object data, CSV
dump files for each Object type are also created from queries against each of these tables. This is
necessary because of the differing date columns used in each query (an object may appear in an
Object Link in the specified date range according to the Object Link's updated_at date, even though
the Objects themselves saw no change to their touched_at date in that date range). When the data
from all of these object files is transferred to the target ThreatQ installation, any duplicates across
dump files will be consolidated. Files that contain Object data will always include "_obj_" in the file title.

Sample Object File List (all of these files will contain Adversary records):

* adversaries/adversaries_obj_0.csv

+ adversaries/adversaries_obj_attributes_0.csv

+ adversaries/adversaries_obj_comments_0.csv

+ adversaries/adversaries_obj_investigation_timelines_0.csv
+ adversaries/adversaries_obj_object_links_dest_0.csv
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+ adversaries/adversaries_obj_object_links_src_0.csv
+ adversaries/adversaries_obj_sources_0.csv
+ adversaries/adversaries_obj_tags_0.csv

Object Context

The date range for queries on Object Context tables uses the updated_at date column, with the
exception of Adversary Descriptions, which uses the created_at date column.

Adversary Descriptions are handled as part of the Object Context gathering process. The
adversary_descriptions table is queried using the created_at date column, and the entirety of the
adversary_description_values table is pulled, as it does not have a date column.

Not all Objects have all Object Contexts (Attributes, Attribute Sources, Comments, and Sources).
Tables are only polled if they exist.

Tables Covered for each Object Type:

+ <object type>_attributes

+ <object type>_attribute_sources
+ <object type>_comments

+ <object type>_sources

Sample Object Context File List (Indicator Object Type):
* indicators/indicator_attribute_sources_0.csv
* indicators/indicator_attributes_0.csv

* indicators/indicator_comments_0.csv
* indicators/indicator_sources_0.csv

Other Data

Attachment Files

Physical files for all attachments included in the date range are copied into the attachments/files
directory of the data tarball.

Object Links
The date range for queries on Object Links uses the updated_at date column.
Tables Covered (Object Links and Object Link Context):

+ object_links

+ object_link_attributes

+ object_link_attribute_sources
+ object_link_comments

*+ object_link_sources

Sample Object Link File List:

+ object_links/object_links_0.csv

*+ object_links/object_link_attributes_0.csv

*+ object_links/object_link_attribute_sources_0.csv
+ object_links/object_link_comments_0.csv

+ object_links/object_link_sources_0.csv
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Tags

The date range for queries on Tagged Objects uses the updated_at date column.
Tables Covered (Tags themselves are covered in the Meta Data):

tagged_objects

Sample Tagged Objects File List:

tagged_objects/tagged_objects_0.csv

Spearphish

The date range for queries on Spearphish uses the updated_at date column.
Tables Covered:

spearphish

Sample Spearphish File List (Spearphish files are stored with Event data):
events/spearphish_0.csv

Investigations

The date range for queries on additional Investigation context tables uses the updated_at column.
Tables Covered:

* investigation_nodes

* investigation_node_properties
* investigation_timelines

* investigation_timeline_objects
* investigation_viewpoints

Sample Investigation additional context File List:

* investigations/investigation_node_properties_0.csv
* investigations/investigation_nodes_0.csv

* investigations/investigation_timeline_objects_0.csv
* investigations/investigation_timelines_0.csv

* investigations/investigation_viewpoints_0.csv

File Output

Data Tarball

Once all data has been processed, a tarball is created containing all output files. This tarball will be
dropped in the directory specified in the --target option, or the /tmp directory by default.

Tarball Naming Convention: tqSync_<run date>.tar.gz

Example
tqSync-19-01-16-1547649934-0849.tar.gz

Sync Report

The output for each run is stored in a Sync Report output file, which is located in the sync directory of
the data tarball. The file is always named sync-export.txt.
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Command Line Output

Command line output displays command progress, object totals, and files written.
Synchronizations

Table
synchronizations
* id - The auto-incremented id for the Synchronization record

*+ type - The Synchronization direction (options are "export" or "import")

+ started_at - The date and time the command run was started

+ finished_at - The date and time the command run completed

+ config_json - A JSON representation of the command run configuration

* report_json - AJSON representation of the command run parameters (command line options,
object counts, files created, etc)

* pid - The process id of the command run

* hash - Unique identifier for a command run (MD5 hash of the config_json column)

*+ created_at - The date and time the Synchronization record was created

+ updated_at - The date and time the Synchronization record was updated

Record Handling
Hash

The Synchronization record hash column is automatically calculated as an MD5 of the config_json
column on record creation.

Initial Creation

A Synchronization record is created at the beginning of a command run, right after all command line
options have been processed. Initial creation only covers the type, started_at, pid, and config_json
columns. For this command (threatq:sync-export), the type will be "export". The command line option
portion of the report_json is added as well, but this column will not be complete until the record is
finalized. The finished_at column remains NULL.

Finalization

A Synchronization record is finalized when the command run has completed. At this time, the
finished_at column is filled with the completion datetime, and the report_json column is updated to
include information about the run (object counts, files created, etc).
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threatq:sync-import

This import command processes the tarball of object data created by the threatq:sync-export
command. Temporary sync tables are created on the target to house this object data, and integrity
checks are run against existing data to verify IDs and check for duplicate objects. Duplicate objects
from the source ThreatQ installation are updated, and new objects are inserted. The temporary sync
tables are dropped when data processing is complete. Each run of this command also generates a
sync report without output logs for the run.

G‘ Upon upgrade to ThreatQ 6x, the /var/lib/threatq/agds_transfer directory is created and
becomes the default location for exporting and importing AGDS zip files. As such, AGDS
commands only need to specify the relative path to the folders you created within this
directory for AGDS exports or imports. Then, use the --target parameter to specify the
location when exporting the AGDS zip file and the --file parameter to specify the location
from which to import the .gz file.

The import process moves data from the source instance to the target instance based on
changes to the object's updated_at date. It does not explicitly remove data from the target
instance.

]

Parameters
The following table outlines the parameters for the command. With the exception of --file, all

parameters for the threatq:sync-import command will use the default value unless otherwise defined
by the user.

PARAMETER EXPLANATION

--file Required value. File path to the tarball created by the threatq:sync-export
command.

Example: --filesimports/tqSync-19-01-16-1547660837-8345.tar.gz

--keep- Determines whether the oldest created_at date between the source and

created-at target ThreatQ installations should be maintained, or a new created_at is set
on the target system. The default if this option is not provided by the user is
for the oldest created_at date to be maintained. Options are Y(es) or N(0).

Default: Y

Example: --keep-created-at=N
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PARAMETER EXPLANATION

--object-limit Integer value used as the limit for the number of objects updated or inserted
at a time. When using this option, the size of the data sets on both source
and target ThreatQ installations should be taken into account. Setting the
limit too high may hinder performance.

Default: 1000

Example: --object-limit=50000

--memory-limit Sets the PHP memory limit in megabytes or gigabytes.
Default: 2G

Example: --memory-limit=4G

--override- Determines whether or not the descriptions on existing objects on the target
description ThreatQ installation are be updated. If an existing object has a NULL
description, it will be updated regardless of the use of this flag.

Default: Y

Example: --override-description=N

Examples

Basic Run

sudo ./artisan threatqg:sync-import --file=relative/path/
tqSync-19-01-16-1547660837-8345.tar.gz

This example processes all the data in the tarball provided in the --file option, using an object limit of
1000 for all inserts and updates. The created_at date of all transferred objects is updated on the
target ThreatQ installation if it is older than the current created_at date (if the object is already
present on the source ThreatQ installation). Newly inserted objects keep the created_at date of the
source ThreatQ installation.
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Set New created_at Dates on the Write System

sudo ./artisan threatq:sync-import --file=relative/path/
tqSync-19-01-16-1547660837-8345.tar.gz --keep-created-at=N

This example processes all the data in the tarball provided in the --file option using an object limit of
1000 for all inserts and updates. The created_at date of all transferred is left alone in the case of
object updates, and changed to the current date in the case of new object inserts.

Increase the Object Limit

sudo ./artisan threatq:sync-import --file=relative/path/
tqSync-19-01-16-1547660837-8345.tar.gz --object-1imit=50000

This example processes all the data in the tarball provided in the --file option using an object limit of
50000 for all inserts and updates. The --keep-created-at option has been left out, so it uses the default
setting of Y(es) and created_at dates are retained from the Source system.

Initial Setup

You must run the threatq:fill-sync-hash-column command, before running the threatq:sync-import
command on an air gapped ThreatQ installation. This command prepares the database of an air
gapped installation to run the threatq:sync-import command. Upon upgrade to ThreatQ version 4.17
or later, several tables include a sync_hash column, which stores an MD5 hash of the unique fields for
records in each table. This command fills in the data in this column, before attempting an Air Gapped
Data Sync import. Data added after upgrade automatically have their sync_hash columns populated
on insert and update, so it is only necessary to run this command once.

The threatq:sync-import command checks for any NULL values in the sync_hash column in the events,
indicators, and object_links tables before importing any data, and will fail if any NULL values are
found. If the threatq:fill-sync-hash-column command is not run and sync_hash columns are found on
the indicators, events, or object_links tables, the import will fail and ask you to run the command to fill
that column before continuing.

1. SSH to your target ThreatQ installation.
2. Put the ThreatQ platform into maintenance mode:

kubectl exec --namespace threatq --stdin --tty deployment/api-
schedule-run -- ./artisan down

3. Run the following command:

kubectl exec -—-namespace threatq --stdin --tty deployment/api-
schedule-run -- ./artisan threatq:fill-sync-hash-column

5. Bring ThreatQ out of maintenance mode:
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kubectl exec --namespace threatq --stdin --tty deployment/api-
schedule-run -- ./artisan up

Run Scenarios

Import Success

When a run of this command completes successfully, a report appears in the directory the command
was run in. There is also a record in the database synchronizations table for the run. Both of these
contain data describing performance metrics and object counts.

Excluded Files

If the --ignore-file-types option was used during creation of the export tarball, then the physical files
associated with File objects that have the File Types specified in that option are not available during
the import of those objects. If the import command detects that a file is missing from the export
tarball, it creates a placeholder file under the same file path as was set on the read box (this is defined
in the path field of the File). This placeholder file is a simple text file with the phrase "File excluded
from export.". Please be aware that because the original physical file associated to the File object has
been replaced, it will no longer be possible to open the physical file on the Details page for that File
object.

Import Errors

If a run of this command fails before completion, error messages do not appear in the report file -
though they do appear in the laravel log and in the console. There is not currently a means of
restarting the command from where it left off. The command must be restarted and will run through
all the data again. Any data from the tarball that was written during the previous failed run is updated
(rather than inserted again), meaning the end result is the same - all data is transferred from the
tarball to the target system.

Data Processing

Data found in CSV dump files for a table from the tarball provided in the --file option is inserted into a
corresponding sync table. A sync table is a copy of a base table, with column structure maintained but
indexes excluded. Indexes are added to unique columns on sync tables (which are later be used in
table joins and where clauses) once data insertion from dump files is complete, since indexes slow the
insertion process down.

The naming convention for a sync table is sync_import_<base table name>_<process id>.
Base table: adversaries

Sync table: sync_import_adversaries_12345
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All sync tables are removed from the target ThreatQ installation's database once data processing is
complete.

Basic Table

A basic table has no foreign keys pointing to other tables in the database. It has a single identifier (id)
column for each record. Once all the data stored in the tarball for a basic table has been transferred
to a sync table, the sync table has an existing_id column added with a default value of NULL for each
record. This column is used to determine whether the record already exists on the target ThreatQ
installation. The ID for the record on the target system may be different from that of the record from
the source ThreatQ installation, so this existing_id column ensures that data integrity is maintained
between the two.

Sample Basic Table:
attachment_types - (id, name, is_parsable, parser_class, created_at, updated_at, deleted_at)
Sample Sync Table created from Basic Table:

sync_import_attachment_types_12345 - (existing_id, id, name, is_parsable, parser_class, created_at,
updated_at, deleted_at)

Tables with Pivots
A pivot table has one or more foreign keys pointing to other tables in the database. Once all the data
stored in the tarball for a table with pivots has been transferred to a sync table, the sync table has an

existing_<pivot>_id column added for each foreign key column, as well as an existing_id column for
the record itself (all set to a default value of NULL).

File Output

threatq sync-import File Output and Sync Report

Once all data has been processed, a Sync Report is generated. This file is named after the tarball used
in the run, with the extension "-sync-import.txt"

Tarball used: tqSync-19-01-16-1547660837-8345.tar.gz

Sync Report name: tqSync-19-01-16-1547660837-8345-sync-import.txt

threatq:sync-import Command Line Output

Command line output displays command progress and object totals. It is similar to the output in the
Sync Report.
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Synchronizations

SYNCHRONIZATIONS DESCRIPTION

id The auto-incremented ID for the Synchronization record.

type The Synchronization direction. Options are export or import.

started_at The date and time the command run was started.

finished_at The date and time the command run completed.

config_json A JSON representation of the command run configuration.

report_json A JSON representation of the command run parameters (command
line options, object counts, tables created, etc).

pid The process ID of the command run.

hash Unique identifier for a command run (MD5 hash of the config_json
column).

created_at The date and time the Synchronization record was created.

updated_at The date and time the Synchronization record was updated.

Record Handling

Hash

The Synchronization record hash column is automatically calculated as an MD5 of the config_json
column on record creation.

Initial Creation

A Synchronization record is created at the beginning of a command run, right after all command line
options have been processed. Initial creation only covers the type, started_at, pid, and config_json
columns. For this command (threatqg:sync-import), the type will be "import". The command line option

ThreatQ User Guide

Version 6.14.0 >9



THREATQ )

portion of the report_json is added as well, but this column will not be complete until the record is
finalized. The finished_at column remains NULL.

Finalization

A Synchronization record is finalized when the command run has completed. At this time, the
finished_at column is filled with the completion date and time, and the report_json column is updated
to include information about the run (object counts, tables created, etc).
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Upgrading an Air Gapped ThreatQ Instance

If you are upgrading from one 6x release to another, you can use the following steps.

G‘ Contact ThreatQ Support if you encounter any issues during the upgrade or require
assistance.

Stage 1: Download the Air Gap Upgrade File
To download the air gap upgrade file from a browser:
1. Copy the following location to your browser's address bar:

https://<YUM_USER>:<YUM_PASSWORD>@install-v6.threatq.com/
<version>-platform.tar.gz

2. Open the CLI of the device to upgrade and copy the upgrade file to /root/ using the SCP client of

your choice.
3. Return to the CLI of the device and confirm that the upgrade file is present.

To download the air gap upgrade file via curl:
1. Run the following command:

cur’l https://<YUM_USER>:<YUM_PASSWORD>@install-v6.threatq.com/
<version>-platform.tar.gz -o <version>-platform.tar.gz

2. Transfer the upgrade file to /root/ on the air gapped box.
Stage 2: Upgrade the Air Gapped Box

1. Log into the air gapped box as a root user.
2. Run the following command to upgrade the air gapped box:

sudo /usr/local/bin/tgadmin platform upgrade -v <release number> -z

Example:
sudo /usr/local/bin/tgadmin platform upgrade -v 6.2.0 -z

3. The upgrade process looks for the upgrade tarball in the /root/ location. If the file is not in that
location, you are prompted to enter the absolute path of the tarball.
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Audit Log

About the Audit Log

ThreatQ includes comprehensive audit logging that records detailed user, admin, and system actions
across the ThreatQ Platform as well as ThreatQ Data Exchange (TQX), and ThreatQ TDR Orchestrator
(TQO). This allows you to track activities such as logins/logouts and configuration updates, and to
export these logs securely to your SIEM or Syslog Server. You can now monitor and review platform
activity for compliance, security auditing, and operational visibility directly from ThreatQ or your
connected logging system.

Configuring Audit Log Exports

To begin exporting your audit log to your SIEM or Syslog Server, you must update the threatq.tfvars
file with the following information: syslog hostname, syslog port, path to client certificate, and path to
client private key

For hosted customers, ThreatQuotient will perform the required tfvars file update. On premise
customers will use TQAdmin to update the tfvars file. See the TQAdmin Configuration section for
more details.

Tips and Tricks

* You can access the audit log from /var/logs/threatqg/audit.log.
* For logged password updates, the password value is redacted.
+ Audit Log timestamps use the following format: yyyy-mm-ddThh:mm:ss+z
+ For failed actions, the audit log entry includes the reason for the failure.
+ The following information if the source of an action (e.g. ThreatQ user) has been authenticated
via HTTP:
> URL
° HTTP method
° Server
° Referrer
o XFF IP address
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Audit Log Entries

Authentication/User Activity Logging

ACTION MESSAGE(S) INFORMATION LOGGED
Local OAuth2 + Login Success + Username (authentication type)
Authentication * Login Fail * Login fail reason:

> User credentials are not valid
> Account Locked
> Account Disabled
° Incorrect auth type
+ Timestamp

Client Credential + Login Success + Username (authentication type)
Authentication * Login Fail * Login fail reason:
> Connector is disabled
+ Timestamp

LDAP + Login Success + Username (authentication type)
Authentication * Login Fail * Login fail reason:
+ User conversion > User credentials are not valid
from local to LDAP ° Invalid authentication method

> User credentials are not valid

> The User Certificate has not
been selected

o User credentials are not valid

° Invalid authentication method

> No user groups found in LDAP
search

° No LDAP to TQ group
mappings found

> The account has been
temporarily locked due to too
many consecutive failed login
attempts

> Maintenance accounts are
prohibited to log in using SSO

> LDAP User does not belong to
any mapped TQ groups

+ Timestamp
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Audit Log Entries

ACTION

SAML
Authentication

SSL Client
Certificate
Authentication
(CAQ)

Account Lock

Logout

MESSAGE(S)

Login Success
Login Fail

User conversion
from local to SAML
LDAP maintenance
user was
converted to SAML
Local login
attempt after
conversion to
SAML

G\ Only

allowed
for
Mainten
ance
users.

Login Success
Login Fail

User fingerprint
saved

Account Locked
Account Unlocked

Logout Success
Logout Failure

INFORMATION LOGGED

« Username (authentication type)
* Login fail reason:
° SAML Single-Logout-Service
error(s)
° Invalid authentication method
+ Timestamp

+ Username (authentication type)
+ Login fail reason:
o User credentials are not valid
> The User Certificate has not
been selected
° The account has been
temporarily locked due to too
many consecutive failed login
attempts
+ Timestamp

* Username
+ Timestamp

« Username
+ Timestamp
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Audit Log Entries

User Management Logging

ACTION

Add/Delete User

Updates to User
Information

MESSAGE(S)

New User added to platform
User Deleted

New Custom Role created
User Role changed by
administrator

ﬂ‘ Listed if users were
added to the Role as
part of the creation
process.

Changes have been made to a
Custom Role

User Role changed by
administrator

ﬂ‘ Listed if users were
added to the role as
part of the creation
process.

Custom Role has been
removed

LDAP has been enabled
LDAP has been disabled
LDAP configuration has been
updated

LDAP connection tested
LDAP Groups listed

LDAP Users listed

SAML has been enabled
SAML has been disabled
SAML configuration has been
updated

User profile updated by User

INFORMATION LOGGED

+ Username that made
the change

« User information such
as name and role

+ Timestamp

* Username that made
the change

« Username that was
changed

+ User profile changes

+ Timestamp
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Audit Log Entries

ACTION

Updates to
Multifactor
Authentication
(MFA) Settings

MESSAGE(S)

* MFA enabled by User
* MFA disabled by User

Integration Configuration Logging

Applies to feeds and operations.

ACTION

Installing/uninstalling
an integration

Enabling/disabling an
integration

Updating integration
settings

MESSAGE(S)

* <integration type> has

been installed

* <integration type> has

been uninstalled

* <integration type> has

been disabled

* <integration type> has

been enabled

*+ <integration type>

configuration has been

updated

Data Retention Policy Logging

ACTION

Enable/Disable Data
Retention Policy

MESSAGE(S)

+ Data Retention Policy has

been enabled

INFORMATION LOGGED

+ Username that made
the change

+ Username that was
changed

+ Timestamp

INFORMATION LOGGED

+ Username that made
the change

* Integration name

+ Timestamp

+ Username that made
the change

* Integration name

+ Timestamp

+ Username that made
the change

* Integration name

+ Configuration changes

+ Timestamp

INFORMATION LOGGED

+ Username that made the
change
+ Timestamp
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Audit Log Entries

ACTION MESSAGE(S) INFORMATION LOGGED

+ Data Retention Policy has
been disabled

Update Data Retention + Data Retention Policy has + Username that made the

Policy been updated change

ThreatQ Data Exchange (TQX) Logging

ACTION

Install a TQX transport via
new install or upgrade

Update a TQX transport

Create/delete an OpenDXL
transport node

Update an OpenDXL
transport node

Create/Delete OpenDXL
data feed

MESSAGE(S)

* Integration has been installed

* Integrations setting has been

updated

+ TQX - OpenDXL integration

configuration has been
created

+ TQX - OpenDXL integration

configuration has been
removed

+ TQX - OpenDXL integration

configuration has been
updated

+ TQX - OpenDXL integration

configuration has been
created

« Data collection name
« Timestamp

INFORMATION
LOGGED

« Username
+ Timestamp

+ Username
+ Feed name
+ Timestamp

* Transport UUID
and name
+ Timestamp

+ Transport UUID
and name

+ Configuration
updates

+ Timestamp

* Feed name
*+ Feed settings
+ Timestamp
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Audit Log Entries

ACTION

Update OpenDXL data
feed

TAXII Server Logging

ACTION

Install a TAXII transport
via an install or upgrade
that includes a TQX
license

Create a TAXII collection

Delete a TAXII collection

Update a TAXII collection

MESSAGE(S)

+ TQX - OpenDXL integration

configuration has been
removed

+ TQX - OpenDXL integration

configuration has been
updated

MESSAGE(S)

Integration has been
installed

TQX - TAXII integration
configuration has been
created

TQX - TAXII integration
configuration has been
removed

TQX - TAXII integration
configuration has been
updated

INFORMATION
LOGGED

* Feed name

+ Updates to feed
settings

+ Timestamp

INFORMATION LOGGED

« Username that installed
the TAXII transport

« TAXII Collection Name

+ Timestamp

« Username that created
the TAXII collection

« TAXII Collection Name

+ Timestamp

« Username that deleted
the TAXII collection

« TAXII Collection Name

+ Timestamp

+ Username that updated
the TAXII collection’s
configuration

+ Configuration changes

* TAXII Collection Name

+ Timestamp
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Audit Log Entries

ACTION

Create a TAXIl user -

Delete a TAXI| user

Update a TAXI user

Create a TAXII collection
user

Delete a TAXII collection
user

MESSAGE(S)

TQX - TAXII integration
configuration has been
created

TQX - TAXII integration
configuration has been
removed

TQX - TAXII integration
configuration has been
updated

TQX - TAXII integration
configuration has been
created

TQX - TAXII integration
configuration has been
removed

INFORMATION LOGGED

Username that created a
TAXIl user

TAXII username
Timestamp

Username that removed a
TAXIl user

TAXIl username
Timestamp

Username that updated a
TAXII user’s username,
password, and/or TAXII
collection access
Configuration changes
TAXII username
Timestamp

Username that added a
TAXIl user to a TAXII
collection

TAXIl username

Username that removed a
TAXIl user from a TAXII
collection

TAXII username

ThreatQ TDR Orchestrator (TQO) Configuration Logging

Applies to configuration driven workflows (CDWs), TQO workflows, and TQO actions.

ACTION

TQO Component: CDW

MESSAGE(S)

INFORMATION LOGGED
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Audit Log Entries

ACTION
Install/Uninstall a .
CDW
Enable/Disable a .
CDW .
Update a CDW's .

configuration

Delete a CDW's .
configuration

TQO Component: Workflows

Install/Uninstall a .
workflow

Enable/Disable a .
workflow .
Update a workflow .

MESSAGE(S)

Integration has been
installed

Integration has been
uninstalled

Integration has been enabled
Integration has been
disabled

Integrations setting has been
updated

Advanced workflow
integration configuration has
been removed

Integration has been
installed

Integration has been
uninstalled

Integration has been enabled
Integration has been
disabled

Integrations setting has been
updated

INFORMATION LOGGED

+ Username that made the
change

« CDW name

+ Timestamp

« Username that made the
change

« CDW name

« Timestamp

+ Username that made the
change

+ CDW name

+ Configuration changes

+ Timestamp

+ Username that deleted
the configuration

+ CDW name

+ Timestamp

+ Username that made the
change

+ Workflow name

+ Timestamp

+ Username that made the
change

+ Workflow name

+ Timestamp

* Username that made the
change

+ Workflow name

+ Configuration change

+ Timestamp
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Audit Log Entries

ACTION

Create a workflow

Update a
workflow's
configuration

Delete a workflow’s
configuration

TQO Component: TQO Action

Configure a TQO
action

Update a TQO
action'’s
configuration

Delete a TQO
action’s
configuration

MESSAGE(S)

+ Workflow builder integration

configuration has been
created

+ Workflow builder integration

configuration has been
updated

+ Workflow builder integration

configuration has been
removed

» Workflow builder action

integration configuration has
been created

* Workflow builder action

integration configuration has
been updated

* Workflow builder action

integration configuration has
been removed

INFORMATION LOGGED

+ Username that created
the workflow

+ Workflow name

+ Configuration settings

+ Timestamp

+ Username that updated
the workflow's
configuration

+ Workflow name

+ Configuration changes

+ Timestamp

+ Username that deleted
the workflow’s
configuration

+ Timestamp

+ Username that configured
the action

* TQO action name

* Timestamp

+ Username that updated
the action’s configuration

* TQO action name

+ Configuration changes

+ Timestamp

+ Username that deleted
the action’s configuration

* TQO action name

+ Configuration changes

+ Timestamp
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Audit Log Entries

ACTION

Install/Uninstall a
TQO action

Update a TQO
action

Create a TQO
action

MESSAGE(S)

Integration has been
installed

Integration has been
uninstalled

Action integration
configuration has been
removed

Integrations setting has been
updated

Action integration
configuration has been
updated

Action integration
configuration has been
created

INFORMATION LOGGED

Username that installed/
uninstalled the action
Uninstall - Includes the
message and data for an
action configuration
deletion

TQO action name
Timestamp

Username that updated
the action
Configuration settings
TQO action name
Timestamp

Username that updated
the action
Configuration settings
TQO action name
Timestamp
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Backup and Restore

ThreatQ Backup

Before performing a backup of a ThreatQ instance, note the following:

+ The backup process stops and starts all ThreatQ services automatically in order to prevent
modifications to the file system and database. Requests made during this time are queued and
resumed once the backup process completes.

+ The time it takes to back up ThreatQ depends primarily on the size of the database. For this
reason, we recommend performing a backup when system availability is not critical, such as
during a scheduled maintenance window.

+ The resulting backup file can be large. We recommend that you write it to a mounted drive or
file location rather than the local file system. For instructions on how to mount a network-
available drive, contact ThreatQ Support. If the backup file must be stored locally, you should
move it off the local file system at the earliest opportunity.

+ By default, the system creates a backup of the threat intelligence data index required for
improved search performance and includes it in the backup file. This operation may take hours.
You can omit this portion of the backup by running the backup command with the --exclude-
solr option. However, this means that your threat intelligence data must be re-indexed during
or after the restore process.

+ ThreatQuotient recommends you delete any disabled custom objects before running the
backup process. If the backup process encounters a disabled custom object, the process stops
and you are prompted to delete the object or contact ThreatQuotient Support for assistance.

Backup Options
ThreatQ supports the following backup options:
+ Astandard backup that includes the threat intelligence data index.
+ A backup that excludes the threat intelligence data index
Password Retrieval
The backup and restore processes may require the MariaDB and/or the root MySQL password. You

can use the get secrets command listed below to retrieve all Kubernetes secrets, including your
MariaDB and root MySQL passwords, in a human-readable format.

1. SSH to your ThreatQ installation.
2. Run the following command:

kubectl get secrets -—namespace threatq --output go-template='{{range
$i,8d := .items}}{{print $Sd.metadata.name "\n"}}{{range $k,Sv :=
$d.data}}{{printf " %s: " Sk}}{{if not $v}}{{sSv}} {{else}}{{Sv |
base64decode}}{{end}}{{"\n"}}{{end}}{{"\n"}}{{end}}"
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ThreatQ Backup Process

1.
2.

3.

SSH to the ThreatQ command line.
Choose one of the following options:
° To create a backup that includes the threat intelligence data index, run the following
command:

kubectl exec --namespace threatq --stdin --tty deployment/api-
schedule-run -- ./artisan threatq:backup

> To create a backup that excludes the threat intelligence data index, run the following
command:

kubectl exec -—-namespace threatq --stdin --tty deployment/api-
schedule-run -- ./artisan threatq:backup --exclude-solr

When prompted, provide the root MySQL password. See the Password Retrieval section for the
steps to retrieve this password.

You will only be prompted for a password and file path with the first initial backup. You will not
be prompted for either of these items for any subsequent backups. Contact ThreatQ Support if
you need to update either of these items.

Provide the path to the file location where you want to create the backup.

The file that you store the backup file must be in the following location: /var/lib/threatq/misc
The script generates a backup file in the specified file location. The name of the file will be
threatq_backup_x.x.x_yyyy-mm-dd.tgz, where x.x.x is the ThreatQ version and yyyy-mm-dd is
the date when the backup was performed.

ThreatQ Restore

To restore from a ThreatQ backup, note the following:

The target machine must be an existing ThreatQ instance running the same version of the
instance captured in the backup.

The restore process completely overwrites the current installation.

The backup file needs to be accessible by the target ThreatQ instance, either locally or on a
mounted drive.

The backup file will be unzipped in the same directory where it resides. Ensure that the
available disk has sufficient space to hold both the backup archive and the extracted directory.
The extracted directory can be removed after the restore is complete.

Depending on the size of the instance being restored, the process can take a while.

You cannot restore an online backup in a ThreatQ 6x instance. ThreatQ returns the following
error message if you attempt to restore a ThreatQ 5x online backup in a ThreatQ 6x instance:
Online backups are not supported in this version. Try again using an offline backup.

ThreatQ Restore Process

To restore from a ThreatQ backup, perform the following procedure on the target ThreatQ instance.
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1. SSH to the command line and elevate your user privileges to root or sudo.
2. Run the following command:

kubectl exec --namespace threatq --stdin --tty deployment/api-
schedule-run -- ./artisan threatq:restore </path/to/backup_file>

ﬂ\ If prompted, provide the root MyQL password. See the Password Retrieval section for
the steps to retrieve this password.

3. If the backup file does not include the intelligence data index required for improved search
performance, the following message prompts you to decide when to perform a Solr re-index.
Do you want to re-index Solr now? If not, you may do this manually later. [y/n]

ﬂ\ This operation may take hours.

4. After the restore completes, you should reboot the target ThreatQ system to ensure that the
system processes start up correctly.

ThreatQ User Guide
Version 6.14.0

75



THREA TO D About the Command Line Interface (CLI)

Command Line Interface (CLI)

About the Command Line Interface (CLI)

You can use the CLI to perform tasks and initiate specific platform processes.
Important Notes

* Most CLI commands require that the ThreatQ application be placed into maintenance mode
before proceeding. Placing the application in maintenance mode allows you to perform
operations which would be delayed or otherwise impeded by regular APl operation. Review the
Maintenance Mode section below before executing CLI commands.

* Artisan commands are run in the api-schedule-run pod.

Maintenance Mode

Command Line Interface (CLI) commands and other processes, such as backup and restore, require
that you place the ThreatQ application into maintenance mode. Placing the application in
maintenance mode allows you to perform operations which would be delayed or otherwise impeded
by regular APl operation.

Some CLI commands automatically place the ThreatQ application into maintenance mode when
executed. The Help Center topics for these commands indicates if the command will automatically
place the ThreatQ application into maintenance mode.

Placing the ThreatQ Application into Maintenance Mode
1. SSH to your ThreatQ installation.
2. Run the following command:

kubectl exec --namespace threatq --stdin --tty deployment/api-
schedule-run -- ./artisan down

The platform is now in maintenance mode. When you log into a ThreatQ instance that is in
maintenance mode, ThreatQ displays a maintenance notification that includes the following
message: ThreatQ is down for maintenance.

Taking the ThreatQ Application Out of Maintenance Mode
1. SSH to your ThreatQ installation.
2. Run the following command:

kubectl exec --namespace threatq --stdin --tty deployment/api-
schedule-run -- ./artisan up

The platform is now out of maintenance mode.

Passwords for Artisan Commands

ThreatQ User Guide
Version 6.14.0

76



THREA TO D About the Command Line Interface (CLI)

Some commands, such as the backup command require the MariaDB password. You can use the get
secrets command listed below to retrieve all Kubernetes secrets, including your MariaDB password, in
a human-readable format.

Retrieving Passwords
1. SSH to your ThreatQ installation.
2. Run the following command:

kubectl get secrets -—namespace threatq --output go-template='{{range
$i,8d := .items}}{{print $d.metadata.name "\n"}}{{range $k,Sv :=
$d.data}}{{printf " %s: " Sk}}{{if not $v}}{{Sv}} {{elsel}}{{sSv |
base64decode}}{{end}}{{"\n"}}{{end}}{{"\n"}}{{end}}'
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Commands

This topic contains a list of commands you can execute from ThreatQ's command line interface (CLI).
These commands are grouped by their primary area of impact, Integration, System Object, or System-
wide.

Integration Commands

Add/Upgrade CDF

ﬂ\ ThreatQuotient recommends that you use the user interface to add or upgrade integrations.

Use the steps below to add or upgrade a Configuration Driven Feed (CDF). The command creates
connectors for each feed defined in the feed definition file.

install a CDF - ThreatQ v6
1. SSH to your ThreatQ installation.
2. Place the application into maintenance mode - see the Maintenance Mode section.

3. Run the following command:

kubectl exec --namespace threatq --stdin --tty deployment/api-
schedule-run -- ./artisan threatq:feed-install /var/lib/threatq/misc/
<Feed Definition File>

ﬂ\ The application will notify you if the feed(s) in the feed definition file already exists in
the system and will cancel the installation. See the Upgrade a CDF and Changes in
User Configurations sections below for more information.

threatq:feed-install 6266 Started > 2019-02-21 18:47:24

threatq: feed-install 6266 Command failed:

The provided definition file contains the following installed feeds:
Testing at 5 AM. Proceed with the update by using the --upgrade flag.

4. Bring the application out of maintenance mode - see the Maintenance Mode section.
Upgrade a CDF - ThreatQ v6

This command can be used to update a feed's Category and Namespace. If the category exists on the
appliance, the command updates both fields and links the feed to the designated category. ThreatQ
confirms that the defined category exists before completing the update command. If the category
does not exist, ThreatQ does not update the feed.

1. SSH to your ThreatQ installation.
2. Place the application into maintenance mode - see the Maintenance Mode section.

3. Run the following command:
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kubectl exec --namespace threatq --stdin --tty deployment/api-
schedule-run -- ./artisan threatq:feed-install /var/lib/threatq/misc/
<Feed Definition File> --upgrade

4. Bring the application out of maintenance mode - see the Maintenance Mode section.
Changes in User Configurations

When upgrading an existing feed using the --upgrade flag, the application will compare the existing
version of the feed with the new version for differences in the user configuration. If a difference is
detected, the application will inform you that the current user configuration for that feed will be

overwritten. The application will require user input to continue with the feed upgrade.
threatq:feed-install 6266 Started > 2019-02-21 18:47:24

threatq:feed-install 6266 Command failed:

The provided definition file contains the following installed feeds:

Testing at 5 AM. Proceed with the update by using the --upgrade flag.

ThreatQ recommends that you create a copy of the existing configuration values before proceeding
with the upgrade.

Command Flag Help - ThreatQ v6

kubectl exec --namespace threatq --stdin --tty deployment/api-schedule-run
-- ./artisan threatq:feed-install --help

View Feed Queues

This command is deprecated in ThreatQ v6
System Object Commands

Delete Adversary Descriptions
This command is deprecated in ThreatQ v6

Merge Attributes

ﬂ\ The Attribute Management page also allows you to merge attribute keys.

The Merge Attributes command allows you to merge an existing attribute to a new or
different existing attribute name. This is useful when an attribute key is outdated or entered
incorrectly.

You can add the --source parameter to only merge attributes that have a specific source(s). If the
source identified in the command does not exist, or the parameter is not included, the command
merges all OLD-NAME attributes into MERGE-NAME.

ThreatQ User Guide

Version 6.14.0 79



THREATQ )

A\ If the MERGE-NAME attribute in the command does not exist, it is automatically created
upon executing the command.

Merge Attributes - ThreatQ v6
1. SSH to your ThreatQ installation.
2. Place the application into maintenance mode - see the Maintenance Mode topic.

3. Run the following command:

kubectl exec --namespace threatq --stdin --tty deployment/api-
schedule-run -- ./artisan threatq:merge-attributes --old-name='0OLD-
NAME' --merge-name='MERGE-NAME' --source='SOURCE'

@ The --source parameter is optional. You can omit this parameter in order to target all
attributes with the OLD-NAME.

4. Bring the application out of maintenance mode - see the Maintenance Mode topic.
Merge Attribute without using --source

The attribute Cuontry is merged into the Country attribute. So if you have an instance of this attribute
name (with value), Cuontry: US, on an object, after running the command, the attribute value would
appear as Country: US on that object.

ThreatQ v6 Example

kubectl exec --namespace threatq --stdin --tty deployment/api-schedule-run
-- ./artisan threatq:merge-attributes --old-name='Cuontry' --merge-
name="'Country'

Merge Attribute using --source

The attribute Cuontry, if it has a source of CrowdStrike, is merged into the Country attribute. So if
you have an instance of this attribute name (with value), Cuontry: US, on an object, after running the
command, the attribute value appears as Country: US on that object.

ThreatQ v6 Example

The attribute Cuontry, if it has a source of CrowdStrike, is merged into the Country attribute. So if
you have an instance of this attribute name (with value), Cuontry: US, on an object, after running the
command, the attribute value appears as Country: US on that object.

kubectl exec --namespace threatq --stdin --tty deployment/api-schedule-run
-- ./artisan threatq:merge-attributes --old-name='Cuontry' --merge-
name="'Country' --source='CrowdStrike'

Merge Attribute using --source (multiple sources)

The attribute Cuontry, if it has a source of CrowdStrike or McAfee ATD, is merged into the Country
attribute. So if you have an instance of this attribute name (with value), Cuontry: US, on an object,
after running the command, the attribute value appears as Country: US on that object.
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ThreatQ v6 Example

kubectl exec -—-namespace threatq --stdin --tty deployment/api-schedule-run
-- ./artisan threatq:merge-attributes --old-name="'Cuontry' --merge-
name="'Country' --source='CrowdStrike' --source='McAfee ATD'

Source Consolidation

Use the steps below to consolidate/deduplicate similarly named sources and to remove unused
sources from the ThreatQ application. A source that have been removed or merged will have its data

mapped to a new source.
The command does not require recalculation of scoring.
Source Consolidation - ThreatQ v6
1. SSH to your ThreatQ installation.
2. Place the application into maintenance mode - see the Maintenance Mode topic.

3. Run the following command:

kubectl exec -—-namespace threatq --stdin --tty deployment/api-
schedule-run -- ./artisan threatq:consolidate-sources

4. Bring the application out of maintenance mode - see the Maintenance Mode topic.

Example Scenario:

1. User manually adds ABC as a source.
2. User enables ABC.
There are now two ABC sources in the system.
3. User runs consolidation command.
4. The application merges the sources and remaps any items linked to the correct source.

Source Merge

Use the steps below to merge a user-created source (source origin) with another source (source
destination). After merging, the source origin is deleted and source changes are reflected in the Audit
log (Example: Source A becomes Source B).

The command does not affect date stamps nor does it require a recalculation of scoring.
Source Merge - ThreatQ v6

1. SSH to your ThreatQ installation.

2. Place the application into maintenance mode - see the Maintenance Mode section.

3. Run the following command:

kubectl exec --namespace threatq --stdin --tty deployment/api-

schedule-run -- ./artisan threatq:merge-sources —--origin-
source="<source a>" --destination-source="<source b>"
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Commands

4. Bring the application out of maintenance mode - see the Maintenance Mode section.

EXAMPLE SCENARIO

Merge user-created source
(origin source) with a system
source (destination source).

Merge system source (origin
source) with a user-created
source (destination source).

Merge user-created source
(origin source) with a system
source (destination source)
with duplicate records.

Merge user-created source
(origin source) with a system
source (destination source)
with an assigned TLP.

w

DETAILS

. Place the platform into maintenance mode.

Run the Source Merge command.

From the merge confirmation dialog, confirm the merge.
The platform will merge the origin source into the
destination source, delete the origin source after
completion, and record the source merge in the audit log
for affected data. Then, a command success message is
displayed.

Bring the platform out of maintenance mode.

. Place the platform into maintenance mode.

Run the Source Merge command.

The platform indicates that a system source cannot be
merged into another source.

Bring the platform out of maintenance mode.

. Place the platform into maintenance mode.

Run the Source Merge command.

The platform indicates that there are duplicate records
between the two sources and prompts you to run the
Source Consolidation command before proceeding with
the merge. Run the Source Consolidation command.
Run the Source Merge command.

From the merge confirmation dialog, confirm the merge.
The platform merges the origin source into the
destination source, deletes the origin source after
completion, and records the source merge in the audit
log for affected data. Then, a command success message
is displayed.

Bring the platform out of maintenance mode.

. Place the platform into maintenance mode.

Run the Source Merge command.

From the merge confirmation dialog, confirm the merge.
The platform merges the origin source into the
destination source, deletes the origin source after
completion and applies the destination source's default
TLP settings to the merged data and records the source
merge in the audit log for affected data. Then, a
command success message is displayed.
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EXAMPLE SCENARIO DETAILS

4. Bring the platform out of maintenance mode.

Convert TLP

Use the following command to update all object sources and object attribute sources that have Traffic
Light Protocol (TLP) stored as an object attribute. This command will not affect TLP attributes that
have already been converted. Users should use this command for new incoming data, such as
migrating data into the system, which has TLP attributes but no TLP set.

Convert TLP - ThreatQ v6
1. SSH to your ThreatQ installation.
2. Place the application into maintenance mode - see the Maintenance Mode section.

3. Run the following command:

kubectl exec --namespace threatq --stdin --tty deployment/api-
schedule-run -- ./artisan threatq:convert-tlp-attributes

4. Bring the application out of maintenance mode - see the Maintenance Mode section.
Use Scenarios:
Object has one or more TLP Attributes with an invalid TLP (not currently in the TLP options)

+ If the Object has just one TLP Attribute - none of its Sources or Attribute Sources will be
updated.

+ If the Object has more than one TLP Attribute - any Sources or Attribute Sources that match the
Attribute Source of the TLP Attribute will not be updated.

Object has a single valid TLP Attribute

+ All of the Object Sources and Object Attribute Sources will be updated to match the value of the
TLP Attribute.

Object has multiple TLP Attributes

+ Each TLP Attribute will be evaluated separately.

+ Any Object Sources or Object Attribute Sources whose source matches that of the TLP Attribute
will be updated with the value of the TLP Attribute.

+ Any Object Sources or Object Attribute Sources whose sources do not match will not be
updated.

+ If there are no matches at all between the source of the TLP Attribute and any of the Object
Sources or Object Attribute Sources, a new Object Source will be added using the Attribute's
TLP value. Each of the Object Attributes will receive a new Object Attribute Source with the TLP
value as well.
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Update TLP Designations

Use the following command to update the Traffic Light Protocol (TLP) schema for an object source,
object attribute source, and object description source with the source's default TLP designation.

ﬂ\ See Traffic Light Protocol (TLP) topic for more details on setting a default TLP designation for
a source.

You should use this command to update your system to match default TLP configurations, specifically
attributes and sources that were added to the Threat Library prior to the release of the TLP feature
introduced with ThreatQ 4.11. This command will override previous TLP schema settings for a source
including ones set by users. You are prompted to confirm the action after entering the command. All
updates are recorded in the audit log.

" The command updates using the default TLP designation. If a default designation is set to
None, all references to the source will be updated to None.

Update All Sources - ThreatQ v6
1. SSH to your ThreatQ installation.

2. Run the following command:

kubectl exec -—namespace threatq --stdin --tty deployment/api-
schedule-run —-- ./artisan threatq:apply-tlp-defaults

The application will warn you that this action is not reversible and will require user confirmation
before proceeding.
3. Type Yes to confirm and proceed with the action.

ﬂ\ The application will automatically be placed into maintenance mode. After the
command has completed its operation, the application will automatically be brought
out of maintenance mode.

Update a Specific Source - ThreatQ v6
1. SSH to your ThreatQ installation.

2. Run the following command:

kubectl exec --namespace threatq --stdin --tty deployment/api-
schedule-run -- ./artisan threatq:apply-tlp-defaults --sources="<your
source>"

ﬂ\ You can apply the command to multiple sources by listing the sources in a comma-
delimited format.
Example: --sources="CrowdStrike, AlienVault"
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The application will warn you that this action is not reversible and will require user confirmation
before proceeding.
3. Type Yes to confirm and proceed with the action.

ﬂ\ The application will automatically be placed into maintenance mode. After the
command has completed its operation, the application will automatically be brought
out of maintenance mode.

Indicator and Signature Statuses Overrides

The following commands allow you to change status handling on indicators and signatures updated
via feed ingestion. When you run the artisan command to enable this functionality:

+ An existing indicator’s status is overridden with the default status configured in the CDF.
+ An existing signature’s status is overridden with the default status of Active.

A second artisan command disables this functionality and returns your system to default handling of
indicator and signature expiration updates.

Enable Indicator and Signature Status Overrides - ThreatQ v6
1. SSH to your ThreatQ installation.
2. Run the following command:

kubectl exec --namespace threatq --stdin --tty deployment/api-schedule-run -- ./artisan
threatqg:configuration --key consumer.connectors_override_status --value 1 kubectl exec -n
threatq --stdin --tty deployment/api-schedule-run -- ./artisan cache:clear

Disable Indicator and Signature Status Overrides - ThreatQ v6
1. SSH to your ThreatQ installation.

2. Run the following commands:

kubectl exec --namespace threatq --stdin --tty deployment/api-schedule-run -- ./artisan
threatqg:configuration --key consumer.connectors_override_status --delete kubectl exec --
namespace threatq --stdin --tty deployment/api-schedule-run -- ./artisan cache:clear

System-Level Commands
Airgap Import

See the threatq:sync-import topic.
Airgap Export

See the threatq:sync-export topic.
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Allow Cross-Origin Resource Sharing for Specific Hostnames

ThreatQ's explicit domain access restrictions prevent cross-origin resource sharing (CORS) attacks.
This allows API requests from ThreatQ and third-party integrations but blocks cross-origin JavaScript
requests unless you use the following command to specifically configure a list of allowed hosts.

Allow Cross-Origin Resource Sharing for Specific Hostnames - ThreatQ v6
1. SSH to your ThreatQ installation.
2. Run the following command:
kubectl exec --namespace threatq --stdin --tty deployment/api-

schedule-run -- ./artisan threatqg:configuration --
key=cors.allowed_hosts --value https://www.site-a.com,https://

www.site-b.com

* . a . .
Q The value parameter allows you to enter a single domain or multiple domains
separated by a comma.

Single Domain Example:

kubectl exec --namespace threatq --stdin --tty deployment/api-
schedule-run -- ./artisan threatq:configuration --
key=cors.allowed_hosts --value https://www.example.com

Multiple Domains Example:

kubectl exec --namespace threatq --stdin --tty deployment/api-
schedule-run -- ./artisan threatq:configuration --
key=cors.allowed_hosts --value https://www.example.com,https://www.my-

allowed-host.com

Disable Export Logging

The exports.disable_logging configuration option allows you to disable export logging. However, if a
differential parameter is included as a URL parameter. the export logging process continues
regardless of this configuration.

Disable Export Logging - ThreatQ v6
1. SSH to your ThreatQ installation.
2. Run the following command to disable export logging:

kubectl exec --namespace threatq --stdin --tty deployment/api-
schedule-run -- ./artisan threatq:configuration --key
exports.disable_logging —--value 1

3. To turn logging back on, run the following command:
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kubectl exec --namespace threatq --stdin --tty deployment/api-
schedule-run -- ./artisan threatq:configuration --key
exports.disable_logging —-value 0

LDAP Diagnostic Searches

This command runs LDAP diagnostic searches for authentication and authorization using the LDAP
configuration stored in the database. Methods for searching are contained in try/catch blocks so that
stack traces are printed to the debug output. You can run this command with or without the --test-
user parameter. This parameter allows you to use a known username on the LDAP server to test
authentication and group searching.

The test connection and bind aspects of this command work for the anonymous LDAP

configuration. However, all other aspects, including test user authentication and group
searching, only work with the authenticated bind LDAP configuration.

A\ This command has only been tested and confirmed for use with AD server configurations.

To perform basic connect and bind authentication tests - ThreatQ v6
1. SSH to your ThreatQ installation.
2. Run the following command:

kubectl exec -—-namespace threatq --stdin --tty deployment/api-
schedule-run -- ./artisan threatq:ldap-debug

To perform basic connect and bind authentication as well as authentication with the test
username - ThreatQ v6

1. SSH to your ThreatQ installation.

2. Run the following command:

kubectl exec --namespace threatq --stdin --tty deployment/api-
schedule-run -- ./artisan threatq:ldap-debug --test-user=username

Example:

kubectl exec --namespace threatq --stdin --tty deployment/api-
schedule-run -- ./artisan threatq:ldap-debug --test-user=administrator

3. When prompted, enter the username's password.
Regardless of whether authentication is successful, an attempt is made to pull the LDAP user
entry for the username. If authentication is successful, a group search (authorization) is
performed as well.
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Auto Configuration MariaDB Command
This command is deprecated in ThreatQ v6

System ThreatQ Purge

A\ Read this section carefully before running the ThreatQ Purge Command. After running this
command, your threat intelligence data cannot be recovered.

The ThreatQ Purge command will permanently delete all object-related threat intelligence data from
your ThreatQ installation, including audit logs. It will maintain any configuration-related settings, such
as expiration, scoring, and so on.

Running the ThreatQ Purge Command - ThreatQ v6

The ThreatQ Purge command will permanently delete all object-related threat intelligence data from
your ThreatQ installation, including audit logs. It will maintain any configuration-related settings, such
as expiration, scoring, and so on.

1. SSH to your ThreatQ installation.
2. Place the application into maintenance mode - see the Maintenance Mode section.

3. Run the following command:

kubectl exec --namespace threatq --stdin --tty deployment/api-
schedule-run -- ./artisan threatq:purge-threat-intelligence

4. You will be presented the following prompt: You are about to erase all of your data, are you
sure?
5. Enter Yes or No.

6. Bring the application out of maintenance mode - see the Maintenance Mode section.

Reset User Password

G\ You cannot reset a SAML or LDAP user's password from the command line.

Reset User Password - ThreatQ v6

1. SSH to your ThreatQ installation as root.
2. Run the following command:

kubectl exec -—namespace threatq --stdin --tty deployment/api-
schedule-run -- ./artisan threatq:password-reset

3. Atthe prompt, enter the email address or username for the user whose password you are
resetting.

4. At the prompt, enter the new password.

At the prompt, re-enter the new password to confirm.

U
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Dashboards
About Dashboards

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Artifact Management - Dashboards

When you log into ThreatQ, your default view is the Overview dashboard. This pre-configured
dashboard includes four widgets that give a high-level view of your system activity.

Overview

ﬂ Overview of Intell igence by Score

EADAT ®

a Incoming Intelligence

D A @
A Py
HVDOVE

CESA Rt

While the Overview dashboard cannot be modified, Primary Contributors, Administrators, and
Maintenance users can use ThreatQ widgets to build custom dashboards that can be shared with
individual users or all users. These custom dashboards allow you to narrow your focus on threat
intelligence trends that affect your organization the most.
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Default Dashboard

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Artifact Management - Dashboards

The system default dashboard, Overview, displays metrics and visualizations to provide at-a-glance
views of your threat intelligence data.

Overview

ﬂ Crverview of Intell igence by Score A Warchlist Activ oy

B, | R (1 gy 0

..-—

AT B
@ Incoming Intelligence

D A @
Al Fpadh

HYE OVE

Widgets include:

+ Overview of intelligence by score
« Watchlist activity

* Incoming intelligence

+ Open assigned tasks

Overview of Intelligence by Score

This dashboard graph provides a summary of indicator scoring in the system. It lists total indicators by
score in the following order:

+ Very High

* High

* Medium

+ Low

* Very Low

* Not Scored
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Ideally, this dashboard reflects a small number of Very High indicators with the bulk of the remaining
indicators scored as Low or Very Low. This distribution reflects a focus on key threat intelligence. You
can use Scoring Algorithms or Indicator Scoring to adjust the scores assigned to your indicators.

You can click the percentage/number of indicators to launch an advanced search based on that
criteria.

@ Overview of Intelligence by Score

VERY HIGH 4.5% (27)

<1% (3)

MEDIUM 1.2% (7)

2% (12)

WVERY LOW 31.59% (553)

NOT SCORED 0% {0)

Incoming Intelligence

This dashboard graph provides a view of threat intelligence from all incoming feeds.
@ Incoming Intelligence
FEED NAME =

All Feeds

NVD CVE

CISA Report

The system categorizes threat intelligence by:

* Feed Name

+ Total number of indicators reported by a source

* Indicators reported by a source with a status of active

+ All indicators reported by a source per day (includes existing indicators)
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Clicking on the Total and Active values will navigate you to the Threat Library Advanced Search page
with the appropriate filters applied

Watchlist Activity

This dashboard section provides a view of the intelligence data that you selected to watch. You may
click on any accompanying link to view the details page of the item being watched.

ﬂ\ The Watchlist Activity widget is not displayed for Read-Only users.

M Watchlist Activity

Adversaries (1/4) Indicators (2/2) Malware (0/1)

(@  107.148.0.0

ACTIVITY S0URCE = WHEN =

Manual Score updated Sarah 09/10/2025 01:35pm
MAR-10454006-r3.v1 Exploi... CISA Report 05/10/2025 01, 24pm
Published At added ClsA Report 09/10/2025 01:24pm
Source added CISA Report 091042025 01:24pm

Class added CISA Report 05/10/2025 01:24pm

<n2>

See the Add/Remove an Object to the Watchlist topic for steps on how to add an object to your
watchlist.

Tasks

This dashboard widget provides a view of all open tasks in the platform. You can view your open tasks
or view all open tasks. Tasks on the dashboard are categorized by:

« Task ID

« Task Name

+ User the Task is Assigned To
* Due Date

+ Status
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Custom Dashboards

About Custom Dashboards

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Artifact Management - Dashboards

@ THREATQ REQUIRED PERMISSIONS

You can create and share multiple custom dashboards to be used on the ThreatQ landing page.

- RS

Fisp (it Exnigli

18 (—-

Each dashboard is comprised of system widgets which are populated by data derived from data
collections - see About Managing Search Results topic for more details. You can click on an individual
segment of data within a widget to view it in the ThreatQ Threat Library.

With the dashboard sharing option, you can determine which dashboards you want to share with
other users and which ones you want to keep private. See the Dashboard Sharing topic for more
details.

You can control which shared dashboards created by other users appear in your view. Dashboards
added to your view will appear dashboard horizontal menu as well as the Dashboards dropdown
menu. You can also remove your own dashboards from your view without deleting them from the
platform. See the User View Management topic for more details.

Topics covered in this section include:

SECTION DETAILS
About Analytics Deploy pre-configured dashboards for Adversaries , Events, Files, and
Dashboards Indicators .
Dashboard Widgets You can add the following widgets to your custom dashboards: Bar

Chart, Description, Line Chart, Pie Chart, Count, and Table.

Dashboard You can create, edit, and delete your own custom dashboards.
Management
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Dashboard Sharing You have the ability to configure how your custom dashboards are
shared across the ThreatQ platform.

User View Add, remove, and reorder dashboards that you created or have been
Management shared with you.
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Analytics Dashboard

About Analytics Dashboards

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Artifact Management - Dashboards

You can deploy preconfigured dashboards, formerly known as Analytics, to your dashboard view.
| ﬂ Analytics dashboards cannot be edited.

Options include:

SECTION DETAILS
Adversaries The Adversaries dashboard provides an overview of all the Adversaries within
Analytics ThreatQ as well as overlapping use of specific indicators.
Events The Events dashboard provides a high-level view of what types of Events have
Analytics occurred and how frequently they are occurring.
Files Analytics The Files dashboard provides you with a pie chart displays the percentage of

different types of Files within the system and a table that lists the files, the
date and time they were created, their title, their source, their category, and
associated keywords.

Indicators The Indicators Dashboard provides an insight into what Indicators have been
Analytics added to the system within the last 15 days, as well as an overview of how
many indicators fall under each indicator type.
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Adversaries Analytics

Adversary Analytics Dashboard

The Adversary Analytics dashboard provides an overview of all the Adversaries within ThreatQ as well
as overlapping use of specific indicators.

Adversaries Summary Table

The Adversaries Summary table lists Adversaries by name, number of Indicators , date created, and
the most recent event date associated with the adversary.

Showing 1 1o 10 af 1000

The following functions are available:

FUNCTION

Opening the Adversary Details
page for an adversary

Performing a search for
related indicators

Opening the Event Details
page for an adversary event

Raw eaunt: |

MULBER OF INDICATORT @ DATE CREATED 8 MOAT RECHMY DVENT DATE @

DETAILS

Click the name in the Adversary Name column.

Click the number in the Number of Indicators column to set
the adversary name as a search criterion and open the
Advanced Search page.

Click the date in the Most Recent Event Date to open the
Event Details page.
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Adversaries Analytics

FUNCTION

Changing the number of
entries displayed in the table

Sorting the table by a column

Searching within the
Adversary Name column

Indicator Distribution Pie Chart

DETAILS

Click the paging batch option located to the bottom-right of
the table.

Click the column header. To reverse the column sorting
order, click the header a second time.

Click within the search box at the top of the column, and
enter your search criteria.

The Indicator Distribution pie chart shows you how many indicators are associated with all

adversaries.

INDICATOR DISTRIBUTION

W DEV-Oi

B Carming Tesnamd

B Qualveam

W HIVEDI4S

W Cardinal iracd

B Holow{i

@ surmengBa

B BEETHSONATING PANDA
@ romelard Justen

W CamoFsl

& ATRIIE

B NDOHAKSEC TEAM
@ Maruies Temper
& UNGZ IS

& Cioan Lesa

B TOR-ESTA-H3S

& EURCFIIM

& CHIYSENE

B CL-STAD

& DEVD2I

B ChBerniplgenaay
B Cobak Gytay

& Aeonymous Sudan
B Acorymoum KSA

153 W

The following functions are available:

FUNCTION

Viewing more
information about a
selected value

Eaith vilpadinn §
TURRING PANDA 1

Troes Taurus: § OV - 1 =

Red Fhoenic 1 Carmine Tawsami 1

Dhaalieam 1

HINE-D14%: 1
Cardinallizard: 1

(200 )

Chirnasiratn I

Cipatalipn Triangelation T

DETAILS

Hover over a colored section of the pie chart to open a popup
identifying the indicator, the number of times the indicator was
found and what percentage of the total number of indicators it

represents.
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FUNCTION DETAILS

Hiding or unhiding one Click the indicator on the left of the pie chart to remove it; click a
of the values from the second time to reinstate it.
pie chart

Printing the graph or Click the hamburger menu = and select the desired option.
saving it as a PNG, JPEG,
PDF, or SVG
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Event Analytics Dashboard

The Event Analytics dashboard provides a high-level view of what types of Events have occurred and
how frequently they are occurring.

EVEMTS TIMELINE

¥ Commard and Confiral
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Events History Scatter Plot

The scatter plot points are plotted by date (x-axis) and hour (y-axis). The legend under the scatter plot
identifies the different kinds of events shown.

1820 18:30 19:40 1850

v Command el Conbol Walwate Exfitratin B Hosl Craraciessios

The following functions are available:

FUNCTION DETAILS

Viewing an event’'s name, date Hover your mouse over an event on the scatter plot to see

and time, and source its name, date and time, and source.
[

Opening the Event Details page Click the event in the scatter plot.

for one of the events For more information, see About Object Details.

Hiding or unhiding one or more Click the event type in the legend immediately below the

of the event types scatter plot to remove it from the graph; click it again to
reinstate it.

Adjusting the time frame of the Click the dropdown menu at the top right and select the

information displayed desired time frame.
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FUNCTION DETAILS

You can select from:

* Last 24 Hours

+ Last 7 Days

+ Last 30 Days

* LastYear

+ User-set custom range

Printing or downloading the 1. Click the hamburger menu = and select the desired
scatter plot as a PNG, JPEG, PDF, option.
or SVG file

Events Heatmap

The Events Heatmap table lists events by adversary. Shading of the totals is used to allow you to
quickly scan for patterns in the events and to quickly detect events with higher counts.

Rdept Libra 1

1
1
1
1
i
1
SOLLLY SAOCR 1
1
i
i
L
1

The following functions are available:

ThreatQ User Guide

Version 6.14.0 101



THREATQ )

FUNCTION DETAILS
Viewing an event’'s name and 1. Hover your mouse over an event on the heatmap
monthly count to see its name and monthly count.

Adjusting the time frame of the 1. Click the dropdown menu at the top right and
information displayed select the desired time frame.

You can select from;

° Last 24 Hours

° Last 7 Days

° Last 30 Days

° Last Year

° User-set custom range

Printing the graph or saving it as 1. Click the hamburger menu = and select the
a PNG, JPEG, PDF, or SVG desired option.
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Files Analytics Dashboard

The Files Analytics dashboard provides you with a pie chart displays the percentage of different types
of Files within the system and a table that lists the files, the date and time they were created, their

title, their source, their category, and associated keywords.

Files Analytics
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File Type Pie Chart

The file type pie chart displays the percentage of different types of files within the system.

The following functions are available:

FUNCTION DETAILS

Hover over a colored section of the pie chart to view the

Viewing more information
number that corresponds to the file type percentage.

about a selected file

AT RN

Printing the graph or saving it Click the hamburger menu = and select the desired

as a PNG, JPEG, PDF, or SVG option.
Files Table

Immediately below the file type pie chart is a table that lists the files, the date and time they were
created, their title, their source, their category, and associated keywords.
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Files Analytics

The following functions are available:

FUNCTION

Opening the File Details page for a file

Changing the number of entries
displayed in the table per page

Sorting the table by a column

Searching within a column

Downloading a file

Previewing a file

DETAILS
Click the name in the Title column.

Click the paging batch option located to the bottom-
right of the table.

Click the column header. Click on the header a
second time to reverse the column sorting order.

Click within the search box at the top of a column,
and enter your search criteria.

Click the file's download icon ek .

Click the file's preview icon Preview Icon. If your
browser does not support file preview for a specific
file type, the file is downloaded instead.

* . .
] You cannot preview a malware locked file.
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Indicator Analytics Dashboard

The Indicator Analytics dashboard provides an insight into what Indicators have been added to the
system within the last 15 days, as well as an overview of how many indicators fall under each indicator
type.

Recently Created Indicators Histogram

The histogram is organized by date. Daily indicator totals are at the top of each column. Each bar is
broken down into colors, one for each indicator type.

RECENTLY CREATED INDICATORS

25k

20,691
2 18,590

16,384

14.796 15,176 15,267 15,404
15k . 13,546
: 13,138 13,412
10,674 11747 10,850
1K g ga7 8,635
6,560

5" I
ok

oot ot 2 et 3 a4 oot 8 octe et 7

Sep23 Sep24  Sep2% Sep26  Sep27 Sep28  Sep29  Seps0

Indicatars Cragted

The following functions are available:

FUNCTION DETAILS

Viewing the number of Hover over a colored section to view a popup showing how
indicators created each day many attempts of a particular type (for example, MD5, SHA-1,
by type SHA-256) were made on that date.

E - 1079 [ s L L 15,267 . 15.404

é . I I I 10,674 11747 I I I 10,850

z 8,697 8,635

* Sep23 Sep2d Sep28 Sep26  Sep2?  Sep2d  SepZd  Sepdd  Oct1 Oct2 O3 Oct 4 Octs Octé odar Oct8

Zooming in for a closer view 1. Dragyour mouse over a section of the histogram, and

your view will be magnified.
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FUNCTION DETAILS

RECENTLY CREATED INDICATORS

22185
21,193

12,657

o W e
. 5,062 4947 4,767 5,161
. N AHRREN]

Sep23  Sep24  Sep2s  Sep26  Sep2’  Sep2d  Sep2d  Sepdd Ol G2 o3 Ootd  OciS  Oct6

Indiceers Created

7,022
4,967

I 21
car  cat

RECENTLY CREATED INDICATORS

Resstzoom =

22,165

Indicatars Created

N I 5,062 4523 4947
o - - -

Sep2e Sep29 sep30 o1

2. Click Reset Zoom to return to the full histogram.

Printing the histogram or Click the hamburger menu =, and select the desired option.

downloading it as a PNG,
JPEG, PDF, or SVG file

Most Recent 100 Indicators

The Most Recent 100 Indicators list displays the 100 most recently reported Indicators .

Maost Recent 100 Indicators

Showing 1 te 25 of 100 Row count:| 75 =

BATH = IHMEATOR & sconi & el STATUS & souRdy

0922025 D4:38pm

Sl CVE-2025-10320 5 oVE Active NVD CVE
O et AP CVE-2025-39792 5 CVE Active NVD CVE
?:3’:1'1._2.-2025 Aol EWE- 20535793 5 EVE Atioe VD CVE
Eﬂ}z'fmzs' Da:3&pm CVE- 202535754 5 CVE Ative MWD CVE
"é‘i;""rz"‘:m‘ L CVE- 202525755 5 CVE Active VD CVE
ST Dtpm CVE-2025-35756 s CvE Active NVD CVE
SIS S CVE-2025-39797 5 CVE Active NVD CVE
QE1127H025 B4:38pm CVE-2025-35798 5 CVE Adtive WD CVE

LAl
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Indicators Analytics

The following functions are available:

FUNCTION

Sort the Table

Search and Filter Table
Results

Modify the Number of
Rows Displayed

Access the Indicator
Details Page for a Specific
Indicator

Attributes Table

DETAILS

Click on the different table headings to sort that table by that
column.

Click on one of the search boxes at the top of the columns and
enter a keyword to filter the results.

You can use the supplied dropdown selections for the Status and
Type columns to filter by system-available values.

Click on the Row Count icon located to the top-right of the chart
and select a new display count from the dropdown.

Click on the specific Indicator to review to open the Indicator's
Details page.

The attributes list on the left side displays attributes related to Indicators in your system.

Shizwing 1 te 10 of 56

Alierivault Rellabiliny

AMACk Phate
Altributicn Confidencs
Branded As

City

How count:| 1 -

WALUES &

The following functions are available:
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FUNCTION DETAILS

Change the Number of Click the Row Count icon located to the top-right of the chart

Entries Displayed in the and select a new display count from the dropdown.

Table

Search/Filter Attributes Click within the search box at the top of the column, and enter

and Values your search criteria.

View More Information 1. Click on an attribute row in the table to view additional

About a Selected Attribute information in the right pane.

ﬂ\ If there are multiple attributes with the same

number of indicators, the pie chart key and the
table below the pie chart may list attributes in a
different order since the key and table use
different sorting methods.

2. Hover the mouse over different portions of the pie chart
to reveal the segment's value.

3. Click on an Attribute Value in the summary table below
the pie chart to open the Advanced Search page with
those attribute values applied.
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Recent Sources

The Recent Sources Scatter plot displays how many indicators were provided by a given source each

day within a specified time frame.
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The following functions are available:

DETAILS

FUNCTION

Hover the mouse over one of the scatter plot circles to
view a popup with the Source, Date, Time and Number

of Indicators.

1.

View the Date and Number of

Indicators from a Given

Source

o
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2. Click on the one of the scatter plot circles to open the

Advanced Search page with the specific filter settings

used for that selection.

The default date range is 30 days.

Adjust the Date Range of the
Information Displayed

Click the date range icon located to the top-right of the
chart and use the dropdown menu select the desired

1.

range.
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FUNCTION DETAILS

You can select from:

o Last 24 Hours

° Last 7 Days

° Last 30 Days

o Last Year

° User-set custom range

Hide Values from the 1. Click on a source in the legend under the scatter plot to
Scatterplot hide it.

The Source will be removed from the scatter plot and
the source in the legend appear grayed out.

2. Click on the source again to add it back to the scatter
plot.

Attack Phases

Attack Phases are the ways an indicator might be used and are listed as indicator attributes. The
Attack Phases pie chart displays the number of indicators that fall under each attack phase.

ATTACK PHASES -

(T T T 1

TIL

SRS
§

The following functions are available:
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FUNCTION DETAILS
View the Number of 1. Hover the mouse over a portion of the pie chart to view a
Indicators for an Attack popup the Attack Phase and number of indicators
Phase associated with it.

2. Clicking on a pie chart section will open the Advanced
Search page with the specific filter settings used for that
selection.

Adjust the Date Range for The default Date Range is 30 days.

2 e e IR ERTe 1. Click the date range icon located to the top-right of the

chart and use the dropdown menu select the desired
range.
Users can select from:

° Last 24 Hours

° Last 7 Days

° Last 30 Days

° |Last Year
° User-set custom range

Hide a Values from the Pie 1. Click on a Attack Phase in the legend to the left of the pie
Chart chart to hide it.

The Attack Phase will be removed from the pie chart and
the source in the legend appear greyed out.

2. Click on the Attack Phase again to add it back to the pie
chart.

ThreatQ User Guide
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Dashboard Widgets

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Artifact Management - Dashboards

@ THREATQ REQUIRED PERMISSIONS

You can use the following Dashboard Widgets to build your custom dashboards: Bar Chart,
Description, Line Chart, Pie Chart, Count, and Table.

ﬂ\ Why do my chart segments add up to over 100%? In the case that an object matches more
than one segment in the chart, it is counted individually for each segment. For example,
when using a pie chart to represent the sources in your Threat Library, objects that have
multiple sources will appear in multiple segments.

Bar Chart
G\ You can click on individual bars within the chart to view those results in the Threat Library.

ﬂ\ Bar charts that include score data include scores greater than ten as a part of the bar
representing objects with a score of ten.

Complete the following fields to add a Bar Chart widget to your custom dashboard.

_ Dashboard Name

Adversaries

Bar Chart Example

Malpedia Threat Actors

MISP Cluster = Threat
Actors

Malpedia Malware

ThreatQ User Guide
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FIELD DESCRIPTION
Title The title that will appear above the widget.
Automatically The refresh time for the data. Options include:
Update * 15 Minutes
+ 30 Minutes
+ 60 Minutes
+ None
Data Collection Select the data collection to populate the data.
Object Select a specific object type to display.
Group By Select a data column to sort the information such as source, tags, etc. You

have the option to group event and custom objects by status and/or point of
contact in bar chart widgets. The group by status option is displayed only if
an Admin or Maintenance user has configured Event Statuses in the Object
Management page.

If you group your bar chart by a date/time, such as grouping by
Modified At, the bar chart displays the time in UTC regardless of
currently configured system or user timezone display.

Visual Display Select whether to show the bar chart horizontally or vertically.
Show Top Select the number of results to display. Options include:
Options + Top5
+ Top 10
Description

The Description widget allows you to provide further context and additional instructions for your
custom dashboard. You can use the supplied editor to format your content.

Tips and Tricks for Adding Images to Description Widgets

* Image captions - Add your image captions after you select your image alignment. If you change
alignment after adding a caption, the caption is removed and must be added again.

ThreatQ User Guide
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+ Image text alternatives - If you add an image text alternative to an image, it is available for use
by screen reading tools but is only displayed on screen if the image fails to load. Itis not
displayed when you hover on the image.

+ Add a line above or below - When you click an image, the arrow icons located on the bottom
left and top right corners allow you to insert a line above (top right arrow) or below (bottom left
arrow) the image.

* Resize an image - The resize image option allows you to adjust your image to 25%, 50%, or 75%
of the size of the Description field. Or, you can return your image to its original size.

Description

Paragraph v B I US BvAlvAvBvY . iz =+ @B« :

Line Chart

The Line Chart widget displays object information in a linear graph using the following date stamps:

+ Date Created (all object types)
+ Last Modified (all object types)
+ Expiration Date (indicators only)

ThreatQ User Guide
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Line Chart Examphe

Dare Created

Complete the following fields to add a line chart widget to your custom dashboard.
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FIELD DESCRIPTION

Title The title that will appear above the widget.

Automatically Update The refresh time for the data. Options include:

* 15 Minutes
+ 30 Minutes
+ 60 Minutes
* None
Data to Show in Select the data collection to populate the data.
Widget
Object Select a specific object type to display.
Date Metric The date stamp to use with the line chart. Options include:
+ Date Created (all object types)
+ Last Modified (all object types)
* Expiration Date (indicators only)
Time Range The time range from today to be displayed. Options include:
* 1 Week
* 3 Months
* 6 Months
* 1 Year
Time Segments Select how the dates will be displayed on the line chart. Options
include:

+ Days (1 Week Time Range only)
+ Weeks (3 Months, 6 Months, 1 Year only)
* Months (3 Months, 6 Months, 1 Year only)
* Quarters (3 Months, 6 Months, 1 Year only)
Quarters will return the following results based on Time Range
selection:
° 3 Months will display the current quarter plus the
previous quarter
> 6 Months will display the current quarter plus the
previous two quarters.
> 1 Year will display the current quarter plus the previous
four quarters.

ThreatQ User Guide
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Count

The Count widget displays the total number a specific object type. You can configure the widget to
display a different background color if the total number of objects associated with the widget is above

or below a specific value.

133

Count Example

Complete the following fields to add a Count widget to your custom dashboard.

FIELD DESCRIPTION

Title The title that will appear above the widget.
Automatically The refresh time for the data. Options include:
Update * 15 Minutes

+ 30 Minutes

+ 60 Minutes

* None
Data to Show in Select the data collection to populate the data.
Widget
Object Select a specific object type to display.
Emphasize Data Check this box to use different colors to highlight the widget if the
Using Color count is less than or greater than a specific value.

If checked, you will be prompted to select a count value and
background color.

Pie Chart

You can click on individual segments within the chart to view those results in the Threat
Library.

ThreatQ User Guide 118
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Complete the following fields to add a Pie Chart widget to your custom dashboard.

Pie Chart Example

Blalpedia Theeat Act...

W misP Cluster - Threa...

B malpedia Mabware {1...

FIELD DESCRIPTION
Title The title that will appear above the widget.
Automatically The refresh time for the data. Options include:
Update * 15 Minutes
+ 30 Minutes
* 60 Minutes
* None
Data Collection Select the data collection to populate the data.
Object Select a specific object type to display.
Group By Select a data column to sort the information such as source, tags, etc.

You have the option to group event and custom objects by status and/or
point of contact in pie chart widgets. The group by status option is
displayed only if an Admin or Maintenance user has configured Event
Statuses in the Object Management page.

Table

Table widgets allow you to add as many column fields as needed. You can click on a row's value entry
to view it in the ThreatQ Threat Library. You can also click on the eye icon for a row to view a
preview of the system object details.

If your table lists files, you also have the option to preview or download each file as long as the file is
not malware locked.

* . n
| You cannot preview a malware locked file.

ThreatQ User Guide
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Table Example

HAME

)T 3 4 s 8T

LAST MODIFIED ~

091 272025 DE-ASpm
081172025 D01 pn
05/11/2025 03:59pm

051172025 02-55pm

34

Complete the following fields to add a Table widget to your custom dashboard.

FIELD

Title

Automatically
Update

Data Collection

Object

Group By

Manage Columns

Sorting

DESCRIPTION

The title that will appear above the widget.

The refresh time for the data. Options include:
* 15 Minutes
+ 30 Minutes
+ 60 Minutes
* None

Select the data collection to populate the data.

Select a specific object type to display.

Select a data column to sort the information such as source, tags, etc.

Select the data columns to display in the table. Click the Add Columns
option to add more columns to your table.

Select the column to sort the table and the order (ascending/
descending).

ThreatQ User Guide
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Dashboard Management

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Artifact Management - Dashboards

Access to dashboards is determined by your user role and Sharing permission level.

Accessing a Dashboard

If your dashboard view includes more tabs than can be displayed in a single screen, the left and right
arrows on the right side of the screen allow you to scroll through the list of dashboard tabs.

Bl a o s @

B o dd pashiboard

You can access a specific custom dashboard using the following methods:

+ Click the Dashboards link in the top navigation and select a dashboard from the dropdown
menu.

3 |kl Dashboards iy Threat Library

VIZIBLE DASHBOARDS
Overview

Adversary Analytics

Event Analytics
O‘l Files Analytics

Indicator Analytics

q Adversaries

+ If you are not viewing a dashboard at the time, you can click on the ThreatQ logo to load your
default dashboard.

After you select a dashboard, you can click the [@ icon next to the dashboard name to view:

+ Dashboard owner
+ Date and time of the last change to the dashboard

ThreatQ User Guide 121
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Owned by: threatq@threatq.com
Last updated: 09/12/2025 07:54pm GMT

Adversaries ©

Add an Existing Dashboard to Your View

You can customize your dashboard view by adding a dashboard you created, a default dashboard, or
a dashboard shared with you by another user.

1. Navigate to the ThreatQ landing page.

2. Click the Add Dashboard link.
The Add Dashboard window displays an All and an Owned By Me tab. The All tab lists all of the
dashboards you have access to including default, shared, and owned dashboards. The Owned
By Me tab lists only the dashboards for which you are designated as the owner.

G\ If you are a read-only user or do not own any dashboards, the Owned By Me tab is
grayed out and inactive.

Add Dashboard

OWNER LAST MODIFIED ~
threatq@threatq.com 09/12/2025 05:37pm
09/M10/2025 08:42pm
09/10/2025 08:42pm
09/10/2025 08:42pm
09/10/2025 08:42pm

09/10/2025 08:40pm

3. Click the dashboard you want to add to your view.
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Creating a Dashboard

All User Roles, except Read-Only Access can create custom dashboards.

1. Navigate to the ThreatQ landing page.
2. Click one of the following options:
> Create New Dashboard - If your view includes all the dashboards that you created and
that are shared with you, click this link to begin creating a new dashboard.
> Add Dashboard - If your view does not include all of the dashboards you created or that
are shared with you, click this link to access the Add Dashboard window and then click the
Create New Dashboard button.
3. Enter the Dashboard Name.

4. Click the Add Widget button and select the type of widget to add.

New Dashboard

_ Dashboard Name

Indicators of Compromise

Bar Chart

Count

Description

Line Chart
Pie Chart

Table

5. After adding a widget, you can resize it by clicking and dragging the mouse on the bottom-right
grey corner.

6. You can move the widget around the dashboard by clicking the widget header and dragging it
around the page.
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7. Click on the Share button and specify user access to the dashboard. See the Dashboard
Sharing topic for more details.

e Sharing

Invite people:

Who has access

e threatq@threatq.com (you)

8. Click the Done Editing button to save the dashboard.

Editing a Dashboard

You can only edit a Dashboard for which you have owner or editor permissions.

1. Switch to the custom dashboard you want to edit.

2. Click the Edit button.
3. You can click the gear Edicon in the header of a widget to edit individual widget settings. You

can click the delete | L| icon to delete the widget.

ﬂ\ If you add and save a new widget that references a data collection, all users who have
access to the dashboard are also granted viewing access to the data collection.

4. After you make your changes, click the Done Editing button to save all updates.

Deleting a Dashboard

This action will delete the dashboard from the platform. You can also remove a dashboard from your
view without completely deleting it from the platform. See the User View Management topic for more
details.

You cannot delete the default system dashboard or dashboards created by other users.
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Switch to the custom dashboard you want to delete.

Click the Edit Dashboard button.

Click the red delete icon next to the Done Editing button.

Confirm the deletion by clicking the Delete Dashboard button in the Are you sure? window.

AN~

Reassigning a Dashboard of a Deleted User

When you delete a user, you must reassign ownership of his dashboards or they will be automatically
deleted with his account. See the Managing User Accounts topic for more details.

ThreatQ User Guide
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Dashboard Sharing

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor

@ THREATQ REQUIRED PERMISSIONS
Custom Role - Action Permissions: Artifact Management - Dashboards

Owners and editors have the option to share a dashboard with other users. However, only the
dashboard owner can remove a user's permissions entirely. In addition, the Share(d) button displayed
to depends on your permission level and the sharing status of the dashboard.

PERMISSION LEVEL SHARED WITH OTHERS? = SHARE(D) BUTTON

Owner, Editor Yes _

See the Sharing topic for more information on the permissions you can assign to each dashboard.

Sharing a Dashboard

Dashboard owners and editors can update sharing settings for a dashboard at any time.

1. Enter a dashboard's Edit view.
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2. Click the Share button.
The Sharing window allows you to select the user(s) to which you want to grant access.

e Sharing

Invite people:

Who has access

e threatq@threatq.com (you)

3. Click the arrow next to the @ icon to select the user's permission level.

ﬂ\ If you are granting access to all users, you must select the Can View option. You can
only assign editing permission to individual users not to all users.

Q If you assign owner permissions to another user, your permissions automatically
change to editor-level.

® Can view

# Can edit

& Make Owner
is uwiner

4. Use the search field to locate and select a user's name or the Everybody (Public) option. This

option grants view-only access to all users.
The user is now listed in the Who has access list. From this listing, you can change or delete the

user's permissions.
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ﬂ\ When you share a dashboard with a user, you also give him viewing permissions for
all data collections used by the dashboard's widgets.

5. Click the Apply button to save the user's permission level.
Updating Dashboard Permissions
1. Enter a dashboard's Edit view.

2. Click the Share button.
The Sharing window lists the users who have access to the dashboard.

e Sharing

Invite people:

Who has access

Sarah
@ PR is owner
sjsmith@threatq.com

Harry

hsullivan@threatq.com

@ threatq@threatq.com (you)

3. From the Sharing window, you can:
* Remove a user's permissions - If you are the dashboard owner, click the trashcan icon to
the right of the user name.
+ Change a user's permission - Click the arrow next to the user's current permission icon
and select a new permission level.
4. Click the Apply button to save the user's permission level.

ThreatQ User Guide
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Shared Dashboards of a Deleted User

When you delete the owner of a dashboard from the platform, ThreatQ prompts you to reassign the
dashboard to another user or to delete it. See the Managing User Accounts topic for more details.
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Dashboard Export

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Artifact Management - Dashboards

When you select a custom dashboard, the PDF Preview button gives you the option to export a PDF
copy of all the widgets in the dashboard. The PDF preview window allows you to rearrange the widget
order before you print and/or save the PDF.

ﬂ\ You cannot export the default dashboard or the Analytics dashboards to PDF.

Creating a Dashboard PDF

1. Navigate to the ThreatQ landing page.
2. Click a custom dashboard.
3. Click the PDF Preview button.

PDF Preview

THREAT(Q) AP Acversaries

Bar Chart Example Pie Chart Example

Malpedia Threat
Actors Slalpedia Threat ...

MSF Cluster = - _
Thireat Actars £ B WESP Cluster - Th..,
Malpedia Maware B salpedia Malware...

Table Example
MAME = LAST MODIFIED =

Spandex Tempest D9/ 152025 DE49pm

¢t 2 3 4 56 T . 133 >

i ondér o efebune e PDF report i penerated propery;, do not nésise wour Brower winddw whilé IS béing ohéated

4. Review the layout of the PDF. You can use the following methods to customize the widget
display:
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ﬂ\ ThreatQ saves your changes locally so that you do not have to repeat the process the
next time you generate a PDF for the dashboard.

+ Click a widget header then drag and drop to move it to a new location on the page.
* Resize a widget by clicking and dragging the bottom-right grey corner.

5. Click the Export to PDF button.
The system exports the dashboard widgets to a PDF file which you can save and/or print. The

PDF file name defaults to dashboard.pdf. The PDF title includes the ThreatQ logo and the name
of your dashboard.

A\ Do not attempt to resized your browser window during PDF generation.

Sample PDF:
THREA T{:.' ” Adversaries

Bar Chart Example Pie Chart Example

Malpedia Threat
Aclors

MISF Cluster - 5
Threat Actors : M MBP Cluster - Th...

Malpedia Threat

al iy,
Malpedia Malvare B salpedia Mabware

Table Example

Spandex Tempest

<23 45 687 .-

Line Chart Example

Date Created
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User View Management

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Artifact Management - Dashboards

The User View refers to your individual view of the ThreatQ landing page. You can create custom
dashboards and manage which dashboards, both shared and your own custom ones, appear in your
view.

G‘ Any dashboard that is part of your User View will also be listed in the Dashboards dropdown
menu.

Adding a Dashboard to Your View

You can add dashboards that have been shared with you as well as your own private dashboards that
are not currently part of your view.

1. Navigate to the ThreatQ landing page.
2. Click the Add Dashboard button.

© Add Dashboard

Overview

If there are no available shared dashboards, the Add Dashboard link will be replaced
with Create New Dashboard.
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The Add Dashboard window lists the dashboards that have been shared with you and any of
your private dashboards that are not currently part of your view.

Add Dashboard

OWNER LASTMODIFIED ~

Sarah 09/12/2025 05:37pm

threatq@threatg.com 09/12/2025 05:37pm
09/10/2025 08:42pm
09/10/2025 08:42pm
09/10/2025 08:42pm

09/10/2025 08:42pm

3. Click a dashboard in the list to add it to your view.

Removing a Dashboard from Your View

You can remove a shared dashboard created by another user from your view as well as your own
dashboards. This process does not delete the dashboard from the platform. See the Dashboard
Management topic for instructions on how to delete a dashboard.

1. Hover your cursor over the name of the dashboard you want to remove.

An X icon will appear to the right of the dashboard name.

A & D B Q & 0 & @

Adversary Analy... @ Add Dashboard

2. Click the X to remove the dashboard from your view.

Changing Dashboard Order

You can change the order of dashboard tabs listed in your view, including the default Overview tab.

1. Navigate to a custom dashboard.
2. Click and hold the mouse down over a dashboard tab.
3. Drag the tab to your desired order and release the mouse button.

Order changes are saved automatically. These changes also update the order in the
Dashboards dropdown menu.
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Data Controls

About Data Controls

When you click the Threat Library option on the Main Navigation menu, the Data Controls section of
the dropdown list allows you to access Indicator Expiration, Data Retention Policy, Scoring, TLP, and
Whitelisting options.

§il Threat Library & Investigations =5 Data Exchange &% Integrations ze3 Orchestrator

MY THREAT LIBRARY DATA CONTROLS

£ Adversaries [2) Files E) Motes {1 Indicator Expiration

Assets G5 Identity [@ Report || DataRetention Policy

= Attack Pattern @ Incident O Signatures Scoring

! campaign (@ Indicators () Tasks TP

’ Whitelistin
& CourseofAction PP Infrastructure & Tool i
™) Events fZ] Intrusion Set | TP

{'1'} Exploit Target & Malware 4% Vulnerability

These Data Control options allow you to configure:

SECTION DETAILS
Indicator Configure expiration policies to automatically deprecate stale intelligence
Expiration as it becomes less relevant.
Policies
Data Retention Automate the deletion of system objects based on the parameters defined
Policy in a Data Collection.
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Scoring
Algorithms

Traffic Light
Protocol (TLP)

Whitelisted
Indicators

Configure scoring to filter through the millions of indicators your platform
has ingested to focus on the data that really applies to your environment
while retaining all other indicators and context for threat research.

Configure your Traffic Light Protocol (TLP) schema to provide a set of
designations to ensure that sensitive information is shared with the
appropriate audience.

Identify non-malicious indicators using the Whitelisting feature.

ThreatQ User Guide
Version 6.14.0

135



THREATQ )

Indicator Expiration Policies

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Data Controls - Edit Indicator Expiration

Automatic expiration allows you to deprecate stale intelligence based on a set of defined criteria. As
the data becomes less relevant, ThreatQ sets the status to Expired, which relieves the data burden on
your team or infrastructure.

Accessing the Indicator Expiration Page

1. From the navigation menu, click on Threat Library and select Indicator Expiration under the
Data Controls heading.

The Data Controls page displays with the Indicator Expiration tab selected by default.

3 B W A & O &
Data Controls

Indicater Expiration

Indicator Expiration

Unburden your team from the sk of manually deprecating intelligence. Based on a set of criteria defined and contralled by you, threat intelligence will
automatically expire as it becomes less relevant to your team and infrastructure. .
abusech 55LEL 551 Blacklist D't Subsmatically expire Excoeptiansg ¢
abugech URLhaus Database Dump |  Doa't sutsenatically expine Exepliang +

abiee ch Teus Bhock IPs Don't sutcenatically sxpirs

“ Afver clididng apply, thess changes will tale tima to prooess and will not immaediately taio sffer.

How ThreatQ Calculates Expiration Dates

SCENARIO DESCRIPTION
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Indicator Expiration Policies

Indicator Reported by
Source with an
Expiration Policy

Indicator Report by a
Source with an
Expiration Policy of
Never Expire

Indicator Reported by a
Source with an
Exception for that
Indicator

Indicator Reported by
Two Different Sources

Indicator Reported by
Two Different Sources,
one with an Exception

If an indicator has an expiration date and it's reported by a new
source that has an expiration policy, ThreatQ will set the expiration
date using the policy with the greater expiration date.

If an indicator has an expiration date and it's reported by a new
source that has an expiration policy of Never Expire, ThreatQ sets
that indicator to Never Expire.

If an indicator is reported by a source that has an exception for the
indicator, the exception expiration date will be used regardless of
the greater expiration date.

An exception takes precedence over the source's expire policy.

If an indicator is reported by a source with an Expiration Policy and
then reported by a second source with another Expiration Policy,
the greatest expiration date is selected to set the expiration date.
The expiration date will be set based on the date the second
source reported the indicator.

If an indicator is reported by a source that has an exception for the
indicator and then reported by a second source, the greatest
expiration date is selected despite the exception. The expiration
date will be set based on the date the second source reported the
indicator.

Selecting an Expiration Policy per Feed

You can choose from three options when configuring an expiration policy for a source of intelligence:

OPTION

DESCRIPTION

Don't ThreatQ sets all feeds to Don't Automatically Expire until an analyst

automatically
expire (No policy

decides otherwise. When set, indicators reported from this specific feed
do not have an expiration date automatically applied to them.

set) If an indicator is reported by Source A (an intelligence feed without an
expiration policy), and is later reported by Source B (an intelligence feed
that expires data in 7 days), ThreatQ sets the indicators to automatically
expire in 7 days.
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OPTION DESCRIPTION
Automatically When setting a specific intelligence feed to Automatically Expire
Expire Indicators Indicators, ThreatQ requires you to provide a specific number of days.

After you configure this setting, it applies to all intelligence currently in the
system, as well as new intelligence as it is ingested. ThreatQ calculates the
appropriate expiration date based on the number of days from ingestion.

Once an indicator's expiration date is met, its status changes to Expired.

abuse.ch URLhaus Database Dump | Dot ausomatically expine

Exceptions

INDNCATOR TYFE 3 FOLICY &

URL Expire | 25 darys. afver ingestion.

Never Expire Using this setting ensures that all intelligence reported by a specific feed
is protected from automatic expiration, regardless of scenario.

Adding Exceptions

ThreatQ allows you to add exceptions based on specific indicator types within a feed in addition to
setting an expiration policy at a global level for all intelligence ingested by a specific feed.

1. From the navigation menu, click on Threat Library and select Indicator Expiration under the
Data Controls heading.

2. Locate the source.

3. Click Exceptions to expand the option.
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The Exceptions option menu opens.

Data Controls

Indicator Explration

Indicator Expiration

Unburden your team from the task of manually deprecating intelligence. Based on a set of criteria defined and controlled by you, threat intelligence will
autormatically exping as it becomes less relevant to your team and Infrastructure. !

abuse.ch S5LBL 551 Blackdist Don't snnmatically epire

Exceptions

Thiti séction allows you bo add exceptions to your expiration policy baded on indicator type

@ The number of existing exceptions for a source will be listed next to its Exceptions
link.

2 Exceptions »

4. Click Add Exception.
Select the Indicator Type from the dropdown.
6. Enter the number of days after the item has been ingested before expiring.

u

Repeat steps 4-6 to add multiple

7. Click on Delete next to the row to delete an exception.
8. Click on Save.

Applying Expiration Policy Changes to Data

When updating an expiration policy, the system now applies the update to all selected existing data in
the platform to honor the new policy. This process can take a while based on system resources and
the number of indicators in the system.

Refer to the following table for estimates on the total time required for the system to apply the
selected policy to existing data, based on the following criteria:

+ Dataset: 6 Million Indicators
+ System Specifications: 32GB VM 4 vCPU
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INDICATORS TO RESET RESET AND EXPIRE TOTAL
EXPIRATION OUT OF 6M RECALCULATE INDICATORS TIME FOR
TOTAL INDICATORS EXPIRATION RESET
50,000 3 hours and 30 53 seconds 3 hours 31
minutes minutes
100,000 4 hours and 51 1.8 minutes 4 hours 53
minutes minutes
200,000 10 hours 20 minutes 3.5 minutes 10 hours 24
minutes
1.2 million 2 days 7 hours 4 35 minutes 2 days 7
minutes hours 40
minutes
3.1 million 3 days 16 hours 42 3.5 hours 3 days 20
minutes hours
5.3 million 4 days 7 hours 17 4.7 hours 4 days 12
minutes hours

Common Expiration Policy Scenarios

SCENARIO DESCRIPTION
An indicator is reported by a single 1. On .10/?, Source_A reports the indicator and the
source (with an expiration policy) expiration date is set to 10/8.

2. When the date switches from 10/7 to 10/8, this
indicator is queued to have its status changed to

Expired.
An indicator is reported by Source 1. On 10/1, Source A reports the indicator and the
A (with an expiration policy of 7 expiration date is set to 10/8.
days) and 3 days later is reported 2. Source B reports the same indicator 3 days later

(10/4). The indicator's expiration date is set using
the greatest expiration date between the two
sources. In this example, the new expiration date
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Indicator Expiration Policies

SCENARIO

by Source B (with an expiration
policy of 10 days).

An indicator is reported by Source
A (with an expiration policy of 7
days) and is later reported by
Source B (with an expiration policy
of Never Expire).

A FQDN indicator is reported by
Source A (with an expiration policy
of 10 days with an exception for 5
days for FQDN indicators) and is
later reported by Source B (with an
expiration policy of 15 days).

DESCRIPTION

will be 10/14 (10 days from when it was reported
by Source B).

. When the date switches from 10/14 to 10/15, this

indicator is queued to have its status changed to
Expired.

. On 10/1, Source A reports the indicator and the

expiration date is set to 7 days.

. Source B reports the same indicator 3 days later

with a policy of Never Expire. The indicator’s
expiration date is removed and the indicator is
now set to Protect from auto-expiration.

. On 10/1, Source A reports the FQDN indicator

and the expiration date is set to 10/6.

An exception takes precedence over the source’s
expire policy.

. Source B reports the same indicator 1 day later

(10/2). The indicator's expiration date is set using
the greatest expiration date between the two
sources. In this example, the new expiration date
will be 10/17 (15 days from when it was reported
by Source B).

. When the date switches from 10/17 to 10/18, this

indicator is queued to have its status changed to
Expired.

Common Expiration Policy Scenarios - Feed Updates of Indicator
Statuses

SCENARIO DESCRIPTION

Default Indicator Status Behavior:

* Anindicator is currently set to
Expired and is reported by Source A
(with an expiration policy of 7 days).

1. On 10/1, an indicator is in ThreatQ with a
status of Expired.
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SCENARIO DESCRIPTION

2. On 10/1, Source A reports the indicator.
The status of the indicator does not

change.
* Anindicator is currently set to 1. Anindicator is in ThreatQ with a status of
Expired and is reported by Source A Expired.
(with an expiration policy of Never 2. Source A, with an expiration policy of
Expire). Never Expire, reports the indicator. The

status of the indicator does not change

Status Behavior with Indicator/Signature Status Overrides Enabled:

* Anindicator is currently set to 1. On 10/1, an indicator is in ThreatQ with a
Expired and is reported by Source A status of Expired.
(with an expiration policy of 7 days). 2. On 10/1, Source A reports the indicator.

The status of the indicator changes to
whatever the default status is for Source A
and the expiration date is set to 10/8.

3. When the date switches from 10/7 to 10/8,
this indicator is queued to have its status
changed to Expired.

* An indicator is currently set to 1. Anindicator is in ThreatQ with a status of
Expired and is reported by Source A Expired.
(with an expiration policy of Never 2. Source A, with an expiration policy of
Expire). Never Expire, reports the indicator. The

expiration of that indicator changes to
Protect from auto-expiration.
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Data Retention Policy

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Data Controls - Edit Data Retention Policy

A\ The ThreatQuotient team strongly recommends that you disable your DRP when making
changes to an associated data collection and then reviewing the Calculate Impact option
before re-enabling DRP to prevent the unintended deletion of system objects. See the Data
Retention Policy Bug product alert for more details. It is also recommend that you perform
a backup of your ThreatQ instance before implementing a Data Retention Policy.

Setting up a Data Retention Policy allows you to automatically delete system objects from the Threat
Library using a data collection to specify the criteria for deletion.

Similar to the bulk delete process, the Data Retention Policy does not support the deletion
of tasks or files.

When ThreatQ applies the Data Retention Policy, it runs a bulk delete job to delete all objects included
in the data collection. For example, you can create a data collection that captures all Indicators with
an expiration date older than fifteen days ago. When you add this data collection to your Data
Retention Policy, a Retention Policy job runs each day that deletes indicators with expiration dates
prior to fifteen days ago.

After you enable your data retention policy, ThreatQ provides updates on the associated object
deletions through system notifications and the Job Management page.

Tips and Tricks

+ If you assign an unshared data collection to the data retention policy, all users are automatically
granted view-only permissions for the data collection.

+ If you disable the data retention policy, the Policy Activity & Performance graph continues to
track created objects.

Accessing the Data Retention Policy Page

From the navigation menu, click on Threat Library and select Data Retention Policy under the Data
Controls heading.
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iy Threat Library O Investigations == Data Exchange " Integrations ‘o Orchestrator
E; | [l

MY THREAT LIBRARY I DATA CONTROLS

& Adversaries [2) Files () Notes {  Indicator Expiration
Assets (3 Identity 2 Report Data Retention Policy
= Attack Pattern @ Incident W Signatures Scoring

| campaign i Indicators (@RLES . ALK
@ Courseof Action PR Infrastructure 4 Tool Whitellating

™ Events (& Intrusion Set B TTP

{:} Exploit Target & Malware 4 vulnerability

The Data Controls page is displayed with the Data Retention Policy tab selected.

Data Controls

Dusts Btarticen Py

Data Retention Policy

Enatling 2 Data Retention Poliy bt & step further in the conkept of bulk deletion. This festune allows you to sutomatically delete cbjects using » data collection to meet your specified oriterta

Palicy Activity & Performance
Understand the effed your policy h having on your fyitem by bracking your policy's acthity over time

Folicy Semmary  Liot Modiied: 0162028 B00es

W Objoiti Coitid 1 Palbiy Dudetinn
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Creating a Data Collection for the Data Retention Policy

Before you create a Data Retention Policy, you must create/select the data collection that used to
identify the system objects to be deleted during the Policy's scheduled run. We recommend you apply
the following guidelines in creating a Data Collection for use by your Data Retention Policy:

+ To restrict your Data Retention Policy to specific object types, use the object type filter on the

left side of the main Threat Library page to specify the object types for your data collection.

O all objects

[ Indicators
O Infrastructure
O Intrusion Set
[ Malware

O motes

U Report

U signatures
O Tasks

L Tool

+ Since your Data Retention Policy cannot delete tasks or files, your data collection should not

include these system objects.

+ If you assign an unshared data collection to the data retention policy, all users are automatically

granted view-only permissions for the data collection.

See the Managing Search Results topic for step-by-step instructions on creating a data collection.

Creating a Data Retention Policy

1.
2.

Create a data collection that includes the system objects you want to delete.
In the Data Retention Policy tab, click the Select a Data Collection field to locate and select the
data collection you created in step 1.

ﬂ The drop-down list for this field displays all the data collections that are shared with
you as well as the ones you own.

Click the Calculate Impact option to view how many objects will be removed during the initial
application of the data retention policy.

To save the data collection you selected without enabling the data retention policy, click the
Save button.

If the data collection is in use in another area such as a dashboard, the Are You Sure? window
prompts you to click the Save button to confirm your action.
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To enable the data retention policy with the data collection you selected, move the Disabled/
Enabled toggle to Enabled.
5. After you enable the data retention policy:
> The system creates and begins processing the first job to apply the data retention policy
you configured.
° You receive a notification center message reminding you that you can monitor the
progress of the job from the Job Management page where it is listed with a Job Type of
Retention Policy.

ﬂ\ To view the notification center message, you must refresh your browser.

o After the initial job is complete, the system creates and runs a job for the data retention
policy each day at 12 AM UTC. After the daily job run, the Policy & Activity
Performance graph reflects the objects deleted by the data retention policy.

Reviewing Data Retention Policy Performance

The Policy Activity & Impact section of the Data Retention Policy page displays a line chart that
represents objects deleted by the data retention policy and objects created. By default, the Policy
Activity & Performance section displays the last 7 days of activity. You can change the date range
displayed by clicking the Activity field and selecting Monthly or Yearly. You can click a point on the
graph to view object details for a specific day such as the total objects deleted, total objects created,
and deletion counts by object type.

Chart Updates

The object data displayed in the Policy Activity & Impact chart during the day is cached data reflecting
the most recent objects created and policy deletion update processes:

* Objects Created - Updates at 8 AM UTC and reflects the objects created from 12 AM UTC of the
prior day until 12 AM UTC of the current day.

* Policy Deletion - Updates after each 12 AM UTC processing of the Data Retention Policy and
reflects the policy deletions since the last 12 AM UTC process.

When you update your data retention policy, the line chart does not reflect your updates until the
next objects created and policy deletion processes complete.
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Policy Activity & Performance

Understand the effect your policy Is having on your system by tracking your policy’s activity over time.
Policy Summary:  Last Modifled: 051 92025 S:00am
266 A

Total Objects Dieleted Object Types Effecte

Activity: Last 7 Dayys @ Dbjects Created @ Policy Delation

ORJECT TYPE CELETED COUNTS

Adverianes LR
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Scoring Algorithms

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Data Controls - Edit Scoring, See the Interdependent Permissions topic.

ThreatQ’s scoring algorithms calculate and assign scores to indicators as they are added to the
system. By configuring scoring, you can filter through the millions of Indicators that may have been
collected to focus on the percentage that applies to your organization. Scoring allows you to prioritize
key indicators while still retaining all other indicators and context for threat research.

ThreatQ’s Overview dashboard contains the Overview of Intelligence by Score which shows the
current distribution of indicator scores. You can also filter Threat Library searches by score and create
data collections based on scoring.

Accessing the Scoring Sensitivity Page

From the navigation menu, click Threat Library and select Scoring under the Data Controls heading.
The Data Controls page opens with the Scoring tab and Indicator Type sub-tab selected.
Data Controls

Scoring Sensitivity Configuration

Indicator scoring allows you to apply weighting to contextual information, such &5 sources, attributes, and Indicator types. After soores ane caloulated, you can change the

DECREASED INCREASED

Binary String INCREASED

CID8 Mok DECREASED INCREASED

DECREASED INCREASED

“ After dlcking Save, e chasnges will thice Time 10 prodeds bed will not immedistely ke effen.

Scoring Criteria

ThreatQ's scoring algorithm allows you to influence indicator scores by:
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* Indicator Type

* Indicator Source

+ Attributes

+ Adversary Relationship

Customizing scoring based on these criteria updates the score assigned to the associated indicators.

Scoring Tips and Tricks

+ The Calculate Impact option identifies how many system objects are affected by a score
change.

+ Scoring configuration and updates take time to process, the Threat Library does not reflect
these changes immediately.

+ If you use an indicator’s object details page to manually update its score, the manually selected
score overrides any changes to the calculated score caused by updates to the scoring algorithm.

* You have the option to adjust the score sensitivity of indicators. Indicator scores range from 10,
which creates a score of Very High, to -10, Very Low. A higher indicator score creates increased
priority for that indicator.

+ By default, indicators are set to a neutral score of 0.

Configuring Your Scoring Algorithm for Indicator Types and Sources

Scoring by indicator type allows you to prioritize indicators based on their usefulness to your
organization. If your organization cannot process or does not want to use a specific indicator type,
such as Fuzzy Hash, you can assign a lower score, such as -3, to the indicator type.

Scoring by indicator source allows you to prioritize indicators based on your confidence in the source
of the data. For example, you may have higher confidence in the value of data from paid feeds and
would therefore want to assign a higher score, such as a 3, to indicators from these sources.

1. Select the indicator type or source by filtering by source name or by scrolling to the desired
indicator.
2. Use one of the following methods to adjust scoring:
+ Click and drag the slider to adjust the score.
+ Click the up/down arrow next to the current score to increase/decrease the score.
3. To save your changes, click the Apply button.

Configuring Your Scoring Algorithm for Attributes

The Attributes tab allows you to specify scoring by attribute key and value. You can use attribute
scoring to prioritize indicators based on attributes provided by a vendor and/or customer attributes
applied by internal users.

If your organization applies a Department attribute (attribute key) to indicators based on the
team targeted by the threat (attribute value), for instance Department - Tech Pubs, you can
apply higher scores to indicators with attributes associated with high value targets such as
Department - Finance.
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1. From the Attributes tab, click the Add button.
2. Use one of the following methods to specify an attribute key:
° Click the arrow in the Key field to select an attribute type from the dropdown list.
> Type the attribute key in the Key field.
3. Use one of the following methods to populate the Value field:
° Enter the attribute value to which the score applies.
° Enter the wildcard character (*) to apply the score to all attribute values.
4. Use one of the following methods to adjust the score:
+ Click and drag the slider to adjust the score.
+ Click the up/down arrow next to the current score to increase/decrease the score.
5. Click the Add button to continue adding attribute scoring criteria.
6. Click the Apply button to save your attribute scoring.
The Attributes tab now lists your scoring entry in the following format:
<Key> is <Value>

Configuring Your Scoring Algorithm for Adversary Relationships

The Adversary Relationship tab allows you to configure the scoring of indicators associated with
specific adversaries. You can use this scoring to prioritize indicators associated with adversaries that
tend target your industry in general and/or your organization specifically.

Adversary relationship scoring supports a wildcard option, Any Adversary, that allows you to specify a
score for any indicator with a positive attribution.

1. From the Adversary Relationship tab, click the Add button.
2. Click the arrow in the Select Adversary field to select an adversary from the dropdown list. You
can use the scroll bar or Search field to locate the adversary.

ﬂ\ Select the Any Adversary option to prioritize any indicator with a positive attribution.

3. Use one of the following methods to adjust the score:

* Click and drag the slider to adjust the score.

+ Click the up/down arrow next to the current score to increase/decrease the score.
4. Click the Add button to continue adding adversary relationship scoring.
Click the Apply button to save your scoring.

u

Updating Your Scoring Algorithms

After you set up your initial scoring, you can update assigned scores to reflect changes in your threat
environment and priorities. Periodic reviews and updates to your scoring algorithms
ensure they reflect:

+ Changes to your risk profile based on political or organization changes.

* New adversaries

* New adversary tactics

* New tool sets
1. Click the appropriate tab (Indicator Type, Indicator Source, Attributes, Adversary Relationship).
2. Use one of the following methods to adjust the score:
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+ Click and drag the slider to adjust the score.
* Click the up/down arrow next to the current score to increase/decrease the score.
3. Click the Apply button to save your update.
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Traffic Light Protocol (TLP)

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Data Controls - Edit TLP, See the Interdependent Permissions topic.

Traffic Light Protocol (TLP) schema provides a set of labels used to ensure that sensitive information is
shared with the appropriate audience. ThreatQ provides a method for designating the availability of
intelligence information by their sources. Users can also use TLP schema to filter objects when
creating an export - see the Adding an Export section in the Managing Exports topic for more details.

ﬂ\ Administrators have the ability to configure TLP visibility settings for the ThreatQ
application.

Labels

TLP employs the following light icons to indicate the expected sharing boundaries for data:

LIGHT LABEL DESCRIPTION
. Red Not for disclosure, restricted to participants only.

Amber+strict Limited disclosure, restricted to participants’ organization.

Amber Limited disclosure, restricted to participants’ organization and its
clients.

Green Limited disclosure, restricted to the community.

Clear Disclosure is not limited.

TLP Assignment Hierarchy
The ThreatQ TLP assignment hierarchy is as follows (highest to lowest precedence):

METHOD DETAILS
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Manually Set Using the Add New Source option when creating an object will allow you to
select a TLP label.

Source Provided TLP label received from ingested data.
Data
Source Default Administrators can set a source's default TLP label. See the Add TLP to

Source section.

No TLP A TLP label has not been set for the source.

Access TLP Settings

Users can manage TLP settings for system sources by accessing the TLP tab under the Data Controls
page.
1. From the navigation menu, click on Threat Library and select TLP under the Data Controls
heading.

The Data Controls page will load with TLP tab selected by default.
Data Controls

TLP (Traffic Light Protocol) pisabied

TP is & set of desigrations used to ensure that sensitve information s shared with the appropriate sudiencs; it provides & method for designating the avallsbility of
inceligence informathan by their sources. TLP employs four colors (o indicate expecied sharing boundarnes for data.

Source Mamae Dafauk TLP

abuse chi 55081 551 Blackdist

abuse ch URLhaus Databate Dumg
abuge ch Deus Blodk IPs

AllgnViault OTX

Bambanek: Banjor] Master
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Configure TLP Visibility

System administrators can set visibility settings to either hide or show TLP labels to users. Enabled
indicates that TLP labels are visible to users.

1. Click the Enabled/Disabled toggle.
Data Controls

TLP {Traffic Light Protocol) @ Enavles

TLP b5 a st of designations used bo enturs that sersithve information & shared with the appropriste audience; It provides a method for designating the avallabilicy of
inceligence information by their sources. TLP employs four colors to indicate expecied sharing boundaries for data

Cource Mams Dafault TLP

abiage ch S5LAL S50 Blackiis

You do not need to click the Save button. Changes to the Enabled/Disabled status are made
immediately.

Apply a TLP Label to Source
1. Locate the source to update from the list provided.

Q You can use the Filter by Source Name field to locate the desired source.
TLP (Traffic Light Protocol) @ Enabled

TLP is a set of designations used to ensure that sensitive information is shared with the appropriate
audience; it provides a method for designating the availability of intelligence information by their
sources. TLP employs four colors to indicate expected sharing boundaries for data. How it works

Source Name Default TLP

Infoblox TIDE Lookalike Domains | ® nNoN
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2. Click on the TLP dropdown to the right of the source and select the appropriate TLP label.
TLP (Traffic Light Protocol) @ Enabled

TLP is a set of designations used to ensure that sensitive information is shared with the
appropriate audience; it provides a method for designating the availability of intelligence
information by their sources. TLF employs four colors to indicate expected sharing boundaries
for data. How it works

Source Name Default TLP

abuse.ch SSLBL SSL Blacklist ® NONE

RED

abuse.ch URLhaus Database Dump

@ AMBER+STRICT
@® AMBER
abuse.ch Zeus Block IPs

& GREEN

@ CLEAR
AlienVault OTX

3. Click Save.

G\ You can override a source-default TLP label when manually adding a source to an
object. See the Adding a Source to an Object topic for more details.
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Whitelisted Indicators

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Data Controls - Edit Whitelisting

There are some Indicators that should be considered to be non-malicious and eligible for whitelisting.
As such, you would not want those indicators going out to other systems. For example, a company’s
own domain name would never need to be blocked.

The Whitelisting process creates rules for specific indicators, so that when those indicators come in in
the future, they are automatically whitelisted.

Wildcard Options

ThreatQ whitelist rules support the use of wildcard characters. Wildcard characters allow you to
create a single rule that applies to multiple indicator values. For example, you can use a site's domain
coupled with a wildcard (*) to whitelist all of its subdomains. This saves the step of creating a rule for
each existing subdomain or the need to enter new rules as a site adds subdomains.

Example: Whitelisting FQDNS

The following rule that whitelists the subdomains of www.threatq.com:

Add Whitelist Rule

— Which indicator type will this rule apply to?

| FQDN

| * threatq.com
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Accessing the Whitelisted Indicator Rules

1. From the navigation menu, click Threat Library and select Whitelisting under the Data Controls
heading.

The Data Controls page is displayed with the Whitelisted Indicators tab selected by default.

Data Controls

Whitelisted indicators

Whitelisted Indicators

Whitelisting indicators designates them as non-malicious, which can apply to your company’s domain name or any other

domain your organization knows to be safe. ThreatQ) provides you with the ability to create rules that apply to those
particular indicators, so that when those indicators are ingested in the future, they will be whitelisted automaticalty. How

a RULE VALUE ~ INDICATOR TYPE AFFECTED =

Creating a Whitelisted Rule

G\ ThreatQ prevents you from creating duplicate whitelist rules through the user interface or
an API. If you attempt to do so, the system returns an error message.
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1. From the Whitelisted Indicators tab, click the Add New Rule button to access the Add Whitelist
Rule window.

Add Whitelist Rule

Binary String

2. Select the indicator type to which the rule applies.
3. Add a Rule Value.

ﬂ\ The Rule Value field supports the use of wildcards. See the Wildcard Options section
for more information on creating whitelist rules with wildcard characters.

4. Click Next.
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Affected indicators are listed in the dialog box.

Add Whitelist Rule

This rule will affect 679 indicators.

5. Review the affected indicators.

ﬂ\ The rule has not been applied yet, so you still have time to edit it based on whether
you are satisfied with how it affects the indicators.

6. To make changes to the rule before saving it, click Continue Editing this Rule.
7. If you are satisfied with the rule, click Add Rule.

The rule is applied to existing indicators, and it is entered into the Whitelisted Rules table. This
rule will apply to any new indicators as they enter the system.

Editing a Whitelisted Rule

1. Click the Edit option to the right of the rule you want to update.In the Whitelisted Rules table,
locate the rule you wish to edit.
The Edit Whitelist Rule window is displayed.
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Edit Whitelist Rule

|c~.rE

| CVE-2025-*

2. Enter your changes and click the Next button.

The Edit Whitelist Rule window displays the number of affected indicators.

ﬂ\ The rule change has not been applied yet, so you still have time to edit it based on
whether you are satisfied with how it affects the indicators.
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Edit Whitelist Rule

This rule will affect 19 indicators.

3. To make changes to the rule before saving it, click Continue Editing this Rule.
4. If you are satisfied with the rule, click Add Rule.

The rule is applied to existing indicators, and it is entered into the Whitelisted Rules table. This
rule will apply to any new indicators as they enter the system.

Removing a Whitelisted Rule

1. Locate and select the rule(s) from the Whitelisted Indicators table that you wish to remove. You
can use the checkboxes located to the left of each rule to select multiple rules for deletion.

2. Click the delete icon N,

3. From the Are You Sure window, click the Delete Whitelist Rule button to confirm the deletion.

ThreatQ User Guide

Version 6.14.0 161



THREATQ ) whieised indictors

Are You Sure?

This action cannot be undone.

The status of each indicator will remain whitelisted until manually changed.
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Exports

About Exports

Exporting is one of the most important ThreatQ features, as it allows you to output non-whitelisted
Indicators and other system object types to an external threat detection system.

The Export page allows you to view, update, or delete the exports you have created as well as to view
the standard system exports seeded in the ThreatQ. You can also copy a standard export to use it as
the basis for a new export.

Exports

Showing 1 to 22 of X2 Rew countz | 15 ~

OFF FON MAME 8 COMNECTION CUTPUT FORMAT
I
Tecuronhy
ArcSight
AncSight Email Address
Ancsight Email Attachments
ArcSight Emall Subject
.ﬁr-t:"_'.lght FQODN

ArcSight IP Address

ArcSight MDS

ThreatQ Exports are built on the Smarty PHP Template Engine; see https://www.smarty.net/ which
provides an easy to understand syntax that simplifies export creation and updates.
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Managing Exports

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative or Maintenance
Custom Role - Action Permissions Role: Administrative Functions - Edit Exports

A\ You should NOT attempt to export all of your threat intelligence data with a single export.
Attempting to do so will cause system degradation and the export will not complete.

The Exports page lists all existing exports in ascending, alphabetical order by export name. You can
easily identify active exports by the green toggle in the Off/On column. In addition, all seeded exports
have a blank Output Format field and all exports created in your instance, have an output format link.

To customized the Export page display, you can change the number of rows displayed from the
default of 25 to 10, 50, or 100. You can change the sort order to descending alphabetical by clicking
the Name column.

Tips and Tricks

+ Use the seeded exports or output format template examples provided by ThreatQuotient as
building blocks for new exports.

+ Give each new export a descriptive name.

+ In some instances, you may need to stop the export log process. ThreatQ provides a CLI
configuration command that allows you to disable export logging.

Accessing the Exports List

1. Select the Settings Edicon >Exports.
The Exports page lists all exports in alphabetical order. Active exports display a green toggle in
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the Off/On column.
Exports

Fhowing 1 to 22 of 22 Row count:| 15 ~

COMNECTION CUTPUT FORMAT
I
Securanb
AreSight
AncSight Email Address
AncSight Emall Attachments
ArcSight Emall Subject
ArcSight FODN

ArcSight IF Address

ArcSight MDS

Viewing an Export
1. From the Exports page, click the export's URL.
A new tab opens in your browser and displays the data returned from the export. By default,
this tab displays up to ten objects. To increase the number of objects included in your export,
you can update the limit value in the export's URL.

Original URL - Default 10 Objects:

https://te-28440.threatq.com/api/export/b98c62268ac80754e3e0e774afafc639/?
limit=10&token=49vx259akYhOgvaJ2Fa8

New URL - 300 Objects:

https://te-28440.threatg.com/api/export/b98c62268ac80754e3e0e774afafc639/?
limit=300&token=49vx259akYhOgva)2Fa8

ﬂ\ The load time may be lengthy depending on the amount of data returned.

Enabling/Disabling Exports

1. From the Exports page, locate the export you want to enable/disable.
2. Click the toggle in the On/Off column to enable/disable the export.
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Managing Exports

Adding an Export

1. From the Exports page, click the Add New Export button.

The Connection Settings window opens.

Connection Settings

2. Enter the export name.
3. Verify or edit the token.
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4. Click the Next Step button.
The Output Format dialog box opens.
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Output Format

_ Type of information you would like to

Indicators

_ Output type

Custom

Filter by TLP
Red
Amber+5Strict
Amber
Green
Clear

Not Specified

_ Special Parameters foptionall

Provide URL Parameters to further refine Information being exported: Learn n

— Butput Format Template

¢

Threa
Versid
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5. Populate the following fields:

FIELD VALUE

Which type of This field defaults to a value of Indicators. Click the field to select from

information a list of object types.

would you like

to export?

Output Type Select a format for the export such as text/plain or text/json. This sets

the content type of the export response to a specific value (e.g. text/
plain, text/json). Output Type does not have an impact on how the data
is formatted but it does affect the content type within the header of the
exported document.

For example, if you select Output Type of text/json, when viewing the
source of the export, the header will contain a Content Type = text/json
attribute.

See http://www.w3.org/Protocols/rfc1341/4_Content-Type.html for
more information.

Filter by TLP (Optional) By default, all the TLP filter options are checked so that your
export includes all objects regardless of their source, attribute source,
or description source TLP labels. To exclude objects with a particular
TLP label, you can uncheck the box to the left of the label name. For
example, to omit objects with sources assigned a Red TLP label,
uncheck the Red box.

ﬂ\ The Filter by TLP field options will only appear if
administrators have enabled Traffic Light Protocol (TLP)
viewing. See the Traffic Light Protocol (TLP) topic for more

information.
Special (Optional) See the Output Format Options topic for more information.
Parameters
Output (Optional) See the Output Format Templates topic for more
Format information.
Template

6. Click Save Settings.
The export you just created appears at the bottom of the Exports table. By default, the new
export is toggled to Off.

7. To begin exporting data, click the export's Off/On toggle to On.
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Duplicating an Export

Duplicating an export creates a new version that you can edit.

1. From the Exports page, locate the Export you want to duplicate.
2. Click the duplicate option in the Actions column.
The duplicate appears at the bottom of the Exports table. By default, the copy you just created

is toggled to Off.

Editing an Export's Connection Settings

Connection settings are available for each of the exports. The Connection Settings window contains
the name of the export as well as the token you need to connecting a device to ThreatQ.

While you cannot edit or delete any of the exports originally supplied by ThreatQ, you can edit exports
you have added to ThreatQ or copies of the original exports.

1. From the Exports page, locate the export you want to edit.
2. Click connection settings in the Connection column.
The Connection Settings window opens.

Connection Settings

Wridcator Expart

L ELRRRE ey S e |

3. Enter your changes.
4. Click the Save Settings button.

Editing an Export's Output Format

While you cannot edit or delete any of the exports originally supplied by ThreatQ, you can edit exports
you have added to ThreatQ as well as copies of the original exports.

From the Exports page, locate the export you want to edit.

Click output format in the Output Format column.

From the Output Format window, enter your changes.

Click the Save Settings button.

R
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Deleting an Export

While you cannot delete any of the exports included with your ThreatQ installation, you can delete
any exports you have added or copies of the default exports.

1. From the Exports page, locate the export(s) you wish to delete.
2. For each export you want to delete, check the box next to the export's off/on toggle.

3. Click the delete icon next to the Add New Export button.
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Output Format Options

The Special Parameters and Output Format Template fields allow you to control the data included in
your exports. The Special Parameters field allows you filter the data included in the export and the
Output Format Template field allows you to specify which data points are included in the export.

You can customize these fields for an custom or duplicated export but not for the seeded exports
supplied by ThreatQ.

Special Parameters Field

The Special Parameters field allows you to filter the data exported.

Examples:
To export all indicators with an active status Indicator.Status=Active

To export all CIDR Block indicators that have an

. Indicator.Status=Active&Indicator.Type=cidr block
active status

To export all CIDR Block indicators and IP Indicator.Status=Active&Indicator.Type=cidr
Addresses that have an active status block&Indicator.Type=ip address

To export all indicators with a score greater

Indicator.Score>=7
than or equal to 7

You can add the following parameters to an export's Special Parameters field to filter the data
included in the export:

Assets

assets.value
assets.status
assets.point_of_contact
assets.description
assets.Sources
assets.Attributes
assets.Indicators
assets.Adversaries
assets.Events
assets.Attachments
assets.Signatures
assets.Investigations
assets.Tasks
assets.Campaign
assets.Course_of_action
assets.Exploit_target
assets.Incident
assets.Ttp
assets.Attack_pattern
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Output Format Options

assets.

Identity

assets.Intrusion_set
assets.Malware
assets.Report
assets.Tool
assets.Vulnerability
assets.Tags
assets.Assets

Adversary

adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.

Attack Pattern

name
touched_at
deleted_at
deleted
sources_count
id

description
created_at
updated_at
Sources
sources.dates=Y
Attributes
Indicators
Adversaries
Events
Attachments
Signatures
Investigations
Tasks

Campaign
Course_of_action
Exploit_target
Incident

Ttp
Attack_pattern
Identity
Intrusion_set
Malware

Report

Tool
Vulnerability
Tags

Assets

attack_pattern.value
attack_pattern.status_-id
attack_pattern.status
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Output Format Options

attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.

Campaign

campaign.value

point_of_contact
type_did
description
deleted_at
deleted
sources_count
sources.dates=Y
id

status

type
touched_at
created_at
updated_at
Sources
Attributes
Indicators
Adversaries
Events
Attachments
Signatures
Investigations
Tasks

Campaign
Course_of_action
Exploit_target
Incident

Ttp
Attack_pattern
Identity
Intrusion_set
Malware

Report

Too'l
Vulnerability
Tags

Assets

campaign.
.type_id
.description
.objective

campaign
campaign
campaign

campaign.
.ended_at
.deleted_at
.deleted
campaign.
campaign.
campaign.

campaign
campaign
campaign

status_1id

started_at

sources_count
id
status
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campaign.type
campaign.touched_
campaign.created_
campaign.updated_
campaign.Sources
campaign.sources.
campaign.Attribut
campaign.Indicato
campaign.Adversar
campaign.Events
campaign.Attachme
campaign.Signatur

at
at
at

dates=Y
es

rs

ies

nts
es

campaign.Investigations

campaign.Tasks
campaign.Campaign
campaign.Course_o
campaign.Exploit_
campaign.Incident
campaign.Ttp
campaign.Attack_p
campaign.Identity
campaign.Intrusio
campaign.Malware
campaign.Report
campaign.Tool
campaign.Vulnerab
campaign.Tags
campaign.Assets

Course of Action

course_of_action.
course_of_action.
course_of_action
course_of_action
course_of_action
course_of_action
course_of_action.
course_of_action.
course_of_action.
course_of_action.
course_of_action
course_of_action
course_of_action.
course_of_action.
course_of_action.
course_of_action.
course_of_action.
course_of_action
course_of_action.
course_of_action

f_action
target

attern

n_set

ility

value
status_did

.type_id
.description
.deleted_at
.deleted

sources_count
sources.dates=Y
id

status

.type
.touched_at

created_at
updated_at
Sources

Attributes
Indicators

.Adversaries

Events

.Attachments
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Output Format Options

course_of_action

course_of_action
course_of_action
course_of_action

course_of_action
course_of_action

course_of_action.
course_of_action.
.Malware
course_of_action.
.Tool
.Vulnerability
.Tags

.Assets

course_of_action

course_of_action
course_of_action
course_of_action
course_of_action

Event

event.type_id
event.status

.Signatures
course_of_action.
.Tasks

.Campaign
.Course_of_action
course_of_action.
course_of_action.
.Ttp
.Attack_pattern

Investigations

Exploit_target
Incident

Identity
Intrusion_set

Report

event.point_of_contact

event.title

event.happened_at

event.hash

event.description

event.deleted_at
event.deleted

event.sources_count

event.id

event. type
event.touched_at
event.created_at
event.updated_at
event.Sources

event.sources.dates=Y

event.Attributes
event.Indicators

event.Adversaries

event.Events

event.Attachments

event.Signatures

event.Investigations

event.Tasks
event.Campaign

event.Course_of_action
event.Exploit_target

event.Incident
event.Ttp

event.Attack_pattern
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event.Identity
event.Intrusion_set
event.Malware
event.Report
event.Tool
event.Vulnerability
event.Tags
event.Assets

Exploit Target

exploit_target.value
exploit_target.status_id
exploit_target.type_id
exploit_target.description
exploit_target.deleted_at
exploit_target.deleted
exploit_target.sources_count
exploit_target.sources.dates=Y
exploit_target.id
exploit_target.status
exploit_target.type
exploit_target.touched_at
exploit_target.created_at
exploit_target.updated_at
exploit_target.Sources
exploit_target.Attributes
exploit_target.Indicators
exploit_target.Adversaries
exploit_target.Events
exploit_target.Attachments
exploit_target.Signatures
exploit_target.Investigations
exploit_target.Tasks
exploit_target.Campaign
exploit_target.Course_of_action
exploit_target.Exploit_target
exploit_target.Incident
exploit_target.Ttp
exploit_target.Attack_pattern
exploit_target.Identity
exploit_target.Intrusion_set
exploit_target.Malware
exploit_target.Report
exploit_target.Tool
exploit_target.Vulnerability
exploit_target.Tags
exploit_target.Assets

Identity
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identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.

Incident

incident.
.status_-id
incident.
incident.
.started_at
incident.
incident.

incident

incident

value

status_id

status
point_of_contact
type_id
description

contact_information

deleted_at
deleted
sources_count
sources.dates=Y
id

status

type
touched_at
created_at
updated_at
Sources
Attributes
Indicators
Adversaries
Events
Attachments
Signatures
Investigations
Tasks

Campaign
Course_of_action
Exploit_target
Incident

Ttp
Attack_pattern
Identity
Intrusion_set
Malware

Report

Tool
Vulnerability
Tags

Assets

value

type_id
description

ended_at
deleted_at
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incident.deleted
incident.sources_count
incident.sources.dates=Y

incident.
incident.
incident.
incident.
incident.
incident.
incident.
incident.
incident.

id

status
type
touched_at
created_at
updated_at
Sources
Attributes
Indicators

incident.Adversaries
incident.Events
incident.Attachments
incident.Signatures
incident.Investigations
incident.Tasks
incident.Campaign
incident.Course_of_action
incident.Exploit_target
incident.Incident
incident.Ttp
incident.Attack_pattern
incident.Identity
incident.Intrusion_set
incident.Malware
incident.Report
incident.Tool
incident.Vulnerability
incident.Tags
incident.Assets

Indicator

indicator.type_id
indicator.status_id
indicator.value
indicator.description
indicator.hash
indicator.last_detected_at
indicator.expires_at
indicator.expired_at
indicator.touched_at
indicator.deleted_at
indicator.deleted
indicator.sources_count
indicator.sources.dates=Y
indicator.qid
indicator.status
indicator.type
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indicator.
.whitelisted *
indicator.
indicator.
indicator.
indicator.
.Attributes
.Tags
.Assets

indicator

indicator
indicator
indicator

sincedeleted

score
created_at
updated_at
Sources

* Using the indicator.whitelisted=Y flag allows whitelisted indicators to be exported. It does not filter
indicators by the whitelisted status. For that option, use the indicator.status=whitelistedflag.
Additionally, to include only whitelisted indicators in your export, you will need to use both flags:
indicator.status=Whitelisted&indicator.whitelisted=Y

Intrusion Set

intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.

intrusion_set

intrusion_set

intrusion_set

intrusion_set

value

status_id

status
point_of_contact
type_id

.description
intrusion_set.
intrusion_set.
.deleted_at
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
. type
intrusion_set.
intrusion_set.
.updated_at
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.

started_at
ended_at

deleted
sources_count
sources.dates=Y
id

status

touched_at
created_at

Sources
Attributes
Indicators
Adversaries
Events
Attachments
Signatures
Investigations
Tasks

Campaign
Course_of_action
Exploit_target
Incident

Ttp
Attack_pattern
Identity
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intrusion_set.

intrusion_set.Malware
intrusion_set.Report
intrusion_set.Tool

intrusion_set.

intrusion_set.Tags
intrusion_set.Assets

Malware

malware.
malware.
malware.
.point_of_contact
malware.
malware.
.deleted_at
malware.
malware.
malware.
malware.
malware.
. type
malware.
malware.
.updated_at
malware.
.Attributes
malware.
.Adversaries
malware.
.Attachments
malware.
malware.
.Tasks
malware.
malware.

malware

malware

malware

malware

malware

malware

malware

malware

malware

malware
malware

malware
malware
malware
malware

value
status_id
status

type_id
description

deleted
sources_count
sources.dates=Y
id

status

touched_at
created_at

Sources
Indicators
Events

Signatures
Investigations

Campaign
Course_of_action

.Exploit_target
malware.
.Ttp
.Attack_pattern
malware.
malware.
malware.
malware.
.Tool
.Vulnerability
.Tags

.Assets

Incident

Identity
Intrusion_set
Malware
Report

Intrusion_set

Vulnerability
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Report

report.value
report.status_-id
report.status
report.point_of_contact
report.type_-id
report.description
report.deleted_at
report.deleted
report.sources_count
report.-id
report.status
report.type
report.touched_at
report.created_at
report.updated_at
report.Sources
report.sources.dates=Y
report.Attributes
report.Indicators
report.Adversaries
report.Events
report.Attachments
report.Signatures
report.Investigations
report.Tasks
report.Campaign
report.Course_of_action
report.Exploit_target
report.Incident
report.Ttp
report.Attack_pattern
report.Identity
report.Intrusion_set
report.Malware
report.Report
report.Tool
report.Vulnerability
report.Tags
report.Assets

Signature

signature.description
signature.hash
signature.last_detected_at
signature.name
signature.status_id
signature.touched_at
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signature.type_id
signature.value
signature.deleted_at
signature.deleted
signature.sources_count
signature.id
signature.status
signature. type
signature.created_at
signature.updated_at
signature.Sources
signature.sources.dates=Y
signature.Attributes
signature.Indicators
signature.Adversaries
signature.Events
signature.Attachments
signature.Signatures
signature.Investigations
signature.Tasks
signature.Campaign
signature.Course_of_action
signature.Exploit_target
signature.Incident
signature.Ttp
signature.Attack_pattern
signature.Identity
signature.Intrusion_set
signature.Malware
signature.Report
signature.Tool
signature.Vulnerability
signature.Tags
signature.Assets

Tag

You can add parameters to the .Tags variable to filter exported objects based on the presence of all
specified tags (ex: &<object>.Tags=tag1,tag2,tag3) or the presence of at least one of the specified tags
(ex: &<object>.Tags=tag1|tag2|tag3)

Tool

tool.value
tool.status_1id
tool.status
tool.point_of_contact
tool.type_id
tool.description
tool.deleted_at
tool.deleted
tool.sources_count
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tool.sources.dates=Y
tool.1id

tool.status
tool.type
tool.touched_at
tool.created_at
tool.updated_at
tool.Sources
tool.Attributes
tool.Indicators
tool.Adversaries
tool.Events
tool.Attachments
tool.Signatures
tool.Investigations
tool.Tasks
tool.Campaign
tool.Course_of_action
tool.Exploit_target
tool.Incident
tool.Ttp
tool.Attack_pattern
tool.Identity
tool.Intrusion_set
tool.Malware
tool.Report
tool.Tool
tool.Vulnerability
tool.Tags

too.

TTP

ttp.
ttp.
ttp.
ttp.
ttp.
ttp.
ttp.
ttp.
ttp.
ttp.
ttp.
ttp.
ttp.
ttp.
ttp.
ttp.
ttp.
.Attributes

ttp

Assets

value

status_id
status
point_of_contact
type_id
description
deleted_at
deleted
sources_count
sources.dates=Y
id

status

type

touched_at
created_at
updated_at
Sources
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ttp.Indicators

ttp.Adversaries

ttp.Events

ttp.Attachments

ttp.Signatures

ttp.Investigations

ttp.Tasks
ttp.Campaign

ttp.Course_of_

action

ttp.Exploit_target

ttp.Incident
ttp.Ttp

ttp.Attack_pattern

ttp.Identity

ttp.Intrusion_

ttp.Malware
ttp.Report
ttp.Tool

set

ttp.Vulnerability

ttp.Tags
ttp.Assets

Vulnerability

vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.

value

status_id
status
point_of_contact
type_id
description
deleted_at
deleted
sources_count
sources.dates=Y
id

status

type

touched_at
created_at
updated_at
Sources
Attributes
Indicators
Adversariies
Events
Attachments
Signatures
Investigations
Tasks

Campaign
Course_of_action
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Output Format Options

vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.

Exploit_target
Incident

Ttp
Attack_pattern
Identity
Intrusion_set
Malware

Report

Tool
Vulnerability
Tags

Assets

Filtering by Attribute Value

You can filter your export results by a specific attribute name and value. You can view all attribute
names and values in the Attribute Management tab within the Object Management page.

Example:

To create an export that only includes objects with a Confidence attribute value of High, you would
add the following to the Special Parameters field:

indicator.Attributes[attribute keyl=attribute value

Example:
This example restricts your export to objects with a Confidence attribute set to High.

indicator.Attributes[Confidence]=High

Adding Differential Flags

You can use a differential flag in the Special Parameters field to limit the output to new data. This
allows you to include only new data each time the export is run instead of exporting all data.

Include the following to limit exports to new data only:
differential=1

If you have multiple systems pulling from the same Export, each system should use a unique
differential value.

external system 1
https://{tq-host}/api/export/c2ab6df72e67ee13cef90f0e00981b62/?
token=npc6z01pFXWfHYb5tm51hMVKQJNYecTG& differential=1

external system 2
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https://{tq-host}/api/export/c2ab6df72e67ee13cef90f0e00981b62/?
token=npc6z01pFXwWfHYb5tm51hMVvKQJNYecTG& differential=2

Adding Parameters to the End of the URL

You can append the parameters listed above to the end of any export URL to achieve the same
results. However, you lose the option of having one place to manage what is being exported via that
export.

Using Export Filters

You can configure exports to output objects matching filter conditions based on comparisons such as
greater than (>) or less than (<) as well as logical operators such as AND and OR. You can add these
filters to the export's Special Parameters field (Output Format window) or append the filter criteria to
the export's URL. Use the following examples as guidelines for creating your own export filters.

1. Searching using greater than, less than, or equal to
The first example captures indicators with a score greater than or equal to 5. The second
example captures indicators with a score less than or equal to 5.

° Special Parameters field:

indicator.score>=5

indicator.score<=5
> Appended to Export URL:

&indicator.score=>=5

&indicator.score=<=8

2. Adding multiple criteria for a single field using an AND comparison
The following example captures indicators with a score of 5 and indicators with a score of 8.

° Special Parameters field:
indicator.score=5&indicator.score=8

> Appended to Export URL:
&indicator.score[]=5&indicator.score[]=8

3. Adding a criteria range for a single field using an AND comparison
The following example captures indicators with a score of 5, 6, 7 and 8.

° Special Parameters field:
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indicator.score>=5&indicator.score<=8
> Appended to Export URL:
&indicator.score[]=>=5&indicator.score[]=<=8

4. Adding criteria for multiple fields using an OR comparison
The following example captures indicators with a score of 8 OR a status of indirect.

° Special Parameters field:
indicator.score=8]||indicator.status=indirect

> Appended to Export URL:
&indicator.score[]=8]|indicator.status[]=indirect

5. Adding criteria for a multiple fields using an AND comparison
The following example captures indicators with a score of 8 AND a status of indirect.

° Special Parameters field:
indicator.score>=8&indicator.status=1indirect
> Appended to Export URL:

&indicator.score[]=>=8&indicator.status[]=indirect

Output Format Template Field

You can use the template examples provided by ThreatQuotient as a baseline for your exports or you
can add your own export parameters to the Output Template field.

Inserting Variables

The Insert Variable button above the field allows you to select from a drop down list of variables
based on the object type included in the export. To insert a variable, click the location for the variable,
click the Insert Variable button, and select the variable from the dropdown list.

Template Format

This Output Format Template field allows you to control exactly how your data is printed out within an
export.

ThreatQ User Guide

Version 6.14.0 188



THREATQ )

A\ When formatting your output template, you must wrap all of your declarations within a loop
as shown in the following example:
{foreach $data as $indicator}
Your variables go here

{/foreach}

ThreatQ User Guide

Version 6.14.0 189



THREATQ )

Output Format Template Examples

ThreatQuotient provides output format template examples that you can use as a starting point for a
new export. You can copy and paste these examples to the Output Format Template field and make
changes based on the data you want to export.

Export Template Examples by Object Type

Each of these examples includes the following placeholder text to clarify where you can add additional
variables to customize your export:

* Your variables go here
In addition, these examples include text labels to clarify the data included in the export. For example,
the output of the Indicators example, list of the name of each variable separated from the value by a
colon as in Type: IP Address.
1.33.5.232

ID: 1
Value: 1.33.5.232

Type: IP Address

Status: Active

Class: network

Description:

Score: 0

Hash: aS3afecBocdlaebafidld69daeacs5574d

Source Count: 1

Whitelisted: N

Last Detected At:

Created At: 2023-10-04 14:28:40
Updated At: 2023-10-04 14:28:41
Touched At: 2023=10=04 17:56:20
Since Deleted: Y

Deleted At:

Deleted: M

Adversaries Template

{foreach $data as $adversary}

ID: {Sadversary.id}

Name: {$adversary.name}

Created At: {Sadversary.created}
Updated At: {Sadversary.updated_at}
Deleted At: {$adversary.deleted_at}
Deleted: {$adversary.deleted?}

{foreach S$Sadversary.Descriptions item=description name=Descriptions}
Source: {$description.source}

Description: {Sdescription.value}

{/foreach}
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Your variables go here

{/foreach?}

Assets Template

{foreach $data as Sasset}

ID: {Sasset.id}

Name: {S$Sasset.value}

Status: {Sasset.status}

Point of Contact: {$asset.point_of_contact}
Created At: {$asset.created_at}

Updated At: {Sasset.updated_at}

Deleted At: {Sasset.deleted_at}

{foreach S$Sasset.Descriptions item=description name=Descriptions}
Source: {$description.source}

Description: {S$description.value}

{/foreach}

Your variables go here

{/foreach}

Attack Pattern Template

{foreach $data as S$attack_pattern}

ID: {Sattack_pattern.id}

Name: {$attack_pattern.value}

Status: {Sattack_pattern.status}

Point of Contact: {$attack_pattern.point_of_contact}
Created At: {Sattack_pattern.created_at}

Updated At: {Sattack_pattern.updated_at}

Deleted At: {$attack_pattern.deleted_at}

{foreach S$Sattack_pattern.Descriptions item=description name=Descriptions}
Source: {$description.source}

Description: {$description.value}

{/foreach}

Your variables go here

{/foreach}
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Campaign Template

{foreach $data as $campaign}

ID: {$campaign.id}

Name: {S$campaign.value}

Status: {$campaign.status}

Point of Contact: {S$Scampaign.point_of_contact}
Objective: {$campaign.objective}
First Seen: {$campaign.started_at}
Last Seen: {$campaign.ended_at}
Created At: {$Scampaign.created_at}
Updated At: {$Scampaign.updated_at}
Deleted At: {S$campaign.deleted_at}

{foreach $campaign.Descriptions item=description name=Descriptions}
Source: {$description.source}

Description: {S$description.value}

{/foreach}

Your variables go here

{/foreach}

Course of Action Template

{foreach S$data as Scourse_of_action}

ID: {$Scourse_of_action.id}

Name: {Scourse_of_action.value}

Status: {Scourse_of_action.status}

Point of Contact: {$course_of_action.point_of_contact}
Created At: {Scourse_of_action.created_at}

Updated At: {$course_of_action.updated_at}

Deleted At: {Scourse_of_action.deleted_at}

{foreach $course_of_action.Descriptions item=description name=Descriptions}
Source: {S$description.source}

Description: {$description.value}

{/foreach?

Your variables go here

{/foreach?}
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Events Template

{foreach $data as S$event}

{$event.title} ID: {Sevent.id}

Title: {Sevent.title}

Type: {$event.type}

Status: {Sevent.status}

Point of Contact: {$event.point_of_contact}
Happened: {$event.happened_at}

Created At: {Sevent.created}

Updated At: {S$event.updated_at}

Deleted At: {Sevent.deleted_at}

Deleted: {Sevent.deleted}

{foreach S$event.Descriptions item=description name=Descriptions}
Source: {$description.source}

Description: {$description.value}

{/foreach}

Your variables go here

{/foreach}

Exploit Target Template

{foreach $data as S$exploit_target}

ID: {Sexploit_target.id}

Name: {$exploit_target.value}

Status: {Sexploit_target.status}

Point of Contact: {$exploit_target.point_of_contact}
Created At: {S$exploit_target.created_at}

Updated At: {$exploit_target.updated_at}

Deleted At: {$exploit_target.deleted_at}

{foreach Sexploit_target.Descriptions item=description name=Descriptions}
Source: {S$description.source}

Description: {$description.value}
{/foreach?

Your variables go here

{/foreach?}
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Identity Template

{foreach $data as S$identity}

ID: {S$identity.id}

Name: {$identity.value}

Status: {$identity.status}

Point of Contact: {$identity.point_of_contact}
Contact Information: {$identity.contact_information}
Created At: {$identity.created_at}

Updated At: {$identity.updated_at}

Deleted At: {$identity.deleted_at}

{foreach $identity.Descriptions item=description name=Descriptions}
Source: {$description.source}

Description: {S$description.value}

{/foreach}

Your variables go here

{/foreach}

Indicators Template

{foreach S$data as S$indicator}

{$indicator.value}

ID: {$indicator.id}

Value: {S$indicator.value}

Type: {$indicator.type}

Status: {$indicator.status}

Class: {S$indicator.class}

Score: {$indicator.score}

Hash: {S$indicator.hash}

Source Count: {$indicator.sources_count}
Whitelisted: {$indicator.whitelisted}
Last Detected At: {S$indicator.last_detected_at}
Created At: {$indicator.created_at}
Updated At: {$indicator.updated_at}
Since Deleted: {$indicator.sincedeleted}
Deleted At: {$indicator.deleted_at}
Deleted: {S$indicator.deleted}

{foreach $indicator.Descriptions item=description name=Descriptions}
Source: {$description.source}

Description: {$description.value}

{/foreach?}
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Your variables go here

{/foreach?}

Intrusion Set Template

{foreach $data as S$intrusion_set}

ID: {$intrusion_set.id}

Name: {$intrusion_set.value}

Status: {$intrusion_set.status}

Point of Contact: {$intrusion_set.point_of_contact}
First Seen: {$intrusion_set.started_at}

Last Seen: {$intrusion_set.ended_at}

Created At: {$intrusion_set.created_at}

Updated At: {$intrusion_set.updated_at}

Deleted At: {Sintrusion_set.deleted_at}

{foreach S$intrusion_set.Descriptions item=description name=Descriptions}
Source: {$description.source}

Description: {S$description.value}

{/foreach}

Your variables go here

{/foreach}

Malware Template

{foreach $data as $malware}

ID: {S$malware.id}

Name: {$malware.value}

Status: {$malware.status}

Point of Contact: {$malware.point_of_contact}
Created At: {$malware.created_at}

Updated At: {$malware.updated_at}

Deleted At: {Smalware.deleted_at}

{foreach $malware.Descriptions item=description name=Descriptions}
Source: {$description.source}

Description: {$description.value}

{/foreach}

Your variables go here

{/foreach}
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Report Template

{foreach $data as S$report}

ID: {Sreport.id}

Name: {$report.value}

Status: {S$Sreport.status?}

Point of Contact: {$report.point_of_contact}
Created At: {S$report.created_at}

Updated At: {S$report.updated_at}

Deleted At: {$report.deleted_at}

{foreach S$report.Descriptions item=description name=Descriptions}
Source: {$description.source}

Description: {S$description.value}

{/foreach}

Your variables go here

{/foreach}

Signatures Template

{foreach $data as $signature}

{$signature.name}

ID: {S$signature.id}

Name: {$signature.name}

Value: {$signature.value}

Type: {$signature.type}

Status: {$signature.status}

Hash: {S$signature.hash}

Detected At: {$signature.last_detected_at}
Created At: {$signature.created}
Updated At: {$signature.updated_at}
Deleted At: {$signature.deleted_at}
Deleted: {$signature.deleted}

{foreach $signature.Descriptions item=description name=Descriptions}
Source: {S$description.source}

Description: {$description.value}
{/foreach?

Your variables go here

{/foreach?}
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Tool Template

{foreach S$data as S$tool}

ID: {$tool.id}

Name: {Stool.value}

Status: {Stool.status}

Point of Contact: {$tool.point_of_contact}
Created At: {$tool.created_at}

Updated At: {$tool.updated_at}

Deleted At: {Stool.deleted_at}

{foreach $tool.Descriptions item=description name=Descriptions}
Source: {$description.source}

Description: {S$description.value}

{/foreach}

Your variables go here

{/foreach}

TTP Template

{foreach $data as S$ttp}

ID: {S$ttp.id}

Name: {S$ttp.value}

Status: {$ttp.status?}

Point of Contact: {$ttp.point_of_contact}
Created At: {$ttp.created_at}

Updated At: {$ttp.updated_at}

Deleted At: {$Sttp.deleted_at}

{foreach $ttp.Descriptions item=description name=Descriptions}
Source: {S$description.source}

Description: {$description.value}

{/foreach?

Your variables go here

{/foreach?

Vulnerability Template

{foreach $data as S$vulnerability}
ID: {Svulnerability.id}
Name: {$vulnerability.value}
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Status: {Svulnerability.status}

Point of Contact: {$vulnerability.point_of_contact}
Created At: {S$vulnerability.created_at}

Updated At: {S$vulnerability.updated_at}

Deleted At: {$vulnerability.deleted_at}

{foreach Svulnerability.Descriptions item=description name=Descriptions}
Source: {$description.source}

Description: {Sdescription.value}

{/foreach}

Your variables go here

{/foreach}

Template Variables

The following is a list of commonly used Adversary and Indicator variables that you can add to the
above template examples to expand the data included in an export.

Adversary Examples

Adversary Variable

{foreach S$Sadversary.Adversaries item=adversary name=Adversaries}
Name: {$adversary.name}

Value: {$adversary.value}

{/foreach}

Attachment Variable

{foreach S$adversary.Attachments item=attachment name=Attachments}
Name: {Sattachment.name}

Value: {Sattachment.value}

{/foreach}

Attribute Variable

{foreach S$Sadversary.Attributes item=attribute name=Attributes}
Name: {Sattribute.name}

Value: {Sattribute.value}

{/foreach}

Attribute Variable with Attribute Source and Update At Timestamp
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{x $adversary.Attributes S$attribute.Sources $attribute.updated_at *}
[
{foreach Sadversary.Attributes item=attribute}
Name: {Sattribute.name}
Updated_at: {$attribute.updated_at}
{foreach $attribute.sources 1item=source}
Attr Source: {$source.name}
{/foreach}

{/foreach}
]

ﬂ\ Any TLP filters specified for the export apply to the attribute source’s TLP label as well as the
system object source’s TLP label.

Event Variable

{foreach Sadversary.Events item=event name=Events}
Name: {Sevent.name}

Value: {Sevent.value}

{/foreach}

Indicator Variable

{foreach $adversary.Indicators item=indicator name=Indicators}
Name: {S$indicator.name}

Value: {Sindicator.value}

{/foreach}

Investigation Variable

{foreach $Sadversary.Investigations item=investigation name=Investigations}
Name: {$investigation.name}

Value: {$investigation.value}

{/foreach?}

Signature Variable
{foreach $adversary.Signatures item=signature name=Signatures}
Name: {S$signature.name}

Value: {$signature.value}
{/foreach}

Source Variable
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{foreach S$Sadversary.Sources item=source name=Sources}{$source.value} {if !
empty($source.tlp)} ({Ssource.tlp}){/if}
{/foreach}

Tag Variable

{foreach $adversary.Tags as $tag item=Tags name=Tags}
Value: {$tag}
{/foreach}}

Task Variable

{foreach S$Sadversary.Tasks +item=task name=Tasks}
Name: {S$task.name}

Value: {Stask.value}

{/foreach?}

Indicator Examples

Adversary Variable

{foreach $indicator.Adversaries item=adversary name=Adversaries}
Name: {$adversary.name}

Value: {$adversary.value}

{/foreach}

Attachment Variable

{foreach $indicator.Attachments -item=attachment name=Attachments}
Name: {S$attachment.name}

Value: {Sattachment.value}

{/foreach}

Attack Pattern Variable

{foreach $indicator.Attack_pattern item=attack_pattern name=Attack_pattern}
Name: {S$attack_pattern.name}

Value: {$attack_pattern.value}

{/foreach?

Attribute Variable

{foreach $indicator.Attributes item=attribute name=Attributes}
Name: {Sattribute.name}

Value: {Sattribute.value}

{/foreach}
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Attribute Variable with Attribute Source and Update At Timestamp

{* $indicator.Attributes S$Sattribute.Sources $attribute.updated_at =}
[
{foreach $indicator.Attributes item=attribute}
Name: {Sattribute.name}
Updated_at: {$attribute.updated_at}
{foreach Sattribute.sources 1item=source}
Attr Source: {$source.name}
{/foreach}

{/foreach}
]

ﬂ\ Any TLP filters specified for the export apply to the attribute source’s TLP label as well as the
system object source’s TLP label.

Campaign Variable

{foreach $indicator.Campaign item=campaign name=Campaign}
Name: {$campaign.name}

Value: {$campaign.value}

{/foreach?}

Course of Action Variable

{foreach $indicator.Course_of_action item=course_of_action
name=Course_of_action}

Name: {S$course_of_action.name}

Value: {Scourse_of_action.value}

{/foreach}

Event Variable

{foreach $indicator.Events item=event name=Events}
Name: {Sevent.name}

Value: {Sevent.value}

{/foreach}

Exploit Target Variable

{foreach $indicator.Exploit_Targets -item=exploit_target
name=Exploit_Target}

Name: {S$exploit_target.name}

Value: {$exploit_target.value}

{/foreach}

Identity Variable
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{foreach $indicator.Identity item=identity name=Identity}
Name: {S$identity.name}

Value: {$identity.value}

{/foreach}

Incident Variable

{foreach $indicator.Incident item=incident name=Incident}
Name: {S$incident.name}

Value: {S$incident.value}

{/foreach}

Indicator Variable

{foreach $indicator.Indicators item=indicator name=Indicators}
Name: {S$indicator.name}

Value: {S$indicator.value}

{/foreach}

Intrusion Set Variable

{foreach $indicator.Intrusion_set item=intrusion_set name=Intrusion_set}
Name: {$intrusion_set.name}

Value: {S$intrusion_set.value}

{/foreach}

Investigation Variable

{foreach $indicator.Investigations item=investigation name=Investigations}
Name: {$investigation.name}

Value: {$investigation.value}

{/foreach?}

Malware Variable

{foreach $indicator.Malware item=malware name=Malware}
Name: {$malware.name}

Value: {$malware.value}

{/foreach}

Report Variable

{foreach $indicator.Report item=report name=Report}
Name: {S$report.name}

Value: {$report.value}

{/foreach}

Signature Variable
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{foreach $indicator.Signatures item=signature name=Signatures}
Name: {S$signature.name}

Value: {$signature.value}

{/foreach}

Task Variable

{foreach $indicator.Tasks item=task name=Tasks}
Name: {Stask.name}

Value: {stask.value}

{/foreach}

Tool Variable

{foreach $indicator.Tool item=tool name=Tool}
Name: {S$tool.name}

Value: {Stool.value}

{/foreach}

TTP Variable
{foreach $indicator.Ttp item=ttp name=Ttp}
Name: {$ttp.name}

Value: {$ttp.value}
{/foreach}

Vulnerability Variable

{foreach $indicator.Vulnerability item=vulnerability name=Vulnerability}

Name: {$vulnerability.name}
Value: {$vulnerability.value}
{/foreach?}
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Specific Indicator Exports

ThreatQuotient provides several guides with instructions on how to export specific Indicators for use
with an external threat detection system. These guides, available in both web and PDF format, can be

found under the ThreatQ Integrations section of the Help Center.
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Integrations Management

About Integrations Management

The ThreatQ platform allows you install, manage and remove integrations from the My Integrations
page.
Topics in this section include:

TOPIC DESCRIPTION
Integration Types Learn about the different types of integration available for the ThreatQ
platform.
About My Learn about managing your installed integrations from the My
Integrations Integrations page.
Flagged Integrations Find information on integrations flagged for ingesting a large number of

object relationships for a specific system object(s).

Adding an Learn how to add a new integration to your ThreatQ instance.
Integration

Adding A STIX/TAXII Learn how to add a new STIX/TAXII feed to your ThreatQ instance.
Feed

Configuring an Learn to configure and enable your installed integrations.

Integration

Triggering a Manual Learn how to trigger a manual run for your installed CDF integrations.
Run

Running an Learn how to run an operation against a ThreatQ system object.
Operation
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TOPIC DESCRIPTION
Activity Logs Learn about your CDF runs by viewing the Activity Log.
(feeds) and Feed
Run Activity
Removing an Learn how to disable or remove unwanted integrations from your
Integration ThreatQ instance.
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Integration Types

ThreatQ integrations include Actions, Apps, Configuration-Driven Feeds (CDFs), Custom Connectors,
and Operations . This topic will highlight specific information about each type of integration.

Actions

ThreatQ Actions are YAML snippets, utilized by ThreatQ TDR, that you can use to build custom
workflows to enrich the data in a specified data collection. See the ThreatQ TDR Orchestrator
(TQO) section for more information.

Apps

ThreatQ Apps are designed to operate outside of the ThreatQ platform. The app communicates with
third-party applications, such as QRadar and Splunk, and executes user-defined actions. This can
result in information being push to and from the third-party application and your ThreatQ instance.
Threat intelligence information from these actions can then be ingested back into ThreatQ.

Configuration-Driven Feeds (CDFs)

ThreatQ Configuration-Driven Feeds, CDFs, utilize one or more threat intelligence endpoints for a
provider. You can configure what type of information and how you will ingest it into the ThreatQ
platform. CDFs fall under one of two categories on the ThreatQ My Integrations page:

+ Commercial - Commercial CDFs are provided by paid feed providers as a service. To enable
these integrations in ThreatQ, you will need an API ID or API Key from the provider. Commercial
CDFs typically provide highly contextual threat intelligence data. You can learn more about
available CDFs on the ThreatQ Marketplace.

+ OSINT - OSINT CDFs are open source threat intelligence feeds. Open source feeds are free to
use, but some may require you to register with the feed provider to attain an API Key.

ﬂ\ CDFs override indicator statuses to the default status defined in the CDF and override
signature statuses to a default value of Active.

Custom Connectors

ThreatQ Custom Connectors are driven by ThreatQuotient's Threat Intelligence Services Team

and provides a solution for data ingestion that is not provided by existing CDFs available on the
ThreatQ Marketplace.

Custom Connectors are typically installed via the command line interface and usually require a CRON
job to be created to manage connector runs.

Once installed, Custom Connectors are located under the Labs category dropdown on the My
Integrations page.
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Operations

ThreatQ Operations enhance your threat intelligence data by allowing you to add attributes, as well as
related indicators, from third party security services, both commercial and open source. You
accomplish this by creating objects to connect to a desired service, receive threat intelligence, and
display that threat intelligence in ThreatQ.

Installed operation will appear under the Operations option for the Type dropdown in the My
Integration filters. You can execute operations from a threat object's details page - see the Running
an Operation topic for more details.
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About My Integrations

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative or Maintenance
Custom Role - Action Permissions:

+ Orchestration - Edit Orchestration Workflow (required for action type integrations only)
+ Integrations - Install & Uninstall Integrations, Edit Integration Configurations

The My Integrations tab within the Integrations page allows you to add, remove, and configure feeds,
actions, custom connectors, and operations that you have downloaded from the ThreatQ Marketplace
or are seeded in ThreatQ.

Integrations

My Inegrations

Al

AllenVault OTX Cybarcrime Tracker
Feed

Dark Reading Blog Google Chrome Updates Blog o Malpedia Mabware
Feed Feed Feed

Copens OTNT Cepens OTNT e ORNT
VB 1,00 B 1,00 Wermen 1,02

ﬂ\ ThreatQuotient does not issue API keys for third-party vendors. Contact the specific vendor
to obtain API keys and other integrated-related credentials.

Relationship Limits
When ThreatQ ingests over 10,000 relationships for an object from the integration, the integration’s
card displays a relationship limit badge and is listed in the Flagged tab. When you resolve the

relationship issue, the relationship limit badge is removed and the integration card is no longer listed
in the Flagged tab.
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Accessing My Integrations

1. Navigate to your ThreatQ instance.
2. Click the Integrations option in the main navigation and select one of the following options:

P

5% Integrations zey Orchestrator
Marketplace
My Integrations

Actions

Intelligence Feeds & Connectors

Operations

MENU OPTION DETAILS
Marketplace Opens the ThreatQ Marketplace in a new tab.
My Integrations Opens the My Integrations tab within the Integrations page.
Actions Opens the My Integrations tab filtered to only display actions.
Intelligence Feeds & Opens the My Integrations tab filtered to only display feeds
Connectors and connectors.
Operations Opens the My Integrations tab filtered to only display

operations.

The Integrations page loads and defaults to the My Integrations tab and All subtab which lists all
integrations currently installed on your platform, both enabled and disabled.
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Integrations

My Integrations
o]

Al

AllenVault OTX Cybarcrime Tracker
Feed Feed

Dark Reading Blog Google Chrome Updates Blog o Malpedia Mabware
Feed Feed Feed

Ctegens OUNT Cotegeny OUNT Cotegany OUNT
Wermsrs 100 W 100 wersen 102

Filtering Your View

There are several filters available that allow you to narrow down your integrations. The platform will
remember your filter selections for the duration of your session. These filters include:

FILTER DETAILS
Keyword Filter the integrations list by keyword.
Type Filter the integrations list by integration type. Options include:
+ Actions

* Intelligence Feeds and Connectors
+ Operations
< All

Category Filter the list by the category of integration:

« OSINT - OSINT feeds are open source threat intelligence feeds. Open
source feeds are free to use, but some may require you to register with the
feed provider to attain an API Key.

+ Commercial - Commercial feeds are provided by paid feed providers as a
service. To enable these feeds in ThreatQ, you will need an API ID or API Key
from the provider. Commercial feeds typically provide highly contextual
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threat intelligence data. You can learn more about these feeds on their
vendor's websites.

STIX TAXII - STIX stands for Standard Threat Information Expression, it is an
emerging standard for the sharing of machine readable intelligence and
incident data. A STIX package is an XML document that can contain many
indicators and related context information. For the automated sharing of
STIX packages, a protocol called TAXII (Trusted Automated eXchange of
Indicator Information) is used to provide a feed to consumers.

Labs - Labs are driven by ThreatQuotient's Threat Intelligence Services
Team. Labs feeds provide a solution for data ingestion that is not provided
by the feeds pre-configured with the ThreatQ platform. You should inquire
with a Threat Intelligence Engineer to see what Labs are available.

Status Filter the list of installed integrations by status: enabled, disabled, or flagged. A
(All/ count of integrations appears next to each tab and reflects any filter that is
Enabled/ selected.

Disabled

The Flagged tab lists integrations from which the ThreatQ instance has ingested

tabs) over 10,000 relationships for an object. ThreatQ will not ingest additional
relational data for the object from this feed until the relationship limit issue has
been resolved.
The All tab, which displays both enabled and disabled integrations, is selected by
default.

Clear Clears the search filters that are currently in use.

Search

Filters
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Flagged Integrations

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative or Maintenance
Custom Role - Action Permissions:

+ Orchestration - Edit Orchestration Workflow (required for action type integrations only)
+ Integrations - Install & Uninstall Integrations, Edit Integration Configurations

The Flagged tab in the My Integrations page lists all currently flagged integrations and displays a
Flagged Integrations banner. An integration’s card is added to the Flagged tab when ThreatQ ingests
over 10,000 relationships for an object from the integration. The integration is displayed in the
Flagged tab until you resolve the relationship issue.

From the Flagged tab, you can:

+ Click an integration’s card to view its configuration page.

+ Close the Flagged Integrations banner by clicking the X in the upper right corner.
+ Filter your view by integration type and/or category.

+ Use the search field to locate a flagged integration.

|
Integrations

g Run ACTRADY

i

AllTE) Enablad (N Daabled (6) T Chear Saarch Fillar

Flagged integrations indicate that a relationship limit has been reached on a corresponding obyect S
Adw feeds3 ¢ CrowdsStrike Actors ¢ CrowdStrike Indicators n
Randam Objects Indicator # Random Objects Test For Assets ¢ Random Objects Test For n
m = And Events tests Intrusion Set tests

The Integration Flagged banner is displayed at the top of the integration details page for each flagged
integration. The banner cannot be closed by a user and is displayed until you resolve the relationship
issue.
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Flagged Integrations

L] Integration Flagged!

This integration has been Nagped due to refational data limits being reached on the objects below. Any incoming relational data related to these objects will no

(|

longer be ingested until sctions are taken to reduce relationship counts. For more information and guidance on how to marage relaticrehip counts, pleate

it Ehe Hiela Center

¢+ Crowd5Strike Actors

E Cossfipur alien

Activity Log Details
Srheduled R
Disabled ( '

Srheduled R
Sl Sl S SAdT
VIO S g AT

Additienal infarmatien cheduled fun
VI A Dl AT

integration Type: Feed

1.1
Wersion 3.1, Scheduled Run

ANFLO0TS M- Bipm CAIT

& corgplered

0 Completed

@ compileted

© comgpleted

D completed

[+]
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Adding an Integration

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative or Maintenance
Custom Role - Action Permissions:

+ Orchestration - Edit Orchestration Workflow (required for action type integrations only)
+ Integrations - Install & Uninstall Integrations, Edit Integration Configurations

The steps for upgrading an integration are the same as adding a new integration. You can use the
steps below to install CDFs (.yml) and Operations (.whl).

ﬂ\ ThreatQuotient does not issue API keys for third-party vendors. Contact the specific vendor
to obtain APl keys and other integrated-related credentials.

Steps for installing TQO Actions differ slightly in that you can install using a zip file (actions are the
only integration type that can be installed by uploading a zip file) - see the Installing an Action topic
in the ThreatQ Orchestrator guide for more details. Custom connectors and Apps can not be installed
using the method described below (Ul install) - see the individual user guide for installation steps.

1. Log into https://marketplace.threatqg.com.
2. Locate and download the desired integration file.

CDF or Operation downloads that are in a zip format indicate that additional
dependencies, other than the standard whl or yaml, are required. Extract the files
from the zip and refer to the integration's individual guide on how to install them.

w

Navigate to My Integrations page on your ThreatQ instance.
4. Click the Add New Integration button.

The Add New Integration dialog box opens with the Add New Integration option selected by
default.
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Add New Integration

Add New Integration

Some integrations (connectors) aren't able to be installed using this interface. If you're unsure,
please refer to the Help Center documentation for your integration.

Drag your integration package here or
click to browse

- R e e

Supported files include: yaml, whi, zip

5. Upload the integration file using one of the following methods:
> Drag and drop the integration file into the dialog box
o Select the click to browse link to locate the integration file on your local machine

A\ For CDFs, you will upload the yaml file only. For Operations, you will upload the whi
file only. Custom connectors, which are typically in a whl format, cannot be installed
using the Ul and require installation via CLI. TQO Actions are the only integrations
that support installation using the zip format - see the Installing an Action topic in the
ThreatQ Orchestrator guide for more details.

If the ThreatQ Marketplace download for a CDF or Operation is in zip format, a
separate dependency or custom object is required by the integration and is included
in the download. These additional files cannot be installed via the Ul uploader nor can
you upload the zip file to install. See the integration's user guide for steps on how to

install these additional files.
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ﬂ\ If the integration already exists on the platform, ThreatQ informs you and requires
user confirmation before proceeding. If the new version of the integration contains
changes to the user configuration and requires user confirmation before overwriting
the existing configuration.

6. If the integration file contains multiple feeds, you are prompted to select which feeds to install.
Select the feeds to include and click Install.

Add New Integration

5 Feeds have been found.

Select the Feeds you want to install:

= abuse.ch Feodo Tracker Botnet C2 IP Blocklist
= abuse.ch SSLBL 55L Blacklist

=& abuse.ch URLhaus Database Dump

= abuse.ch URLhaus Plain-Text URL List

& abuse.ch URLhaus Response Policy Zones

7. When the install is complete, you must configure and enable the integration before it can be
used.

ﬂ\ Actions will automatically be enabled upon install/upgrade.
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Adding a STIX/TAXII Feed

THREATQ REQUIRED PERMISSIONS
@ Default ThreatQ Role: Administrative or Maintenance
Custom Role - Action Permissions: Integrations - Install & Uninstall Integrations, Edit Integration Configurations

From the My Integrations page:

ﬂ\ ThreatQuotient does not issue API keys for third-party vendors. Contact the specific vendor
to obtain APl keys and other integrated-related credentials.

1. Click the Add New Integration button.
The Add New Integration dialog box opens with the Add New Integration option select by
default.

Add New Integration

Add New Integration

Some integrations (connectors) aren't able to be installed using this interface. If you're unsure,
please refer to the Help Center documentation for your integration.

Drag your integration package here or

Supported files include: yaml, whi, zip

2. Click the Add New TAXII Feed option.
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Adding A STIX/TAXII Feed

Add New Integration

Ad New TAXI Feed

| Ewery Hour

TAXIl Connection Settings

[ Disable Proxies

I true, that this feed should not hanor any pe

Login Credentials (if applicable)

[ Verify SSL

The Add New TAXII Feed form is displayed.

U in Threatd-

3. Complete the following fields:
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FIELD INSTRUCTIONS
What would you like to name Enter the feed name to be displayed throughout
this feed? ThreatQ. The name must be at least five characters
long.

It does not need to match the Collection Name.

How often would you like to Choose Every Hour or Every Day.
pull new data from this feed?

TAXII Connection Settings

TAXII Server Version Options include: 1.0, 1.1, 2.0.
This field is required.

Discovery URL This is where the TAXII server can be reached.
This field is required.

Poll URL An optional URL that specifies a specific endpoint on
the TAXII Server to poll for data.

Collection Name/Title The name of the collection of data in the feed you will
access.
This field is required.

Login Credentials

Username If required, enter a username for the feed.

Password If required, enter a password.

Certificates/Keys

Certificate If required, enter a certificate if required for the feed.
Private Key If required, enter a private key if required for the feed.
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FIELD INSTRUCTIONS

Server Authentication

Verify SSL Leave the checkbox checked to require that the
TAXII client verify the provider's SSL certificate.

Host CA Certificate Bundle The provider's CA Certificate used to verify SSL.
The Host CA Certificate Bundle will not be honored if

the Verify SSL option is not selected.

4. Click Add TAXII Feed.
The TAXII/STIX feed is added to the Integrations page. You must configure and enable the
integration before it can be used.

ThreatQ User Guide 221
Version 6.14.0



THREATQ )

Configuring an Integration

THREATQ REQUIRED PERMISSIONS
? Default ThreatQ Role: Administrative or Maintenance
Custom Role - Action Permissions:

+ Orchestration - Edit Orchestration Workflow (required for action type integrations only)
+ Integrations - Edit Integration Configurations

The integration must already be installed in order to access its configuration. See the Adding an
Integration topic for more details.

ﬂ\ Configuration parameters will differ based on individual integrations. See the individual
integration's user guide for configuration and other requirements. Additionally, certain
configuration options in the ThreatQ Ul will be available for certain types of integrations.
Example: The Run Frequency option will only be accessible for CDFs.

Relationship Limits

When ThreatQ ingests over 10,000 relationships for an object from the integration, integration’s

configuration page displays an Integration Flagged banner as well as a relationship limit badge
above the integration logo.

Integration Flagged!

i

This integration has been flagged due to relational data limits being reached an an object. Any incorming
relational data related to these objects will no longer be ingested until actions are taken to reduce relationship
counts. For more information and guidance on how to manage relationship counts, please visit the Help Cente

From the My Integrations page:
1. Locate and click the integration to load its details page.

< abuse.ch Zeus Block IPs

Run Fraquency

T

& Send a notification when this feed encounters issues.

P 0 Debug Option: Save the raw da panse files.
T W recommend lesving this disatied % pctively troubkeshooting an kste becouse it utilizes a lof of disk spoce.

Additional Information “
Integration Type: Feed

Wersion: 0L0L1
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The integration details page displays and lists the following:

° Integration Information - details such as the author, required ThreatQ version and
targeted object types.

° Configuration Tab - Integration-specific configuration parameters for the integration.

° Activity Log tab - Display run information such as time stamps, data ingested, and any
error messages. The Activity Log on this page only applies to CDFs.

. Enter the required configuration parameters for your integration in the Configuration Tab.

These configuration parameters will differ based on the integration. See the individual

integration's user guide for more information.

Any configurations set on this form for an Action will be applied by default when adding a

new instance of the action to an orchestration workflow. If you edited an action's configuration
fields in a specific workflow's view, those settings will be honored instead for that specific
workflow.

. Select a Run Frequency for the integration (CDFs only).
Periodic Options

SELECTION DESCRIPTION
Hourly Run the integration every hour.
Every 6 Hours Run the integration every six hours.

Every 24 Hours Run the integration every day.

Every 2 Days Run the integration every two days.
Every 14 Days Run the integration every two weeks.
Every 30 Days Run the integration every month.

Schedule Options

SELECTION DESCRIPTION

Daily Allows you to run the integration at a specific time every day.

Weekly Allows you to run the integration at a specific time, on a specific day,
every week.

4. Select a default Status if the integration ingests indicator or signature types.
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ﬂ\ This configuration option will only be available if the integration ingests indicator or
signature types.

5. Enable or disable Feed Health Notifications (CDFs only) for the integration. Feed Health
Notifications allow the ThreatQ application to send you, and other designated users, email and
in-app notifications when a feed encounters an issue.

The in-app notifications appear in Notification Center for users with an administrator or
maintenance account. These notifications include a link that redirects you to the Activity Log tab
on the configuration page for the integration.

SYSTEM NOTEICATION

‘Vour Duin Ratention Policy Bas succeesiully been deployed. Monior your
policy's aciivity from ha A page.

5y e

SYETEM NOTIFICATION

Your Dats Flsteniion Polioy bas socesshlly bsen: depioyed. Monion your
policy's activity leom tha A pIGH.

LT

SYSTEM NOTIFMCATION

™ A * i pnCouRbed BTons

The emails contain useful information such as connection information, data ingested, and an
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ingestion summary.

Feed Health Issue

THREATQ 3

NOTICE

Your incoming feed, MITRE Enterprise ATT&CK, has encountered errors.
Feed run details are below.

Details

Connection Information
Run Started: 09/09/2019 02:11pm

Response Received
09/09/2019 02:11pm

Data Ingested
Run Completed: N/A

Ingestion Summary

Feed run was terminated (user demand or process shutdown)

HELP CENTER + SUPPORT

Copyright © 2019, ThreatQuotient, Inc. All Rights Reserved.

ﬂ See the Notifications topic for more information.

6. Enable or disable the Debug option (for CDFs only) - The Debug Option checkbox gives you the
option to save raw data response files for troubleshooting purposes. Since this option uses a
large amount of disk space, it defaults to unchecked. We recommend temporarily enabling the
option when you are troubleshooting a feed issue.

7. Click Save.

8. Click the Enable/Disable toggle switch to enable the integration.

If the integration is a CDF, a run will be started automatically after the integration is
enabled.
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Triggering a Manual Run

THREATQ REQUIRED PERMISSIONS
@ Default ThreatQ Role: Administrative or Maintenance
Custom Role - Action Permissions:

+ Orchestration - Edit Orchestration Workflow (required for action type integrations only)

+ Integrations - Edit Integration Configurations

+ Custom role permissions control access to the pages that allow you to execute manual runs of integrations. However,
custom roll permissions do not apply to the objects and object context created/ingested.

The steps provided below are for performing manual runs for a CDF. See the Managing
Workflows section of the ThreatQ Orchestrator TDR guide for steps on performing manual runs for
CDWs.

ﬂ‘ Not every CDF integration allows you to perform a manual run. If your CDF does not
support manual runs, the Run Integration option will not load on the integration's details

page.

From the My Integrations page:
1. Locate and click the integration to load its details page.

« AlienVault OTX

Activity Log Details

Schaduled Bun Completed

L -1 e, GO

Sfhadubed Fun

T TV T

Schéduléd Run
i R

Additlonal Informanisn

Integration Typec Foed
Vershonz 2.0.1

To locate an integration, you can filter the list by keyword, integration category, and/or
status (enabled or disabled).

2. Confirm that the integration is enabled.
3. Click the Run Integration button located beneath Enable/Disable toggle switch.
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ﬂ\ If the Run Integration button is not visible, the integration does not support manual
runs.

The Trigger Manual Run window will be displayed.

ﬂ\ The Start and End dates will tell the ThreatQ platform to pull new and updated
information published by the feed provider for that time range.

Trigger Manual Run

September 1257 PM

September M:57 PM

ﬂ\ Some feeds, such as TAXIl 2.0 and 2.1 feeds, only support a Start Date.

4. Enter values into the Start and End Date fields and click the Queue Run button.
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Running an Operation

THREATQ REQUIRED PERMISSIONS
? Default ThreatQ Role: Primary Contributor or Administrative or Maintenance

Custom Role - Action Permissions: Integrations - Run Operations

The following steps may differ based on the individual operation. See the operation’s individual user
guide for specific details.

Operations are designed to work with specific object types and sub-types. The operation's details
page provides you with a list of object types that work with the operation.

< MaxMind Geolocate

W5 W Che Wets AP g . . MRCHS il 38 0w YOO £ TRy Wplioadd JOUr mine T
thel ViR Es AFY FRGICE

B FoLR Makieng AC0owRT 1) [0 LR ET T WED A

Entar our Manbling ienie ey b3 win dor S Web AF

Integration Type: Opera

Author: Threat()

Description: This plugin allows you
o fetch geckocation context fingm
Pl dn Pl

MISFEMISA FoU Wi PSS

Version: 1.0.0
Required ThreatQ Version: 5.12.1

Waorks With: o o RN 3 UG TONT R e s st mdracion for w B Tho el be acised 53t
o B LSS B e

Attachment

B Indicator [0 Bypass systemn proxy configuration for this operation
P Address

1PE Addiness

1. Navigate to the Threat Library and locate a system object your operation works with.
2. Click the object to access its details page.
3. Scroll to the Operations pane on the details page.
You can also click the Operations heading located in the left-hand menu to jump to the
operations pane.
4. Expand the Operations pane by clicking the plus sign (+).

2% Operations

5. Click the arrow next to the Select An Operation field.
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6. From this field you can:

> Browse a list of all available operations.

> Type the full or partial operation name in the Search field.
7. Click on an operation.

ﬂ\ Applicable configuration parameters are displayed below the operation name. After
you update these fields, click the Run button to run the operation. If there are no
configuration parameters for the operation, the operation will run automatically.

ThreatQ User Guide

Version 6.14.0 229



TH R EA TO D Activity Logs (feeds)

Activity Logs (feeds)

THREATQ REQUIRED PERMISSIONS
@ Default ThreatQ Role: Administrative or Maintenance

Custom Role - Action Permissions: Integrations - Edit Integration Configurations, Run Operations

ThreatQ allows you to view feed run activity for individual CDFs from the Activity Log in a CDF's
configuration page and to access information on all feed runs over the past ninety days from the Feed
Run Activity tab in the Integrations page.

Activity Log Details

The Activity Log provides you with details regarding recent runs performed by a CDF integration.

Activity Log Details

Scheduled Run Complated

OELTDOES UK 1 e GMT

Scheduled Run Completed

CrELIBO0S (= Epen GMIT

Manual Run Completed
(V2025 O) 5855 GMT

Scheduled Run Completed

CRELIRI0S OO 1 6pen GAIT

Scheduled Run Complated

CELTD0ED 1 G GMT

The Log Details section displays run details that include:

LOG DATA DETAILS

Type of Run Whether the run was scheduled or triggered manually.
Date and Time When the run, data and time, was initiated.

Outcome Whether the run completed successfully or if it encountered errors.
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You can click on the arrow icon next to the output to view run details such as an ingestion summary of
objects ingested, download files (stored files), and additional timestamps regarding the run.

Activity Log

Activity Log Details

scheduled Run Complated

RIS 001 S GMT

Data Requested Response Received Data Ingested
Fun Started: OIAA02S 001 Spm GMT CNILI023 O dpm GMT Completed: 03220253 001 Tpem GAIT

Stored Files Ingestion Summary
Download 0 files @ 609 indicators

Password: threatq . 3445 Indicator Anributes

FIELD DESCRIPTION

Run Started The timestamp of when the run was initiated.

Response Received The timestamp when the feed endpoint responded.

Data Ingested The timestamp when the run was completed and intel data was ingested.
Query Range The time frame for the data ingested.
Store Files Zipped password-locked file(s) of the ingested data.

Ingested Summary A summary of ingested object types.

Accessing a CDF's Activity Log

You can access CDF's activity log from the My Integrations page.

1. Locate and click on the integration to load its details page.

ThreatQ User Guide

Version 6.14.0 231



TH R EA TO D Activity Logs (feeds)

The integration details page will load.

Activity Log Details

Scheduled Run Complated

o OET6pm GMT

Scheduled Run Completed
o3 25 (0= 1Egpem GMIT

Manual Run Completed
vz 01 55pen GMT

Scheduled Run Completed

CFIVERFRE. Gl :186pen GRET

Scheduled Run Complated

CELID02S, |1 Epen GMT

2. Select the Activity Log tab if not already selected.
3. Click on the arrow icon located next to a run's outcome status to view additional details
regarding the run.
Activity Log

Activity Log Details

scheduled Run Complated

RIS 001 S GMT

Data Requested Response Received Data Ingested
Fun Started: OIAA02S 001 Spm GMT CNILI023 O dpm GMT Completed: 03220253 001 Tpem GAIT

Stored Files Ingestlon Summary
Download 0 files @ 609 indicators
Password: threatq . 3445 Indicator Anributes
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Feed Run Activity

THREATQ REQUIRED PERMISSIONS
? Default ThreatQ Role: Administrative or Maintenance

Custom Role - Action Permissions: Integrations - Install & Uninstall Integrations

ThreatQ allows you to view feed run activity for individual CDFs from the Activity Log in a CDF's
configuration page and to access information on all feed runs over the past ninety days from the Feed
Run Activity tab in the Integrations page.

Feed Run Activity Details

The Feed Run Activity tab lists feed run activity for all installed feeds on the ThreatQ instance within
the last ninety days. By default, this tab lists the last seven days of activity but can be updated to
display the last twenty four hours, thirty days, or ninety days of activity. You can also filter the display
by feed name, feed run status, or view all feeds. You can click a feed run to view more information on
it or to run the feed again.

Integrations

Fetd Hums Aoy

Activity Log Details

All Feads

Eybarorime Tracke:

Schpdulid Rurs 001 RNES Dfclips GMT

Completed

AllerVault OTX
ool Rure G105 Dichipm GMT

Completed

Ci54 Repord
Compléted
Soreduied Rure 09 % Cnfcolabpeem, (AT i

Completed  »

Completed

The feed run list displays run details that include:

FIELD DESCRIPTION
Feed Name The integration name.
Type of Run Whether the run was scheduled or triggered manually.
Date and Time When the run, data and time, was initiated.
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FIELD DESCRIPTION

Feed Run Status Whether the run completed, completed with errors, or failed.

You can click on the arrow icon next to the output to view run details such as an ingestion summary of
objects ingested, download files (stored files), and additional timestamps.

Integrations

Fad iy ATty

Activity Log Detalls

A ifeed

Cybstrcrime Tracker

Sachasialied Mare OV 1TAIOES Dicligem GAIT

Completed =

Cuats Reguested REsponss Recebad Data Inpested
sy a1 WS O Mg AT TR S AT oo DMTVIIZS Yk GA

Irpestion Summany
B 1502 wdiemors
@ 151 incicator Aribuces

Accessing Feed Run Activity

1. Navigate to your ThreatQ instance.
2. Click the Integrations option in the main navigation
3. Click the Feed Run Activity tab.
By default, this tab lists all feed runs within the last seven days.
4. From this tab you can:
> Select a new feed run timeframe - Click the calendar field to select the last twenty four
hours, thirty days, or ninety days of activity.
> Filter the list by feed name - Click the feed field to view all feed runs for a specific feed
within the selected timeframe.
> Filter the list by feed run status - Click the Status field to limit the list to feed runs with a
status of Completed, Completed with errors, or Run failed.
° View feed run details - Click on the arrow icon located next to a run’s outcome status to
view additional details regarding the run.
> Refresh the feed run list - Click the refresh button in the upper right corner.
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Removing an Integration

THREATQ REQUIRED PERMISSIONS
? Default ThreatQ Role: Administrative or Maintenance
Custom Role - Action Permissions:

+ Orchestration - Edit Orchestration Workflow (required for action type integrations only)
+ Integrations - Install & Uninstall Integrations

You can remove or disable an installed integration for the integration's details page. The key
difference between these two actions is that removing an integration removes the integration
from your instance (and Ul) while disabling an integration deactivates an integration.

ﬂ\ Neither action will affect the threat data that you have already ingested into your ThreatQ
instance.

Removing an Integration

Removing an integration will be remove the integration from the My Integrations Ul. You can also
disable an integration to deactivate it without completely removing the integration from your
instance.

From the My Integrations page:
1. Locate and click the integration to load its details page.

< abuse.ch Zeus Elock IPs

Run Frequency

Every 34 Hours

& Send a notification when this feed encounters lssues.

) Debug Opton: Save the raw dats response files.
We recomamend Boving this dizabled ivlfess acnively roublenhooling an Hsoe bacause it utilizes o lof of disk space.

Additional information “

Imtegration Type: Feed
Vershon: 0L

To locate an integration, you can filter the list by keyword, integration category, and/or
status (enabled or disabled).
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2. Click the Uninstall button located below the Enable/Disable toggle.
The Uninstall dialog box prompts you to confirm the uninstall selection.

Are you sure?

JAre you SUrs you want ba uninstall this fesd? This camnaot: be undomns.

3. Click Uninstall to confirm and remove the integration.

Disabling an Integration

Perform the following steps to disable an integration installed on your ThreatQ instance:
From the My Integrations page:
1. Locate and click on the integration to load its details page.

< abuse.ch Zeu5 Block IPs

Configuration

Run Frequency

Eviry 3 Hours

&) Send a notification when this feed encounters lssues.

Uniestall ) Debug Cpthon: Save the raw dam nse files.
We recommend lecving this dizaied unless actively roubleshooling an issoe becouse it utilizes o lor of disk space.

Additional Information “
Integration Type: Feed

Vershon: 0L01

2. Click the Enable/Disable toggle switch to disable the integration.
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Job Management

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative or Maintenance
Custom Role - Action Permissions: Administrative Functions - View Job Management

ﬂ\ The Job Management page is only accessible to users with Administrator or Maintenance
accounts.

The Job Management page allows you to view the status and outcome of Bulk Actions, Data Retention
Policies, and consume-generated attribute deletions. See the Bulk Actions and Data Retention Policy
sections for more details.

A process runs each day at 2 AM to archive user-initiated jobs 90 days after their creation date and
systeme-initiated jobs 365 days after their creation date. The archived jobs no longer display in the Job
Management page but are stored in a historical partition that can be queried.

Tips and Tricks

* Click the refresh icon in the upper right corner to refresh the job information displayed.
+ Click a row to expand/collapse job details. The expanded/detailed view varies by job type:

If a Delete, Update, or Relationship job includes system objects filtered by TLP, the job
details view includes a Global filters section in the Search Criteria column.

JOB TYPE DETAILED VIEW INCLUDES...

Delete + Object Type
+ Search Criteria
+ Activity - Lists Start Time and Completed or Failed At timestamps
* Error Message

Update + Object Type

+ Search Criteria

+ Update - Attribute names displayed in this field are truncated after
fifty characters.

* Activity - Lists Start Time and Completed or Failed At timestamps

* Error Message

Relationship

ThreatQ User Guide

Version 6.14.0 237



THREATQ ) Job Maragemen

Retention + Data Collection - Lists the name of the Data Collection assigned to
Policy your Data Retention Policy.
+ Total Objects by Type - Lists the number of system objects deleted
by object type.

+ Activity - Lists Start Time and Completed or Failed At timestamps

System N/A
Changes

+ Bulk action jobs applied to a selected subset of objects list the following message in the Search
Criteria field: No search data to display.

Accessing the Job Management page:

1. Navigate to Settings £ >Job Management.

By default, the User Changes tab is displayed. This tab lists all bulk action jobs. Click the tab

corresponding to the job type you want to access.
Job Management

U Changes

SLITHOR GATY CREARID  * FIRCINT OOWMLITID

o, o iy L]
Ehread ilthe s Coem CVIAR0LS 01 08pm

o o Compieed —
e —

P 5:-.;..[ 025 0167 pm

= CREANES 01 00pm
threattpBthreat com auiT

The Job Management page allows you to view the following details about Bulk Action, Data
Retention, and System Change jobs:

FIELD DESCRIPTION
Job ID The unique ID assigned to the job.
Job Type The job type of the Bulk Action such as Delete, Update, or Relationship. Data

Retention Policy jobs list a job type of Retention Policy. Attribute deletions
initiated by an integration update list a job type of System.

Author The user or integration that initiated the job.
Date The timestamp the job was created and queued.
Created
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FIELD DESCRIPTION
Total The total number of system objects included in the job.
Objects
Status The current status of the job including:

* Created - The job has been queued.

* In Queue - The job is running.

* Error - The job failed.

+ Waiting - The job is waiting for indexing to be complete. This only applies to
the Bulk Change process.

+ Completed - The job has completed.

Percent The Percent Completed column displays three indications of the job's progress:
Completed + A progress bar with the overall percentage completed.
+ A count of the number of objects that have been processed from the total
number of objects (e.g., 300 of 3,400).
+ The estimated time remaining.

G\ If a data retention policy does not find any objects that match its
parameters and as a result did not delete any objects, its job details
display a Percent Completed value of 100% and 0 of 0 objects.

ﬂ\ If a data retention policy does not delete any objects due to an error, its
job details display a Percent Completed value of 0% and O of X objects.
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Licensing

Your ThreatQ deployment requires a license to initialize the platform. ThreatQ Support provides the
initial license and any subsequent licenses provided to maintain the platform. You apply the initial
ThreatQ license during first boot, as described in the About Installing ThreatQ. Any subsequent license
updates can be applied in the ThreatQ user interface.

Access to additional ThreatQ products, such About ThreatQ Investigations and ThreatQ Data
Exchange, are tied to your ThreatQ Platform (TQ) license. Adding these features will result in ThreatQ
Support issuing a new license to apply to your platform.

ﬂ\ ThreatQ licenses are not perpetual.

Managing Your ThreatQ License

You can view and update your ThreatQ license using the ThreatQ user interface.

Viewing License Status

1. Click on the Settings E<dicon and select About.

The License information window loads. You can also view additional licensing-based ThreatQ
products, such as ThreatQ Investigations (TQI) and ThreatQ Data Exchange (TQX) - Publisher
license.

Updating a License

If you receive a new license from Support, apply the new license by accessing the About page.

1. Click on the Settings < icon and select About.
The License information window loads.

2. Select the Update License option.

Enter the new license key.

4. Click on Submit.

w
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Navigation Menu

The table below outlines the ThreatQ navigation menu and its related processes.

THREAT(] 3 L Dashboards @R Threat Library A Investigations 2% Data Exchange "% Integrations # rato - A @ % @
! 1 2

3 4 -] 6 0 11 12 13

# NAME DESCRIPTION REFERENCES
1 ThreatQ Icon Clicking on the ThreatQ icon will navigate N/A

you back to the home page and

dashboard.
2 Dashboards The Dashboards link in the top navigation * About

bar allows you to access a drop-down list Dashboards

of your dashboards.

» About Threat
Library

+ About Building
Searches with
Filter Sets

+ About Object
Details

* Bulk Actions

» About Data
Controls

3 Threat Library Access and search the Threat Library and
view system object details.

4 Investigations  Navigates to ThreatQ Investigations (TQI), * About ThreatQ
a cybersecurity situation room that Investigations
enables collaborative threat analysis,
investigation, and coordinated response.

5 Data Allows the bi-directional sharing of threat « About ThreatQ
Exchange intelligence across multiple ThreatQ Data Exchange
instances.
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# NAME DESCRIPTION REFERENCES

6 Integrations Allows you to access the Marketplace as About
well as you integrations. Integrations

Management

7 Orchestrator Opens the ThreatQuotient TDR About ThreatQ
Orchestrator (TQO) which Orchestrator
includes enhanced automation, analysis
and reporting capabilities that accelerate
threat detection and response across
disparate systems.

8 Create Button  Create system objects. About System

Objects
9 Search Icon Perform a basic search for a system About Building
object. Searches with
Filter Sets
10  Message Receive in-app notifications of system job Notification
Center Icon processes such as Bulk Actions . Center
Administrator and Maintenance account
users will also receive feed health
notifications.

11 HelpIcon Click the Help icon to quickly access the About Product
Help Center, Product Updates, Getting Updates .
Started Guides, and Video Demos. The About Installing
search field at the top of the menu also Thre.atQ
gives you the option to search the Help All Videos
Center.

12 Site Settings Allows you to manage your ThreatQ About Exports
application settings as well as view Job I\/Ianagement
your version and licenses. About Object

Management
Reports
ThreatQ User Guide 242

Version 6.14.0



THREATQ )

# NAME DESCRIPTION REFERENCES

+ Server
Administration
+ About System
Configuration
» About User

Management
+ Licensing
13 User Icon Access your user profile. 1. About User
Management
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Notifications

Notifications

The ThreatQ Platform (TQ) offers platform-related alerts in the form of in-app notifications, via the
Notification Center, and feed health emails.
Q !

NOTIFICATION CENTER MARK ALL AS READ

SYSTEM NOTIFICATION
Bulk Update Job #7231 completed successfully.

In a few saconds

SYSTEM NOTIFICATION
Bulk Update Job #37231 queued.

In a few saconds

SYSTEM NOTIFICATION

Bulk Delete Job #37230 completed successfully.

In a few saconds

SYSTEM NOTIFICATION
Bulk Delete Job #7230 queued.

In a few saconds

In-app notifications include:

+ Bulk Actions updates

+ Data Retention Policy notifications
+ Feed health alerts

+ Task assignment notifications

+ Sharing notifications

+ User role permission notifications
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ﬂ\ Only users with Administrator and Maintenance roles receive in-app feed health alerts via
the Notification Center.

Administrators and Maintenance account users can subscribe users to Feed Health Email
Notifications . These users will receive an email when a feed encounters an error when preforming a
run.
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Feed Health Email Notifications

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative or Maintenance
Custom Role - Action Permissions: Administrative Functions - Edit System Configurations, Edit Notification Settings, Edit
Integration Configurations, See the Interdependent Permissions topic.

Feed Health Notifications allow the ThreatQ Platform (TQ) to send you, and other designated users,
email notifications when a Configuration Driven Feed (CDF) or Configuration Driven Workflow (CDW)
encounters an issue.

The emails, sent to users designated on the Notification Settings page, will contain useful information
such as connection information, data ingested, and an ingestion summary.

THREATQ 3

NOTICE

Your incoming feed, MITRE Enterprise ATT&CK, has encountered errors.
Feed run details are below.

Details

Connection Information
Run Started: 09/09/2019 02:11pm

Response Received
09/09/2019 02:11pm

Data Ingested
Run Completed: N/A

Ingestion Summary
Feed run was terminated (user demand or process shutdown)

HELP CENTER + SUPPORT

Copyright © 2019, ThreatQuotient, Inc. All Rights Reserved.

Configuring Mail Server

You must enter your mail server information on the Mail Server Configuration tab before enabling
Feed Health Notifications.

ﬂ\ In the event that you have completed the mail server configuration and are still not receiving
emails, your email provider may have marked the activity as suspicious. Some services, such
as Gmail, will require you to confirm the activity, via an email message, before allowing the
ThreatQ application to continue to use the server to send emails. A common symptom
found in the error log is that you will receive an “incorrect password"” error. If you are certain
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that the password you provided is correct, your mail service is likely blocking the service and
requires your confirmation to proceed.

To Configure Mail Server:
1. Click on the System Settings £ gear icon and select the Notification Settings option.

The Notification Settings page loads.
Notification Settings

Notification Management

Feed Health Notifications

In App Notifications @ Enabled

All users that are part of the Maintenance and Administrative Access groups will receive in-
app notifications regarding feed health.

Email Notifications pisabled (i

After enabling Feed Health Notifications, the accounts listed below will now receive system
and email notifications related to feed health.

Press enter after each emall to add to your emall list.

Enabled / Disable Per Feed

@ abuse.ch ZeuS Block IPs

@ Alienvault OTX

2. Click on the Mail Server Configuration tab.
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Feed Health Email Notifications

The Mail Server Configuration page loads.
Notification Settings

Mail Server Configuration

Connection Settings

3. Complete the following fields:

FIELD DESCRIPTION

Server Name The address of your mail server.

SSL Method The SSL method used. There are three options:

o SSL

° TLS

° None
Port # The mail server port.
User name The mail server account username.
Password The mail server account password.
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4. Enter an email in the Test Email field and click Save and Send Test Email to confirm that the
settings are correct - this is optional. You will receive a setup confirmation email.

Email setup confirmation

THREATQ 3

NOTICE

This email confirms that ThreatQ email notifications have been configured
successfully.
Go to notification center

HELP CENTER + SUPPORT

Copyright © 2019, ThreatQuatient, Inc. All Rights Reserved.

5. If you did not use the Save and Send Test Email option, click on Save Changes to save your
settings.

Enabling Feed Health Notifications

There are two different types of Feed Health Notifications that can be enabled on this page: In-App
and Email. While you can enter the email address for a user to receive Email Notifications, only users
with administrator and maintenance roles will receive In-App Notifications.

If using Email Notifications, the Mail Server Configuration tab must completed before you enable the
feature.

ﬂ\ In the event that you have completed the mail server configuration and are still not receiving
emails, your email provider may have marked the activity as suspicious. Some services, such
as Gmail, will require you to confirm the activity, via an email message, before allowing the
ThreatQ application to continue to use the server to send emails. A common symptom
found in the error log is that you will receive an “incorrect password"” error. If you are certain
that the password you provided is correct, your mail service is likely blocking the service and
requires your confirmation to proceed.

To Enable Feed Health Notifications:
1. Click on the System Settings £ gear icon and select the Notification Settings option.
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The Notification Settings page loads.
Notification Settings

Notification Management

Feed Health Notifications

In App Notifications @ Enabled

All users that are part of the Maintenance and Administrative Access groups will receive in-
app notifications regarding feed health.

Email Notifications pisabled (i

After enabling Feed Health Motifications, the accounts listed below will now receive system
and email notifications related to feed health.

Press enter after each emall to add to your emall list.

Enabled / Disable Per Feed

@ abuse.ch ZeuS Block IPs

@ Alienvault OTX

2. Perform the following steps to enable email and in-app notifications:
* Enable In-App Feed Health Notifications
1. Click on the Enable toggle switch for In App Notifications.
* Enable Feed Health Email Notifications
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1. Enter an email address in the account field and press the <Enter> or <Return> key.
Feed Health Notifications

In App Notifications @ Enabled

All users that are part of the Maintenance and Administrative Access groups will receive in-
app notifications regarding feed health,

Email Motifications Disabled ()

After enabling Feed Health Notifications, the accounts listed below will now receive system
and emall notifications related to feed health.

rechpubs@threatg.com

2. Click on the Enable toggle switch for Email Notifications.
3. Use the toggle switch next to each feed to enable/disable notifications for individual feeds.
| You can also enable/disable individual CDF feed notifications by clicking on the feed
under Integrations and checking/unchecking the notifications checkbox.
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Notification Center

The notification icon is located on the navigation menu for the platform. This allows you to monitor
system processes while working within ThreatQ. The Notification Center alerts you, via an in-app
notification icon, when a platform process, such as a Bulk Actions job, has been queued and/or

completed.

NOTIFICATION CENTER MARK AL AS READ

SYSTEM NOTIFICATION
Bulk Update Job #37231 completed successfully.

In a faw seconds

SYSTEM NOTIFICATION

Bulk Update Job #97231 queued.

In a few seconds

SYSTEM NOTIFICATION
Bulk Delete Job #97230 completed successfully.

In a faw saconds

SYSTEM NOTIFICATION
Bulk Delete Job #7230 queued.

In a few seconds

Administrator and maintenance accounts can also receive feed health notifications via the Notification
Center. See Enabling Feed Health Notifications section in the Feed Health Email Notifications topic.

SYSTEM NOTEICATION

‘Your Duts Fatention Policy Bas sccaaiolly bosn ceployed. Monitor your
policy's aciivity from ha A page.

5y e

SYETEM NOTIFICATION

Your Data Fatention Policy bas suooesshully been depioyed. Moniior your
policy’s Bctivity leom he L T Uiz

LT 1]

* i pnCouRbed BTons
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Sharing Notifications

The ThreatQ Notification Center alerts you about data collection, dashboard, or investigation
permission changes that affect you. For instance, it notifies you when another user shares a data
collection, dashboard, or investigation with you or when a data collection, dashboard, or investigation
you own is shared with another user.

The following table describes the actions that trigger a sharing notification and the content of these
notifications. The data collection, dashboard, or investigation name included in a sharing notification
also includes a hyperlink to the corresponding object.

SCENARIO VIEWER EDITOR OWNER

A user shares a data
collection,
dashboard, or

investigation with You have been You have been

you. added as a Viewer added as an Editor N/A
to <Name> to <Name>

A user changes your
permissions to
editor or viewer.

A user changes your You have been assigned as the Owner of <Name>
permissions to
owner.

A data collection, N/A N/A <Name> has been
dashboard, or shared
investigation you

own has been

shared with another

user.

Your permissions to You have been removed from <Name> N/A
a data collection,

dashboard, or

investigation have

been removed.
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Sharing Notifications

A user request N/A N/A
access to an

investigation via an

object details page.

User <User Name>
has requested
access to <Name>
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Object Management

About Object Management

The Object Management page consists of five tabs, Indicator Statuses, Indicator Types, Object
Statuses, Event Types, and Attribute Management. These tabs allow you to create and manage data
points used to enrich system objects.

Object Management

Indicbed SUntuAes

Enabiling the Proted from Feed Override option for a status will prevent feeds from automatically updating the status of indicators. This can be useful for
Iindicators with a specific status, such as Whitelisted, wihich you may want to prevent from being automatically updated to Adtive Hy’ift!ﬂ.

DESCRIFTION % FROTECT FROM FEED: OVERRIDE TOTAL MDICATORS &

Poses & threat and is belng expomed bo
Atk detection ool

Expined Mo longer potes & Sserious threat.

Associated to an acthve indicator or event
Indirect (L. pOMS).

Review Requires further analysis.

Poses WO risk and should never be

Whitelisted deployed
yed.

These tabs allow Maintenance and Admin users to work with:

SECTION DETAILS
Indicator Statuses Create and edit custom indicator statuses.
Indicator Types View your platform's indicator types.
Object Statuses Create and edit custom and seeded object statuses.
Event Types Create and edit custom event types.

Attribute Management Update attribute keys and values associated with system objects.
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Indicator Statuses Management

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Manage Object Statuses

The Indicator Statuses page allows you to view, duplicate, add, edit, and delete available system-wide
indicator statuses. You cannot edit or delete indicator statuses provided by ThreatQ (Active, Expired,
Indirect, Review, Whitelisted), but you can add, edit, and delete your custom statuses.

Indicator Status Assignment

Multiple factors affect the indicators created from the relations on an individual object in a request.
When using API/Indicators/Consume, each individual object in the request JSON is an indicator, and
each indicator can have additional indicator relations stored under an indicators field in that object.
As a result, the status of an indicator depends on the configuration of the request JSON.

Indirect Indicator Status

When you set up a default status of Indirect, the system assigns this status to indicators in the
following scenarios:

+ Astatus or status_id field is not provided for the parent object.

+ Astatus or status ID is not provided for the additional indicator relations of the object.

* The JSON request body includes duplicate indicators and one of the duplicates has a default
status ID. If none of the duplicates has a default status ID, the system uses the status ID of the
last duplicate.

Currently, the Indirect Indicator status only applies to I0Cs related to a main indicator.

Protected Indicator Statuses

When doing insertions, ThreatQ determines if the indicator already exists and the Indicator status is a
protected status, If so, the system retains the status.

Viewing Indicator Statuses

1. Navigate to Settings 3> Object Management.
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The Object Management page opens to the Indicator Statuses tab.

Object Management

Indicater SutuAes

Enabling the Protect from Feed Override aption for a status will prevent feeds from automatically updating the status of indicators. This can be usedul for
Indicators with a specific status, such as Whitelisted, which you may want to prevent from being automatically updated to Acthe by a feed.

DESCRIFTION & FROTECT FROM FEED: OVERRIDE TOTAL MDICATORS &

Poses a threat and is being exponed 1o
detection tools.

Artive
Expined Mo longer potes & serious threat.

Associated to an acthve Indicator or event
L {Le. pONS).

Review Requires further analysis.

Poses MO rigk and should neser be

Whitelisted deployed

ﬂ\ Statuses found within ThreatQ are listed by status, number, and description within the
Indicator Statuses table.

2. Optionally, to sort the table by a column, click the column header. To reverse the column
sorting order, click the header a second time.

Indicator Statuses Table Functions:

FUNCTION DESCRIPTION

Status Filter Enter a keyword in the text field to filter the table by status name. You can
click on the Statuses header to sort the table by alphabetical order.

Description Enter a keyword in the text field to filter the table by status description. You
Filter can click on the Description header to sort the table by alphabetical order.
Protect from Clicking on the toggle switch in this column will enable/disable the Protect
Feed Override from Feed Override option for that status. See the Suppressing Indicator

Status Updates section below for more details on this feature.

Total The number of indicators currently using the status. Clicking on the value
Indicators will open the Threat Library filtered to that status. Clicking on the Total
Indicators heading will sort the table in ascending/descending order.

ThreatQ User Guide

Version 6.14.0 257



THREA TO D Indicator Statuses Management

Suppressing Indicator Status Updates

Enabling the Protect from Feed Override option for a status, prevents feeds from automatically
updating indicators with this status to another. Any status with a green toggle switch is currently
protected from status updates. Those with grey toggle switches are not.

Q Use Case: You have a well-vetted set of whitelisted indicators that you do not want to
update without internal review and discussion. To protect these indicators from automatic
status updates from feeds, toggle the Protect from Feed Override switch for the
Whitelisted status to green (active). After you make this change, ThreatQ retains the status
of Whitelisted for any indicator to which it is assigned and suppresses any updated status
information received from a feed.

1. Navigate to Settings B3> Object Management.
The Object Management page opens to the Indicator Statuses tab.

2. In the Protect From Feed Override column, click the toggle switch corresponding to the status to
change it from grey (status updates allowed) to green (status updates suppressed).

Adding an Indicator Status

1. Navigate to Settings 3> Object Management.
The Object Management page opens to the Indicator Statuses tab.

Object Management

Indicater SutuAes

Enabling the Protect from Feed Override aption for a status will prevent feeds from automatically updating the status of indicators. This can be usedul for
Indicators with a specific status, such as Whitelisted, which you may want to prevent from being automatically updated to Acthe by a feed.

DESCRIFTION & FROTECT FROM FEED: OVERRIDE TOTAL MDICATORS &

Poses a threat and is being exponed 1o
detection tools.

Artive
Expined Mo longer potes & serious threat.

Associated to an active indicator or event
Indifect -
o {Le. pDNS).

Review Requires further analysis.

Poses MO rigk and should neser be

Whitelisted deployed
yed.

2. Click Add New Status.
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The Add a Status dialog box opens.

Add a Status

3. Enter a Status Name.
4. Optionally, enter a Status Description.
5. Click Add Status.

Editing an Indicator Status

A\ You cannot edit an indicator status provided by ThreatQ.

1. Navigate to Settings B3> Object Management.
The Object Management page opens to the Indicator Statuses tab.

Object Management

Indicater Suntes

Enabiling the Protec from Feed Override option fior 8 status will prevent feeds from automatically updating the status of indicators. This can be useful for
Indicators with a specific status, such as Whitelisted, which you may want to prevent from being automatically updated to Acthve by a feed.

DENCRIFTION 3 FROTECT FROM FEED: OVERRIDE TOTAL MDICATORS &

Poses & threat and it being exporned o
Active detection tHols.
Expined Mo longer poses & serious threat.

Associated to an acthve indicator or event
Indirect (Le. D).
Review Requires further analysis.

Poses WO risk and should never be

Whitelisted deployed

2. Determine the indicator you want to edit and click Edit in the far right column.
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The Edit Status dialog box opens.

Edit Status

3. Optionally, enter a new Status Name.
4. Optionally, enter a new Status Description.
5. Click Save Changes.

Deleting an Indicator Status

A\ You cannot delete indicator statuses provided by ThreatQ. Custom statuses can only be
deleted if there are no indicators using that status.

1. Navigate to Settings 1> Object Management.
The Object Management page opens to the Indicator Statuses tab.

Object Management

Incicatcs SANuLes

Enabiling the Frotec from Feed Override opthon fior 8 status will prevent feeds from automatically updating the status of indicators. This can be usedul for
Indicators with a specific status, such as Whitelisted, which you may want to prevent from being automatically updated to Acthve by a feed.

DESCRIPTION 2 PROTECT FROM FEED: OVERRIDE TOTAL MDICATORE &

Poses a threat and it being expomned to
detection ook,

Artive
Expined Mo lenger poses & SEFoUS threal.

Associated to an acthe indicator or event
Indirect -
b (e pDNS).
R Requires further analysis.

Poses MO rigk and should neser be

Whitelisted deployed
i,

2. Determine the indicator you want to delete and select the corresponding checkbox in the first
column.
3. Click the Delete icon in the upper right hand corner.
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A confirmation dialog box appears.

Are You Sure?

A you sure? This S0ton cannet be undons

4. Click Delete Statuses.
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Indicator Types

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Manage Object Sub-types

The Indicator Types table allows you to view a list of indicator types found in ThreatQ and the total
number of indicators associated with each type.

To view Indicator Types found within ThreatQ:
1. Navigate to Settings 1> Object Management.
The Object Management page opens.

Object Management

Indicater Suntuies

Enabling the Protect from Feed Cverride option for a status will prevent feeds from automatically updating the status of indicators. This can be useful for
Indicators with a spedific status, such as Whitelisted, which you may want to prevent from being automatically updated to Acthve by a feed,

DEICRIFTION 3 FROTECT FROM FEED: OVERRIDE TOTAL MOICATORE &

Poses a threat and is being exporsd o
detection ook,

Artive
E!.Fllrtd Mo H:I-i"lgll' poOSes & Serious threat.

Associated to an active iIndicator or event
Indirgct (e pDNS).
Review Requires further analysis.

Poses MO risk and should never be

Whitelisted deployed
yed.

2. Click the Indicator Types tab.

The Indicator Types tab opens.
Object Management

Inlicator Types

TOTAL INCICATORS

ASN

Binary String
CIDR Block
CVE

Emadl Address

Emall Artachment

Emalll Subject
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Indicator Types Table Functions:

FUNCTION DESCRIPTION
Changing the number of entries Click the dropdown menu at the top right of the table
displayed in the table and select the desired option.
Filter table by Indicator Type Enter a keyword in the text field provided to filter the

table by indicator type.

Sort table by Total Indicators Click the Total Indicators column header to sort the
table by ascending/descending order.
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Object Statuses

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Manage Object Statuses

The Object Statuses tab allows you to create and maintain statuses for custom objects and all seeded
system objects except for Adversaries, Files, Signatures, and Tasks objects.

ﬂ\ The display of the status field in an object's add modal, object details page, and preview
panel is triggered by the creation of at least one status for the object type.

Object Management

Object Statuses

Balow you can add and manage statuses for Objects and any Custom Objects. You can adjust the display order of the status list by clicking “Edit List Order™ and
dragging and dropping the Statuses.

."ITF{-I} # Bt List Order © Add

DESCRIFTION =

EW Tiesx

EV Opeén

EV Clased

EY Whirelisted

Viewing Object Statuses

1. Navigate to Settings 1> Object Management.
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The Object Management page opens.

Object Management

Indicator St

Enabling the Protect from Feed Override option fior 8 status will prevent feeds from automatically updating the status of indicators. This can be usedul for
Indicators with a specific status, such as Whitelisted, which you may want to prevent from being automatically updated to Active by a feed.

DEICRIFTION 3 FROTECT FROM FEED: OVERRIDE TOTAL MDICATORS &

Poses a threat and it being exponed o

Acthie detection tols.

Expined Mo lenger poses & serious threat.

Assoclated to an acthve Indicator or event
Indirect (e pDNE).

Roviews Requires further analysis.

Poses MO risk and should never be

Whitelisted deployed

2. Click the Object Statuses tab.
The Object Statuses tab opens.
Object Management

Object Statuses

Balow you can add and manage statuses for Objects and any Custom Objects. You can adjust the display order of the status list by clicking “Edit List Order™ and
dragging and dropping the STMUSes.

® e # Emusode | © A

DESCRIPTION =

EV Test

EY Open
EV Cloed

EV Whirelisted

The Object Statuses tab contains a section for each object type. Within each section, you can
use the following functions to locate a status:

FUNCTION DESCRIPTION

Filter table by Object Enter a keyword in the Statuses search field to filter by status.
Status
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FUNCTION DESCRIPTION
Filter list by Enter a keyword in the Description search field to filter by
Description status description.
Sort table by Order ID, Click the arrow to the left of a column to sort the status list by
Status name, or that column. For instance, click the arrow next to the Statuses
Description column to sort the list of statuses alphabetically (ascending/

descending) by status name.

Adding an Object Status

The Object Statuses tab gives you the option to add a single status at a time or to add multiple
statuses at a time.

To add a single status for an object type:

1. In the Object Statuses tab, locate the object type to which you want to add a status.
2. Click the Add option located above the object type section.
The Add Status window opens.

Add Status

3. Enter the status name and description (optional).
4. Click the Add Status button.

To add multiple statuses for an object type:
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1.

o oA

From Object Statuses tab, click the Add New Status Set button.
The Add Status Set window opens.

Add Status Set

For the abject type you Select below, ST & kst of Sauses youd Bke 1o Utk Once
added, you can click "Edit List Oroer™ i Sdjust the order in which they will appear
1 the plationm.

Everts

Select the object type for which you want to add statuses.

Enter the name and description (optional) for each status.

To enter more than three statues, click the Add Row option to display additional fields.
Click the Save button.

Editing an Object Status

AW N =

From the Object Statuses tab, click the Edit option next to the status you want to update.
The Edit Status window opens.

Enter your changes.
Click the Save button.

Editing Object Status Order

Status order controls the order in which statuses are displayed in drop down fields such as the Status
field on the object details page. The Edit List Order option allows you to modify this order.

1.
2.
3.

4.

In the Object Statuses tab, locate the object type status you want to update.

Click the Edit List Order option for the object type.

From the Edit List Order window, drag and drop status names to change the order in which they
are displayed in ThreatQ.

Click the Save button.

Deleting an Object Status

A\ You cannot delete a status that is currently assigned to an object. You must remove the

status from all objects before you can delete it.

ThreatQ User Guide

267

Version 6.14.0



THREATQ )

The Object Statuses tab allows you to delete a single status as well as multiple statuses associated
with the same object type, or multiple statuses associated with different object types.

1. In the Object Statuses tab, check the box next to the status you want to delete.

2. If you are deleting a single status or a group of statuses associated with the same object type,
you can click the Remove option above the object type section or you can click the Delete icon
in the upper right corner.
If you are deleting statuses for more than one object type, click the Delete icon in the upper
right corner.
A confirmation window prompts you to confirm the deletion.

3. Click the Delete statuses button.

ThreatQ User Guide
Version 6.14.0

268



THREATQ )

Event Types

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Manage Object Sub-types

The Event Types page allows you to view, add, edit, and delete system Events .

Object Management

PARTTEMS TOTAL FVINTE @ TOIAL NOSCATORS @

Sighiting
2i- g
Spearphish
Watering Hols
SOL Irjection Altack
DS Amack
Walware
Walching
o ared Coanvine
Beiemyr R B
() Exfilerasion

e EE Char MRerined

ﬂ\ Event Types provided by ThreatQ cannot be edited or deleted, but you can add, edit, and
delete your own custom event types.

System provided Event Types include:

« Anonymization * Host Characteristics + Spearphish

+ Command and Control * Incident * SQL Injection Attack

« Compromised PKI + Login Compromise + Watchlist
Certificate * Malware + Watering Hole

+ DoS Attack + Sighting

 Exfiltration

Viewing Event Types

1. Navigate to Settings 1> Object Management.

ThreatQ User Guide

Version 6.14.0 269



THREATQ )

The Object Management page opens.

Object Management

Indicator St

Enabling the Protect from Feed Override option fior 8 status will prevent feeds from automatically updating the status of indicators. This can be usedul for
Indicators with a specific status, such as Whitelisted, which you may want to prevent from being automatically updated to Active by a feed.

DEICRIFTION 3 FROTECT FROM FEED: OVERRIDE TOTAL MDICATORS &

Poses a threat and it being exponed o
Atk detection ool

Expined Mo lenger poses & serious threat.

Assoclated to an acthve Indicator or event
Indirect (e pDNE).

Roviews Requires further analysis.

Whitelisted ;:;T: :;J risk and should never be
yed.

2. Click the Event Types tab.
The Event Types tab opens.

Object Management

TOTAL IVENTE @ TOIAL MDCATORS

Sighting

Cigherst
Spearphizh
Rl Hal

SO injection Aftack
Dol Amack
Malare

Walching

Comamand s Cosnired

ArsSrryrmil i

Exfiltration
5L Char Rertine
Compy PKI Coricate

Lafin Compromise

Event Types Table Functions:

FUNCTION DESCRIPTION

Changing the number of Click the dropdown menu at the top right of the table and
entries displayed in the table select the desired option.
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FUNCTION DESCRIPTION
Filter table by Event Type Enter a keyword in the text field provided to filter the table
by event type.
Sort table by Total Events Click on Total Events column header to sort the table by

ascending/descending order.

Sort table by Total Indicators Click the Total Indicators column header to sort the table by
ascending/descending order. Clicking on the value will open
the Threat Library filtered to indicators linked to the event
type as a related object.

User-created Event Types will have an Edit link located to the
right of the Total Indicator value. Clicking on the Edit link will
open the Edit Event Type dialog box.

Adding an Event Type

1. From the main menu, select Settings B3> Object Management.

The Object Management page opens to the Indicator Statuses tab.

Object Management

Indicates SANuLes

Enabling the Protec fram Feed Override opthon fior 8 status will prevent feeds from automatically updating the status of indicators. This can be usedul for
Indicators with a spedific status, such as Whitelisted, which you may want to prevent from being automatically updated o Acthve by a feed.

DESCRIPTION 2 PROTECT FROM FEED: OVERRIDE TOTAL MDICATORE &

Poses a thrgat and it being exporned 1o
Lt detection tools,
Expined No longer poses & Serious threat.

Associated to an active Indicator or event
Indire<t {Le. pDNS).

Rview Requires further analysis.

Poses MO rik and should never be

Whitelisted deployed

2. Click the Event Types tab.
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Event Types

The Event Types tab opens.

Object Management

Sghting

R
Spearphish
WELHIRE Hali
SO inpection Altack
DS Armack

ALakware

Warchisg

3. Click Add New Event Type.
The Add Event Type dialog box opens.

Add Event Type

4. Enter a Event Name.
5. Click Add Type.

Editing an Event Type
You can edit user-generated event types.

A\ You cannot edit an Event Type provided by ThreatQ.

1. Navigate to Settings B3> Object Management.

TOTAL IVENTE @

TOIAL MDCATORS
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The Object Management page opens to the Indicator Statuses tab.

Object Management

Indicator St

Enabiling the Protec from Feed Override option for a status will prevent leeds (rom automatically updating the status of indicators. This can be usedul for

Indicators with a specific status, such as Whitelisted, wihich you may want to prevent from being automatically updated to Adthve El:f'r!fl‘iﬂ.

Artive

Expined

DEICRIFTION 3

Poses a threat and it being exponed o
detection ool

Mo lenger poses & serious threat.

A clate e Indic veni
indirect Assoclated to an acthve Indicator or event

(e, piliG).

Roviews Requires further analysis.

Whitelisted deployed

2. Click the Event Types tab.
The Event Types tab opens.

Object Management

Sighting
Cigherst

Spearphizh

Rl Hal

SO injection Aftack

DS Amack

Halware

WWiching

Comamand s Cosnired
ArsSrryrmil i

Exfiltration

5L Char Rertine

Comp Pl Coricans

Lafin Compromise

Poses MO risk and should never be

FROTECT FROM FEED: OVERRIDE

TOTAL IVENTE @

TOTAL MDICATORS &

TOTAL BDeCATORS

3. Determine the Event Type you want to edit and click Edit in the far right column.

The Edit Event Type dialog box opens.

4. Enter a new Event Name.
5. Click Save Changes.
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Deleting an Event Type

A\ You cannot delete an Event Type provided by ThreatQ. Custom Event Types can only be
deleted if there are no events using that event type.

1. Navigate to Settings 1> Object Management.

The Object Management page opens to the Indicator Statuses tab.

Object Management

Indicater SutuAes

Enabling the Protect from Feed Override aption for a status will prevent feeds from automatically updating the status of indicators. This can be usedul for
Indicators with a specific status, such as Whitelisted, which you may want to prevent from being automatically updated to Acthe by a feed.

DESCRIFTION & FROTECT FROM FEED: OVERRIDE TOTAL MDICATORS &

Artive

Expined

Indirect

Review

Whitelisted

Poses a threat and is being exponed 1o
detection tools.

Mo longer potes & serious threat.

Assoclated to an acthee Indicator or event
(e, pDNE).

Requires further analysis.

Poses MO rigk and should neser be

dupiloyed.

2. Click the Event Types tab.
The Event Types tab opens.

Object Management

TOTAL VINTE & TOTAL MNCATOES

Sighting

ncicern
Speaphizh
Wabpring Hole
SO inpeotion AlLack
D Aamack:

Waliare
Wachisg
Command and Conirel
AP
Exfiltration
HGSE ChiriBariitdd

Campreenissd P Coriicms

) Login Compromise

3. Determine the event type you want to delete and select the corresponding checkbox in the first
column.
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4. Click the Delete icon in the upper right hand corner.
A confirmation dialog box appears.
5. Click Delete Types.
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Attribute Management

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative or Maintenance
Custom Role - Action Permissions: Objects & Context - Manage System Attributes

The Attribute Management page provides you with an overview of attribute data across the Threat
Library and allows you to filter this data by Source. In addition, this page allows you to refine and
consolidate your Threat Library by editing, merging, and deleting attribute keys and values associated
with system objects.

A When you edit, merge, or delete an attribute key or value, it may take up to one minute for
your changes to be reflected in the Attribute Management page and/or Threat Library.

Object Management

Deairer yois £ mAnape the acribute inys aad values used on. 8l cbjects In the Theest Litsrany. You Can mandge sirbuts kel on tha left side sad manage the valuss for sach of thoss keys on th right
side

Attribute Keys Affected Product Values

0 wass -

Affpctipg Prosiuct

SohwlD
Affected Verdor
S08_firmsvane v 5.00.06.50
Adierivaih Relablicy
A BN e 1 " chroemse
AlienVault Threat Level =
s vI5.00
Aack Phade

Examples:

+ If you have two attribute keys, "Country" and "Cuontry", you can use the merge attribute key
option to merge both attributes and their associated values into an attribute key of "Country".

« If your Country attribute key contains values of "US", "U.S.", and "America", you can merge all of
these into an attribute value of "US".

Selecting an Attribute Key or Value

To make it easier to locate the attribute you want to update, the Attribute Management page allows
you to filter your view by object type, source, attribute key, and attribute value.

Tips and Tricks

* Click the up/down arrows next to a column name to sort a list in ascending/descending order.
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+ Click the left/right arrows and page numbers below the attribute keys or values lists to view
additional list items.

+ Use the Rows per page field to select the number of attribute keys or values displayed on each
page.

* You can click on an attribute's object count to access the corresponding Threat Library object(s).

1. By default, the Attribute Management page lists indicator attributes. To select another object
type, click the Select an object field and use one of the following methods to specify the object
type:

+ Select the object type from the dropdown list.
*+ Begin typing the object type and click it when it is displayed below the field.

2. To filter the attributes listed by source, click the Source field and use one of the following
methods to specify the object source:

+ Select the source from the dropdown list.
*+ Begin typing the source and click it when it is displayed below the field.

3. Repeat step 2 to select additional sources.

Each time you select a source, it is displayed to the right of the Source field. You can remove a
source by clicking the X to the right of the source name.

4. From the Attribute Keys list, use one of the following methods to locate the attribute type you
want to work with: The values for this attribute are displayed to the right of the Attribute Keys
list.

+ Browse the list of attribute keys and click the attribute key.
+ Begin typing the attribute key in the Search box and click it when it is displayed below the
field.

5. From the attribute values list, use one of the following methods to locate the value you want to
work with: The values for this attribute are displayed to the right of the Attribute Keys list.

+ Browse the list of attribute values and click the attribute key.
+ Begin typing the attribute value in the Search box and click it when it is displayed below
the field.

Editing Attribute Keys

1. From the Attribute Keys list, click the checkbox next to the attribute type you want to edit.

G\ You can only edit one attribute type at a time. If you select more than one attribute
type, the Edit button is inactive.
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2. Click the Edit button.
The Edit Attribute Key window is displayed.

Edit Attribute Key

Afpoind Prog

it daE Palil CRBEL Sy LI 3% 1t 1

3. Enter your changes to the attribute key.
4. Click the Save button.

Merging Attribute Keys

1. From the Attribute Keys list, click the checkbox next to the attribute types you want to merge.
2. Click the Merge button.

The Merge Attribute Keys window is displayed.

Merge Attribute Heys

[Existing Attributes
ATTRIBT KXY COICT COINT
Aflerted Produss 34

Afterned Vipndor 4

Updated Attribute Mame

Affecied Produt

m [P mobe tRSNET My L LT T B S

3. If desired, enter a new attribute name for the merged attributes.
4. Click the Merge button.

Deleting Attribute Keys

From the Attribute Keys list, click the checkbox next to the attribute(s) you want to delete.
Click the trash can button.

The Are You Sure? window prompts you to confirm the deletion.

Click the Delete button.

Eal A e

ThreatQ User Guide 278
Version 6.14.0



THREATQ )

Editing Attribute Values

1. From the attribute values list, click the checkbox next to the attribute value you want to edit.

ﬂ\ You can only edit one attribute value at a time. If you select more than one attribute
value, the Edit button is inactive.

2. Click the Edit button.

The Edit Attribute Value window is displayed.
Enter your changes to the attribute value.

4. Click the Save button.

w

Merging Attribute Values

1. From the attribute values list, click the checkbox next to the attribute values you want to merge.
2. Click the Merge button.
The Merge Attribute Values window is displayed.

Blerge Anribuis Yalues

P Lt Y ek Lkl e 1 S

3. To specify a new attribute value name for the merged values , use one of the following
methods:
+ Click the Value field and use the Search for attribute values field to locate an existing
value.
+ Click the Add new value link and enter the new value in the Type new value field.
4. Click the Merge button.

Deleting Attribute Values

1. From the attribute values list, click the checkbox next to the attribute value(s) you want to
delete.

2. Click the trash can button.

The Are You Sure? window prompts you to confirm the deletion.

4. Click the Delete button.

w
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Relationship Limits

Please contact ThreatQuotient Support, if you have questions or concerns about the impact
of relationship limits on your ThreatQ instance.

ThreatQ provides a relationship limit system to assist you in managing the object relationship volume
that ThreatQ ingests.

For a smaller subset of ThreatQ objects, some feed providers may include a very large number of
relationships in their feeds. In some cases, these large relationship counts may have performance
impacts on Threat Library queries and other ThreatQ capabilities. This feature allows you to balance
the impact of excluding data that may be of limited intelligence value with the benefits of improved
system performance.

Functionally, relationship limits prevent a source from adding more than a configured number of
relationships to an object via an integration, bulk update, manual at the object level, import, or parser.
The default limit setting is 10,000 relationships, and generally applies to a small percentage of the
overall objects in most ThreatQ systems.

Example: Exceeding the Relationship Limit

If you ingest the UNC5174 adversary object from Malpedia and the feed data for this object includes
10,001 related objects, the source (Malpedia) has exceeded the 10,000 related object limit for the

system object (UNC517). As a result, ThreatQ will prevent the ingestion of any additional relationships
from Malpedia for UNC5174 and flag the object and integration as follows:

In this example, Malpedia has only exceeded the relationship limit for UNC5174. As such,
ThreatQ will no longer ingest data from Malpedia for UNC5174 but will continue to ingest
data for other system objects.

+ The UNC5174 object details page and preview panel display a Relationship Limit Reached
banner.

Relationship Limit Reached!

* The Sources pane in the UNC5174 object details page and object preview pane displays a

relationship limit badge with a tooltip listing the source(s) that exceeded the limit. Within
the tooltip, you can click the offending source(s) to access a Threat Library view filtered by the
Related To (object name) and Relationship Criteria (offending source).

ﬂ\ If the offending source is not a feed, the Threat Library view does not list related
objects. For example, if the offending source is a user (such as threatg@threatg.com)
that added the relationships, when you click it, the Threat Library view does not list
any related objects.
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* The new Flagged tab within the My Integrations tab displays a flagged integration banner.

.‘-’lﬁgﬂ?d e gratkonsg ndicate that a relationship limit has been reached on a corres Ponaing flh_]l."(r k]

+ The Malapedia integration card displays a relationship limit badge
+ The Malpedia configuration page displays an Integration Flagged banner as well as a
relationship limit badge above the integration logo.

Integration Flagged!

i

This integration has been flagged due to relational data limits being reached an an object. Any incorming
relational data related to these objects will no longer be ingested until actions are taken to reduce relationship
counts, For more information and guidance on how to manage relationship counts, please visit the Help Cente

ﬂ\ Any banner that displays an X in the upper right corner can be closed so that it does
not display for the user in the current or future sessions. In addition, the above
banners and badges are automatically removed when you resolve the relationship
limit issue.

You can use the Flagged Objects filter in the Threat Library to review a list of objects that have
exceeded the relationship limit.

What to Do When an Object Exceeds the Relationship
Limit

Once an object and source have been flagged as reaching the relationship limit, ThreatQ prevents the
ingestion/addition of additional related objects on that object from the feed. You can use the
following methods to reduce the number of object relationships:

+ Object details page or object preview pane - From the object details page/object preview
panel, use the Unlink option to unlink related objects from the offending source.

+ Bulk action - Filter your Threat Library view using the Flagged Objects filter. Then, click the Bulk
Actions button and select the Bulk Delete option to delete the objects.

+ Data retention policy - Use the Flagged Objects filter to create a data collection you can add to
your data retention policy.

Once the relationship limit is no longer exceeded, the offending objects and feed no longer display
relationship limit banners or badges.

Tips and Tricks

+ Relationship limits are applied based on object and source. For example, an object can have
10,000 related objects from Malpedia and 10,000 related objects from NVD. Although the total
number of related objects exceeds 10,000, the total per source does not so the object/source is
not flagged as exceeding the relationship limit.

+ If a source exceeds the relationship limit for one object, ThreatQ halts the ingestion of data for
that specific object but continues to ingest data from this source for other objects.

+ Since object relationships from the same source can be added by multiple processes, you may
encounter situations in which an object's relationship count exceeds 10,000.
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For example, if your instance ingests 9,999 object relationships from a feed in the first run and
then it ingests an equal number of additional relationships in the second run, ThreatQ may
allow the object relationships to exceed 10,000 due to a slight delay in incrementing the
relationship count. However, once the relationship count is updated, the object and source are
flagged and you can no longer add relationships to the flagged object from the flagged source.
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Reports

You can export a PDF Summary of an object from an object's details page or preview panel.

ﬂ\ Regardless of the alighnment you select in the Descriptions pane, images in an object's
description PDF report are displayed as left aligned.

Tips and Tricks

* If your object has multiple descriptions, you can select all descriptions by checking the
Descriptions checkbox or select specific descriptions by checking the checkbox next to the
corresponding description source(s). If the object does not have a description, the Descriptions
section is not displayed.

+ The Generate PDF modal only displays sections that have contents. For instance, if an object
does not have any comments, the Comments section is not displayed.

* When you generate a PDF that includes only the system object’s description(s), the Description
section header text is omitted as is the last modified date and divider line. If the PDF export
includes only a single description, the description source is also omitted.

Generating Reports

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative or Maintenance
Custom Role - Action Permissions: Objects & Context - Individual Object Context & Actions - Generate PDF

Complete the following steps to export a PDF summary of an object from an object's details page.

1. Access the system object's details page.
2. Click the Actions button.
3. Click the Generate PDF option.
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4. In the Generate PDF window, select the information you want to include in the PDF.

Generate PDF

Salecn thet clith youl veould e 1o inafiade in your FOF repor.

E) Object Ovenview (D
@ S Astribuses 90y
= ™ Sources (2
£ @ Descripsians (i)
[Z WP Chuster - Threat Atars
D & Adversaies (20 &

2 8 Mabwars 168 &

5. Click the Generate PDF button.
The PDF summary downloads and opens in a new browser tab.

ﬂ\ Google Chrome Users: Google Chrome's pop-up blocker prevents
object PDF summary reports from downloading. We recommend changing your
browser settings to allow pop-ups from your ThreatQ instance. See Turning Off the
Pop-up Blocker in Chrome for more information.

A\ The generated PDF may contain active links to internal and external locations. Related
objects in the PDF link to an internal ThreatQ instance that may require
authentication. Please be aware of potential impacts before distribution of the
generated report.

Turning Off the Pop-Up Blocker in Chrome

By default, Google Chrome blocks pop-ups from automatically showing up on your screen. When a
pop-up is blocked, the address bar will display a pop-up blocked alert. This pop-up blocker will
prevent your PDF from being downloaded. Complete the following steps to allow pop-ups from
ThreatQ.

Procedure:

1. Go to ThreatQ where pop-ups are blocked.
In the address bar, click the Pop-up blocked alert icon.
Click the link for the pop-up you want to see.

To always see pop-ups for the site, select Always allow pop-ups from [your ThreatQ instance].
Click Done.

iAW
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Report Options

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative or Maintenance
Custom Role - Action Permissions: Administrative Functions - Edit Report Options

You can navigate to Settings > Report Options to customize the PDF reports that are generated.
Report options apply to all reports generated platform-wide. You can make the following
customizations:

Customizing the Report Header

1. Select the Settings icon > Report Options.
2. Under Header Banner, complete one of the following steps:
> Drag and drop the image you want to use as the header.
> Click Browse and navigate to the image you want to use as the header.
3. Optionally, click Restore header banner to defaults.
4. Click Save.

Customizing Report Text Colors

1. Select the Settings icon > Report Options.

2. Under Colors, use the drop down menus to select:
° Header Text
° Heading Text
° Body Text

3. Click Save.

Adding a Custom Disclaimer to a Report

You can add a custom disclaimer to include with your report to communicate any liabilities or
limitations to the end users of the report.

1. Select the Settings icon > Report Options.

2. Under Disclaimer, enter your disclaimer text and then use the formatting tools to customize
your message.

3. Click Save.

Previewing Report Customization

You can preview report customization to view a representation of a report's output.

1. Select the Settings icon > Report Options.
2. Under Customized PDF Reports, click Preview.

The sample report downloads to your computer.
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Sharing

ThreatQ's sharing functionality allows you to control access to data collections, dashboards, and
investigations at the user level or give view-only access to all users. You can assign permissions when
you create a data collection, dashboard, or investigation and then update them at any time.

User Permission Levels

You can assign each user one of the following permission levels:

PERMISSION
LEVEL DESCRIPTION
Owner By default, the user who creates a data collection, dashboard, or
investigation is designated as the owner. However, ownership can be
reassigned by the owner at any time. If an owner selects a new owner,
the original owner becomes an editor. In addition, if you delete an
owner's user record, the system requires you to either reassign
ownership to another user or delete the owner's data collections,
dashboards, and investigations.
Users with owner-level permission can:
+ Reassign ownership.
+ Change user and group permissions for the data collection,
dashboard, or investigation.
+ Remove a user's permissions.
+ Modify or delete the data collection, dashboard, or investigation.
+ Change the name of the data collection, dashboard, or
investigation.
+ Pin an investigation to the Investigations menu.
Editor Editors have similar permissions to owners but cannot re-assign
ownership of or delete the data collection, dashboard, or investigation.
In addition, they cannot change owner permissions.
Users with editor-level permissions can:
+ Change or remove user and group permission-levels for the
shared data collection, dashboard, or investigation.
+ Modify the data collection, dashboard, or investigation.
+ Pin an investigation to the Investigations menu.
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Viewer Viewers can access the data collection, dashboard, or investigation but
cannot change it. In addition, they can view user permissions for data
collections and investigations.

Private If a user creates a data collection, dashboard, or investigation and does
not assign permissions to a user or group, only that user (now the
owner) can access it.

User Permission Levels and User Roles

A\ Ownership and public viewing permissions are applied to all data collections created before
upgrading to version 4.54. Any data collections created by custom integrations (instead of
Threat Library) are assigned ownership permissions for the custom integration client, but
are not shareable. If you want to manage a data collection used by a custom integration in
Threat Library in the future, you must first create it in Threat Library and then reference it in
the custom integration.

Default User Roles
A user can assign any permission level to user accounts with the following user roles:

+ Maintenance Account
» Administrative Access
+ Primary Contributor Access

However, the only permission level a user can assign to a Read Only Access user account is viewer
permission.

Custom User Roles

Action permissions defined in a custom user role influence sharing permission options for
dashboards, data collections, and investigations:

+ If your custom role specifies view-only access to dashboards, you can only be added to a
dashboard as a viewer.

+ If your custom role specifies view-only access to data collections, you can only be added to a
data collection as a viewer.

+ If your custom role specifies view-only access to investigations, you can only be added to a data
investigation as a viewer.

In addition, the Sharing modal lists a view-only icon next to your name and only includes your name in
searches with the Viewer filter enabled.

View-Only Permissions for All Users

ThreatQ allows you to assign view-only permissions to all users. To do this, select a permission-level
of Everybody (Public). This assigns viewer permissions to all users unless they are assigned user-level
permissions that are greater.
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For example, if | have editor permissions for the Adversary Hunt data collection and the other users
have viewer permissions, when Bella (the owner) grants Everybody (Public) permissions, | retain my
editor permissions. Each individual viewer is now grouped together as Everybody (Public) and no
longer listed individually in the Sharing modal's Who has access list.

View-only sharing permissions for all users take precedence over action permissions defined in a
custom user role. For example, even if your custom user role gives you Create, Edit, Delete
permissions for data collections, you cannot edit or delete a data collection with a permission level of
Everybody (Public).

Sharing Notifications

The ThreatQ Notification Center alerts you about data collection, dashboard, or investigation
permission changes that affect you. As such, you receive a notification when:

+ Auser shares a data collection, dashboard, or investigation with you.

+ Auser changes your permissions to owner, editor, or viewer.

+ A data collection, dashboard, or investigation you own has been shared with another user.
*+ Your permissions to a data collection, dashboard, or investigation have been removed.

+ A user requests access to an investigation you own.

See the Sharing Notifications topic for more details.

Permission Conversion

When you upgrade to version 4.54, ThreatQ updates your existing permissions as follows:

+ Data Collections - For an existing data collection, the creator is automatically assigned owner
permissions. All other users are assigned Everybody (Public) permissions.
+ Dashboards -
° All users are assigned viewer permissions for ThreatQ's default dashboards and these
permissions cannot be changed.
o All other user-created dashboards are assigned permissions based on the previous
permission model.
> Dashboard creators have owner permissions.
° If a dashboard was shared with a user, the user retains the previously granted editor or
viewer permissions.
+ Investigations - Maintenance Account, Administrative Access, and Primary Contributor Access
users are given editor permissions for all existing investigations that have a Visibility of Shared.
Read Only Access users receive viewer permissions.

If a user that created a data collection, dashboard, or investigation was deleted prior to your upgrade
to 4.54/4.55, the corresponding object is assigned to the most recently created admin or super user.

Permission Levels and Integrations

User-managed integrations use data collections created and maintained in the Threat Library. As
such, user and group permission levels control access to these data collections.

ThreatQ User Guide

Version 6.14.0 288



THREATQ )

Client-managed integrations are managed through the API. As such, user and group permissions do
not control a client's ability to view, add, update or delete these data collections.

Legacy, Client-Managed Data Collections

For existing, client-managed data collections, the user who created it is assigned owner-level
permissions. All other users are assigned view-only access through Everybody (Public) group
permissions.

Client-Managed Integrations

Through the API, clients have full access to all data collections (view, add, update, and delete). As a
result, the new permission levels (owner, editor, viewer) only apply when authenticating with
username and password credentials (for example, as a user accessing the user interface) as opposed
to authenticating with client credentials.

Legacy, User-Managed Data Collections

For each existing saved data collection, the user who created it has owner-level permissions. All other
users have view access through the Everybody (Public) group permission.

Air Gapped Data Sync (AGDS) and Investigation Sharing

The AGDS export process does not include data collections or dashboards, but it can include
investigations if the following command is included and set to Y:

--include-investigations=Y

See the Air Gapped Data Sync (AGDS) section for more information.
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System Configuration
About System Configuration

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative or Maintenance
Custom Role - Action Permissions: Administrative Functions - Edit System Configurations

The System Configurations page consists of the Proxy, Account Security, and General Settings tabs.
These tabs allow you to enable, disable, and update multiple system-level settings. When you access
the System Configurations page, the Account Security tab is displayed by default.

System Configurations

ACCOUNE Security

TAB DESCRIPTION
Account Configure the number of failed login attempts before a user is locked out and the
Security number of minutes a user will be locked out before being able to reattempt login.

You can also configure and enable/disable custom login banners.

Proxy Enable and disable proxy settings.
General Configure the date and time format, indicator parsing checkbox defaults, and
Settings enable/disable the sharing of analytics data with ThreatQuotient.

TQAdmin Configuration Options

The TQAdmin configure parameter allows you to customize your ThreatQ instance during the initial
install as well as update these options after the initial install. You can use the configure parameter to
specify which ThreatQ Data Exchange modules you use, OpenDXL and/or TAXII, as well as adding SSL
certificate or enabling SSL Client Certificate Authentication.
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Setting Account Lockout

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative or Maintenance
Custom Role - Action Permissions: Administrative Functions - Edit System Configurations

The Enhanced Security section of the Account Security tab allows you to specify the number of failed
login attempts before a user is locked out and the number of minutes a user will be locked out before

he can attempt to log in again. By default, failed login attempts are set to five and the timeout period
is set to thirty minutes.

Configuring User Lockout Settings

1. Navigate to Settings B3> System Configurations.

The System Configuration page loads with the Account Security tab selected by default.
System Configurations

ALOSUPR SAOUEY

Enhanced Security

3. Enter your changes to the following fields:

FUNCTION DESCRIPTION
Login The number of consecutive failed login attempts before a user's
Attempts account is temporarily locked.
Account The number of minutes an account is locked after the specified
Timeout number of failed log in attempts.

4. Click the Save button to save your changes.
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Managing Custom Login Banners

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative or Maintenance
Custom Role - Action Permissions: Administrative Functions - Edit System Configurations

The Require Disclaimer Acceptance section of the Account Security tab allows system administrators
to enable a custom message displayed to all users when logging into the ThreatQ Platform. When
enabled, ThreatQ users are required to review and accept the message.

In order to comply with government regulations, a customer could configure a custom

banner to display a message during login requiring users to accept additional privacy and
security terms.

Banner Behavior

The Require Disclaimer Acceptance toggle allows you to enable/disable the display of the custom
banner.

Require Disclaimer Acceptance Disabled ()

Once enabled, all users will be required to accept the disclaimer text provided below in
order to log in to their account

When the toggle is disabled:

+ The banner title and body are visible to administrators in the Account Security tab, but the
banner is not displayed to users upon log in.
+ Users can access to the platform using only their credentials

When the toggle is enabled:

+ After a user enters their login and password, the custom banner displays. Users must click the
Accept and Continue button to access the platform.

+ If a user closes the banner without clicking the Accept and Continue button, he is returned to
the login screen and cannot access the platform until he clicks the Accept and Continue button.

Users are required to click the Accept and Continue button each time they log into
platform.

+ If a user is logged out and enters a URL for a specific page in the platform, the custom banner is
displayed and he must click the Accept and Continue button to access the specified page.
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Enabling a Custom Banner

ﬂ\ Only administrators have access to enable the custom banner configuration fields in the
Account Security tab on the System Configuration page.
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1. Navigate to Settings 1> System Configurations.
The System Configuration page loads with the Account Security tab selected by default.
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System Configurations

Account Security

Enhanced Security
— Login attempls

E

Number of consecutive failed login attempts before a user's account is temporarily locked.

Number of minutes am account will be locked.

Require Disclaimer Acceptance Disabled (i)

Once enabled, all users will be required to accept the disclaimer text provided below in
order to log in to their account

£ =+  Paragraph
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2. Click the toggle switch in the Require Disclaimer Acceptance section to enable the display of the
custom banner.

Enter the banner title to be displayed at the top of the banner in the Disclaimer Title field.

4. Enter the body of the message in the Description field.

w

Q The Description field supports standard text formatting as well as the use of links and
tables.

5. Click the Save button.
The next time a user logs in, he is prompted to review and accept the custom banner before
proceeding to the platform.
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Proxy

Default ThreatQ Role: Administrative or Maintenance

@ THREATQ REQUIRED PERMISSIONS
Custom Role - Action Permissions: Administrative Functions - Edit System Configurations

The Proxy configuration page allows you to enable or disable proxies.

| A\ Users are required to set their proxy server settings to use http: for their https: traffic.

Accessing Proxy Configuration

1. Navigate to Settings £3> System Configurations.
The System Configurations page opens to the Account Security tab selected by default.

2. Click the Proxy tab.

The Proxy Configuration tab loads.

System Configurations

Proxy

[C) Enable proxy for HTTP traffic

[CJ Enable proxy for HTTPS traffic

Bypass Proxy Settings for these Hosts and Domains:
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3. Select the checkboxes for HTTP and HTTPS traffic options to expand those fields.

System Configurations

Proxy
E Enable proxy for HTTP traffic
httped/

[ Proxy server requires password

] Enable proxy for HTTPS traffic

Bypass Proxy Settings for these Hosts and Domains:

4. Enter your proxy server IP Address and Port in the field provided for both HTTP and HTTPS
sections.

5. Optional - Select the Proxy Server Requires Password, if your server requires a username and
password, and complete the Username and Password fields. Leave the checkboxes unselected
and the username and password fields blank if your server does not require this information.

6. Click the Save button. ThreatQ saves the proxy information you added as a Kubernetes secret.

No_Proxy Setting

ThreatQ uses the values you add to the Bypass Proxy Setting for these Hosts and Domains field to
bypass the proxy for operations, CDFs, and ThreatQ TDR Orchestrator in addition to custom
connectors.

ﬂ\ If using IP Addresses values in the No_Proxy field, users are required to use the same IP
Address format, and not their hostname, when configuring proxy bypass settings for their
ThreatQ feeds. Example: entering 10.0.0.1 in the No_Proxy field and then using my-domain-
local in your individual integration’s proxy parameters will not result in the feed bypassing
the proxy.

ﬂ\ Integration-level proxy configurations take priority over the ThreatQ system-level proxy
configuration.

1. Navigate to Settings £3> System Configurations.

The System Configurations page opens to the Account Security tab selected by default.
2. Click the Proxy tab.

The Proxy Configuration tab loads.
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3. Add any no_proxy settings to the Bypass Proxy Settings for these Hosts and Domains field in
the following format:

<address or hostname of server for the setting>

ﬂ\ If adding multiple no_proxy settings, use a comma-separated format.

4. Click the Save button.
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Configuring Time and Date Settings

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative or Maintenance
Custom Role - Action Permissions: Administrative Functions - Edit System Configurations

1 If you make changes to the date and time format while another user is working in the same

ThreatQ installation, that user must refresh his browser for the changes to take effect.

Tips and Tricks

+ The Suggested option in the Timezone Display field is based on your browser timezone.

« The Timezone Display field allows you to scroll through a list of timezones in alphabetical order
by continent/region and city or search for a timezone by city, region or timezone abbreviation
or name.

+ After you select a timezone, the Reset option allows you to reset your timezone display to
Greenwich Mean Time (GMT).

1. Click the Settings icon £ and select the System Configurations option.
2. Click the General tab.
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System Configurations

General

Date and Time

Timezone Display

By default timestampd displiy in Greenwich Mesn Time (GMT).
Date Format

= MM/DDMYYYY
® DDMMYYYY
® YYYMM/DD

Time Format

® 12 hour

® 24 hour

Indicator Parsing

B Normalize URL Indicators

Wit chiscked, parsed URLS willl hawe ports and lesding protocol adjusted, as well a5 urneeded quates and spaces nemoved. Leam miore about

& Parse for FQDNs

When checked, the Indicator Parser will parse FODMs.

Product Analytics

Disabled ()

Wien enabled, ThreatQ will autcmatically collect product analytics data in order to enhance your user experience. For mone information, refenenoe our Privacy

3. Click the Timezone display field to select the default timezone used to display times in ThreatQ.
Users can select a different timezone to display in their ThreatQ sessions. See the Managing
User Accounts section for more details.

ﬂ‘ The system timezone setting only affects the display of timestamps in the user
interface and PDFs. ThreatQ continues to store timestamps in UTC and share UTC
timestamps with resources such as ThreatQ Data Exchange (TQX), ThreatQ TDR
Orchestrator (TQO), exports, and TAXII.

4. Select the desired Date Format. Options include: MM/DD/YYYY, DD/MM/YYYY, YYYY/MM/DD
Select the desired Time Format. Options include: 12 hour, 24 hours.

w
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6. Click the Save button.
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Configuring Indicator Parsing Presets

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative or Maintenance
Custom Role - Action Permissions: Administrative Functions - Edit System Configurations

Users with Maintenance and Administrator roles can configure the default state of the Normalize
URL Indicator and Parse for FQDNs checkboxes for the Parse for Indicators option of the Add

Indicators dialog box.

ﬂ\ Setting these default states does not lock the checkboxes. Users can select and deselect
each option when parsing for an indicator in the Parse for Indicators dialog box.

1. Navigate to Settings (3> System Configurations.
2. Click the General tab.
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The General tab loads.

System Configurations

General

Date and Time

Timezone Display

By defmuil e cir et mpd displiy in Greanwich Masn Time (GMT).
Date Format

= MM/DDYYYY
® DDMMMYYY
® YYYMM/DD

Time Format

& 12 hour
® 24 hour

Indicator Parsing

Normalize URL Indicators

When chiscked, parsed LiftL < willl hawe ports and lesding protocol adjusted, &< well 25 unnssded quates and spaces nemoved. Lesnm mone about

B Parse for FQDNs

Whaen checked, the Indicator Parser will parse FQDMs.

Product Analytics

Disabled .

Wiven enabled, ThreatQ) will sutcmatically collect product analytics data in order to enhancs your user experience. For more information, reference our

3. Inthe Indicator Parsing section, set the following options:

OPTION DESCRIPTION
Normalize URL When checked, parsed URLs will have ports and leading protocol
Indicators adjusted, as well as unneeded quotes and spaces removed.
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OPTION DESCRIPTION

Parse for FQDNs When checked, the Indicator Parser will parse FQDNs from the text

and derive FQDN indicators from URLs in the text.
Example (checked): URL: https://tgexample.com/table.jspa?
query_string_example
Indicators created:

° tgexample.com/table.jspa (the URL)

° tgexample.com (the derived FQDN from the URL)
When unchecked, the Indicator Parser will not generate FQDN
indicators from the parsed text.
Example (unchecked): URL: https://tgexample.com/table.jspa?
query_string_example
Indicator created:

° tgexample.com/table.jspa (the URL)

4. Click the Save button.
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Opt In/Out of Product Analytics

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative or Maintenance
Custom Role - Action Permissions: Administrative Functions - Edit System Configurations

The Product Analytics toggle allows you to disable/enable the sharing of analytics data with
ThreatQuotient. Enabling analytics allows ThreatQuotient to collect anonymized data on user actions

to improve the overall user experience.
1. Navigate to Settings £3> System Configurations.
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2. Click the General tab.

System Configurations

General

Date and Time

Timezone Display

By defmuil e cir et mpd displiy in Greanwich Masn Time (GMT).
Date Format

= MM/DDYYYY
® DDMMMYYY
® YYYMM/DD

Time Format

& 12 hour
® 24 hour

Indicator Parsing

Normalize URL Indicators

When chiscked, parsed LiftL < willl hawe ports and lesding protocol adjusted, &< well 25 unnssded quates and spaces nemoved. Lesnm mone about

B Parse for FQDNs

Whaen checked, the Indicator Parser will parse FQDMs.

Product Analytics

Disabled .

Wiven enabled, ThreatQ) will sutcmatically collect product analytics data in order to enhancs your user experience. For more information, reference our

3. Inthe Product Analytics section, click the toggle button to change the setting from Disabled to
Enabled or vice versa.
4. Click the Save button.
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TQAdmin Configuration

TQAdmin allows you to configure the following options during your initial ThreatQ install and to
update these options after the initial install:

* OpenDXL (requires a ThreatQ Data Exchange license)
+ TAXII (requires a ThreatQ Data Exchange license)

+ SSL Certificate

« CAC/mTLS

+ Audit log exports

Configuring OpenDXL

The ThreatQ Data Exchange (TQX) product license provides access to both OpenDXL and TAXII server
functionality. For those customers who do not wish to use both, TQAdmin allows you to enable/
disable OpenDXL and TAXII separately. This allows you to focus your system resources on the
functionality you want to use.

1. Access the ThreatQ host command line via SSH or console.
2. Run the following command:

sudo /usr/local/bin/tgadmin configure

The TQadmin configure command displays a series of prompts.

A\ To prevent undesired changes to your system, you must enter a response for each
prompt based on your current system configuration. For example, if your
organization uses ThreatQ Data Exchange'sTAXII functionality you must enter "yes" for
the Do you want to enable TAXII prompt.

3. To use your own SSL certificate for the ThreatQ interface, populate the following:

PROMPT DESCRIPTION
Do you want to enable OpenDXL Enter yes to enable ThreatQ Data Exchange's
(TQX)? (yes/no) OpenDXL functionality. Enter no to disable this

functionality.

4. When prompted, enter your YUM username and password.
5. Run the following command to save and apply your changes:

sudo /usr/local/bin/tgadmin reapply
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Configuring TAXII

1. Access the ThreatQ host command line via SSH or console.
2. Run the following command:

sudo /usr/local/bin/tgadmin configure

The TQadmin configure command displays a series of prompts.

A\ To prevent undesired changes to your system, you must enter a response for each
prompt based on your current system configuration. For example, if your
organization uses ThreatQ Data Exchange's OpenDXL functionality you must enter
"yes" for the Do you want to enable OpenDXL prompt.

3. To use your own SSL certificate for the ThreatQ interface, populate the following:

PROMPT DESCRIPTION
Do you want to enable the Enter yes to enable ThreatQ Data Exchange's TAXII
embedded TAXII server? (yes/no) server functionality. Enter no to disable this

functionality.

4. When prompted, enter your YUM username and password.
5. Run the following command to save and apply your changes:

sudo /usr/local/bin/tgadmin reapply

Configuring a Web Server Certificate

The following steps allow you to update the SSL certificate from the default self-signed certificate used
for the ThreatQ user interface.

1. Move your SSL certificate file to a directory on your ThreatQ instance.
2. Access the ThreatQ host command line via SSH or console.
3. Run the following command:

sudo /usr/local/bin/tgadmin configure

The TQadmin configure command displays a series of prompts.

A\ To prevent undesired changes to your system, you must enter a response for each
prompt based on your current system configuration. For example, if your
organization uses ThreatQ Data Exchange's OpenDXL functionality you must enter
"yes" for the Do you want to enable OpenDXL prompt.

4. To use your own SSL certificate for the ThreatQ interface, populate the following:
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PROMPT DESCRIPTION

Do you want to use your own SSL Enter yes.
certificate? (yes/no):

Enter the file path for your Enter the path for your SSL certificate.

certificate example: /etc/threatg-certs/mycert.pem

Enter the file path for your private Enter the path for the SSL certificate's private key.
key example: /etc/threatg-certs/mykey.pem

5. When prompted, enter your YUM username and password.
6. Run the following command to save and apply your changes:

sudo /usr/local/bin/tgadmin reapply

Configuring SSL Client Certificate Authentication

1. Move your CA certificate file to a directory on your ThreatQ instance.
2. Access the ThreatQ host command line via SSH or console.
3. Run the following command:

sudo /usr/local/bin/tgadmin configure

The TQadmin configure command displays a series of prompts.

A\ To prevent undesired changes to your system, you must enter a response for each
prompt based on your current system configuration. For example, if your
organization uses ThreatQ Data Exchange's OpenDXL functionality you must enter
"yes" for the Do you want to enable OpenDXL prompt.

4. To enable SSL Client Certification, populate the following:

PROMPT DESCRIPTION

Do you want to enable CAC/mTLS? Enter yes.

(yes/no):
Enter the file path for your Enter the path for your CA Certificate.
certificate: example: /tmp/mycert.pem
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PROMPT DESCRIPTION

Enter the FQDN of the server: Enter the FQDN of the server.
example: myserver.threatqg.com

5. When prompted, enter your YUM username and password.
6. Run the following command to save and apply your changes:

sudo /usr/local/bin/tgadmin reapply

7. After your changes are saved, the CAC/PV SSL tab in the User Management page displays a
status of Currently Enabled.

8. Now that SSL Client Certificate Authentication is enabled, use one of the following methods to
add a certificate fingerprint to your profile.

Until you add a certificate fingerprint to your user profile, each time you access a new
ThreatQ page you will be prompted to select a certificate.

+ Log out of ThreatQ and add your certificate fingerprint during log in.
+ Use the System Users tab to add your certificate fingerprint to your user profile.
9. Use one of the following methods to add certificate fingerprints for users:
+ Users can add their own certificate fingerprint during their next login. If needed, you can
set up usernames and passwords in the System Users tab on the User Management page.
* Maintenance or Administrative users can use the System Users tab to add the new
certificate fingerprint to user profiles.

Configuring Audit Log Exports

1. Access the ThreatQ host command line via SSH or console.
2. Run the following command:

sudo /usr/local/bin/tgadmin configure
The TQAdmin configure command displays a series of prompts.

A\ To prevent undesired changes to your system, you must enter a response for each
prompt based on your current system configuration. For example, if your organization
uses ThreatQ Data Exchange's OpenDXL functionality, you must enter "yes" for the Do
you want to enable OpenDXL prompt.

3. Populate the following prompts:
° Enter the hostname or IP address of the syslog server to send audit log messages:
° Enter the port number on the syslog server for audit log messages (default 514):
° Enable TLS with a client certificate for the syslog server? - If you enter yes for this prompt,
TQAdmin displays the following three prompts.
* Enter the full path to the client certificate file:

ThreatQ User Guide

Version 6.14.0 31



THREATQ ) Tqadmin Confiuratr

= Enter the full path to the client private key file:
= Enter the path to the trusted root CA certificate for the syslog server (leave empty
to disable certificate validation):
4. When prompted, enter your YUM username and password.
5. Run the following command to save and apply your changes:

sudo /usr/local/bin/tgadmin reapply
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System Objects

About System Objects

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Objects, Individual Object Context & Actions

System objects are threat data ingested or manually added to your Threat Library. ThreatQ is seeded
with the following system object types:

SYSTEM RELATED
OBJECT DESCRIPTION TOPICS
Adversaries Individuals or groups that attempt to perform malicious Adversaries

actions against other individuals or organizations.

Assets Tangible or intangible items of value to stakeholders. Assets
Attack Descriptions of methods used to exploit software. Attack
Patterns Patterns
Campaigns Groups of behaviors that describe malicious activities Campaigns

taken against specific targets over a period of time.

Courses of A combination of risk response measures taken to Courses of
Action address or prevent malicious attacks. Action
Events Objects that focus on temporal incidents that have About Events

significant security impact.

Exploit Targets Identified vulnerabilities in a system, software, or network Exploit Targets
that can be targeted by tactics, techniques, and
procedures (TTP).
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About System Objects

SYSTEM
OBJECT

Files

|dentities

Incidents

Indicators

Infrastructure

Intrusion Sets

DESCRIPTION

Received from various intelligence providers and may
contain technical cybersecurity data such as Indicator,
Adversary, and Malware samples.

Contain basic identifying information for targeted groups
such as information sources, threat actor identities, and
targets of attack.

Records of any violation of an organization's established
security/network policy that may compromise security,
integrity, or general access.

Information that describes or identifies methods used to
defeat security controls, exploit vulnerabilities, and gain
unauthorized access to an internal network. Indicators
can also describe malicious reconnaissance to gather
technical information, malicious cyber command and
control, and any other attribute of cyber security whose
disclosure is prohibited by law.

Information that describes any systems, software services
and associated physical or virtual resources intended to
support a specific purpose.

Grouped sets of adversarial behaviors and resources,
sometimes referred to as attack packages, used to target
an individual organization.

RELATED
TOPICS

Files

Identities

Incidents

About
Indicators

Infrastructure

Intrusion Sets

Malware Targets devices, services, and networks with the intent to Malware
gain unauthorized access or damage a network or
programmable device.

Notes STIX 2.1 objects that provide further context and/or Notes
additional analysis.

Reports Contain information and related details for a specific Reports
threat such as Malware .
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SYSTEM RELATED
OBJECT DESCRIPTION TOPICS
Signatures Contain the blueprints or patterns associated with a Signatures

malicious attack on a network or system.

STIX Refers to data in the STIX (Structured Threat Information About STIX
eXpression) format. STIX is a standardized XML
programming language for conveying data about
cybersecurity threats.

Tasks Allow you to create and assign tasks to yourself or other Tasks
users in the platform.

Tools A legitimate application that can be leveraged to perform Tools
malicious activities.

TTP Describes how an intruder may attempt to access your TTP
system.

Vulnerabilities Applications that can be exploited to infiltrate systems/ Vulnerabilities
networks.
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Adversaries

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Objects, Individual Object Context & Actions

Note: If a user has View Only permission for Sources, system object creation modals default to the user's login as the object
source.

An Adversary is an individual or group that attempts to perform malicious actions against another
individual or organization.

Use the steps below to create, edit and delete an Adversary.
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Adding Adversaries

1. Go to Create > Adversary.
The Add an Adversary window is displayed.

Add An Adversary

Related Objects (optional)

All Objects

2. Enter a name.

3. Select a Source from the dropdown provided.
You can also click the Add a New Source option if the desired source is not listed in the drop-
down list. If administrators have enabled TLP view settings, you can select a TLP label for the
new source in the dropdown list provided. See the Traffic Light Protocol (TLP) topic for more
information on TLP schema.

4. Enter a description.

ﬂ Any description you add during object creation defaults to a Source value of ThreatQ
System.

5. Select any Related Objects you need to link to the adversary. This field is optional.
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6. Click the Add Adversary button.

Adding Context

See the About Object Details section and its topics for details on adding context to an object such as
adding sources, attributes, and related objects.

Editing Adversaries

1. Locate and click the adversary.
The Adversary Details page opens.

APT41 7t
ADVERSARY

Created: 11/07/2025 First Published: 11/07/2025 02:02pm Last

@ Context

) Attributes (90) 0

= @ Attributes

ATTRIBUTE NAME
& Sources (2)

2. Click on Edit next to the Adversary name.
The Edit Adversary dialog box opens.

Edit Adversary

3. Make the desired change to the Adversary name.
4. Click the Save Adversary button.
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Adversaries

Deleting Adversaries

1. Locate and click the adversary.
The Adversary Details page opens.

APT41 #Ed
ADVERSARY

Created: 11/07/2025 First Published: 11/07/2025 02:02pm Last

@ Context

E'-_.} Attributes (90) |:| ATTRIBUTE NAME

= @ Attributes

B Sources (2)

2. Click the Actions menu and select Delete Adversary.
A confirmation dialog box appears.

Are You Sure?

Deleting this Adversary canaot b undons.

3. Click the Delete Adversary button.
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Assets

Assets

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Objects, Individual Object Context & Actions

Note: If a user has View Only permission for Sources, system object creation modals default to the user's login as the object
source.

Assets are tangible or intangible items of value to stakeholders. An asset's value is usually based on

the impact of the loss of use of the asset. For instance, a company's billing application is a high value
asset since the loss of access to this application impacts revenue.

Use the steps below to create, edit and delete Assets.
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Adding Assets

1. Go to Create > Assets.
The Add Assets window is displayed.

Add Assets

Related Objects foptiomaf)

All Objecis -

2. Populate the following fields:

FIELD DESCRIPTION
Title Add an asset title.
Description Enter a brief description of the asset.
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FIELD DESCRIPTION

ﬂ\ Any description you add during object creation defaults to a
Source value of ThreatQ System.

Status Optional field. Click the Status field to assign a status to the assets object.

G\ Asset statuses are configured in the Object Statuses tab in the
Object Management page. If none are configured, this field is not

displayed.
Point of Optional field. Click the field to select the ThreatQ display name of the
Contact point of contact for the asset.
Source Select a Source from the dropdown list provided.

You can also click the Add a New Source option if the desired source is not
listed in the drop-down list. If administrators have enabled TLP view
settings, you can select a TLP label for the new source in the dropdown list
provided. See the Traffic Light Protocol (TLP) topic for more information on
TLP schema.

3. Select any Related Objects you need to link to the asset. This field is optional.
4. Click Add Assets.

Adding Context

See the About Object Details section and its topics for details on adding context to an object such as
adding sources, attributes, and related objects.
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Editing Assets

1. Locate and click the assets object.
The Assets Details page opens.

asset1 < edi
="  ASSETS

Created: 11/07/2025 First Published: 110772025 04:27pm Last

—
@) context

=) Attributes (0)

= @ Attributes

2. Click the Edit option next to the Assets object name.
The Edit Assets window is displayed.

Edit Assets

3. Make the desired change to the Asset name.
4. Click the Save Assets button.

Changing the Point of Contact

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Objects, Individual Object Context & Actions - Point of Contact

1. Locate and click the system object.
2. From the object details page, click the Point of Contact field.
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3. Use the field's scroll or search option to locate and select a new user as the object's point of
contact or to change the point of contact to Unassigned.

Deleting Assets

1. Locate and click the assets object.
The Asset Details page opens.

asset1 ¢ Edit
="  ASSETS

Created: 110772025 First Published: 110772025 04:27pm Last

(@) context

=) Attributes (0}

= () Attributes

2. Click the Actions menu and select Delete Assets.
The Are You Sure window prompts you confirm the deletion.

Are You Sure?

Deleting this Assets cannot be undone.

3. Click the Delete Assets button.
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Attack Patterns

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Objects, Individual Object Context & Actions

Note: If a user has View Only permission for Sources, system object creation modals default to the user's login as the object
source.

Attack Pattern are descriptions of methods used to exploit software.
Use the steps below to create, edit and delete an Attack Pattern.

Adding an Attack Patterns

1. Go to Create > Attack Pattern.
The Add Attack Pattern window is displayed
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Attack Patterns

Add Attack Pattern

dd

Related Objects foptional)

~ LUmiIX Sedrch o

All Objects

2. Populate the following fields:

FIELD

Name

Description

DESCRIPTION

Add an attack pattern name.

Enter a brief description of the attack pattern.
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FIELD DESCRIPTION

ﬂ\ Any description you add during object creation defaults to a
Source value of ThreatQ System.

Status Optional field. Click the Status field to assign a status to the attack pattern
object.

ﬂ\ Attack pattern statuses are configured in the Object Statuses tab
in the Object Management page. If none are configured, this
field is not displayed.

Point of Optional field. Click the field to select the ThreatQ display name of the
Contact point of contact for the attack pattern.
Source Select a Source from the dropdown list provided.

You can also click the Add a New Source option if the desired source is not
listed in the drop-down list. If administrators have enabled TLP view
settings, you can select a TLP label for the new source in the dropdown list
provided. See the Traffic Light Protocol (TLP) topic for more information on
TLP schema.

3. Select any Related Objects you need to link to the attack pattern. This field is optional.
4. Click Add Attack Pattern.

Adding Context

See the About Object Details section and its topics for details on adding context to an object such as
adding sources, attributes, and related objects.

Editing an Attack Pattern

1. Locate and click on the attack pattern.
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Attack Patterns

The Attack Pattern's detail page opens.

T1182 - AppCert DLLs ¢ Edit
ATTACK PATTERN

Created: 01/11/2021 First Published: 01/16/2018 04:13pm

Actions -

@ Attribu

2. Click on Edit next to the Attack Pattern's name.
The Edit Attack Pattern dialog box opens.

L ] Py ey

Edit Attack Pattern

T1182 - AppCert DLLs

3. Make the desired change to the Attack Pattern name and click Save Attack Pattern.

Changing the Point of Contact

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor

Custom Role - Action Permissions: Objects & Context - Objects, Individual Object Context & Actions - Point of Contact

1. Locate and click the system object.
2. From the object details page, click the Point of Contact field.

3. Use the field's scroll or search option to locate and select a new user as the object's point of

contact or to change the point of contact to Unassigned.
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Attack Patterns

Deleting an Attack Pattern

1. Locate and click on the Attack Pattern.
The Attack Pattern's details page opens.

T1182 - AppCert DLLs ¢ Edi
ATTACK PATTERN

Created: 01/11/2021 First Published: 01/16/2018 04:13pm

Actions -

@ Attribu

L ] [l S

2. Click on the Actions menu and select Delete Attack Pattern.

A confirmation dialog box appears.

Are You Sure? X

Deleting this Attack Pattern cannot be undone,

3. Click on Delete Attack Pattern.
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Campaigns

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Objects, Individual Object Context & Actions

Note: If a user has View Only permission for Sources, system object creation modals default to the user's login as the object
source.

A Campaign is a group of behaviors that describes malicious activities taken against specific targets
over a period of time.

Use the steps below to create, edit and delete a Campaign.
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Adding a Campaign

ThreatQ User Guide

Version 6.14.0 331



THREATQ )

1. Go to Create > Campaign.
The Add Campaign window is displayed.

ThreatQ User Guide

Version 6.14.0 332



THREATQ )

Add Campaign

Threa
Versiq




THREATQ )

2. Populate the following fields:

FIELD DESCRIPTION
Name Add a campaign name.
Description Enter a brief description of the campaign.

G\ Any description you add during object creation defaults to a
Source value of ThreatQ System.

Status Optional field. Click the Status field to assign a status to the campaign
object.

G\ Campaign statuses are configured in the Object Statuses tab in
the Object Management page. If none are configured, this field
is not displayed.

Objective Add a summary of the campaign's objective.

First Seen/ Select the first and last seen dates and times.

Last Seen

Point of Optional field. Click the field to select the ThreatQ display name of the
Contact point of contact for the campaign.

Source Select a Source from the dropdown list provided.

You can also click the Add a New Source option if the desired source is
not listed in the drop-down list. If administrators have enabled TLP view
settings, you can select a TLP label for the new source in the dropdown
list provided. See the Traffic Light Protocol (TLP) topic for more
information on TLP schema.

3. Select any Related Objects you need to link to the campaign. This field is optional.
4. Click the Add Campaign button.

Adding Context

See the About Object Details section and its topics for details on adding context to an object such as
adding sources, attributes, and related objects.
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Editing a Campaign

1. Locate and click on the Campaign.
The Campaign's detail page opens.

Delta £ Edit
CAMPAIGN

Created: 01/21/2021 First Published: 0172172021 0B:28pn

e

(D Cantext

) Attrib

2. Click on Edit next to the Campaign's name.
The Edit Campaign dialog box opens.

Edit Campaign

3. Make the desired change to the Campaign name and click Save Campaign.

Changing the Point of Contact

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Objects, Individual Object Context & Actions - Point of Contact

1. Locate and click the system object.

2. From the object details page, click the Point of Contact field.

3. Use the field's scroll or search option to locate and select a new user as the object's point of
contact or to change the point of contact to Unassigned.

Deleting a Campaign

1. Locate and click on the Campaign.
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The Campaign's details page opens.

Delta & Edit
CAMPAIGN

Created: 0172172021 First Published: 01/21/2021 08:38pn

@ Context

() Attrib

2. Click on the Actions menu and select Delete Campaign.
A confirmation dialog box appears.

Are You Sure? X

Celeting this Campalgn cannot be undone.

3. Click on Delete Campaign.
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Courses of Action

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Objects, Individual Object Context & Actions

Note: If a user has View Only permission for Sources, system object creation modals default to the user's login as the object
source.

Courses of Action are a combination of risk response measures taken to address or prevent malicious
attacks.

Use the steps below to create, edit and delete a Course of Action.
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Courses of Action

Adding a Course of Action

1. Go to Create > Course of Action.

The Add Course of Action window is displayed.

Add Course of Action

Add New SoLrce

Related Objects (optional)

- | 1
| All Objects

2. Populate the following fields:
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FIELD DESCRIPTION

Name Add the course of action's name.

Description Enter a brief description of the course of action.

G\ Any description you add during object creation defaults to a
Source value of ThreatQ System.

Status Optional field. Click the Status field to assign a status to the course of
action.

G\ Course of action statuses are configured in the Object Statuses
tab in the Object Management page. If none are configured, this
field is not displayed.

Point of Optional field. Click the field to select the ThreatQ display name of the
Contact point of contact for the course of action.
Source Select a Source from the dropdown list provided.

You can also click the Add a New Source option if the desired source is not
listed in the drop-down list. If administrators have enabled TLP view
settings, you can select a TLP label for the new source in the dropdown list
provided. See the Traffic Light Protocol (TLP) topic for more information on
TLP schema.

3. Select any Related Objects you need to link to the Course of Action. This field is optional.
4. Click Add Course of Action.

Adding Context

See the About Object Details section and its topics for details on adding context to an object such as
adding sources, attributes, and related objects.

Editing a Course of Action

1. Locate and click on the Course of Action.
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The Course of Action's detail page opens.
T1181 - Extra Window Memory Injection & Edin
Mitigation
COURSE OF ACTION

Created: 011 1/2021 First Published: 1071772018 12:14am Last Madified: 0172152021 0715

@ Attributes (9)

@ Context {1 ATTRIBUTE NAME = ATTRIBUTE'
e |

2. Click on Edit next to the Course of Action's name.

The Edit Course of Action dialog box opens.

Edit Course of Action

T1181 - Extra Window Memory Injection Mitigation

Save Course of Action cancel |
==

3. Make the desired change to the Course of Action's name and click Save Course of Action.

Changing the Point of Contact

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Objects, Individual Object Context & Actions - Point of Contact

1. Locate and click the system object.

2. From the object details page, click the Point of Contact field.

3. Use the field's scroll or search option to locate and select a new user as the object's point of
contact or to change the point of contact to Unassigned.

Deleting a Course of Action

1. Locate and click on the Course of Action.
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The Course of Action's details page opens.
T1181 - Extra Window Memory Injection & Edin
Mitigation

COURSE OF ACTION

Created: 01/11/2021 First Published: 10772018 12214am Last Madified: 0172172021 0715

@ Attributes (9)
@ Context

Al L I

0 ATTRIBUTE NAME = ATTRIBUTE'

2. Click on the Actions menu and select Delete Course of Action.
A confirmation dialog box appears.

Are You Sure? a

Deleting this Course of Action cannot be undone,

i
Delete Course of Action

3. Click on Delete Course of Action.
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Events

About Events

Events are objects that focus on temporal incidents that have significant security impact.

Use the steps below to create, edit and delete an Event.

Adding Events

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Objects, Individual Object Context & Actions

Note: If a user has View Only permission for Sources, system object creation modals default to the user’s login as the object
source.
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1. Go to Create > Event.
The Add Event window is displayed.

Add Event

| Type

| Source

Add new Source

~ Time Zang
(@ | uTE

Related Objects {aptiomal)

— LTt S

All Objects - | ‘ Q Add Relationship

2. Populate the following fields:
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FIELD DESCRIPTION
Type Click this field to select the event type from the dropdown list.
Source Select a Source from the dropdown list provided.

You can also click the Add a New Source option if the desired source is
not listed in the drop-down list. If administrators have enabled TLP view
settings, you can select a TLP label for the new source in the dropdown
list provided. See the Traffic Light Protocol (TLP) topic for more
information on TLP schema.

Status Optional field. Click the Status field to assign a status to the event.

Event statuses are configured in the Object Statuses tab in the
Object Management page. If none are configured, this field
displays a value of None.

Point of Optional field. Click the field to select the ThreatQ display name of the
Contact point of contact for the event.

Date of Use these fields to add the date and time of the event.

Occurrence/

Time/Time

Zone

Title Add an Event Title.

Description Enter a brief description of the event.

G\ Any description you add during object creation defaults to a
Source value of ThreatQ System.

3. Select any Related Objects you need to link to the event. This field is optional.
4. Click Add Event.

Adding Context

See the About Object Details section and its topics for details on adding context to an object such as
adding sources, attributes, and related objects.
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Editing Events

The Edit Even window allows you to update an Event's title, type and date. You can also update the
Event's point of contact, status and type by clicking the corresponding fields located in the top-right of

the Event's Object Details page.
1. Locate and click on the event.
The Event Details page opens.

Help Desk DoS Attack ¢ Edi
EVENT: DOS ATTACK

Created: 04/17/2019 Event Date: 04/17/2019 10:38am F

@ Context

@ Attributes (1)

@ Attributes (1)

| [0 ATTRIBUTE TYPE

& Sources (2) Q Start typing...

2. Click on Edit next to the Event name.
The Edit Event window is displayed.

Edit Event X
— Title
‘ Login Compromise Event HORcAOuUL111
— Type
‘ Login Compromise v
— Event Date — Time — Time Zone
‘ February - ‘ 5 o« ‘ 2022 - ‘ 05:37 PM © ‘ ‘ uTC -
3. Enter your changes.
4. Click the Save Event button.
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Changing the Point of Contact

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Objects, Individual Object Context & Actions - Point of Contact

1. Locate and click the system object.

2. From the object details page, click the Point of Contact field.

3. Use the field's scroll or search option to locate and select a new user as the object's point of
contact or to change the point of contact to Unassigned.

Deleting Events

1. Locate and click the event.
The Events Details page opens.

Help Desk DoS Attack ¢Edi
EVENT: DOS ATTACK

Created: 04/17/2019  Event Date: 04/17/2019 10:38am  F

@ Context

@ Attributes (1)

@ Attributes (1) | [J ATTRIBUTE TYPE
B Sources (2) . Start typing
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2. Click the Actions menu and select Delete Event.

c (@ Context

© Add Attribute
& Add Comment
& Add Relationship

& Add Source

@ Create Task
Generate PDF

ey Start Workflow

& Start Investigation
Add to Investigation

] Delete Event

A confirmation dialog box appears.

Are You Sure? X
Deleting this Event cannot be undone.
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3. Click the Delete Event button.
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Parsing for Events

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Perform Bulk Manual Import, Create, Edit, Delete Objects, Create, Edit,
Delete Attributes,Create, Edit, Delete Relationships. See the Interdependent Permissions topic.

Note: If a user has View Only permission for Sources, system object parsers default to the user’s login as the object source.

ThreatQ gives you the option to import a file, parse it for events, and add those events to your Threat
Library. During the import process you can assign a source, status, point of contact and a relationship
to the imported events.

Importing Events with the Spearphish Parser

ﬂ\ During the import process you can click the Abandon this Import button to stop the import
process without adding any of the import file data.
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1. Go to Create > Spearphish Parser.
The Add Event window is displayed.

Add Event

Provide the content you'd like to be parsed for the spearphish event.

CopyrPaste

&

Drag your file here or

Supported files include: emi, emix, msg and ot
Related Objects (optiomal}

— Lirnie search ta

All Objects

2. Populate the following fields:

FIELD DESCRIPTION
Type This field defaults to a value of Spearphish.
Source Select a Source from the dropdown list provided.

You can also click the Add a New Source option if the desired source is not
listed in the drop-down list. If administrators have enabled TLP view settings,
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FIELD DESCRIPTION

you can select a TLP label for the new source in the dropdown list provided.
See the Traffic Light Protocol (TLP) topic for more information on TLP schema.

Status Optional field. Click the Status field to assign a status to the event.

Event statuses are configured in the Object Statuses tab in the
Object Management page. If none are configured, this field is not
displayed.

Point of Optional field. Click the field to select the ThreatQ display name of the point of
Contact contact for the event.

3. Use one of the following methods to upload the file to be parsed:
° Drag the file to the window.
> Click the click to browse link to access your File Finder/File Explorer and select the file.
° Paste the email content into the text box on the right.

4. Select any Related Objects you need to link to the event. This field is optional.
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5. Click Add Event.
The Spearphish Parser page is displayed.

Spearphish Parser

Spearphith Information

Extractied Indicators

Apply attributes to ol extracted indicators (optional)

Add Relationships

Eelate thiz ppesrpinh and everything extracted fo ansthar cject (e g. an indicater, svent. sdvernary, st |

m Tall s about the kmpert: Revdew exiracted attrbutes and

6. The Spearphish Parser page consists of three sections that allow you to review and update the
following information:
o Spearphish Information - Allows you to review and update the event information
extracted from the file you uploaded.
° Extracted Indicators - Allows you to specify the status and attributes to be applied to all
extracted indicators.
> Add Relationships - Allows you to add relationships to the spearphish event and any
other extracted object.
7. Click the Next Step button.
The second Spearphish Parser screen displays any attachments associated with the imported
email. You can import these attachments or remove them from the import by checking the
checkbox to the left of the attachment and clicking the Remove option.

ﬂ\ If the imported email did not include attachments, ThreatQ bypasses this screen and
takes you directly to the third Spearphish Parser page.
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Parsing for Events

Spearphish Parser

Wieve found the following attachments

m el st the impsel v Review aitacBmarts » Rrdew exlradled Albniboted Sl Sadid sl

8. Click the Next Step button.
The third Spearphish Parser page is displayed.

Spearphish Parser

m 8% B0 hek 10 ke E1FSC0EE 40T o S b st

9. The third Spearphish Parser page allows you to review the attributes and indicators to be
imported. From this page, you can:
> Add/remove an attribute - From the Spearphish Attributes tab, click the Add Attribute
button and enter the attribute details in the Add Attribute window. To remove an

attribute, check the checkbox located to the left of the attribute key. Then, click the
Remove option.
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> Add/remove an indicator - From the Extracted Indicators tab, click the Add Indicator
button and enter the indicator details in the Add Indicator window. To remove an
indicator, check the checkbox located to the left of the indicator value. Then, click the
Remove option.

> Add information to an indicator - Check the checkbox located to the left of the indicator
you want to update. Then, click the Add Info option to access the Add Info window. Enter
your changes in the Set Status or Add Comment tab and click the Add Attributes button.

10. Click the Create Spearphish button.
The spearphish event is ingested into the Threat Library.
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Files

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Objects, Individual Object Context & Actions

Note: If a user has View Only permission for Sources, system object creation modals default to the user's login as the object
source.

Files are received from various intelligence providers and may contain technical cybersecurity data
such as Indicator , Adversary , and Malware samples.

Use the steps below to create, edit and delete a File.

Adding Files

1. Click Create > File.
The Add a File is displayed.

Add a File

Drag your file here or

2. Drag the file into the dialog box or browse and locate the file.
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The Add a File window displays additional fields.
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Add a File

— Title
Kpr.:-rtlco n.png

Source

Add new source

— Cate gory
CrowdStrike Intelligence

orr @

‘ B ‘ Enabling this will .zip files for safer download. To
unzip, use the password "infected".

ags(0

‘ Select an existing tag ~

Create a new tag

Related Objects (optional)

Limit search to

l All Objects - ‘ Q Add Relationship
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w

Update the Title if desired.

4. Select a Source from the dropdown list provided.
You can also click the Add a New Source option if the desired source is not listed in the drop-
down list. If administrators have enabled TLP view settings, you can select a TLP label for the
new source in the dropdown list provided. See the Traffic Light Protocol (TLP) topic for more
information on TLP schema.

5. Select a Category.

6. Select whether to have the Malware Safety Lock on or off.

Enabling the safety lock will create a password-protected .zip file so any malware is
safer for download. The system default password is "infected."

7. Add any desired tags.

ﬂ\ Tags added will appear on the File's Details page.

8. Select any Related Objects you need to link to the file. This field is optional.
. Click Save File.

O

Adding Context

See the About Object Details section and its topics for details on adding context to an object such as
adding sources, attributes, and related objects.

Editing Files
1. Locate and click on the file.

The File Details page opens.

spam_email.txt #edi
FILE: GENERIC TEXT

Created: 03/12/2019 First Seen: 03/12/2019 07:27am

@ Attribute
@ Context

O Attvibebac (1) I m ATTRIBUTE TY

2. Click on Edit next to the File name.
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The Edit File dialog box opens.

Edit File *

Title
spam_email txt ‘

spam_email.txt ‘

m o ._I_-l

3. Make the desired change to the File Name.
4. Click on Save File.

Deleting Files

1. Locate and click on the file.
The File Details page opens.

spam_email.txt &edt
FILE: GENERIC TEXT

Created: 03/12/2019 First Seen: 03/12/2019 07:27am

@ Context

O\ Attribaibac (1) I M ATTRIBUTE TY

@ Attribute
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2. Click on Actions menu and select Delete File.

@ Context

)

@ Add Attribute

DI
2 Add Comment
al |
& Add Relationship
21
= Add Source
?
© Create Task
J |
Generate PDF ]
21

3' ] Delete File

A confirmation dialog box appears.

Are You Sure?

Deleting this File can not be undone.

3. Click on Delete File.
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Identities

Identities

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Objects, Individual Object Context & Actions

Note: If a user has View Only permission for Sources, system object creation modals default to the user's login as the object
source.

An Identity contains basic identifying information for targeted groups such as information sources,
threat actor identities, and targets of attack.

Use the steps below to create, edit and delete an Identity.
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Adding an Identity
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1. Go to Create > Identity.
The Add Identity window is displayed.
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Add Identity

Related Objects foptional)

| Ml Dbjecs - ” Q add Relationship
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2. Populate the following fields:

FIELD DESCRIPTION
Name Add an identity name.
Description Add a brief description of the identity object.
Status Optional field. Click the Status field to assign a status to the identity.

1 Indentity statuses are configured in the Object Statuses tab in
the Object Management page. If none are configured, this field
is not displayed.

Contact Enter any contact information for the identity.

Information

Point of Optional field. Click the field to select the ThreatQ display name of the
Contact point of contact for the identity.

Source Select a Source from the dropdown list provided.

You can also click the Add a New Source option if the desired source is
not listed in the drop-down list. If administrators have enabled TLP view
settings, you can select a TLP label for the new source in the dropdown
list provided. See the Traffic Light Protocol (TLP) topic for more
information on TLP schema.

3. Select any Related Objects you need to link to the Identity. This field is optional.
4. Click the Add Identity button.

Adding Context

See the About Object Details section and its topics for details on adding context to an object such as
adding sources, attributes, and related objects.

Editing an Identity

1. Locate and click on the Identity.
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The Identity's detail page opens.

NSOC «FEdi
IDENTITY

Created: 01/22/2021 First Published: 01/22.

Actions -

2. Click on Edit next to the Identity's name.
The Edit Identity dialog box opens.

Edit Identity

NSOC

3. Make the desired change to the Identity's name and click Save Identity.

Changing the Point of Contact

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Objects, Individual Object Context & Actions - Point of Contact

1. Locate and click the system object.

2. From the object details page, click the Point of Contact field.

3. Use the field's scroll or search option to locate and select a new user as the object's point of
contact or to change the point of contact to Unassigned.

Deleting an Identity

1. Locate and click on the Identity.
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Identities

The Identity's details page opens.

NSOC ¢ Edit
IDENTITY

]

Created: 01/22/2021 First Published: 01/22.

¢

2. Click on the Actions menu and select Delete Identity.

A confirmation dialog box appears.

Are You Sure? X

Deleting this |dentity cannot be undone,

m

3. Click on Delete Identity.
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Incidents

Incidents

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Objects, Individual Object Context & Actions

Note: If a user has View Only permission for Sources, system object creation modals default to the user's login as the object
source.

Incident are records of any violation of an organization's established security/network policy that may
compromise security, integrity, or general access.

Use the steps below to create, edit and delete an Incident.
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Adding an Incident

1. Go to Create > Incident.
The Add Incident window is displayed.

Add Incident

= Time

2023 - | | 01:41 P

~Tiene -
2023 * | 01:41 PM

Saurce

A nEw FoArce

Related Objects (optional)

=~ Limit search to

All Objects - H el Add Relationship

2. Populate the following fields:
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FIELD DESCRIPTION
Name Add an incident name.
Description Enter a brief description of the incident.

G\ Any description you add during object creation defaults to a
Source value of ThreatQ System.

Status Optional field. Click the Status field to assign a status to the status
object.

Incident statuses are configured in the Object Statuses tab in
the Object Management page. If none are configured, this field
is not displayed.

First Seen/ Select the first and last seen dates and times.

Last Seen

Point of Optional field. Click the field to select the ThreatQ display name of the
Contact point of contact for the incident.

Source Select a Source from the dropdown list provided.

You can also click the Add a New Source option if the desired source is
not listed in the drop-down list. If administrators have enabled TLP view
settings, you can select a TLP label for the new source in the dropdown
list provided. See the Traffic Light Protocol (TLP) topic for more
information on TLP schema.

3. Select any Related Objects you need to link to the Incident. This field is optional.
4. Click Add Incident.

Adding Context

See the About Object Details section and its topics for details on adding context to an object such as
adding sources, attributes, and related objects.

Editing an Incident

1. Locate and click on the Incident.
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The Incident's detail page opens.

Data Center Email Download # &

INCIDEMNT
Created: 01/25/20210 First Published: 01252021 02:55pm Last Maod
() Attributes (0)
(i) Context
IEI Antrinutes 000

2. Click on Edit next to the Incident's name.
The Edit Incident dialog box opens.

Edit Incident

Dats Conter Dl Dimriogd

3. Make the desired change to the Incident's name and click Save Incident.

Changing the Point of Contact

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Objects, Individual Object Context & Actions - Point of Contact

1. Locate and click the system object.

2. From the object details page, click the Point of Contact field.

3. Use the field's scroll or search option to locate and select a new user as the object's point of
contact or to change the point of contact to Unassigned.

Deleting an Incident

1. Locate and click on the Incident.
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Incidents

The Incident's details page opens.

Data Center Email Download # &

INCIDEMNT
Created: 01,72572021 First Published: 01252021 02:55pm Last bod
=3
) Attributes (0)
(i) context
& Anributes {0

2. Click on the Actions menu and select Delete Incident.

A confirmation dialog box appears.

Are You Sure? X

Deleting this Incident cannot be undone.

. -

3. Click on Delete Incident.
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Indicators

About Indicators

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Objects, Individual Object Context & Actions

Note: If a user has View Only permission for Sources, system object creation modals default to the user’s login as the object
source.

An Indicator is information that describes or identifies methods used to defeat security controls,
exploit vulnerabilities, and gain unauthorized access to an internal network. Indicators can also
describe malicious reconnaissance to gather technical information, malicious cyber command and
control, and any other attribute of cyber security whose disclosure is prohibited by law.

Indicators can be scored to allow you to apply weighting using contextual information, such as
sources, attributes, and indicator types, as they are added to ThreatQ. You can also set a manual
score per indicator.

You can also apply expiration dates to an indicator to when it is determined to pose less of a threat to
your infrastructure than other indicators.

Adding an Indicator

1. Click on Create > Indicator.
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The Add Indicators window is displayed.
Add Indicators

Parse For Indicators #Add Indicator

| Status

Related Objects (optional)

~= LimIE search o

e —
| All Objects = H Q. Add Relatio

2. Enter avalue in the Value field.

3. Select the Type of Indicator.

4. Select a Source from the provided dropdown list.
You can also click the Add a New Source option if the desired source is not listed in the drop-
down list. If administrators have enabled TLP view settings, you can select a TLP label for the
new source in the dropdown list provided. See the Traffic Light Protocol (TLP) topic for more
information on TLP schema.

5. Select a Status for the indicator.

Select any Related Objects you need to link to the indicator. This field is optional.

7. Click Add Indicator.

o

Adding Context

See the About Object Details section and its topics for details on adding context to an object such as
adding sources, attributes, and related objects.

Editing Indicators

1. Locate and click on the indicator.
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About Indicators

The Indicator Details page opens.

2.50.52.255 & Edit
INDICATOR: IP Address

Created: 04/17/2019

2. Click on Edit next to the Indicator name.

The Edit Indicator dialog box opens.

First Seen: 04/12/2019 07:49pi

Edit Indicator
value

22ygdx.com

Type

FQDN

3. Make the desired change to the indicator Value and Type.

4. Click on Save Indicator.

Deleting an Indicator

1. Locate and click on the Indicator.
The Indicator Details page opens.

Demo & Edit
INDICATOR: Email Subject

Created: 04/17/2019  First Seen: 04/17/2019 07:16pm  Expires: add date «

@ Attributes

@ Context
(

= Add Comment
& Add Relationship

£ Add Source
T sources

|
@ Create Task

| ATTACK Tools
B Generate PDF

O

@ Delete Indicator

S 8 o 10 0o ©

) Tags

% Operations

A confirmation dialog box appears.

Are You Sure?

Deleting this Indicator can not be undone.

Delete Indicator

@ Add Attribute
Clic

No attributes have

 the Add button to add at

Click on Delete this Indicator located to the top right of the page.

3. Click on Delete Indicator.
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Parsing for Indicators

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Perform Bulk Manual Import, Create, Edit, Delete Objects, Create, Edit,
Delete Attributes,Create, Edit, Delete Relationships. See the Interdependent Permissions.

@ THREATQ REQUIRED PERMISSIONS

Note: If a user has View Only permission for Sources, system object parsers default to the user’s login as the object source.

ThreatQ gives you the option to import a file, parse it for indicators, and add those indicators to your
Threat Library. During the import process you can assign a source, tag, and a relationship to the
imported indicators.

ﬂ\ See the Importing Indicators via CSV topic for specific instructions and examples on parsing
indicators from a .csv file.

Indicator Parsers and Permissions

In addition to permission to Perform Bulk Manual Import, users with custom roles must have
permissions for the indicator context included in the files they parse. For example, if you use the
ThreatQ CSV file parser to parse a file that includes indicator statuses, your role must have Perform
Bulk Manual Import permission and Edit/Delete permissions for Status.

These permission requirements apply to all indicator parsers except ThreatQ's Generic Text/PDF
parser. For this parser, ThreatQuotient requires that the parsed file only includes the indicator and its
value. As such, no additional object context permissions are required.

Selecting a File to Parse

1. Click the Create button, located at the top-right of the menu bar, and select the Indicator
Parser option.

Q You can also click on Create > Indicator and then select the Parse for Indicators
option at the top of the Add Indicators dialog box.
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The Add Indicators dialog box will open.

Add Indicators X

Parse For Indicators Add Indicator

Provide the content you'd like 1o be parsed for indicators.
server-apache.rules X

or

Suppaorted files include: xml, plaln text, csv

Select the parser you'd like to use
Generic Text 7 PDF .

Morrmalize URL Indicators [ Parse FQDNs

2. Select the file to upload by either:
+ Dragging and dropping the file into the dialog window
+ Clicking on the Click to Browse option and locating the file on your local device
+ Copying and pasting the file's contents in the text field provided.
3. Select the type of parser to use. Options include
+ Cuckoo
+ Trellix Analysis
+ Generic Text / PDF - These files must contain only Indicators and their values.
+ Palo Alto Networks WildFire XML
* ThreatAnalyzer Analysis
* ThreatQ CSV File - see the Importing Indicators via CSV topic for specific instructions on
using this parser.
4. Use the checkboxes to select your parsing options:

OPTION DESCRIPTION
Normalize URL When checked, parsed URLs will have ports and leading protocol
Indicators adjusted, as well as unneeded quotes and spaces removed.
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ﬂ\ Query strings will also be removed when URL
normalization is enabled.

See the Indicator URL Normalization topic for more details.

Parse FQDNs When checked, the Indicator Parser will parse FQDNs from the text
and derive FQDN indicators from URLs in the text.

Example (checked): URL: https://tgexample.com/table.jspa?
query_string_example

Indicators created:

° tgexample.com/table.jspa (the URL)
° tgexample.com (the derived FQDN from the URL)

When unchecked, the Indicator Parser will not generate FQDN
indicators from the parsed text.

Example (unchecked): URL: https://tgexample.com/table.jspa?
query_string_example

Indicator created:

° tgexample.com/table.jspa (the URL)

G\ Administrators can configure the default setting for these options under the General
Tab on the System Configurations page. See the Indicator Parsing Presets topic for
more details.

5. Click on Next Step.

The Step 1 - Import Indicators form will load.
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|n1p0rt Indicators Abandon this impart

Would you like to save this file?

(O Yes, save this file. (Recommended)

All indicators extracted during this impart will be linked to this file for future reference.,

File Title (requirad)

server-apache.rules

File Description (optional)
Since file names aren't always descriptive, use this o easily identify this file

File €3 ¥
Generic Text / PDF -

O No, delete this file after import.

Provide the source of this information.
Source -
Add new source

Select a status to be applied to all extracted indicators

Review -
This will not override the status of any pre-existing Indicators
Apply tags to all extracted indicators. (optional)

ere and press enter

Apply attributes to all extracted indicators. (optional)

Name - - Source - m

Add new name Add new source

Add relationships to all extracted indicators. (optional)
Limit search to

All Objects -

— Add Relationship

Q

m Step 1: Tell us about the impoert » Step 2: Organize and classify

Step 1 - Import Indicators Settings

6. Select whether or not to save the import file. Saving the file will result in all extracted indicators
being linked to the file for reference. If you select Yes, review the File Title and File Category.
You can also add an option File Description.
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Would you like to save this file?

{3 Yes, save this file. [Recommended)

All Indicators extracted during this import will be linked to this file for future reference.

Hile Title (required)

server-apache.rules @

File Description (optional)
Since file names aren't always descriptive, use this to easily identify this file

File Category
Generic Text / PDF -

) Mo, delete this file after import.

7. Select a Source for the extracted indicators.
You can also click the Add a New Source option if the desired source is not listed in the
dropdown list . If administrators have enabled TLP view settings, you can select a TLP label for
the new source in the dropdown list provided. See the Traffic Light Protocol (TLP) topic for more
information on TLP schema.

Provide the source of this Information,

Damain Tools

Emssrging Thiests

MITRE Enterpeide ATTARCK
MITRE Mabde ATTACE

MITRE PRE-ATTELK
8. Select a Status for the extracted indicators.

Selagt 3 S1atus 1o be appled vo all exracted indicators
Review v

9. Enter any Tags to apply to the extracted indicators. This field is optional.

10. Select any attribute, attribute value, and attribute source to apply to the extracted indicators.
11. Add Relationships for the extracted indicators.
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ﬂ If you enter an object name that is not found, you can click the Create link to add the
new object. If you limited your search to a specific object type, you are linked to the
corresponding form. For example, if you limit your search to Adversaries, the Create
link opens the Add An Adversary form. If you leave the Limit search to field set to All
Objects, you can select the object type you want to create from a drop-down list.

12. Click on Next Step.

The Organize and Classify form will load.

Impart Indicators

e [ ————

Step 2 - Organize and Classify

13. You can review the original content of the file and the extracted indicators' information.

Filtering Extracted Indicators List
> The top tabs allow you to filter the list of indicators by New and Pre-existing. This allows
you to isolate any indicators that already exist in the platform.
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[ 263 My (] Pre-Extsting (263) ]
select - 12 Add Indicator
WALLIE TYFE STATUS SDURCE

e
e

O <@ & 323;5341 Bdbel9a23728d5edade oS Indirect amy pond
O <@g EE?};EHSE*&HEE?4f994?3..~3u1L-E [P— MOS Indiract amy pond
EECppn s RIS S BRI A Pre-Bxisting @ MDS indirect amy pond
O <@g Eif:gghfﬁl]cdqaﬁr1dedaﬂ<§-l§-5ef‘.‘d Mos Indirect amy pond
O @& gg:}i'.:;-“-b-chMﬂUBEEEJ‘rZEENE Pre-Existing @ MOS Indirect amy pond
O <@g E?Ejblmbgc{hﬁamﬂTEBdS{ MDS Indirect amy pond
m .;gj?,:wfdm]qa'f"uﬁhﬂdmw"‘b” Pre-Bxdsting @ MD5 Indirect amy pond

Pre-existing indicators will also be marked with a Pre-existing label in the list. You can
click this label to view the preview panel for the object.

O <@g 323;53413-49&19323?28d5&434e MDS5

° You can click on the Select dropdown to automatically select indicators by sub-type.

Select
O Al
] None
byping...
] Filename (18)
LJFQDN (1)
itmil
LJURL (1) r-howto.html

A\ Selecting All will select all extracted indicators, not just the ones in your current
filtered view (New, Pre-Existing).

Adding Indicators
° You can click on the Add Indicator option, located to the top-right of the list, to add an
indicator to the extracted list. You can add further context to the new indicator using the
Editing Extracted Indicators actions listed below.
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Add Indicator

‘ Value ‘

‘ Type

|

Editing Extracted Indicators
° Clicking on the “= icon will show you where the indicator appeared in the Original
Content window.
° Clicking on the & icon will open the Edit Indicator dialog box and allow you to edit the
indicator value and indicator sub-type.

Edit Indicator

— Value
‘ s2-032.html ‘

— Type
‘ Filename

L -
° Selecting one or more indicators and clicking on Add Info option allows you to perform
the following actions:

ACTION DETAILS
Add You can add an attribute to one or more extracted indicators.
Attribute Select the checkbox next to the indicator(s) to update and then

click on the Add Info option. The Add Attributes tab will be
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ACTION DETAILS

selected by default. Select an Attribute Name, Value, and Source
to apply to the selected indicator(s).

Set/Update You can update the status of one or more extracted indicators.

Status Select the checkbox next to the indicator(s) to update and then
click on the Add Info option. Click on the Set Status tab and select
your new status.

Create You can link one or more extracted indicators to another system
Relationship object. Select the checkbox next to the indicator(s) to update and
then click on the Add Info option. Click on the Set
Relationship tab and set the relationship. When you add a
relationship, it is displayed in the indicator list and you can click it
to view its details in a preview panel.

ﬂ\ If the object you want to link is not found, you can click
the Create link to add the new object. If you limited your
search to a specific object type, you are linked to the
corresponding form. For example, if you limited your
search to Adversaries, the Create link opens the Add An
Adversary form. If you leave the Limit search to field set
to All Objects, you can select the object type you want to
create from a drop-down list. In the Add form, the
indicators you selected in the second step of the import
process are listed in the Create Relationship section.

Add You can add a comment to one or more extracted indicators.

Comment Select the checkbox next to the indicator(s) to update and then
click on the Add Info option. Click on the Set Comment tab and
enter your comment.
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Add Info X

Add Artributes Ser Stas Create Relationship Add Comment

Marme - - Source - l:l

Add new name A reew Source

Removing Extracted Indicators
> You can delete one or more extracted indicators. Select the checkbox next to the
indicator(s) to delete and then click on the Remove icon.

A\ Selecting All from the Select dropdown will select all extracted indicators, not
just the ones in your current filtered view (New, Pre-Existing).

14. When finished editing the extracted indicators list, click Finish Export to complete the process.
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Importing Indicators via CSV

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Perform Bulk Manual Import, Create, Edit, Delete Objects, Create, Edit,
Delete Attributes, Create, Edit, Delete Relationships. See the Interdependent Permissions topic.

Note: If a user has View Only permission for Sources, system object parsers default to the user’s login as the object source.

You can parse a CSV file for indicators using the ThreatQ CSV File Parser.

@ A CSV example file is available for download to serve a reference as you build your own CSV.

Download CSV Example

CSV Files with 1000+ Rows

« Attempt to break the file into smaller parts and import.
+ If you cannot break down the file, contact ThreatQ Customer Success about implementing a
dedicated parser using the Configuration Driven Feed (CDF) framework.

CSV Columns

The column headers marked with an * in the table below are required for the CSV file. Failure to
include these required columns will result in the import process failing. All other column headers are
optional and will not cause the import process to fail if not included.

Object and Attribute Sources cannot be added through the CSV file itself. A source value is
added in the Step 7 of the import process, listed below, and is selected by the user.

A\ The ThreatQ parser is case sensitive. When creating your CSV file, confirm that you are
using the correct spelling and case for column headers as listed below.

COLUMN
HEADER DETAILS
*Indicator This field identifies the indicator name/value.

ThreatQ requires that the Indicator column be included in the CSV file and
that each entry have a value.

Example
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d

*Type

*Status

Attribute

A B c D E F
1 | Indicator Type Status Attribute::Country  Attribute::State  Comments
2 | trustme@ refundszus.com | Email Address Active usa M Phishing attempt
3 | officer@irspolice.com Email Address Active Usa MWD Fradulant robocall
4 | 6c277b5ea26178c5 MDS5 Review UsA CcA
5 | 172.54.542.236 IP Address Active UsA co
6 | 39.38.116.53 IP Address Active UsA FL

This field identifies the indicator type.

ThreatQ requires that the Type column be included in the CSV file and that
each entry have a value.

ﬂ\ You must use a type that already exists in your ThreatQ instance. If
you are unable to provide an Indicator Type for each indicator, you
can use the Generic Text/PDF parsing option that attempta to
identify indicator type values automatically.

Example

A B c o E F
1 Indicator Type Status Attribute::Country  Attribute::State  Comments
2 trustme@refundszus.com Email Address JActive UsA MaA Phishing attempt
3 officer@irspolice.com Email Address JActive UsA MO Fradulant robocall
4 |6c277b5ea2B178c5 MDS5 Review UsA CA
5 |172.54.542.236 IP Address Active UsA co
6 [39.38.116.53 |P Address Active UsA FL

The Status column is required. You must use a status that already exists in
your ThreatQ instance. You can review your existing status by clicking on the
Settings gear icon and selecting Object Management.

ﬂ\ The status supplied in the CSV overrides the status selected during
the import process.

Example

A B c o E F
1 Indicator Type Status Attribute::Country  Attribute::State  Comments
2 trustme@refundszus.com Email Address | Active UsA MA Phishing attempt
3 | officer@irspolice.com Email Address | Active usa MD Fradulant robocall
4 |6c277b5ea2B178c5 MDS5 Review UsA CA
5 |172.54.542.236 IP Address Active UsA co
6 [39.38.116.53 IP Address Active UsA FL

The Attribute columns are optional. You can apply one or more attributes to
an indicator by adding an Attribute column.

Attribute keys are case and space sensitive, ‘MalwareFamily’ and ‘malware
family’ will generate a separate key in ThreatQ. In order to map to an existing

ThreatQ User Guide
Version 6.14.0

387

Importing Indicators via CSV



THREATQ

!’ Importing Indicators via CSV

Comments

Attribute Key in ThreatQ, you must match it exactly.
Each attribute column heading must use the follow format:
Attribute::<Attribute Name>

ﬂ ThreatQuotient recommends you review existing attribute keys and

values in ThreatQ prior to importing so that you can maintain
consistent and normalized attribute data.

Example

A B C ] E F
1 | Indicator Type Status Attribute::Country | JAttribute::State | Comments
2 trustme@refundszus.com Email Address Active UsA A Phishing attempt
3  officer@irspolice.com Email Address Active Usa MO Fradulant robocall
4 |6c277b5ea2Bl78c5 MDS5 Review UsA CA
5 |172.54.542.236 IP Address Active UsA co
6 39.38.116.53 P Address Active LUSA FL

The optional Comments column allows you to add a comment for the
indicator.

The ThreatQ user that performs the import process is marked as the author
of the comment in ThreatQ.

() Comments (1)

0 threatq@threatq.com aminute ago
Phishing attermpt

Edit Delete
Example

A B c D E F
1 | Indicator Type Status Attribute::Country  Attribute::State  |Comments
2 trustme@refundszus.com Email Address Active UsA MA Phishing attempt
3 officer@irspolice.com Email Address Active UsSA MO Fradulant robocall
4 |6c277b5ea26178c5 MDS5 Review UsA CcA
5 |172.54.542.236 IP Address Active UsA co
6 [39.38.116.53 IP Address Active UsA FL
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Parsing a ThreatQ CSV File and Adding Context

1. Click the Create button and select Indicator Parser under the Import heading.

The Add Indicators dialog box opens with the Parse for Indicators tab selected.

Add Indicators

Parse For Indicators Add Indicator
Provide the content you'd like to be parsed for indicators.

&

Drag your files here or click to brows

G Normalize URL Indicators B Parse FQDNs

2. Upload your CSV file by either:

+ Dragging and dropping your file into the window

+ Clicking the Click to Browse option and uploading your file
3. Select ThreatQ CSV File as the parser to use.
4. Use the checkboxes to select your parsing options:

OPTION DESCRIPTION
Normalize URL When checked, parsed URLs will have ports and leading protocol
Indicators adjusted, as well as unneeded quotes and spaces removed.

G‘ Query strings will also be removed when URL
normalization is enabled.

See the Indicator URL Normalization topic for more details.

Parse FQDNs When checked, the Indicator Parser will parse FQDNs from the text
and derive FQDN indicators from URLs in the text.

Example (checked): URL: https://tgexample.com/table.jspa?
query_string_example

Indicators created:
° tgexample.com/table.jspa (the URL)

ThreatQ User Guide

Version 6.14.0 389



THREATQ )

> tgexample.com (the derived FQDN from the URL)

When unchecked, the Indicator Parser will not generate FQDN
indicators from the parsed text.

Example (unchecked): URL: https://tgexample.com/table.jspa?
query_string_example

Indicator created:

° tgexample.com/table.jspa (the URL)

ﬁ Administrators can configure the default setting for these options under the General

Tab on the System Configurations page. See the Indicator Parsing Presets topic for
more details.

5. Click Next Step.

6. Select whether or not to save the CSV file. Saving the file will result in all extracted indicators
being linked to the file for reference.

Import Indicators

Would you like to save this file?
O Yes, save this file. (Recommended)

All indicators extracted during this import will be linked to this file for future reference

327 bytes

File Title {required)
cvsexample.csv ]

File Description (optional)

Since fllg names aren™t always descripthve, uie this 1o easily identify this file

File Category

Threat CSY File -

No, delete this file after import.

7. Select a Source for the extracted indicators.
You can also click the Add a New Source option if the desired source is not listed in the
dropdown list. If administrators have enabled TLP view settings, you can select a TLP label for
the new source in the dropdown list provided. See the Traffic Light Protocol (TLP) topic for more
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information on TLP schema.

Frovide the scurce of this informatien,

Emenging Thieats

MITRE Enterprine ATTALK
MITRE Mobde ATTRCK
MITRE PRE-ATTECK

8. Select a Status for the extracted indicators. The indicator's Status value supplied in the CSV
overrides this value.

SElagl 2 status 1o be apphed 1o all exaracted indicators

e -

9. Enter any Tags to apply to the extracted indicators. This field is optional.
10. Select any attribute, attribute value, and attribute source to apply to the extracted indicators.
11. Add Relationships for the extracted indicators.

ﬂ\ If you enter an object name that is not found, you can click the Create link to add the
new object. If you limited your search to a specific object type, you are linked to the
corresponding form. For example, if you limit your search to Adversaries, the Create
link opens the Add An Adversary form. If you leave the Limit search to field set to All
Objects, you can select the object type you want to create from a drop-down list.

12. Click on Next Step.
The Step 2: Organize and Classify page will load.

Import Indicators

v RN
13. You can review the extracted indicators' information and attributes.
You can perform the following actions:
ACTION DETAILS
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Add Indicator You can add additional indicators by clicking on the Add Indicator
button.

Edit Indicator You can edit the Indicator Type by clicking on the Pencil icon next to the

Type and indicator name. The Edit Indicator screen will load. You can edit the

Value extracted indicator's value and type from this box.

Set/Update You can update the status of one or more extracted indicators. Select

Status the checkbox next to the indicator(s) to update and then click on the
Add Info option. Click on the Set Status tab and select your new
status.

Add Attribute You can add an attribute to one or more extracted indicators. Select

the checkbox next to the indicator(s) to update and then click on the
Add Info option. The Add Attributes tab will be selected by default.
Select an Attribute Name, Value, and Source to apply to the selected
indicator(s).

Create You can link one or more extracted indicators to another system

Relationship object. Select the checkbox next to the indicator(s) to update and then
click on the Add Info option. Click on the Set Relationship tab and set
the relationship. When you add a relationship, it is displayed in the
indicator list and you can click it to view its details in a preview panel.

G‘ If the object you want to link is not found, you can you can
click the Create link to add the new object. If you limited your
search to a specific object type, you are linked to the
corresponding form. For example, if you limited your search
to Adversaries, the Create link opens the Add An Adversary
form. If you leave the Limit search to field set to All Objects,
you can select the object type you want to create from a
drop-down list. In the Add form, the indicators you selected in
the second step of the import process are listed in the Create
Relationship section.

Add Comment You can add a comment to one or more extracted indicators. Select
the checkbox next to the indicator(s) to update and then click on the
Add Info option. Click on the Set Comment tab and enter your
comment.
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Delete You can delete one or more extracted indicators. Select the checkbox
Extracted next to the indicator(s) to delete and then click on the Remove icon.
Indicator

14. Click Finish Export.
Troubleshooting

If the CSV fails to parse please review the following points:

+ Verify that the file is a CSV.

+ Verify that column headers are spelled exactly as they are listed, the parser is case sensitive.
+ Verify that all rows have a value for Indicator and Type.

+ Verify that all Type and Status values are valid and exist in ThreatQ.

If you have previously hit a failed parse run and believe you have fixed the error but
the file will still not parse, logout of TQ, log back in and attempt to parse again.
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Indicator URL Normalization

Remove Quotes from the Beginning and/or End of an Indicator

Single and double quote characters are removed if they are the first or last character of an indicator.
Remove Unneeded Spaces found within an Indicator

All spaces irrelevant of their position in the Indicator value are removed (when applicable).

Adjust Leading Protocol from Indicators

Indicators with a leading protocol [http://, https://, ftp://, or ftps://] are extracted and included as an
attribute. When applicable, this indicator adjustment could change the indicator type from URL to
FQDN.

Original URL indicator of http://evilsubdomain.no-ip.biz/ would convert to a FQDN =
evildomain.no-ip.biz.

Adjust the Port from an IP Address

An IP address with a port [ex. 199.7.136.88:8143] will be truncated to the IP address and the port
assignment will be added as an attribute.

Using the previous example the following indicator/attribute will be created:

FIELD VALUE

URL 199.7.136.88

Attribute > Port 8143

Adjust Defanged/Neutered Indicators

Indicators that have been defanged/neutered in order to “safely” share them (i.e. www [dot] 3322
[dot] org or badguy [at] gmail.com) need to be adjusted during import in order to ensure the
indicators are properly deployed.

Create an IP Address from a URL (when applicable)

Using the previous example the following indicators will be created:

FIELD VALUE

URL 51.255.131.66/civis/viewforum.php

|P Address 51.255.131.66

Create a FQDN from a URL (when applicable)
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Indicator URL Normalization

When a URL contains a domain [ex. bat99-11611.co/gate777.php] a second indicator will be created

for the domain [bat99-11611.co].

Using the previous example, the following indicators will be created:

FIELD VALUE

URL bat99-11611.co/gate777.php

FQDN bat99-11611.co

Query Strings in a URL Indicator

URL query strings are important but can significantly limit pattern-matching detection capabilities due
to the likelihood of deviations, as well as, hamper the volume of URL indicators being deployed.

As such, the normalization process discards query strings.
Maintain “WWW" on FQDN Indicators

When parsing or importing an FQDN the “www” will be maintained.

Replace and/or Remove Special Characters

CHARACTER

ASCII Values < 32
ASCIl Values > 127

Ascii 96

Ascii145

Ascii146

Ascii147

Ascii148

Ascii151

carriage return and line feed

REPLACEMENT

<space>

<space>
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Control Characters Remove

Convert to UTF8 Remove leading and trailing space, tab, newline, carriage return,
vertical tabs and null characters.
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Supported Defanging Techniques

Supported Defanging Techniques

The table below lists all supported indicator defanging techniques.

[] =>

[dot] =>
(dot) =>
[d] ==
-dot- =>
_dot_ =>
[:] =>
[://] =>
hxxp:// =>
hxxx:// =>
hxxps:// =>
hxxxs:// =>
[hxxp] =>
hxtp:// =>
htxp:// =>
hxtps:// =>

W/

http://

http://

https://

https://

http

http://

http://

https://
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htxps:// => https://
[http] => http
[http://] => http://
[https] =>  https

[https://] => https://

[at] => @
-at- => @
_at_ => @

@- = @
_@_ => @
[@] = @
[www] = www
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Indicator Expiration

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Individual Object Context & Actions - Expiration Date

Expiration ("Expired") is a status that can be assigned to an indicator. The expired status should be
used when an indicator is deemed by an analyst to pose less of a threat to their infrastructure than
other indicators.

ﬂ\ See the Indicator Expiration Policies topic for more information on setting up automatic
expiration policies for indicators.

Ways an Indicator can Expire

« An analyst manually changes an indicator(s) status to "Expired"

This can be achieved by visiting an individual indicator's details page, then using the Status
dropdown in the top right hand corner of the page to change the status.

If the analyst wishes to change the status of multiple indicators at the same time, they can use
the advanced search tool to find the indicators they'd like to update, then click the Bulk Update
button found directly to the right above the search results.

+ An analyst manually sets an expiration date for a specific indicator

Each indicator has the option to have an expiration date set, which once past, will toggle the
status of that indicator from it's current status to "Expired".

+ An expiration policy has been applied to the source reporting an indicator and therefore an
expiration date is automatically set for that indicator during ingestion

Using the “Expiration” tab on the Indicator Management page, a ThreatQ admin has the ability
to apply expiration policies to all ingested information, both new and existing, coming from a
specific intelligence source. See the Indicator Expiration Policies topic for more details.
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Changing the Expiration Date for an Individual Indicator

When viewing a specific indicator, its expiration date can be changed by clicking on the link next to the
expiration information.

195.123.245.83:447/tt0002/william-
pc_w629200.f71819bb1edf5078c2b2ab2aff931102/5/bcclientdll64/

INDICATOR: URL

Created: 05/09/2019  First Seen: 05/09/2019 07:37am  Expires: add date ~
Add 7 days
@ Attributes (10) Add 14 days
@ Context Pratect from auto-expiration
@ Attributes (10) | O ATTRIBUTETYPE = Remove current expiration date JE =
Options include:

OPTION DESCRIPTION
Add 7 Days This will extend the current expiration date by 7 days.
Add 14 Days This will extend the current expiration date by 14 days.
Protect from This will set the indicator to "Never Expire". Once set, this indicator will be
Auto- exempt from all automated expiration processes regardless of
Expiration circumstances. The only way for this indicator to expire moving forward is by

analyst choice.

Remove This will remove the currently set expiration date. If this indicator is reported
Current by an intelligence feed (with an expiration policy) in the future, a new

Expiration Date expiration date will be added at that point in time.

Changing the Expiration Date for Multiple Indicators

You can apply expiration changes for a set of indicators using the Bulk Action function. See the Bulk
Actions topic for further details.
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Indicator Scoring

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Individual Object Context & Actions - Score

Indicator scoring allows you to apply weighting to indicators and their contextual information, such as
sources, attributes, and indicator types, as they are added to ThreatQ. Indicator scoring allows you to
set manual scores or rely on ThreatQ's scoring algorithm to calculate scores. After scores are
calculated, you can change the score to your custom value or accept the calculated value.

Building a Scoring Algorithm

You can build a scoring algorithm that automatically assigns an indicator score based on user-
designed criteria. See the Scoring Algorithms topic for further details.

Setting a Manual Indicator Score

Q You can use this process to override an individual indicators score set by the scoring
algorithm.

1. Navigate to an Indicator's Details page.
2. Click the Score dropdown and select a score.

Edil
Demo <t SCORE: 0 - Very Law - i STATUS: Arthes
INDICATOR: Email Subject
i 10 - Vary High

Created: 04113/2019  First Seen: 04/17/2019 071 6pm Expires: add dale -
- High

| 8- Medium
| @ Aad

@ Attributes
7= Medium

@
5-Low
B Soures =1 sources © e
4= Wery Low
L&)
@ ArTaCK Toshy 3-Very Low
& oe
2 - Very Low
[5’ Relationships 1-Very Low
() Tags
{2 comments (0) - Wery Low
x Operations
B ausit Log
(&7 Description & Edit
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ﬂ Optionally, you may revert to the calculated score by clicking on the Score dropdown
and selecting Generated Score.

SCORE: (i) STATUS: Active ~

I 10 - Very High

 Add to Watchlist

9 - High

. © Add
7 - Medium

| 8 - Medium
6 - Low
5-Low

© Add
4 -Very Low
3 -Very Low
2 -Very Low

1 -Very Low

0 - Very Low

10 - Generated Score
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Indicator Status

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Individual Object Context & Actions - Status

All Indicator in the system have statuses.

@ Most exports in ThreatQ are configured to use the Active status to signal deployment to
external devices. However this can be modified and each status can be used however your
organization sees fit.

Default Statuses

The default statuses that ship with a standard installation of ThreatQ are as follows:

STATUS DESCRIPTION
Active Poses a threat and is being exported to detection tools.
Indirect Associated to an active indicator or event (i.e. pDNS).
Review Requires further analysis.

Whitelisted Poses NO risk and should never be deployed.

Expired Indicator has reached its expiration and has been is deemed by an analyst to
pose less of a threat to their infrastructure than other indicators.

Custom Statuses

You can create custom statuses for use in your ThreatQ instance. See the Indicator Statuses topic for
more details.

Changing the Status of an Individual Indicator

Changing an indicator’s status is straightforward, except in the case of whitelisting CIDR Block
indicators. When Whitelisting a CIDR Block indicator, this process generates a whitelisting rule. See the
Whitelisted Indicators topic for more information.

ThreatQ User Guide

Version 6.14.0 403



THREATQ )

1. Locate and click the indicator to open its details page.
2. Click the status dropdown menu, and select the desired status.

3\

SCORE: 0-Verylow ~ (i) STATUS: | Active ~

J

Expired

No longer poses a serious threat.

Indirect

Associated to an active indicator or event (i.e. pDNS).

Review
Requires further analysis.

ided. Whitelisted
to this object. Poses NO risk and should never be deployed.

The status will be updated.

ﬂ If an Administrator or the Primary Contributor are whitelisting a CIDR BLOCK
indicator, there is a different process, as this actually generates a whitelisting rule. For

more information, see the Creating a Whitelist Rule section of the Whitelisted
Indicators topic.

Changing the Status for Multiple Indicators

You can change the status for multiple indicators using the Bulk Status Change. See the Bulk
Actions topic for more information.
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Infrastructure

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Objects, Individual Object Context & Actions

Note: If a user has View Only permission for Sources, system object creation modals default to the user's login as the object
source.

Infrastructure objects are STIX 2.1 objects that provide further context and/or additional analysis. For
these objects, ThreatQ stores infrastructure type and kill chain phase information as attributes.

ThreatQ supports STIX exports/imports of infrastructure objects via the Threat Library, object details
and preview pages, and the ThreatQ Data Exchange (TQX) TAXII server. When you import an
infrastructure object that includes Kill Chain Phase information from a STIX file, this information is
imported as attributes with the attribute name prefaced with the “Kill Chain:"”. For example, if you
import the InfraOne infrastructure item, it has an attribute of Kill Chain: mitre-attack. When you
export an infrastructure object that includes Kill Chain: attributes to a STIX file, these attributes are
exported as Kill Chain Phase information.
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Adding Infrastructure Objects

1. Go to Create > Infrastructure.
The Add Infrastructure window is displayed.

Add Infrastructure

Description

Related Objects (optional)

All Objects -

2. Populate the following fields:
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FIELD DESCRIPTION
Name Add a descriptive name for the infrastructure object.
Description Enter the infrastructure object's description. If you do not select a source

during object creation, the description source defaults to ThreatQ System.

Point of Optional field. Click the field to select the ThreatQ display name of the
Contact point of contact for the infrastructure object.

First Seen/ Select the first and last seen dates and times.

Last Seen

Source Select a Source from the dropdown list provided.

You can also click the Add a New Source option if the desired source is
not listed in the drop-down list. If administrators have enabled TLP view
settings, you can select a TLP label for the new source in the dropdown
list provided. See the Traffic Light Protocol (TLP) topic for more
information on TLP schema.

3. Select any Related Objects you need to link to the infrastructure object. This field is optional.
4. Click Add Infrastructure.

Adding Context

See the About Object Details section and its topics for details on adding context to an object such as
adding sources, attributes, and related objects.
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Editing Infrastructure Objects

1. Locate and click the Infrastructure object.
The Infrastructure Details page opens.

InfraOne & Edit
INFRASTRUCTURE

() Attributes (0)
{DCnmr‘xt

ﬁ Sources (1)
2. Click the Edit option next to the Notes object name.
The Edit Infrastructure window is displayed.
3. Enter your changes.
4. Click the Save Infrastructure button.

Changing the Point of Contact

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Objects, Individual Object Context & Actions - Point of Contact

1. Locate and click the system object.

2. From the object details page, click the Point of Contact field.

3. Use the field's scroll or search option to locate and select a new user as the object's point of
contact or to change the point of contact to Unassigned.

Deleting Infrastructure Objects

1. Locate and click the Infrastructure object.
The Infrastructure Details page opens.
2. Click the Actions menu and select Delete Infrastructure.
The Are You Sure window prompts you to confirm the deletion.
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Infrastructure
Are You Sure?
Deleting this Infrastructure cannot be undone.
3. Click the Delete Infrastructure button.
r Gui
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Intrusion Sets

Intrusion Sets

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Objects, Individual Object Context & Actions

Note: If a user has View Only permission for Sources, system object creation modals default to the user's login as the object
source.

An Intrusion Set is grouped sets of adversarial behaviors and resources, sometimes referred to as
attack packages, used to target an individual organization.
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Adding an Intrusion Set

1. Go to Create > Intrusion Set.
The Add Intrusion Set window is displayed.

Add Intrusion Set

Source

Add new source
Related Objects foptional}

— Limit search tp ———————
All Objects - Q Add Relationship

2. Populate the following fields:
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FIELD DESCRIPTION
Name Add an intrusion set name.
Description Enter a brief description of the intrusion set.

G\ Any description you add during object creation defaults to a
Source value of ThreatQ System.

Status Optional field. Click the Status field to assign a status to the intrusion set.

Intrusion set statuses are configured in the Object Statuses tab
in the Object Management page. If none are configured, this
field is not displayed.

First Seen/ Select the first and last seen dates and times.

Last Seen

Point of Optional field. Click the field to select the ThreatQ display name of the
Contact point of contact for the intrusion set.

Source Select a Source from the dropdown list provided.

You can also click the Add a New Source option if the desired source is
not listed in the drop-down list. If administrators have enabled TLP view
settings, you can select a TLP label for the new source in the dropdown
list provided. See the Traffic Light Protocol (TLP) topic for more
information on TLP schema.

3. Select any Related Objects you need to link to the Intrusion Set. This field is optional.
4. Click Add Intrusion Set.

Adding Context

See the About Object Details section and its topics for details on adding context to an object such as
adding sources, attributes, and related objects.

Editing an Intrusion Set

1. Locate and click on the Intrusion Set.
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The Intrusion Set's detail page opens.

Bad Day  #Edt
INTRUSION SET

Created: 01/28/2021 First Published: 0
Actions -

2. Click on Edit next to the Intrusion Set's name.

The Edit Intrusion Set dialog box opens.

Edit Intrusion et

3. Make the desired change to the Intrusion Set's name and click Save Intrusion Set.

Changing the Point of Contact

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Objects, Individual Object Context & Actions - Point of Contact

1. Locate and click the system object.

2. From the object details page, click the Point of Contact field.

3. Use the field's scroll or search option to locate and select a new user as the object's point of
contact or to change the point of contact to Unassigned.

Deleting an Intrusion Set

1. Locate and click on the Intrusion Set.
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The Intrusion Set's details page opens.

n Bad Day  #Edt
INTRUSION SET

Created: 01/28/2021 First Published: 0
Actions -

2. Click on the Actions menu and select Delete Intrusion Set.

A confirmation dialog box appears.

Are You Sure? X

Deleting this Intrusion 5et cannot be undone.

messeg | =T

3. Click on Delete Intrusion Set.
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Malware

Malware

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Objects, Individual Object Context & Actions

Note: If a user has View Only permission for Sources, system object creation modals default to the user's login as the object
source.

Malware , short for malicious software, targets devices, services, and networks with the intent to gain
unauthorized access or damage a network or programmable device.

Use the steps below to create, edit and delete a Malware object.
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Adding a Malware Object

1. Go to Create > Malware.
The Add Malware window is displayed.

Add Malware

Name

Description

Paragraph

L € IOUMCE

Related Objects (optional)

~ Limiz search 1o ——— [ _
All Objects . H Q. add Relationship

2. Populate the following fields:
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FIELD DESCRIPTION

Name Add a malware name.

Description Enter a brief description of the malware object.

G\ Any description you add during object creation defaults to a
Source value of ThreatQ System.

Status Optional field. Click the Status field to assign a status to the malware
object.

G\ Malware statuses are configured in the Object Statuses tab in
the Object Management page. If none are configured, this field
is not displayed.

Point of Optional field. Click the field to select the ThreatQ display name of the
Contact point of contact for the malware object.
Source Select a Source from the dropdown list provided.

You can also click the Add a New Source option if the desired source is not
listed in the drop-down list. If administrators have enabled TLP view
settings, you can select a TLP label for the new source in the dropdown list
provided. See the Traffic Light Protocol (TLP) topic for more information on
TLP schema.

3. Select any Related Objects you need to link to the Malware. This field is optional.
4. Click Add Malware.

Adding Context

See the About Object Details section and its topics for details on adding context to an object such as
adding sources, attributes, and related objects.

Editing a Malware Object

1. Locate and click on the Malware.
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The Malware's detail page opens.

Ghosthunter ¢ dit
MALWARE

Created: 04/19/2021 First Published: 04/19/2021 07:53pm Last Modified:

Actions =
@ Attributes (0)
@ Context

2. Click on Edit next to the Malware's name.
The Edit Malware dialog box opens.

Edit Malware

Ghosthunter

m,_,

3. Make the desired change to the Malware name and click Save Malware.

Changing the Point of Contact

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Objects, Individual Object Context & Actions - Point of Contact

1. Locate and click the system object.

2. From the object details page, click the Point of Contact field.

3. Use the field's scroll or search option to locate and select a new user as the object's point of
contact or to change the point of contact to Unassigned.

Deleting a Malware Object

1. Locate and click on the Malware.
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Malware

The Malware's details page opens.

Ghosthunter ¢ dit
MALWARE

Created: 04/19/2021 First Published: 04/19/2021 07:53pm  Last Modified:

@ Attributes (0)
@ Context

2. Click on the Actions menu and select Delete Malware.
A confirmation dialog box appears.

Are You Sure?

Deleting this Mabware cannot be undone.

m :: e

3. Click on Delete Malware.
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Notes

Notes

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Objects, Individual Object Context & Actions

Note: If a user has View Only permission for Sources, system object creation modals default to the user's login as the object
source.

Notes objects are STIX 2.1 objects that provide further context and/or additional analysis. You can
export a Note object to PDF, CSV, or STIX.

ThreatQ User Guide
Version 6.14.0 420



THREATQ )

Adding Notes

1. Go to Create > Notes.
The Add Notes window is displayed.

Add Notes

Description
Paragraph

&

Related Objects (optional)
~ Limit sgarch to

All Dbjects | Q, Ad

2. Populate the following fields:
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FIELD

Value

Note
Author

Description

Point of
Contact

Source

DESCRIPTION

Add a descriptive name for the note.

Optional field. Enter the name of the note author.

Enter the note's description. If you do not select a source during object
creation, the description source defaults to ThreatQ System.

Optional field. Click the field to select the ThreatQ display name of the
point of contact for the note.

Select a Source from the dropdown list provided.

You can also click the Add a New Source option if the desired source is not
listed in the drop-down list. If administrators have enabled TLP view
settings, you can select a TLP label for the new source in the dropdown list
provided. See the Traffic Light Protocol (TLP) topic for more information on
TLP schema.

3. Select any Related Objects you need to link to the note. This field is optional.

4. Click Add Notes.

Adding Context

See the About Object Details section and its topics for details on adding context to an object such as
adding sources, attributes, and related objects.
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Notes

Editing Notes

1. Locate and click the Notes object.
The Notes Details page opens.

&
’|"-'-'i"'- Additional Context

=  NoTEs
Creaved: 017F7M024 F P 024 00 : Xprm | |
[ pctons - |
() Attributes (0)
(i) context
o) butes () |
| % (1

ﬁ Sources (1)

o

7 Tags [0}

2. Click the Edit option next to the Notes object name.

The Edit Notes window is displayed.

Edit Notes

Intel Analysis

acine

3. Enter your changes.
4. Click the Save Notes button.

Changing the Point of Contact

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Objects, Individual Object Context & Actions - Point of Contact

1. Locate and click the system object.

2. From the object details page, click the Point of Contact field.
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3. Use the field's scroll or search option to locate and select a new user as the object's point of
contact or to change the point of contact to Unassigned.

Deleting Notes

1. Locate and click the Notes object.
The Notes Details page opens.

Ed

= Additional Context

(=)
= NOTES
Created: 01729737024 First Pubdished: 01,/290/2024 01:30pm Last Modified: 0172502024 01:30pm
[ =]
() Attributes (0)
(i) context
& Artributes (0 |
L Sowrces (1)
E Sources (1)
3 Tags (1)

2. Click the Actions menu and select Delete Notes.
The Are You Sure window prompts you to confirm the deletion.

Are You Sure? bt

|:I"'!I"".:I"_I_‘I this Mates cannot be undone

Delete Motes | Inc .

3. Click the Delete Notes button.
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Reports

Reports

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Objects, Individual Object Context & Actions

Note: If a user has View Only permission for Sources, system object creation modals default to the user's login as the object
source.

Report contain information and related details for a specific threat such as Malware .
Use the steps below to create, edit and delete a Report.
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Adding a Report

1. Go to Create > Report.
The Add Report window is displayed.

Add Report

Description

Status

| Faint Of Contact

Related Objects (optionol)
= LIMIE S|arch to

| All Objects

2. Populate the following fields:
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FIELD DESCRIPTION

Name Add a report name.

Description Enter a brief description of the report.

G\ Any description you add during object creation defaults to a
Source value of ThreatQ System.

Status Optional field. Click the Status field to assign a status to the report.

G\ Report statuses are configured in the Object Statuses tab in the
Object Management page. If none are configured, this field is not

displayed.
Point of Optional field. Click the field to select the ThreatQ display name of the
Contact point of contact for the report.
Source Select a Source from the dropdown list provided.

You can also click the Add a New Source option if the desired source is not
listed in the drop-down list. If administrators have enabled TLP view
settings, you can select a TLP label for the new source in the dropdown list
provided. See the Traffic Light Protocol (TLP) topic for more information on
TLP schema.

3. Select any Related Objects you need to link to the Report. This field is optional.
4. Click Add Report.

Adding Context

See the About Object Details section and its topics for details on adding context to an object such as
adding sources, attributes, and related objects.

Editing a Report

1. Locate and click on the Report.
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The Report's detail page opens.

PRCJ2 ¢ Fdt
REPORT

Created: 04/19/2021 First Published: 04/19/2021 08

Actions -
T At

2. Click on Edit next to the Report's name.
The Edit Report dialog box opens.

Edit Report

PRC)2

3. Make the desired change to the Report name and click Save Report.

Changing the Point of Contact

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Objects, Individual Object Context & Actions - Point of Contact

1. Locate and click the system object.

2. From the object details page, click the Point of Contact field.

3. Use the field's scroll or search option to locate and select a new user as the object's point of
contact or to change the point of contact to Unassigned.

Deleting a Report

1. Locate and click on the Report.
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Reports

The Report's details page opens.

PRCJ2 &
REPORT

Created: 04/19/2021 First Published: 04/15/2021 Q8

Actions =

) At

2. Click on the Actions menu and select Delete Report.
A confirmation dialog box appears.

Are You Sure?

Deleting this Report cannot be undone.

3. Click on Delete Report.
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Signatures

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Perform Bulk Manual Import, Create, Edit, Delete Objects, Create, Edit,
Delete Attributes,Create, Edit, Delete Relationships. See the Interdependent Permissions topic.

Note: If a user has View Only permission for Sources, system object parsers default to the user’s login as the object source.

Signatures contain the blueprints or patterns associated with a malicious attack on a network or
system.

ThreatQ provides you with the ability to ingest and manage Signatures, such as Snort, YARA, and
OpenlOC. While importing, ThreatQ parses the signature file for Indicators to add. Once signatures
are included in your deployment, you can add contextual information and correlate them with
Indicator , Events , Adversary, and Files .

Adding a Signature

1. From the main menu, choose Create > Signature.

The Add Signatures dialog box opens.
Add Signatures

@

B Farse signatune Tor Sdators

Ewtracted Signatures

Apply atribates 1o a1 eniracied SiEnatures. (aptional)

Ralate slgratures to anather object fo.g a0 Indicator, svent. adveriary, sic..]
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N

. Choose the type of signature from the dropdown .
3. Select a Source from the dropdown provided.
You can also click the Add a New Source option if the desired source is not listed in the
dropdown list. If administrators have enabled TLP view settings, you can select a TLP label for
the new source in the dropdown list provided. See the Traffic Light Protocol (TLP) topic for more
information on TLP schema.
4. Do one of the following:
° Drag your file(s) into the left pane.
> Click click to browse, and locate the file you wish to upload.
> Copy/paste content into the right pane.
5. Optionally, select to parse the signature for indicators.

6. Choose a Signature Status from the drop-down menu.
7. Optionally, Apply attributes to all extracted signatures:

° Select an Attribute Type.
° Enter an Attribute Value.
° Enter an Attribute Source.

Q You can click on the Add icon for additional attributes.

8. Optionally, relate the signature to another object by entering the object in the Relate
signatures to another object field.

ﬂ If you enter an object name that is not found, you can click the Create link to add the
new object. If you limit your search to a specific object type, you are linked to the
corresponding form. For example, if you limit your search to Adversaries, the Create
link opens the Add An Adversary form. If you leave the Limit search to field set to All
Objects, you can select the object type you want to create from a drop-down list.

9. Click Next Step.

If signatures are discovered, the Results dialog box appears.

Results

We've found 979 signatures.

How would you like to proceed?
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10. You can either select Submit Import to finish adding the signatures or Review to customize
what data is imported.

If you selected to review signatures, the Add Signatures Step 2: Review page loads.

Add Signatures

11. Select one or more signatures and click Delete.
12. Click on Show Details for a signature to review individual items in a signature. Use the
checkboxes to select unwanted signature items and click Delete.

A warning dialog box appears.

Are You Sure?

This will delete the selected Signature items from the import.

13. Click Delete to remove the unwanted items.
14. Click Create Signatures when finished.
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STIX

About STIX

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Perform Bulk Manual Import, Create, Edit, Delete Objects, Create, Edit,
Delete Attributes,Create, Edit, Delete Relationships. See the Interdependent Permissions topic.

Note: If a user has View Only permission for Sources, system object parsers default to the user’s login as the object source.

| ﬂ ThreatQ supports STIX 1.1.1, STIX 1.2, STIX 2.0, and STIX 2.1.

ThreatQ allows you to ingest and manage STIX files. You can ingest STIX data in two ways:

* You can set up a STIX/TAXII Feed.
* You can upload a STIX file or insert STIX data to parse for indicators.

ThreatQ STIX Object Types

STIX integration provides ThreatQ with the following additional object types.
+ Campaign
+ Courses of Action
+ Exploit Target
* Incident
« TTP objects
+ Identity (STIX 2.0)
* Report (STIX 2.0)
* Vulnerability (STIX 2.0)
* Notes (STIX 2.1)

These objects enable better understanding and communication of STIX data. STIX data will be mapped
to these objects and existing objects in the system.

Attribute Updates

When you import a STIX 2.0 or 2.1 object attribute update for the following attributes and from the
same TAXII feed, the attribute value is updated in ThreatQ:

+ administrative_area * longitude * resource_level
* City * number_observed * sophistication

+ county + postal_code « street_address
+ country * precision + tool_version

* identity_class * primary_motivation  valid_from
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+ last_seen * region + valid_until
« latitude

For example, the CAR54 object has a valid_until attribute of 04/02/2025 with a source of YellowCab.
When you import an updated valid_until attribute of 05/02/2025 from the YellowCab feed, ThreatQ
updates the valid_until attribute to 05/02/25.

Same-source updates to attributes types not listed above as well as attribute updates from a different
source are stored as new attributes in ThreatQ.

Parsing a STIX File for Indicators

ThreatQ allows you to upload a STIX file or insert STIX data to parse for indicators.

1. Click the Create button, located at the top of the dashboard and select STIX Parser under the
Import heading.
The Parse for Intelligence window is displayed.

2. Do one of the following:
> Drag your file(s) into the left pane.
> Click on Click to Browse, and locate the file you wish to upload.
> Copy/paste the content in the right pane.
3. The Normalize URL Indicators check box defaults to checked. You can click the check box to

unselect it or leave it checked. See Indicator URL Normalization for more information.
4. Click the Next Step button.
ﬂ\ If at any point, you wish to abandon the import, click Abandon this import.

5. Populate the following fields:

FIELD REQUIRED DESCRIPTION
Name Y Enter the name of your import file.
Source Y Select a Source from the dropdown menu provided.

ﬂ\ You can also click the Add a New
Source option if the desired source is not
listed in the dropdown list . If administrators
have enabled TLP view settings, you can
select a TLP label for the new source in the
dropdown list provided. See the Traffic Light
Protocol (TLP) topic for more information on
TLP schema.
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Select a Y Select a Status to be applied to the imported objects.

status You can select a status for any object for which an
Admin or Maintenance user has configured object
statuses. See the Object Statuses topic for more

information.
Add N Select Attributes to be assigned to the imported
attributes objects.
Add N Add a comment to the imported objects.
comment
Add N Add Relationships for the imported objects.

relationships

ﬂ\ If you enter an object name that is not found,
you can click the Create link to add the new
object. If you limit your search to a specific
object type, you are linked to the
corresponding form. For example, if you limit
your search to Adversaries, the Create link
opens the Add An Adversary form. If you
leave the Limit search to field set to All
Objects, you can select the object type you
want to create from a drop-down list.

Tags N Enter any Tags that should be applied to the imported
objects.

6. Click the Submit button.
New objects will become available in the Threat Library.
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STIX 1.1.1, 1.2 Data Mapping

You can click on the expand icon located to top-right of this topic to expand and collapse all mapping
tables below.

* Threat Actors Mapping

STIX FIELD THREATQ FIELD MAPPING THREATQ NAME
Identity Adversary.value
ID Adversary.attribute STIX Reference ID
Title Adversary.value
Type Adversary.attribute Type
Timestamp Adversary.published_at
Description Adversary.attribute Description
Motivation Adversary.attribute Motivation
Sophistication Adversary.attribute Sophistication
Intended_Effect Adversary.attribute Intended Effect
Role Adversary.attribute Role
Confidence Adversary.attribute Confidence
Handling Adversary.tlp
Observed _TTPs TTP
Associated_Actors Adversary
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STIX1.1.1, 1.2 Data Mapping

STIX FIELD

Associated_Campaigns

* Indicators Mapping

STIX FIELD

Title

ID

Timestamp

Type

Description

Short Description

Producer

Observable

Indicated TTP

Kill_Chain_Phases

Likely_Impact

Suggested_COAs

Handling

Confidence

THREATQ FIELD MAPPING

Campaign

THREATQ FIELD MAPPING

Indicator.attribute

Indicator.attribute

Indicator.published_at

Indicator.attribute

Indicator.attribute

Indicator.attribute

Indicator.source

Indicator

TTP

Indicator.attribute

Indicator.attribute

Course of Action

Indicator.tlp

Indicator.attribute

THREATQ NAME

THREATQ NAME

Indicator Title

STIX Reference ID

Indicator Type

Description

Short Description

Kill Chain Phase

Likely Impact

Confidence
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STIX1.1.1, 1.2 Data Mapping

STIX FIELD

Related_Observables

Related_Indicators

Related_Campaigns

« Exploit Target Mapping

STIX FIELD

Title

ID

Description

THREATQ FIELD MAPPING

Indicator.attribute.source

Indicator

Campaign

Signature

Signature.type = "Snort"

Signature.value

Indicator.source

Course of Action

Indicator.attribute

Indicator.attribute

Indicator.published_at

THREATQ FIELD MAPPING

Exploit Target.value

Exploit Target.attribute

Exploit Target.attribute

THREATQ NAME

Start Time

End Time

THREATQ NAME

STIX Reference ID

Description
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STIX1.1.1, 1.2 Data Mapping

STIX FIELD
Short Description Exploit Target.attribute
Weakness Exploit Target.attribute
Weakness Exploit Target.attribute

Configuration

Configuration

Configuration

Vulnerability

Potential COAs

Exploit Target.attribute

Exploit Target.attribute

Exploit Target.attribute

Exploit Target.attribute

Course of Action

Related_Exploit_Targets Exploit Target

* Observables Mapping

STIX FIELD

THREATQ FIELD MAPPING

Indicator.attribute

Indicator.attribute

Indicator.type

Indicator.value

Indicator.type

Indicator.value

THREATQ FIELD MAPPING THREATQ NAME

Short Description

CWE ID

Weakness Description

CCEID

Configuration Description

Configuration Short
Description

CVEID

THREATQ NAME

STIX Reference ID

Description

IP Address

Filename

ThreatQ User Guide
Version 6.14.0

439



THREATQ )

STIX1.1.1, 1.2 Data Mapping

STIX FIELD

THREATQ FIELD MAPPING

Indicator.type

Indicator.value

Indicator.attribute

Indicator.attribute

Indicator.attribute

Indicator.type

Indicator.type

Indicator.type

Indicator.type

Indicator.value

Indicator.type

Indicator.value

Indicator.type

Indicator.value

Indicator.type

Indicator.value

Indicator.type

THREATQ NAME

File Path

File Size

File Format

Packer

MD5

SHA-256

SHA-1

SHA-512

SSDEEP

FQDN

URL

Email Subject
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STIXFIELD  THREATQ FIELD MAPPING THREATQ NAME

Indicator.value

Indicator.type Email Address

Indicator.value

Indicator.type IP Address

Indicator.value

Indicator.type User-agent

Indicator.value

Indicator.type Filename

Indicator.value

Indicator.type Mutex

Indicator.value

Indicator.attribute Port

Indicator.attribute Protocol

Object.Description

Spearphish.value

Indicator.type Registry Key

Indicator.value
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STIX1.1.1, 1.2 Data Mapping

STIX FIELD

THREATQ FIELD MAPPING

Indicator.attribute

+ Campaigns Mapping

STIX FIELD

Title

ID

Description

Short Description

Timestamp

Names

Status

Intended_Effect

Confidence

Activity

Related TTPs

Related Incidents

Attribution

Associated_Campaigns

« Courses of Action Mapping

THREATQ FIELD MAPPING

Campaign.value

Campaign.attribute

Campaign.attribute

Campaign.attribute

Campaign.started_at

Campaign.attribute

Campaign.attribute

Campaign.attribute

Campaign.attribute

Campaign.attribute

TTP

Incident

Adversary

Campaign

THREATQ NAME

Hive

THREATQ NAME

STIX Reference ID

Description

Short Description

Alias

Status

Intended Effect

Confidence

Activity
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STIX1.1.1, 1.2 Data Mapping

STIX FIELD

Title

ID

Description

Stage

Objective

Objective Confidence

Type

Short Description

Parameter_Observables

Impact

Cost

Efficacy

Related_COAs

* Incidents Mapping

STIX FIELD

Title

THREATQ FIELD MAPPING

Course of Action.value

Course of Action.attribute

Course of Action.attribute

Course of Action.attribute

Course of Action.attribute

Course of Action.attribute

Course of Action.attribute

Course of Action.attribute

Indicator

Course of Action.attribute

Course of Action.attribute

Course of Action.attribute

Course of Action

THREATQ FIELD MAPPING

Incident.value

Incident.attribute

THREATQ NAME

STIX Reference ID

Description

Stage

Objective

Objective Confidence

Type

Short Description

Impact

Cost

Efficacy

THREATQ NAME

STIX Reference ID
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STIX1.1.1, 1.2 Data Mapping

STIX FIELD

Timestamp

Description

Categories

First Malicious Action

Initial_Compromise

First_Data_Exfiltration

Incident_Discovery

Incident_Opened

Incident_Opened

Containment_Achieved

Restoration_Achieved

Incident_Reported

Incident_Closed

Incident_Closed

Coordinator

Reporter

THREATQ FIELD MAPPING

Incident.published_at

Incident.attribute

Incident.attribute

Incident.attribute

Incident.attribute

Incident.attribute

Incident.attribute

Incident.attribute

Incident.started_at

Incident.attribute

Incident.attribute

Incident.attribute

Incident.attribute

Incident.attribute

Incident.attribute

Incident.attribute

THREATQ NAME

Description

Category

First Malicious Action

Initial Compromise

First Data Exfiltration

Incident Discovery

Incident Opened

Containment Achieved

Restoration Achieved

Incident Reported

Incident Closed

Coordinator

Coordinator

Reporter
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STIX1.1.1, 1.2 Data Mapping

STIX FIELD

Responder

Victim

Related Indicators

Related Observables

Leveraged_TTPs

Intended_Effect

COA_Requested

COA Taken

Confidence

Attributed_Threat_Actors

Discovery_Method

Related_Incidents

» TTP Mapping

THREATQ FIELD MAPPING

Incident.attribute

Incident.attribute

Incident.attribute

Incident.attribute

Incident.attribute

Indicator

Indicator

TTP

Incident.attribute

Course of Action

Course of Action

Incident.attribute

Adversary

Incident.attribute

Incident

THREATQ NAME

Reporter

Responder

Responder

Victim

Victim

Intended Effect

Confidence

Discovery Method
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STIX1.1.1, 1.2 Data Mapping

STIX FIELD

Title

ID

Description

Handling

Kill_Chain_Phases

Intended_Effect

Behavior

THREATQ FIELD MAPPING

TTP.value

TTP.attribute

TTP.attribute

TTP.tlp

TTP.attribute

TTP.attribute

TTP.attribute

TTP.attribute

TTP.attribute

TTP.attribute

TTP.attribute

TTP.attribute

TTP.attribute

TTP.attribute

TTP.attribute

TTP.attribute

TTP.attribute

THREATQ NAME

STIX Reference ID

Description

Kill Chain Phase

Intended Effect

CAPECID

Attack Pattern

Attack Pattern Description

Attack Pattern Short Description

Malware Type

Malware Name

Malware Description

Malware Short Description

Malware Detection Vendor

Malware Family

Exploit
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STIX1.1.1, 1.2 Data Mapping

STIX FIELD

Exploit_Targets

Related _TTPs

Resources

Victim Targeting

THREATQ FIELD MAPPING

TTP.attribute

TTP.attribute

Exploit Target

TTP

TTP.attribute

TTP.attribute

TTP.attribute

TTP.attribute

TTP.attribute

TTP.attribute

TTP.attribute

TTP.attribute

TTP.attribute

Indicator

TTP.attribute

TTP.attribute

TTP.attribute

THREATQ NAME

Exploit Description

Exploit Short Description

Tool

Tool

Tool Type

Tool Description

Tool Short Description

Infrastructure Type

Infrastructure

Infrastructure Short Description

Infrastructure Description

Persona

Victim Name

Victim <CIQ Identity Name>
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STIX FIELD THREATQ FIELD MAPPING THREATQ NAME
TTP.attribute Targeted Systems
TTP.attribute Targeted Information
Indicator

+ ClQ Identity Mapping

STIX FIELD THREATQ FIELD MAPPING THREATQ NAME
Party Name Object.attribute Name
Organization Name Object.attribute Organization

Industry Sector Object.attribute Industry
Nationality Object.attribute Nationality
Languages Object.attribute Language
Address Object.attribute Country

Email Address

Chat Handle

Phone

Object.attribute

Object.attribute

Object.attribute

E-Mail Address

Chat Handle

Phone
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STIX 2.0 Data Mapping

ﬂ\ Although the ThreatQ STIX parser does not support version 2.1, it will parse 2.1 files in the
same manner as 2.0 files. As such, it does not parse out any object types introduced in STIX
2.1, except for Notes objects.

You can click on the expand icon located to the top-right of this topic to expand and collapse all
mapping tables below.

 Attack Patterns Mapping

STIX 2.0 FIELD THREATQ FIELD MAPPING THREATQ NAME
created Attack Pattern.Published_at
description Attack Pattern.Attribute Description
external_references]] See External References
kill_chain_phases.[]e See Kill Chain Table
modified Attack Pattern.Attribute Modified At
name Attack Pattern.Value
revoked (if revoked == true) Attack Pattern.Attribute Revoked
labels Attack Pattern.Attribute Label

« Threat Actors Mapping

THREATQ FIELD

STIX 2.0 FIELD MAPPING

THREATQ NAME

aliases Adversary * The Adversary created will have
all the same attributes and
published_at as the base Attribute.
All alias Adversaries will be inter-
related
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STIX 2.0 Data Mapping

STIX 2.0 FIELD

created

goals

labels

modified

name

primary_motivation

resource_level

THREATQ FIELD
MAPPING

Adversary.Published_At

Adversary.Attribute

Adversary.Attribute

Adversary.Attribute

Adversary.Value

Adversary.Attribute

Adversary.Attribute

THREATQ NAME

Goal

Label

Modified At

Primary Motivation

Resource Level

roles Adversary.Attribute Role
secondary_motivation Adversary.Attribute Secondary Motivation
sophistication Adversary.Attribute Sophistication
revoked Adversary.Attribute Revoked

(if revoked == true)

external_references]] See External References

personal_motivations Adversary.Attribute Personal Motivation

* Indicators Mapping

THREATQ FIELD

STIX 2.0 FIELD MAPPING

THREATQ NAME

created Signature.Published_at

ThreatQ User Guide
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STIX 2.0 Data Mapping

STIX 2.0 FIELD

description

external_references]]

labels

modified

name

pattern

valid.from

valid.until

revoked (if revoked
== true)

kill_chain_phases.[]

THREATQ FIELD

MAPPING THREATQ NAME

Signature.Description

See External References

Signature.Attribute Label
Signature.Attribute Modified At
Signature.Name ThreatQ will default to using

Indicator Pattern as the signature
name if a name is not provided.

Signature.Value

Signature.Type Indicator Pattern
Signature.Attribute Valid From
Signature.Attribute Valid Until
Signature.Attribute Revoked

See Kill Chain Table

ThreatQ Indicator and / or Event objects based on the Observables Mapping may be
derived from the pattern field and related back to the resulting Signature.

* Identities Mapping

STIX 2.0 FIELD

contact_information

THREATQ FIELD MAPPING THREATQ NAME

Identity.Contact_Information
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STIX 2.0 FIELD THREATQ FIELD MAPPING THREATQ NAME
created Identity.Published_at
description Identity.Description
external_references|] See External References
identity_class Identity.Attribute Identity Class
modified Identity.Attribute Modified At
name Identity.Value
sectors Identity.Attribute Sector
labels Identity.Attribute Label
revoked (if revoked == true) Identity.Attribute Revoked

+ Observables Mapping

THREATQ FIELD

STIX 2.0 FIELD THREATQ NAME
MAPPING Q
created Observable.Published_at
modified Observable.Attribute Modified At
revoked (if revoked == Observable.Attribute Revoked
true)
external_references Observable.Attribute External Reference
See External References.
number_observed Observable.Attribute Number Observed
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THREATQ )

THREATQ FIELD

STIX 2.0 FIELD MAPPING THREATQ NAME
objects[] Specifies Cyber Observable
Objects representing this
observation. See the tables
below for parsing details.
1. Artifact Mapping
STIX 2.0 THREATQ FIELD
THREATQ NAME
FIELD MAPPING Q
type: artifact Indicator.Type URL
mime_type Indicator.Attribute MIME Type
url Indicator.Value
hashes{} Indicator.relationship
hashes{}.key Indicator.Type MD5 / SHA-1 / SHA-256 /
SHA-384 / SHA-512 / Fuzzy
Hash
hashes{}.value Indicator.Value
2. Automous System Mapping
STIX 2.0 FIELD THREATQ FIELD MAPPING THREATQ NAME
type: autonomous- Indicator.Type ASN
system
number Indicator.Value
name Indicator.Attribute Name
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STIX 2.0 Data Mapping

STIX 2.0 FIELD

rir

3. Directory Mapping

STIX 2.0 FIELD

type: directory

path

path_enc

created

accessed

contains_refs

4. Domain-Name Mapping

STIX 2.0 FIELD

type: domain-name

value

resolves_to_refs]]

5. Email Addr Mapping

STIX 2.0 FIELD

type: email-addr

display_name

THREATQ FIELD MAPPING

Indicator.Attribute

THREATQ FIELD MAPPING

Indicator.Type

Indicator.Value

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.relationship

THREATQ FIELD MAPPING

Indicator.Type

Indicator.Value

Indicator.relationship

THREATQ FIELD MAPPING

Indicator.Type

Indicator.Attribute

THREATQ NAME

Regional Internet
Registry

THREATQ NAME

File Path

Path Encoding

Created At

Last Accessed

THREATQ NAME

FQDN

THREATQ NAME

Email Address

Display Name
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STIX 2.0 Data Mapping

STIX 2.0 FIELD

value

belongs_to_ref]

Indicator.Value

6. Email Message Mapping

STIX 2.0 FIELD

type: email-message

THREATQ FIELD MAPPING

Indicator.relationship

THREATQ FIELD
MAPPING

Event.Type
Indicator.Type

THREATQ NAME

THREATQ NAME

Spearphish
Email Subject

subject** Event.Title
Indicator.Value

is_multipart Indicator.Attribute Is Multipart

date (if parsing as an event)* Event.happened_at

sent date (if parsing as an Indicator.Attribute

indicator)

content_type Indicator.Attribute Content Type

from_ref Event.Relationship From
Indicator.Relationship

sender_ref Event.Relationship Sender
Indicator.Relationship

to_refs Event.Relationship To
Indicator.Relationship

cc_refs Event.Relationship CC

bcc_refs Event.Relationship BCC
Indicator.Relationship
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STIX 2.0 Data Mapping

7. Fil

STIX 2.0 FIELD

received_lines

additional_header fields

body

body_multipart[].body_raw_ref***

raw_email_ref

THREATQ FIELD
MAPPING

Event.Attribute
Indicator.Attribute

Event.Attribute
Indicator.Attribute

Event.Attribute
Indicator.Attribute

Indicator

Event.Relationship
Indicator.Relationship

THREATQ NAME

Received Lines

Additional Header -
{key}

An attribute is created
for each key-value pair
of the

additional_header _fields
object.

Body

Filename

* To parse an event from an email message, the email must have a dateand subject field.

** To parse an indicator from an email message, the email must contain a subject field.

*** |f an object in body_multipart has a body field (body_multipart[].body), an attribute is
created. The attribute's name is "Body Multipart" and the attribute's value is in the format
"Content Type: {body_multipart[].content_type}, Content Disposition:
{body_multipart[].content_disposition}, Body: {body_multipart[].body}".

Note: Parsing both an indicator and event from an email message will relate the two

objects .

e Mapping

STIX 2.0 FIELD

type: file

THREATQ FIELD
MAPPING

Indicator.Type

THREATQ
NAME

Filename
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STIX 2.0 Data Mapping

STIX 2.0 FIELD

Size

hashes{}

hashes{}.key

hashes{}.value

name

name_enc

magic_number_hex

mime_type

created

accessed

parent_directory_ref

is_encrypted

encryption_algorithm

THREATQ FIELD
MAPPING

Indicator.Attribute

Indicator.Type

Indicator.Value

Indicator.Value

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Relationship

Indicator.Attribute

Indicator.Attribute

THREATQ
NAME

File Size

MDS5 / SHA-1 /
SHA-256 /
SHA-384 /
SHA-512/
Fuzzy Hash

File Name
Encoding

Magic
Number Hex

MIME Type

Created At

Last Accessed

Encrypted

Encryption
Algorithm
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STIX 2.0 Data Mapping

STIX 2.0 FIELD

decryption_key

contains_refs]]

content_ref

extensions.archive-ext.contains_refs[]

extensions.archive-ext.version

extensions.archive-ext.comment

extensions.ntfs-ext.sid

extensions.ntfs-
ext.alternate_data_streams[].hashes{}

extensions.ntfs-

ext.alternate_data_streams[].hashes{}.key

extensions.ntfs-

ext.alternate_data_streams[].hashes{}.value

extensions.ntfs-
ext.alternate_data_streams[].name

extensions.ntfs-
ext.alternate_data_streamsl[].size

THREATQ FIELD

MAPPING

Indicator.Attribute

Indicator.Relationship

Indicator.Relationship

Indicator.Relationship

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Type

Indicator.Value

Indicator.Attribute

Indicator.Attribute

THREATQ
NAME

Decryption
Key

Archive
Version

Archive File
Comment

Security ID

MD5 / SHA-1/
SHA-256 /
SHA-384 /
SHA-512/
Fuzzy Hash

Alternate Data
Stream Name

Alternate Data
Stream Size
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STIX 2.0 Data Mapping

STIX 2.0 FIELD

extensions.pdf-ext.version

extensions.pdf-ext.is_optimized

extensions.pdf-ext.document_info_dict{}.key/
value

extensions.pdf-ext.pdfid0

extensions.pdf-ext.pdfid1

extensions.raster-image-ext.image_height

extensions.raster-image-ext.image_width

extensions.raster-image-ext.bits_per_pixel

extensions.raster-image-
ext.image_compression_algorithm

extensions.raster-image-ext.exif_tags{}.key/
value

extensions.windows-pebinary-ext.pe_type

THREATQ FIELD

MAPPING

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

THREATQ
NAME

PDF
Specification
Version

PDF Is
Optimized

Formatted as:
'PDF
{key.title()}'

PDF First File
Identifier

PDF Second
File Identifier

Image Height

Image Width

Image Bits Per
Pixel

Image
Compression
Algorithm

Formatted as:
'Image EXIF
{key.title()}'

Executable
Extension

Type

ThreatQ User
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THREATQ FIELD THREAT
STIX 2.0 FIELD Q Q
MAPPING NAME
extensions.windows-pebinary-ext.imphash Indicator.Attribute Executable
Imphash
extensions.windows-pebinary- Indicator.Attribute Target
ext.machine_hex Machine Hex
extensions.windows-pebinary- Indicator.Attribute PE Binary
ext.number_of_sections Section Count
extensions.windows-pebinary- Indicator.Attribute PE Binary
ext.time_date_stamp Created Date
extensions.windows-pebinary- Indicator.Attribute Symbol Table
ext.pointer_to_symbol_table_hex Hex Offset
extensions.windows-pebinary- Indicator.Attribute PE Binary
ext.number_of_symbols Symbol Table
Size
extensions.windows-pebinary- Indicator.Attribute PE Binary
ext.size_of_optional_header Optional
Header Size
extensions.windows-pebinary- Indicator.Attribute PE Binary
ext.characteristics_hex Characteristics
Hex
extensions.windows-pebinary-
ext.file_header_hashes{}
extensions.windows-pebinary- Indicator.Type MD5 / SHA-1/
ext.file_header_hashes{}.key SHA-256 /
SHA-384 /
SHA-512/
Fuzzy Hash
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STIX 2.0 Data Mapping

STIX 2.0 FIELD

extensions.windows-pebinary-
ext.file_header_hashes{}.value

extensions.windows-pebinary-
ext.optional_header.magic_hex

extensions.windows-pebinary-
ext.optional_header.major_linker_version

extensions.windows-pebinary-
ext.optional_header.minor_linker_version

extensions.windows-pebinary-
ext.optional_header.size_of_code

extensions.windows-pebinary-

ext.optional_header.size_of _initialized_data

extensions.windows-pebinary-

ext.optional_header.size_of_uninitialized_data

extensions.windows-pebinary-

ext.optional_header.address_of_entry_point

extensions.windows-pebinary-
ext.optional_header.base_of_code

THREATQ FIELD
MAPPING

Indicator.Value

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

THREATQ
NAME

PE Binary
Magic Hex

PE Binary
Major Linker
Version

PE Binary
Minor Linker
Version

PE Binary
Code Size

PE Binary
Initialized
Data Size

PE Binary
Uninitialized
Data Size

PE Binary
Memory
Address Entry
Point

PE Binary
Base Code
Memory
Address
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STIX 2.0 Data Mapping

STIX 2.0 FIELD

extensions.windows-pebinary-
ext.optional_header.base_of_data

extensions.windows-pebinary-
ext.optional_header.image_base

extensions.windows-pebinary-
ext.optional_header.section_alignment

extensions.windows-pebinary-
ext.optional_header.file_alignment

extensions.windows-pebinary-
ext.optional_header.major_os_version

extensions.windows-pebinary-
ext.optional_header.minor_os_version

extensions.windows-pebinary-
ext.optional_header.major_image_version

extensions.windows-pebinary-
ext.optional_header.minor_image_version

extensions.windows-pebinary-
ext.optional_header.major_subsystem_version

THREATQ FIELD
MAPPING

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

THREATQ
NAME

PE Binary
Base Data
Memory
Address

PE Binary
Base Image
Memory
Address

PE Binary
Section
Alignment
Bytes

PE Binary
Image File
Alignment
Bytes

Windows OS
Major Version

Windows OS
Minor Version

Image Major
Version

Image Minor
Version

Subsystem
Major Version
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STIX 2.0 Data Mapping

STIX 2.0 FIELD

extensions.windows-pebinary-
ext.optional_header.minor_subsystem_version

extensions.windows-pebinary-
ext.optional_header.win32_version_value_hex

extensions.windows-pebinary-
ext.optional_header.size_of_image

extensions.windows-pebinary-
ext.optional_header.size_of_headers

extensions.windows-pebinary-
ext.optional_header.checksum_hex

extensions.windows-pebinary-
ext.optional_header.subsystem_hex

extensions.windows-pebinary-
ext.optional_header.dll_characteristics_hex

extensions.windows-pebinary-
ext.optional_header.size_of_stack_reserve

extensions.windows-pebinary-
ext.optional_header.size_of_stack_commit

extensions.windows-pebinary-
ext.optional_header.size_of_heap_reserve

THREATQ FIELD
MAPPING

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

THREATQ
NAME

Subsystem
Minor Version

Win32 Version
Hex

Image Byte
Size

PE Binary
Combined
Header Size

PE Binary
Checksum
Hex

PE Binary
Required
Subsystem
Hex

DLL
Characteristics
Hex

Reserved
Stack Size

Stack Commit
Size

Heap Space
Reserve Size
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STIX 2.0 Data Mapping

STIX 2.0 FIELD

extensions.windows-pebinary-
ext.optional_header.size_of_heap_commit

extensions.windows-pebinary-
ext.optional_header.loader_flags_hex

extensions.windows-pebinary-
ext.optional_header.number_of_rva_and_sizes

extensions.windows-pebinary-
ext.optional_header.hashes{}

extensions.windows-pebinary-
ext.optional_header.hashes{}.key

extensions.windows-pebinary-
ext.optional_header.hashes{}.value

extensions.windows-pebinary-
ext.sections[].hashes{}

extensions.windows-pebinary-
ext.sections[].hashes{}.key

extensions.windows-pebinary-
ext.sections[].hashes{}.value

extensions.windows-pebinary-
ext.sections[].name

THREATQ FIELD

MAPPING

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Type

Indicator.Value

Indicator.Type

Indicator.Value

Indicator.Attribute

THREATQ
NAME

Heap Space
Commit Size

Loader Flags
Hex

Number of
RVA and Sizes

MD5 / SHA-1/
SHA-256 /
SHA-384 /
SHA-512/
Fuzzy Hash

MD5 / SHA-1/
SHA-256 /
SHA-384 /
SHA-512/
Fuzzy Hash

PE Binary
Section Name
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STIX 2.0 Data Mapping

STIX 2.0 FIELD

extensions.windows-pebinary-

ext.sections[].size

extensions.windows-pebinary-

ext.sections[].entropy

8. IPv4 Mapping

STIX 2.0 FIELD

type: ipv4-addr

value

resolves_to_refs[]

belongs_to_refs[]

9. IPv6 Mapping

STIX 2.0 FIELD

type: ipv6-addr

value

resolves_to_refs]]

belongs_to_refs[]

10. MAC Mapping

THREATQ FIELD
MAPPING

Indicator.Type

Indicator.Value

Indicator.Relationship

Indicator.Relationship

THREATQ FIELD MAPPING

Indicator.Type

Indicator.Value

Indicator.Relationship

Indicator.Relationship

THREATQ FIELD THREATQ
MAPPING NAME
Indicator.Attribute PE Binary
Section Size
Indicator.Attribute PE Binary
Section
Entropy

THREATQ NAME

CIDR Block (if value contains a /
and does not end with /32)

IP Address (if the value ends with
/32, the /32 is omitted and
reported as an IP Address)

THREATQ NAME

IPv6 Address
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STIX 2.0 Data Mapping

STIX 2.0 FIELD

type: mac-addr

value

11. Mutex Mapping

STIX 2.0 FIELD

type: mutex

name

12. URL Mapping

STIX 2.0 FIELD

type: url

value

THREATQ FIELD MAPPING

Indicator.Type

Indicator.Value

THREATQ FIELD MAPPING

Indicator.Type

Indicator.Value

THREATQ FIELD MAPPING

Indicator.Type

Indicator.Value

THREATQ NAME

MAC Address

THREATQ NAME

Mutex

THREATQ NAME

URL

13. User Account Mapping

STIX 2.0 FIELD THREATQ FIELD MAPPING THREATQ NAME
type: user-account Indicator.Type Username
user_id Indicator.Attribute User ID
account_login Indicator.Value
account_type Indicator.Attribute Account Type
display_name Indicator.Attribute Display Name

is_service_account

Indicator.Attribute

Is Service Account
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STIX 2.0 Data Mapping

14. Windows Registry Key Mapping

STIX 2.0 FIELD

is_privileged

can_escalate_privs

is_disabled

account_created

account_expires

password_last_changed

account_first_login

account_last_login

extensions.unix-
account-ext.gid

extensions.unix-
account-ext.groupsl]

extensions.unix-
account-ext.home_dir

extensions.unix-
account-ext.shell

STIX 2.0 FIELD

type: windows-registry-
key

THREATQ FIELD MAPPING

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

Indicator.Attribute

THREATQ FIELD MAPPING

Indicator.Type

THREATQ NAME

Is Privileged Account

Can Escalate
Privileges

Is Disabled

Account Created

Account Expires

Password Last
Changed

Account First Login

Account Last Login

Account Group ID

Account Group

Account Home
Directory

Account Command
Shell

THREATQ NAME

Registry Key
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STIX 2.0 Data Mapping

STIX 2.0 FIELD

key

values[].name

modified

creator_user_ref

+ Campaigns Mapping

THREATQ FIELD MAPPING

Indicator.Value

Indicator.Attribute

Indicator.Attribute

Indicator.Relationship

THREATQ NAME

Registry Name

Registry Modified
At

STIX 2.0 FIELD THREATQ FIELD MAPPING THREATQ NAME

aliases Campaign

created Campaign.Published_at

description Campaign.Description

first_seen Campaign.Started_at

last_seen Campaign.Ended_at

modified Campaign.Attribute Modified At

name Campaign.Value

objective Campaign.Objective

revoked (if revoked == true) Campaign.Attribute Revoked

external_references]] See External References

labels Campaign.Attribute Label
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STIX 2.0 Data Mapping

+ Courses of Action Mapping

STIX 2.0 FIELD

created

modified

name

description

action

revoked (if revoked == true)

external_references]]

labels

* Intrusion Sets Mapping

STIX 2.0 FIELD

aliases

created

description

first_seen

goals

modified

name

THREATQ FIELD MAPPING

Course of Action.Published_at

Course of Action.Attribute

Course of Action.Value

Course of Action.Description

Course of Action.Attribute

See External References

Course of Action.Attribute

THREATQ FIELD MAPPING

Intrusion Set

Intrusion Set.Published_at

Intrusion Set.Description

Intrusion Set.Attribute

Intrusion Set.Attribute

Intrusion Set.Value

THREATQ NAME

Modified At

Revoked

Label

THREATQ NAME

Goal

Modified At
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STIX 2.0 Data Mapping

STIX 2.0 FIELD

primary_motivation

resource_level

secondary_motivations

external_references]]

revoked (if revoked == true)
* Malware Mapping

STIX 2.0 FIELD

created

description

kill_chain_phases.[]

labels

modified

name

external_references]]

revoked (if revoked == true)
+ Tools Mapping

STIX 2.0 FIELD

created

THREATQ FIELD MAPPING

Intrusion Set.Attribute

Intrusion Set.Attribute

Intrusion Set.Attribute

See External References

Intrusion Set.Attribute

THREATQ FIELD MAPPING

Malware.Published_at

Malware.Description

See Kill Chain Table

Malware.Attribute

Malware.Attribute

Malware.Value

See External References

Malware.Attribute

THREATQ FIELD MAPPING

Tool.Published_at

THREATQ NAME

Primary Motivation

Resource Level

Secondary Motivation

Revoked

THREATQ NAME

Label

Modified At

Revoked

THREATQ NAME
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STIX 2.0 Data Mapping

STIX 2.0 FIELD

modified

labels

name

revoked (if revoked == true)

external_references]]

description

kill_chain_phases.[]

tool_version

* Reports Mapping

THREATQ FIELD MAPPING

Tool.Attribute

Tool.Attribute

Tool.Value

Tool.Attribute

See External References

Tool.Description

See Kill Chain Table

Tool.Attribute

THREATQ NAME

Modified At

Label

Revoked

Tool Version

STIX 2.0 FIELD THREATQ FIELD MAPPING THREATQ NAME
created Report.Published_at
modified Report.Attribute Modified At
name Report.Value
description Report.Description
labels Report.Attribute Label
object_refs Report.Relationship.Link
external_references]] See External References
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STIX 2.0 Data Mapping

STIX 2.0 FIELD

revoked (if revoked == true)

+ Sightings Mapping

STIX 2.0 FIELD

count

created

first_seen

last_seen

observed_data_refs

sighting_of_ref

where_sighted_refs

revoked (if revoked == true)

external_references]]

modified

THREATQ FIELD MAPPING

Report.Attribute

THREATQ FIELD MAPPING

Event.Attribute

Event.published_at

Event.happened_at

Event.Attribute

Event.relationship.link

Event.relationship.link

Event.relationship.link

Object.attribute

Event.name

Event.type

See External References

Event.Attribute

THREATQ NAME

Revoked

THREATQ NAME

Count

Last Seen

Revoked

STIX Sighting

Sighting

Modified

External References

ThreatQ User Guide

Version 6.14.0 472



THREATQ )

THREATQ FIELD THREATQ
STIX 2.0 FIELD
MAPPING NAME

Object.external_references[].source_name Object.Attribute External

Reference*
Object.external_references[].external_id Object.Attribute External

Reference*
Object.external_references[].description Object.Attribute External

Reference*
Object.external_references[].url Object.Attribute External

Reference*

* Formatted as: {source_name} ({external_id}): {description} - {url}

Kill Chain Phases

STIX 2.0 FIELD THREATQ FIELD MAPPING THREATQ NAME
kill_chain_phases[].kill_chain_name Object.Attribute Kill Chain Name
kill_chain_phases[].phase_name Object.Attribute Kill Chain Phase
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STIX 2.1 Data Mapping

STIX 2.1 Data Mapping

* Notes Mapping

STIX 2.1 FIELD
abstract
type
external_referencesl]
content
authors
created
modified

object_refs

* Incident Mapping

STIX 2.1 FIELD
name
type
external_referencesl]
description
created

modified

THREATQ FIELD MAPPING

See External References

Notes.Published At

Notes.Attribute

object_marking_refs

THREATQ FIELD MAPPING

See External References

Incident.Published_At

Incident.Attribute

THREATQ NAME

Object Value

"note"

External Reference

Description

Note Author

Modified At

THREATQ NAME

Object Value

"incident"

External Reference

Description

Modified At
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STIX 2.1 Data Mapping

STIX 2.1 FIELD THREATQ FIELD MAPPING

object_refs object_marking_refs

* Infrastructure Mapping

STIX 2.1 FIELD THREATQ FIELD MAPPING
name
type
id
description
created Infrastructure.Created_At
modified Infrastructure.Attribute
infrastructure_types

kill_chain_phases.[] See Kill Chain Table

° Kill Chain Phase:

THREATQ NAME

THREATQ NAME

value

"infrastructure"

TQUUID

Description

Modified At

infrastructure_type

When you import an infrastructure object that includes Kill Chain Phase
information from a STIX file, this information is imported as attributes with the
attribute name prefaced with the “Kill Chain:". For example, if you import the
InfraOne infrastructure item, it has an attribute of KillChain: mitre-attack.

@ InfraGne
INFRASTRUCTURE

r— () Attributes (1)
i) Contex

] ATTRIBUTE NAME - ATTRIRUTE VAaLLIE -

POINT OF CONTACT:

STATUS:

SOURCES
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= When you export an infrastructure object that includes Kill Chain: attributes to a

STIX file, these attributes are exported as Kill Chain Phase information.
° Infrastructure Types:

= When you importing an infrastructure object, we convert the list
infrastructure_types from the STIX field into attributes with the name
infrastructure_type (singular) and setting their respective values.

= When you export an infrastructure object, these attributes are exported as
infrastructure_types information.

External References

THREATQ FIELD THREATQ
STIX 2.1 FIELD
MAPPING NAME

Object.external_references[].source_name Object.Attribute External

Reference*
Object.external_references[].external_id Object.Attribute External

Reference*
Object.external_references[].description Object.Attribute External

Reference*
Object.external_references[].url Object.Attribute External

Reference*

* Formatted as: {source_name} ({external_id}): {description} - {url}

Kill Chain Phases

STIX 2.1 FIELD THREATQ FIELD MAPPING THREATQ NAME
kill_chain_phases[].kill_chain_name Object.Attribute Kill Chain Name
kill_chain_phases[].phase_name Object.Attribute Kill Chain Phrase
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Common Properties

Confidence Values:

ThreatQ allows you to import system object Confidence values from STIX 2.1 files as attributes.
Confidence is an optional value that specifies the confidence of the object creator in their data on a

scale from zero to one hundred.
E his PEANT O SOMTAST

&

Location Keys:

When you export system objects with the following location keys as attributes to a STIX file, the export
process converts these attributes to STIX location objects: latitude, region, city, longitude, country,
street address, precision, administrative area, postal code. STIX imports of location objects convert

these objects to attributes.
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Tasks

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Objects, Individual Object Context & Actions

ThreatQ allows you to create and assign tasks to yourself or other users in the platform.

Once tasks are included in your deployment, you can add contextual information and correlate them
with Indicator , Events , Adversary , Signatures, and Files . You can also add comments, change the
task priority, change the task status, and delete the task.

Assigning a Task

Complete the following steps to assign a task in ThreatQ.
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1. From the main menu, choose Create > Task.
The Add Task window is displayed.

Add Task

Related Objects (optional)
= Lirmiit search 1o

All Dbjects

Description

Paragraph

2. Populate the following fields:

FIELD DESCRIPTION

Name Add a task name.
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FIELD DESCRIPTION

Assigned To Enter the person to which the task is
assigned. This field defaults to your ThreatQ
display name.

Reporter Enter the person who reported the task. This
field defaults to your ThreatQ display name.

Due Date Use the date picker to select a due date

Status Select one of the following statuses:
° To Do
° In Progress
° Review
° Done

Priority Select one of the following task priorities:
° Low
> Medium
° High

Related Objects Optional. Select any related objects you need
to link to the Task.

Description Enter a brief description of the task object.

G\ Any description you add during
object creation defaults to a Source
value of ThreatQ System.

3. Click Save.
The assignee receives a Notification Center alert about the task. This alert includes a link to the
assigned task.

Managing Tasks

After a task is created, you can manage it on the task's Details page.

The following table describes the actions you can take to manage your tasks on a Task Details page.
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TO YOU CAN...
Change task priority Choose the Priority drop-down and select a new priority.
Change task status Choose the Status drop-down and select a new status.
Add Attributes, Comments, Choose the Add Context drop-down and select an item.

Relationships, and Sources

View and Add Comments Choose Comments.
View the Audit Log Choose Audit Log.
Request Investigation Access 1. Choose Investigations.

2. Click the related investigation to open the Access
Denied window.

3. Click the Request Access button.
When you click this button, the investigation owner
receives a Notification Center alert indicating you
have requested access to the investigation.
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Tools

Tools

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Objects, Individual Object Context & Actions

Note: If a user has View Only permission for Sources, system object creation modals default to the user's login as the object
source.

ATool is a legitimate application that can be leveraged to perform malicious activities.
Use the steps below to create, edit and delete a Tool.
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Adding a Tool

1. Go to Create > Tool.
The Add Tool window is displayed.

Add Tool

| status

| Paint Of Contact

Add n

Related Objects (optional)

| All Dbjects

2. Populate the following fields:
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FIELD DESCRIPTION

Name Add a tool name.

Description Enter a brief description of the tool.

G\ Any description you add during object creation defaults to a
Source value of ThreatQ System.

Status Optional field. Click the Status field to assign a status to the tool.

G\ Tool statuses are configured in the Object Statuses tab in the
Object Management page. If none are configured, this field is not

displayed.
Point of Optional field. Click the field to select the ThreatQ display name of the
Contact point of contact for the tool.
Source Select a Source from the dropdown list provided.

You can also click the Add a New Source option if the desired source is not
listed in the drop-down list. If administrators have enabled TLP view
settings, you can select a TLP label for the new source in the dropdown list
provided. See the Traffic Light Protocol (TLP) topic for more information on
TLP schema.

3. Select any Related Objects you need to link to the Tool. This field is optional.
4. Click Add Tool.

Adding Context

See the About Object Details section and its topics for details on adding context to an object such as
adding sources, attributes, and related objects.

Editing a Tool

1. Locate and click on the Tool.
The Tool's detail page opens.
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AnyDesk ¢ Edi
TOOL

Created: 04/19/2021 First Published: 04/19/2021 10:

2. Click on Edit next to the Tool's name.
The Edit Tool dialog box opens.

Edit Tool

3. Make the desired change to the Tool name and click Save Tool.

Changing the Point of Contact

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Objects, Individual Object Context & Actions - Point of Contact

1. Locate and click the system object.

2. From the object details page, click the Point of Contact field.

3. Use the field's scroll or search option to locate and select a new user as the object's point of
contact or to change the point of contact to Unassigned.

Deleting a Tool

1. Locate and click on the Tool.
The Tool's details page opens.
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AnyDesk ¢ Edit
TOOL

Created: 04/19/2021 First Published: 04/19/2021 10:

2. Click on the Actions menu and select Delete Tool.

A confirmation dialog box appears.
e

Are You Sure? X

Deleting this Tool cannot be undone,

o

3. Click on Delete Tool.
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TTPs

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Objects, Individual Object Context & Actions

Note: If a user has View Only permission for Sources, system object creation modals default to the user's login as the object
source.

TTP, which stands for tactics, techniques, and procedures, describes how an intruder may attempt to
access your system.

Use the steps below to create, edit and delete a TTP.
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TTP

Adding a TTP

1. Goto Create > TTP.
The Add TTP dialog box opens.

Description

Paragraph

| Faint Of Contact

Related Objects (optional)
~ Limit search to

| All Objects

2. Populate the following fields:

ThreatQ User Guide
Version 6.14.0

488



THREATQ ) o

FIELD DESCRIPTION

Name Add a TTP name.

Description Enter a brief description of the TTP.

G\ Any description you add during object creation defaults to a
Source value of ThreatQ System.

Status Optional field. Click the Status field to assign a status to the TTP.

G\ TTP statuses are configured in the Object Statuses tab in the
Object Management page. If none are configured, this field is not

displayed.
Point of Optional field. Click the field to select the ThreatQ display name of the
Contact point of contact for the TTP.
Source Select a Source from the dropdown list provided.

You can also click the Add a New Source option if the desired source is not
listed in the drop-down list. If administrators have enabled TLP view
settings, you can select a TLP label for the new source in the dropdown list
provided. See the Traffic Light Protocol (TLP) topic for more information on
TLP schema.

3. Select any Related Objects you need to link to the TTP. This field is optional.
4. Click Add TTP.

Adding Context

See the About Object Details section and its topics for details on adding context to an object such as
adding sources, attributes, and related objects.

Editing a TTP

1. Locate and click on the TTP.
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The TTP's detail page opens.

Xony Takedown ¢ Edit
TTP

Created: 04/20/2021 First Published: 04/20/2021 12

2. Click on Edit next to the TTP's name.
The Edit TTP dialog box opens.

Edit TTP

¥ony Takedown

3. Make the desired change to the TTP name and click Save TTP.

Changing the Point of Contact

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Objects, Individual Object Context & Actions - Point of Contact

1. Locate and click the system object.

2. From the object details page, click the Point of Contact field.

3. Use the field's scroll or search option to locate and select a new user as the object's point of
contact or to change the point of contact to Unassigned.

Deleting a TTP

1. Locate and click on the TTP.
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TTP

The TTP's details page opens.

Xony Takedown ¢ Edi
TTP

Created: 04/20/2021 First Published: 04/20/2021 122

2. Click on the Actions menu and select Delete TTP.

A confirmation dialog box appears.

T K iAAIlHkhHHHMikAkiAAAA At tii

Are You Sure? X

Celeting this TTF cannot be undone.

3. Click on Delete TTP.
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Vulnerabilities

Vulnerabilities

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Objects, Individual Object Context & Actions

Note: If a user has View Only permission for Sources, system object creation modals default to the user's login as the object
source.

A Vulnerability, as its name suggests, is a vulnerability in an application that can be exploited to
infiltrate systems/networks.

Use the steps below to create, edit and delete a Vulnerability.
Adding a Vulnerability

1. Go to Create > Vulnerability.
The Add Vulnerability dialog box opens.
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Vulnerabilities

Add Vulnerability

Add ngw

Related Objects (optional)

mit search to

~ L |
| All Dbjects

|ﬂ|
= Add Relationship

2. Populate the following fields:

FIELD

Name

Description

DESCRIPTION

Add a vulnerability name.

Enter a brief description of the vulnerability.
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FIELD DESCRIPTION

ﬂ\ Any description you add during object creation defaults to a
Source value of ThreatQ System.

Status Optional field. Click the Status field to assign a status to the vulnerability.

1 Vulnerability statuses are configured in the Object Statuses tab in
the Object Management page. If none are configured, this field
is not displayed.

Point of Optional field. Click the field to select the ThreatQ display name of the
Contact point of contact for the vulnerability.
Source Select a Source from the dropdown list provided.

You can also click the Add a New Source option if the desired source is not
listed in the drop-down list. If administrators have enabled TLP view
settings, you can select a TLP label for the new source in the dropdown list
provided. See the Traffic Light Protocol (TLP) topic for more information on
TLP schema.

3. Select any Related Objects you need to link to the vulnerability. This field is optional.
4. Click Add Vulnerability.

Adding Context

See the About Object Details section and its topics for details on adding context to an object such as
adding sources, attributes, and related objects.

Editing a Vulnerability

1. Locate and click on the Vulnerability.

The Vulnerability's detail page opens.

CVE-8765309  Edit
VULNERABILITY

Created: 04/20/2021 First Published: 04/20/2021 12

ThreatQ User Guide

Version 6.14.0 494



THREATQ )

2. Click on Edit next to the Vulnerability's name.

The Edit Vulnerability dialog box opens.

Edit Vulnerability

CVE-8765309

3. Make the desired change to the Vulnerability name and click Save Vulnerability.

Changing the Point of Contact

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Objects, Individual Object Context & Actions - Point of Contact

1. Locate and click the system object.

2. From the object details page, click the Point of Contact field.

3. Use the field's scroll or search option to locate and select a new user as the object's point of
contact or to change the point of contact to Unassigned.

Deleting a Vulnerability

1. Locate and click on the Vulnerability.

The Vulnerability's details page opens.

CVE-8765309 & Edit
VULNERABILITY

Created: 04/20/2021 First Published: 04/20/2021 12:

2. Click on the Actions menu and select Delete Vulnerability.
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A confirmation dialog box appears.

Are You Sure? X

Deleting this Vulnerability cannot be undone.

T

3. Click on Delete Vulnerability.
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Threat Library

About Threat Library

The Threat Library is your interactive hub for managing the threat intelligence ingested into the
ThreatQ Platform. You can access the Threat Library from the Main Navigation bar.

R Theeat Library L Investigations

BT THEEAT LESRARY

A Adversaries B Files ) motes Indicator Explration

B ssmes [ Identiny B Fepoe Diata Reterition Policy

5

= Mtack Partem @ Incidert W Signacures Saaring

| campaign & Indicators (=) Tasks e

Whitelis
& CourseofAction A Infrastructure A Toal g
[ Events [E intrusion Set B TR

£ Exploit Target & Mabware & vuinarabiity

Browie All

The Threat Library drop-down list allows you to control the focus of your initial view by selecting an
object type or you can click the Browse All button to access the default view of all object types with an
initial focus on Indicators.

hreat Library oo

G.

cmo
0

ﬁ.

o - © - o R
@.

2]

@..

@,.

© :

{._'.j

@...

From the Threat Library, you can:

+ Customize the object information displayed in the results list.

+ Perform basic searches and/or narrow your search results using filter sets.

+ Perform bulk updates or deletes of system objects.

+ Save your searches as data collections which you can use in dashboards, your data retention
policy, ThreatQ Data Exchange feeds, and ThreatQ TDR Orchestrator workflows.

+ Enrich your data objects by adding context and relationships or applying operations.
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Managing Your Library View

You can limit the object types displayed in your Threat Library view and configure the data columns
displayed in your search results.

Selecting Object Type View

You can select which object types appear in your view of the Threat Library using the following
methods:

ﬁ The methods listed below will not be added to your filter set. See the Type Filters topic for
details on how to add object type filtering to your Filter Sets .

Threat Library Navigation Menu:

lect

1. Click the Threat Library navigation dropdown and se
I Theeat Library £ ns =3 Data Exchange % Integrations i

an Object Type or Browse All.

T THEEAT LESHAY DATA CONTROLS

F- B Files Indicatorn Explration
E ASDETS &5 identiny Dbt Retention Policy

= Attack Pamemn & Incidert Saaring

} campaign i Inedicacors L

Whitelis
,‘-} Course of Actlon A Infrastructure g

[ Events E intrusion Sex

£+ Exploik Target 4 Mabware

Browe Bl

The Advanced Results page opens with the applied object type filter.
Q You can also access the Data Controls from this menu.

Object Type Left-Hand Menu
You can use the left-hand menu of the Threat Library to select view specific system object types.
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Managing Your Library View

You can either use the Object Type dropdown list or click directly on a object type listed in the menu.

‘ il All Objects

e Adversaries

@ Signatures
@ Tasks
0 Tool

9 Vulnerability

Managing Library Columns

1.5k

5.9k

4k

You can choose which columns to display in your Threat Library view. Your column options will vary

by object type.

1. Navigate to the Threat Library page.
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@00000O0

@c006

2. Click the Manage Columns button.

3. Use one of the following methods to locate the columns you want to display/hide:
+ Scroll through the list of column options.
*+ Begin typing the column name until it is displayed below the search field.

4. To display a column, check the checkbox next to the column name.

To hide a column, uncheck the checkbox next to the column name.

w

Q You can click the values in related object columns to view a list of the related objects.
For instance, if the Related Adversaries column lists a value of 10, you can click the 10
to view a list of the ten related adversaries. To return from this list to your original
review, use your browser back button or remove the filter set displayed above the list.

Selecting System Objects

The Threat Library results list allows you to select multiple objects of the same type for workflows,
exports, or bulk actions. You can select individual objects by checking the checkbox to the left of the
object or select all the objects currently displayed by clicking the header checkbox next to the Value
column title.

iy : I p—— e
(@) Indicators (3,166) AR Rl [ Manage Columns  ~

o LAl - Core - Exp 1

Header Checkbox
;_; “_‘HI.LL.'E - TYPE = DATE CREATED - LAST MODIFIED =
e Individual Checkboxes
ﬂ' RIS s e CIDR Bleck 07/06/2023 09:35am 07/06/2023 09:35am
D 45.134.144.0/24 CIDR Bleck 07/06/2023 09:35am 07/06/2023 09:35am

In addition, the drop down options for the Start Workflow, Export, and Bulk Actions buttons give you
the option to apply your choice to all objects or just the selected objects.
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= . I
'@E Indicators (3,166) @y | L~ | O~ s I
All Indicators (3,166)

Selected Indicators {3)

:—J VALUE = T™WPE = DATE CREATED ~ LAST MODIFIED =

[¥] @ 185.224.128.0/24 CIDR Block 07/06/2023 09:35am 070672023 09:325am
[¥] @ 45.134.144.0/24 CIDR Block 07/06/2023 09:35am 07/06/2023 09:35am
[¥] @ 185.233.19.0/24 CIDR Block 07/06/2023 09:35am 07/06/2023 09:35am

Tips and Tricks

+ Clicking the header checkbox selects all objects displayed on your current page of system
objects. If your search results or data collection includes multiple pages, you must access those
pages to select additional objects. For instance, if your search returns 100 indicators and you
want to select the first 50, you can click the header checkbox on page 1 and page 2.

* When you navigate pages of results for the same indicator type, Threat Library retains your
checked checkboxes. However, if you change your search filter(s) or switch to a different data
collection, object type, or ThreatQ page, your checked checkboxes return to a default state of
unchecked.

+ In job details, Bulk action jobs applied to a selected subset of objects list the following message
in the Search Criteria field: No search data to display.
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Basic Search

The basic Search, located to the right of the Create button in the ThreatQ navigation, allows you to
find objects you are looking for quickly, without having to browse through a large number of objects.

Basic Search allows you to search for all objects in the system: Indicator , Events, Adversary, Files,
Signatures , and so on. The search capability looks at high level aspects of each object, including:

* Indicators (network or host)

« Attachment titles, hashes, keywords
* Attributes

+ Adversary name

+ Eventtitle

For example, if you search for google.com, the following indicators are also returned:

« www.google.com (FQDN)

+ analytic.google.com (FQDN)

+ www.google.com/analytic (URL)

+ analytic@google.com (email address)

Performing a Basic Search

1. Choose the Search icon.

+ Create Q

Refresh Data

ThreatQ User Guide
Version 6.14.0

502



THREATQ )

Basic Search

The Search dialog box appears.

Search

All Objects d

Cuaring @ search, you may use a percent sign (%) to match charadters in a string. For example, specifying neti matches nebwerk. netwarne, netscape,

and 5o on: See mor

2. Use the Limit Search dropdown to filter your search to a specific object type.

3. Enter the search criteria.

The Search field provides type ahead suggestions, if any, based on what you have typed.
Portions of the suggestions that match your search criteria will be highlighted in bold.

Search

All Objects -

Dhfing & S&Arch, YOu Mmay LSe & peroen
and 0 on B ST

4. Select the desired result.

O ]

172104 148161 /Panel/login/

172.105.3.1 2005 BSYHRCECESnntG/loginphp

172,245, 156.1 24/systemy

172.245.244. 25/ |k/panelfadmin.php

172.81.135.25/login.php

172.82.144.136 riccolfive/PvqDg929B85:_A_D_M1in_a.php

° If you do not retrieve any search results, we recommend trying the Threat Library

advanced search.

o If there is only one result, the object details page appears.
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Wildcards and Symbols in Searches

During a search, you may use a percent sign (%) to match characters in a string. The percent wildcard
specifies that any characters can appear in multiple positions represented by the wildcard. For
example, specifying net% matches network, netware, netscape, and so on.

Here are a number of examples showing search terms with percent wildcards:

SCECEF?Y-I DESCRIPTION

% panda Finds any adversaries and indicators prefaced by another word, such as
"red panda"

%ear Finds any character string that ends with "ear," such as bear

%panda% Finds any character string that has panda in any position

panda% Finds any character string that begins with panda

pan%a Finds any character string that has pan in the first three positions and ends
with an "a"

p%a Finds any character string that contains "p" and "a" with characters

between them, such as "panda" and "pappa"

Creating an Object During a Basic Search

The Basic Search window gives you the option to add a new object. If you enter an object name that is
not found, you can click the Create link to select the object type from a drop-down list and add the
new object. In addition, if you limit a basic search to a specific object type, you are linked to the
corresponding form. For example, if you limit your search to Adversaries, the Create link opens the
Add An Adversary form.

ﬂ‘ You cannot use the Create link to add a new investigation.
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Search X
search to Searc
Adversaries - O, smaug Fiy
Create Adversary "smaug
ydvanoed Sea

L"Url"g.a search, YOU may Use a persent sign (%) to match characters in a str ng For example, SFIE‘:Ir':u'IHS nat® matches network, netware, netscape,
and so on: See more examples

If you leave the Limit search to field set to All Objects, you can select the object type you want to
create from a drop-down list.

Search X

Limmit seareh L Search

All Objects v 1 smaug &H
FEdAE SMaUg +

LAdvanced e

During a search, you may use a percent sign (%) to match characters in a string. For example, specifying net® matches network, netware, netscape,
e ¥ ¥ ¥
dfel S0 ONC S22 MOre BxImpoe
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Building Searches with Filter Sets

About Building Searches with Filter Sets

Filter Sets allow you to create multiple sets of filters that can be applied to the threat library at the
same time using AND/OR logic. You can also save your Filter Sets using the Save Search option - see
the Saving Searches section in the About Managing Search Results topic for more details.

Adding Filter Sets

1. Use the NOT checkbox to determine if the filters in the initial filter set will be used to include or
exclude Threat Library objects.
2. Select one or more filters for the search.
Threat Libl"r’.'ll"}-’ Load Data Collection = [@ Save T Clear Filters o

INDICATOR TYPE 1P Address  x

INDHCATOR S5TATUS m A T

QO Add Anather Filter Set

You can use the search box provided at the top of the filters dropdown to narrow down the list
of available filters.

3. Click on Add Another Filter Set.

A new Filter Set table will load below the first set.
Threat Libl‘ary Load Data Collection = [8) Save Y Clear Filters ~

Q. search for keywords..

G ] R

INDICATOR TYPE IP Address x Add Type =
INDICATOR STATUS m Add Status ®

© Add Another Filter Set
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4. Use the Not checkbox to determine if the filters in the new filter set will be used to include or
exclude Threat Library objects.
5. Use the Filters dropdown next to the new filter set to add filters.

Threat Libl‘ai}' Load Data Collection = [ Save Y ClearFilters -~

Q) Search for keywards...

EmEn-

INDICATOR TYPE IF Address  x JEEEERE PR ®

INDICATOR STATUS m Add Status = ®
Filter Set 2 OrR = 0O HOT m u k

O Add Another Filter Set

Q Bearch...

@ Indicators (22,683) 4 Dates

QUICK FILTERS Type = Status = Score = Expiration =
Expiration Date
VALUE = ™PE = DATE CRE Published Date STATUS
@ 2239691105 IP Address 12M652 Source Ingest Time ) Active

6. Click on the And/Or dropdown to set the And/Or logic for the Filter Sets. See the And/Or Order
of Operations topic for more details.

Threat Library Load Data Collection = [@ Save T Clear Filters ~

Q, Search for keywords

Ce ] B

INDICATOR STATUS m Add Status = &

FiterSet2 | or ~ | Owor m n .
CREATED AT B!I'DI'!'II.I"I?HDZ&IB‘.EE-FI‘I‘I * @

© Add Another Filter Set

Repeat steps 3-6 to add additional filter sets.
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Deleting Filter Sets

| ﬂ Deleting a Filter Set removes it from the search results and cannot be undone.

1. Click on the delete BM icon located next to the right of the Filters dropdown.
Threat Librar’y Load Data Collection ~ @ Save T Clear Filters .

Ce ] B

INDICATOR TYPE IP Address  x Add Type = (]

INDICATOR STATUS m ndd Status = @

Arerser2 | on < | owor m@
CREATED AT Bcl‘nrnzn?ﬂmuna:uapm E3 ®

© Add Another Filter Set

You can click on Clear Filters, located above the filter sets, to remove all filter sets from the
current search.

And/Or Order of Operations

Filter Set AND/OR logic follows the standard mathematical order of operations with ANDs being
executed before ORs. The table below provides different scenarios and examples for Filter Sets.

SCENARIO ORDER EXAMPLE
Single AND Filter 1 AND Filter 2 e -
INDICATOR TYPE A 1 - l’:)
Filver Ser 2 AND = O =T m u -
INDICATOR STATUS m - (]
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SCENARIO ORDER EXAMPLE

Single OR Filter 1 OR Filter 2 et -

INDICATOR TR IP Address X Type = @

Fer.sec2 il aHoT m u N
INDICATOR STATUS m tatus - I

Single AND, (Filter 1 AND Filter 2) P G B
Single OR OR Filter 3

INDICATOR TYPE IP Address  x JEEPWEE S @®

(1. F
CREATED AT Before 04/06/2021 03:22pm  x ®

Filter Set 3 OR - O Mot m n -
LAST MODIFIED Before 04/D6/2020 03:35pm  x @

Multiple ANDs, (Filter 1 AND Filter 2
Single OR AND Filter 3) OR Filter
4

Filter Set1 OwoT Filters = n b
INDICATOR TYPE Add Type = @

Filter Set 2 AND - OnNoT Filters - u ®
CREATED AT Before 04/06/2021 03:22pm % &

Filter Set 3 AND gmnoT Filters = n i
LAST MODIFIED Befora 04/D6/2020 03:35pm % @

sas (o0 < e Lo ] B
INDICATOR CONTAINS (&}
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SCENARIO ORDER EXAMPLE

Multiple ANDs, (Filter 1 AND Filter 2) st o CEn-

Multiple ORs OR (Filter 3 AND Filter
INDICATOR TYPE Add Type * ®

4)

Filter Set2 ~ AND +  OwoT n -
Filter 5et 3 orR - 0 NoT m u -
LAST MODIFIED ®
Filter Set 4 AND = OwnoT m n -
INDICATOR CONTAINS m ®

ThreatQ User Guide

Version 6.14.0 510



THREATQ )

Context Filters

Context filters allow you to filter advanced search results by specific details associated with an object.

Filtering by Author

The Author context filter allows you to filter the system objects displayed based on the objects' source
and attribute source authors. It allows you to filter by:

+ Configuration Driven Feed (CDF)
* Operation
+ ThreatQ Data Exchange (TQX) feed
» ThreatQ TDR Orchestrator (TQO) Workflow/CDW
+ User
1. Click the Filters option and select Author.
The Author row is displayed under the filter set name.

2. Click the Add Author option to access a drop-down list of authors.
3. Locate and click the checkbox next to the author value(s) for your filter by scrolling through the
drop-down list or entering the name in the Search field. You can select one or more authors at

a time from this list.

When you apply the Author filter, the Author column is automatically added to the results
listing. The Author column displays the source author(s) listed alphabetically in pill format.

1" The Author column only lists an object's source author(s). It does not list an object's

attribute source author(s). If your author filter only matches an object's attribute
source author, the column is blank.

Filtering by Attribute

You can filter the Threat Library list to include or exclude objects with a specific attribute.
1. Click the Filters option and select either With Attribute or Without Attribute.
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The Attribute Filter dialog box opens.

With Attribute

L y |
2. Select an Attribute Type.
3. Enter an Attribute Value associated with the Attribute Type.

When you apply a With Attribute filter, you can use wildcard values to more easily locate
indicators. The Value field supports the following search methods:

SEARCH TYPE SEARCH QUERY SEARCH RESULTS

Exact Match us UsS only

Ends With *us or %us US and Lazarus

Begins With us* or us% UsS, USBferry, and USBStealer

Value Contains *us* or %us% US, USBferry, USBStealer, Lazarus, and Dust
Storm

Q Click the Plus icon to the right of the dialog box to add another attribute and repeat
steps 2-3. This step is optional.

4. Click the Add button.
The filters are applied to the search results.

Using Multiple Attribute Filters

The Match Any/All toggle option allow you to configure the filter to include objects that either fit one
attribute filter or all. The Any option is selected by default. This means the filter displays results that fit
any of the attribute filters. The All option means the filter displays results that fit all attribute filters.

Multiple Attribute Filters ANY - Match Toggle Selection Example
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SETTING FIELD VALUE
Filter A Attribute Type Attack Phase
Attribute Value c2
Filter B Attribute Type Severity
Attribute Value High
Filter Options Any/All Toggle Any
Result Search Results are filtered to include/exclude objects with Attack Phase: C2 OR

Severity: High attributes.

Multiple Attribute Filters ALL - Match Toggle Selection Example

SETTING FIELD VALUE
Filter A Attribute Type Attack Phase
Attribute Value c2
Filter B Attribute Type Severity
Attribute Value High
Filter Options Any/All Toggle All
Result Search Results are filtered to include/exclude objects with Attack Phase: C2

AND Severity: High attributes.

Attribute Common Scenarios
Applying a "With Attribute” filter (All items with an Attribute Type and Value)

1. User clicks on the Threat Library tab and selects on the Indicators tab.
2. User clicks on the Filters button and select With Attribute.

The Attribute Filter dialog box opens.
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3. User selects Attack Pattern as the Attribute Type and C2 as the Attribute Value.
4. User clicks on Add.

The User will now see a search parameter With Attribute with Attack Pattern: C2 listed. The search
results update to show all Indicators with an attribute of Attack Pattern: C2.

Applying a "Without Attribute” filter (All items without an Attribute Type and Value)

1. User clicks on the Threat Library tab and selects on the Indicators tab.
2. User clicks on the Filter button and select Without Attribute.

The Attribute Filter dialog box opens.
User selects Attack Pattern as the Attribute Type and C2 as the Attribute Value.
4. User clicks on Add.

w

The User will now see a search parameter With Attribute with Attack Pattern: C2 listed. The search
results update to show all Indicators without an attribute of Attack Pattern: C2.

Applying a "Without Attribute" filter (All items Without a specific Attribute Type with any Value)

1. User clicks on the Threat Library tab and selects on the Indicators tab.
2. User clicks on the Filters button and select Without Attribute.

The Attribute Filter dialog box opens.
User selects Attack Pattern as the Attribute Type and leave the Attribute Value blank.
4. User clicks on Add.

w

The User will now see a search parameter Without Attribute with Attack Pattern listed. The search
results update to show all Indicators that do not have an Attribute Type of Attack Pattern assigned to
them.

Applying keyword filters then applying a "With Attribute" filter

1. User clicks on the Threat Library tab and selects on the Indicators tab.
2. User searches for keyword: demo.

The User will see a search parameter listed Keyword: "demo" and the results update to show only
indicators that mention demo.
3. User clicks on the Filters button and select With Attribute.

The Attribute Filter dialog box opens.
4. User selects Attack Pattern as the Attribute Type and C2 as the Attribute Value.
5. User clicks on Add.

The User will now see a search parameter With Attribute with Attack Pattern: C2 listed. The
search results will update to show all Indicators that mention the keyword demo AND have an
attribute of Attack Pattern: C2.

Editing multiple attributes that were applied as part of the search parameters
1. User clicks on the Threat Library tab and navigates to the Indicators tab.
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2. User clicks on the Filter button and select With Attribute.

The Attribute Filter dialog box opens.
3. The User specifies two attributes:
° Attack Pattern:C2
° Severity: High
4. User clicks on Add.

The User will now see two search parameters under the With Attribute section - Attack Pattern: C2
and Severity: High. The search results updates to show all Indicators with an attribute of Attack
Pattern: C2 and Severity: High. The search parameter for attributes is defaulted to Any. This indicates
that objects with an attribute of Attack Pattern: C2 or Severity: High are displayed.

5. User clicks on the Filters option and selects With Attribute.

A form will load with all applied filter attributes.
6. The User clears the Attack Pattern's Attribute Value field and clicks Add.

The User will now see two search parameters under the With Attribute section: Attack Pattern:
Any and Severity: High. The search results updates to show all Indicators with an attribute type
of Attack Pattern OR Severity: High.

Add multiple attributes and toggle Match from Any to All
1. User applies two attribute filters to the indicators results: Attack Phase: C2 and Severity:High.
The filtered results will display any indicators that has either of those attributes.
2. User clicks on the Any/All Match toggle button and select All.

The filtered results will display any indicator that has both of those attributes
Filtering by CIDR Block Range
You can filter Threat Library objects by a block of IP addresses using the CIDR block range filter. The

CIDR Block Range filter allows you to specify a CIDR block with prefix and suffix for an IPv4 search.
1. Click the Filters option and select CIDR block range.
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The Add a CIDR Block dialog box opens.

Add a CIDR Block X

CIDR Black Range

The CIOE Motdlich mudt b b vilue of Lx ol 16, F124. &r 7l

Add CIDR Bledk

2. Enter the CIDR block in one of the following formats:
° X.X.X.X/8
° XXX.X/16
° X.X.X.X/24
° X.X.X.X/32
3. Click Add CIDR Block to apply the filter.

Filtering by Value Contains

You can filter Threat Library objects by a specific value or string within the value using the Value
Contains filter.

1. Click the Filters option and select Value Contains.
The Contains dialog box opens.

Value Contains *

2. Select an Object, enter a Value, and click Add to apply the filter.

Filtering by List of Indicators

The List of Indicators Filter option allows you to filter the Threat Library by pasting a list of indicators,
in raw text.
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Context Filters

| ﬂ The filter will return indicators that are an exact match. It does not return partial matches.

1. Click the Filters option and select List of Indicators.

Threat Li brar}f Load Data Collection =

)} Search for kywards
Filter et 1 [ NOT

O Add Another Filter Seq

(@) Indicators (3,141)

VALUE  # TYPE =
[ & 118.195.198.108 IP Address
:. _ @ widekubitavepo.foaptoa.com FQDN

The List of Indicators dialog box opens.

07/05/2023 12:03pm

O7/05F2023 11:37am

Author
o CIDR bleck range
Import 11D
Keyward
LAST ME List of Indicators

Relationship
OF054
Relationship Criteria

Indicator Score
07/05/2023 01:00pm  initelist

List of Indicators

Frowvice a st af Indicatars

2. The Specify an operator field defaults to a value of /s which returns exact matches. However,
you can click the arrow next to this field and select Contains as the operator to return partial

matches.
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3. Enter or paste your list of indicators in the Provide a list of indicators field.

List of Indicators

eaefe?bfeee3dd] 6525fbabd50faasd 58501 Icf

The accepted list format is one indicator per line.
4. Click Add to apply the filter.

Filtering by Keyword

Keyword searches for phrases return objects that include all the terms in the phrase. For instance, a
search for “united kingdom" returns objects that include “united kingdom” instead of objects that
include “united” and “kingdom” or “united” or “kingdom”. By default, searches return instances where
the search term or phrase is a standalone prefaced by and appended by a space. For instance, a
search for “panda” does not return “pandas” or “expandability”.

To search for characters in a string, you can use a percent sign (%) or asterisk (*) to specify that
characters appear in the position represented by the wildcard. For example, specifying “net%”
matches “network” and “netware”. Specifying “%net” matches “botnet” and “internet”. Specifying
“%net%” matches “ninety” and “hornets”. See the Wildcards and Symbols in Searches section for
more examples.

ThreatQ keyword searches apply to different fields based on system object type.

SYSTEM OBJECT/OBJECT CONTEXT FIELDS SEARCHED
Adversary * name
* tags
Attachment + content_type_name
* hash
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Context Filters

SYSTEM OBJECT/OBJECT CONTEXT

Attribute

Comment

Custom Object

Description

Event

Indicator

Object Status

Point of Contact

Signature

FIELDS SEARCHED

* name
* tags
* text
. title
* type_name

* name
» value

+ value

. tags
+ value

* value

+ spearphish_subject
+ spearphish_value
. tag

. title

+ type_name

+ class

+ status_name
* tags

* type_name
+ value

+ status_name

+ point_of_contact_name

* hash

* name

+ status_name
* tags

« type_name
+ value
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SYSTEM OBJECT/OBJECT CONTEXT FIELDS SEARCHED
Source * name
Task * assignee_source_name
* creator_source_name
* name
* status_name
+ tags

1. Enter your keyword search term or phrase in the Search for keywords field and press Enter
OR
Click the Filters option and select Keyword to access the Filter by Keyword window. Then, enter
your search term or phrase in the Keyword field and click the Add button.
2. To add more keywords, repeat step 1.
3. If you add more than one keyword, you can specify a Must Match setting of:
> ANY - Search results include objects that include any of the keywords.
° ALL - Search results include objects that include all of the keywords.
4. Click the X for each filter to remove it or select Clear All Filters to remove all filters

Filtering by Relationship

The Relationship Filter option allows you to filter the Threat Library by related objects. Using the
Relationship filter, you can:

+ Filter search results to include objects related to a specific object.
+ Filter search results to include objects using multiple related object filters. You will also have the
option to set the filter to include objects that fit one of the multiple filters or all.
1. Click the Filters option and select Relationship.

The Filter by Relationship dialog box opens.

Filter By Relationship

‘» Search for keywords...

2. Use the text box provided to select an object.
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3. Click Add to apply the filter.

G The Match Any/All toggle option will allows you to configure the filter to include
objects that either fit one related object filter or all. The Any option will be selected by
default. This means the filter will display results that fit any of the related object filters.
The All option means the filter will display results that fit all related object filters.

Filtering by Relationship ANY - Match Toggle Selection Example

SETTING RELATED OBJECT
Filter A ABC Indicator
Filter B DEF Event

Filter Option Any

Result Search Results are filtered to include objects related to the ABC Indicator OR
the DEF Event.

Filtering by Relationship ALL - Match Toggle Selection Example

SETTING RELATED OBJECT
Filter A ABC Indicator
Filter B DEF Event

Filter Option All

Result Search Results are filtered to include objects related to the ABC Indicator AND
the DEF Event.

Filtering by Relationship Criteria

The Relationship Criteria filter allows you to filter system objects based on the characteristics of their
related objects. For instance, you can filter a list of indicators to include only those with related login
compromise event objects.

1. Click the Filters option and select Relationship Criteria.
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The Relationship Criteria dialog box opens.
Relationship Criteria b4

By adding filters you can describe the type of object your result will be related to

Heturn results related to:

Any Ohject ¥ =

Additional Criteria (optional) - m

|

2. Use the text box to select your Object and Type.
3. Optional. You can further filter your results based on the following additional criteria.

Date Created Filter

The Date Created option allows you to narrow your results based on the date a related object was
created. This filter allows you to specify creation before or after a date, within a date range, or within a
specific number of preceding days.

1. To add a Date Created filter, click the Filters dropdown and select Date Created.

2. Click the date type dropdown to specify creation before (is before) or after (is after) a date,
within a date range (is between), or within a specific number of preceding days (is within the
last).

3. Based on the date type you selected, enter a date and time, date and time range, or number of
days.

Source Filter

The Source option allows you to filter your results based on one or more sources. In addition, you can
specify that an object must meet all or at least one of your Source criteria.

1. To add a Source filter, click the Filters dropdown and select Source.

2. Click the Add Source option

3. Locate the source by scrolling through the list or typing the source name in the Search for
sources field.

4. Click the source you want to add as a filter criteria.

To add more source filters, repeat steps 2 through 4.

U

ﬂ\ When you add multiple Source filters, the Must Match field allows you to select ALL to
indicate that an object must meet the requirements of all the Source filters or ANY to
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specify that your results include objects that meet the requirements of at least one
Source filter.

Value Contains Filter

1. To add a Value Contains filter, click the Filters dropdown and select Value Contains.
2. Enter your desired value in the field provided.

With Attribute Filter

The With Attribute option allows you to filter results based on one or more specific attribute keys or
attribute key and value combinations. In addition, you can specify that an object must meet all or at
least one of your With Attribute criteria.

1. To add a With Attribute filter, click the Filters dropdown and select With Attribute.
2. Enter the attribute key and attribute value (optional) you want to filter by.
3. To add more attribute key/value filters, click the + icon and repeat step 7.

ﬂ\ When you add multiple With Attribute filters, the Must Match field is displayed and
defaults to ALL to indicate that an object must meet the requirement of all the With
Attribute filters. You can change this value to ANY so that your results include objects
that meet the requirements of at least one With Attribute filter.

Tag Filter

The Tag option allows you to filter your results based on the tag(s) associated with a related object. In
addition, you can specify that an object must meet all or at least one of your Tag criteria.

1. To add a Tag filter, click the Filters dropdown and select Tag.
Click the Add Tag option
Locate the tag by scrolling through the list or typing the tag name in the Search for tags field.
Click the tag you want to add as a filter criteria.
To add more tag filters, repeat steps 2 through 4.

AN

ﬂ\ When you add multiple Tag filters, the Must Match field allows you to select ALL to
indicate that an object must meet the requirements of all the Tag filters or ANY to

specify that your results include objects that meet the requirements of at least one
Tag filter.

4. After you select all of your filter options, click Apply to filter your Threat Library results.
Filtering by Score
You can filter indicators in the advanced search results by score.

ﬂ\ This option is only available for indicators.

1. Navigate to the Advanced Search results page by selecting Search > Advanced Search then
selecting Indicators from the left-hand object type menu.
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You can also select Threat Library > Indicators from the main menu.

2. Click the Filters dropdown and select the Indicator Score filter option.
The Indicator Score dialog row will load in the filter set.

Update Score -

m

[5] Define your score Clear

? 4

| ﬂ The scale offers a range of 1-10.

3. Adjust the score scale to filter the results.
Filtering by Scoring Range

You can move the two scale markers to select a scoring range.

Move the left marker to 6 and the right marker to 8 to filter the search results to
include indicators with a score between 6 and 8.

Filtering by Specific Score

You can move the scale makers to the same scoring number to filter by a specific score.

Move the left and right markers to 8 to filter the search results to only include
indicators with a score of 8.

Q Select the Update Score filter again or select Clear to remove the filter.

Filtering by Tags

Using the Tags filter allows you to filter search results based on tags applied to an object.
1. Click the Filters option and select Tags.
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The Filter by Tag row opens.
Filter Set 1

TAG

2. Select Add Tag.

The Add Tag dialog box opens.

Use the supplied text field to select a tag.
Repeat steps 2-3 to apply multiple tag filters.

AW

ﬂ\ The Match Any/All toggle option will allows you to configure the filter to include objects that
either fit one tag filter or all. The Any option will be selected by default. This means the filter
will display results that fit any of the tag filters. The All option means the filter will display
results that fit all tag filters.

ANY - Match Toggle Selection Example

SETTING TAG
Filter A Phishing
Filter B DDoS

Filter Option Any

Result Search Results are filtered to include items with either Phishing OR the DDoS
tags.

ALL - Match Toggle Selection Example

SETTING TAG
Filter A Phishing
Filter B DDoS

Filter Option All
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Result Search Results are filtered to include items with both Phishing AND DDoS tags.

Filtering by Source

The Source filter allows you to filter Threat Library search results by object, attribute, or description
source.

1. Click the Filters option and select Source.
The Source row is displayed below the filter name.

2. Locate and select the source for your filter by scrolling through the drop-down list or entering
the source in the Search for sources field.

3. Click the arrow next to Source to specify whether the filter references all sources or is restricted
to object or attribute sources.

4. Click the checkbox next to Is Only to specify that the filter includes objects that only include the
selected source(s) and do not include any other sources not specified by the filter.

5. To continue adding sources to the filter, click the Add Source option and repeat step 2.

ﬂ\ The Match Any/All toggle option allows you to configure the filter to include objects
that either fit one related object filter or all. The Any option is selected by default. This
means the filter displays results that fit any of the related object filters. The All option
means the filter displays results that fit all related object filters.

Filtering by Source ANY - Match Toggle Selection Examples

SETTING SOURCE
Filter A This Platform
Filter B Domain Tools

Filter Option Any

Result Search Results are filtered to include objects with a source of This Platform OR
Domain Tools.

Filtering by Source ALL - Match Toggle Selection

SETTING SOURCE

Filter A This Platform
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Filter B Domain Tools
Filter Option All

Result Search Results are filtered to include objects with both This Platform AND
Domain Tools as sources.

Filtering by TLP

ﬂ\ TLP visibility must be enabled to use the TLP filter in the Threat Library search. See the
Configure TLP Visibility section for more details.

The Threat Library allows you to filter your search results based on the TLP label assigned to the
object sources, attributes, or description sources. By default, all TLP filter options are checked so that
your Threat Library view includes all objects. To exclude objects by TLP, you can uncheck the box to
the left of the label name. For example, to omit objects with object and/or description sources
assigned a Red TLP label, uncheck the Red box.

When you apply a TLP filter, the Sources, attribute, and description columns only display data that
matches the TLP filter.

Tips and Tricks

+ TLP filters can be stored as part of data collections, similar to other filter types.
« The TLP filter is a global filter that is applied across all object types and all filter sets for a given
search query (i.e. it cannot be applied to individual object types or within individual filter sets).
 TLP filters impact the Threat Library CSV output in that CSV results output will match those in
the Threat Library results.
1. Navigate to Threat Library.

The option to filter by TLP color designation will be located under the search bar and Filter Set
option.

Threat LIbrary Losd Duwts Collection =

m d

© Add Anotrer Filber St

2. Use the Limit by TLP filter check boxes to select which TLP designations to apply to your search
results.

If TLP Green is checked, only objects with any source of TLP Green will be returned in
the search results.

The TLP filter also impacts the information returned in search results columns, including
Sources, attributes, and descriptions.
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Context Filters

Sources - In the Sources column of the search results, only sources that match the selected TLP

labels are displayed.

SCENARIO

Sources displayed before
applying the TLP filter

Sources displayed after
applying the TLP filter

RESULTS DISPLAY

© Add Another Filter Sat Limitoy TP [ Red @ Amber [ Green [ White [ NatSpecified

9 Adversaries M Manage Columns = m
NAME 3 LASTMODIFIED % TAGS SOURCES
-
100152020 02:14am
MITRE PRE-ATTLEK
© Add Anather Filter Set LimitbyTLP: O Red [0 Amber & Green [ white DO NotSpeafied

0 Adversaries (1) M Manage Columas = m

MAME 3 LAST MODIFIED = TaGS SOURCES

@ Fancy Bea 10152020 02:14am @ WITRE Mobile ATTACK

Attributes - In any displayed attribute column, only attribute values with sources that match the

selected TLP labels are displayed.

SCENARIO

Attribute Contributors displayed
before applying the TLP filter

Attribute Contributors displayed
after applying the TLP filter

RESULTS DISPLAY

P ElRes EAmber

...........

Descriptions - In any displayed description column, only descriptions with sources that match

the selected TLP labels are displayed.

Filtering by Point of Contact

The Point of Contact filter allows you to filter objects by the ThreatQ user display name of the person
assigned as the object's point of contact. You can filter by multiple user names as well as include
objects that do not have a point of contact (Unassigned).
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1. Click the Filters option and select Point of Contact.
The Point of Contact row is displayed under the filter set name.

St ot m T

EVENTS POINT OF COMTALT L]

2. Click the Add Point of Contact option to access a drop-down list of user names.

ﬂ\ The point of contact list includes all ThreatQ user names even those not currently
assigned as a point of contact for an object. In addition, this list contains an

Unassigned option that allows you to include objects with a blank Point of Contact
field.

3. Locate and click the checkbox next to the user name for your filter by scrolling through the
drop-down list or entering the name in the Search field. You can select one or more user
names at a time from this list.

Filtering by Workflow

The Processed by Workflow filter allows you to filter Threat Library results by the TQO workflow that
processed the objects and the time period during which the objects were processed.

1. Click the Filters option and select Processed by Workflow.
The Processed By Workflow modal is displayed.

"
Processed By Workflow Lo
Use this filter 1o filter abjects based on if they wiere processed by a specific workflow.
Specify the time in which they were processed
® &l Tirme
Within a date range

2. Select the TQO workflow.
3. Select a time range option:

> All Time - Returns all system objects processed by the workflow.
° Within a date range:
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Processed On - Returns system object processed by the workflow on a specific
date.

Processed Before - Returns system object processed by the workflow before a
specific date.

Processed After - Returns system object processed by the workflow after a specific
date.

Processed Between - Returns system object processed by the workflow within a
date range.

Processed Within the Last - Returns system object processed by the workflow
within a specific number of days prior to the current date.

4. Click the Save button to apply the filter criteria.
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Date Filters
Date filters allow you to filter advanced search results by date-related values.
Filtering by Date Created

Complete the following procedure to filter Advanced Search results by the date the objects were
created.

1. Click on the Filters option and select Date Created.

The Date Created dialog box opens.
I ———

Date Created

is before

May 9 2019 03177 FPM uTc

2. Select one of the following options to determine how the filter is applied:

OPTION RESULT
is Search results include the specified date.
is not Search results exclude items from a range of dates.
is before Search results include items before a selected date
is after Search results include items after a selected date
is between Search results include items in a selected range of dates
is greater Search results include items have exceeded their expiration date by a
than selected number of days.
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OPTION RESULT
is within Search results include items within the selected number of days.
the last

3. Use the controls to select date options based upon the selection in step 2.
4. Click Save.

Filtering by Last Modified
Complete the following procedure to filter Advanced Search results by the date objects were last
modified.

1. Click on the Filters option and select either Last Modified.

The Last Modified dialog box opens.
I ——  —

Last Modified

is before

May 9 2019 03:19 PM uTc

2. Select one of the following options to determine how the filter is applied:

OPTION RESULT
is Search results include the specified date.
is not Search results exclude items from a range of dates.
is before Search results include items before a selected date
is after Search results include items after a selected date
is between Search results include items in a selected range of dates
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OPTION RESULT
is greater Search results include items have exceeded their expiration date by a
than selected number of days.
is within Search results include items within the selected number of days.
the last

3. Use the controls to select date options based upon the selection in step 2.
4. Click Save.

Filtering by Published Date

ﬂ The Published Date is the date that an object was originally published by the source. This is
not to be confused with when the object was ingested into ThreatQ.
1. Click on the Filters dropdown option for a filter set and select Published Date.
Threat Li brar},-' Load Data Collection =

L} Search for

kywards..

€ Add Ancther Filter Set

-
Date

Fa Y . . A
(Lo Indicators (3,141) oy kv | B
o Date Created
Expiration Date
Published Date
VALUE = TYPE = ATE CREATED = LAST ML Source Ingest Time
= Last Modified
B B.1585.19 | IP Address 07052023 12:03pm 075055
@ Context
mitelie
@ adekubitavepo.foaploa.com FQDN 0752023 11:31am 0700572023 01:00pm l:hi Rt
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The Published Date dialog box opens.

Published Date

The published date is the date that the source originally published the object. This is not to be confused with when the object
was ingested into Threatd,

published before

Novernber - - 01 d 06:37 PM

2. Select the Source that published the object.
3. Select one of the following options to determine how the filter is applied:

OPTION RESULT
is Search results include the specified date.
is not Search results exclude items from a range of dates.
published before Search results include items before a selected date
published after Search results include items after a selected date
published Search results include items in a selected range of dates
between
is greater than Search results include items have exceeded their expiration date by

a selected number of days.

published within Search results include items within the selected number of days.
the last

4. Select Date, Time, and Time Zone for the filter to use.
5. Click Save.
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Date Filters
Filtering by Source Ingest Time
| ﬁ The Source Ingest Time is the date that an object was ingested into ThreatQ.
1. Click on the Filters dropdown option for a filter set and select Source Ingest Time.

Threat Libl‘i’lr}f Load Data Collection

T

[ Q. Ssarch for keywords..

Filter 5et 1 QO wor

O Add Anather Filter Set

@ Indicators (3,14

VALUE =

] & 118.195.198.108

The Source Ingest Time dialog box opens.

Source Ingest Time

1
| g

@ sidekubitivepo fasplos.con

IP Address

FQON

| v
L ELx "

O7/05/2023 12:03pm

D7/052023 11:3am

The Source Ingest time |5 the date that the object was initially ingested into Threatt),

created before

2. Select the Source that published the object.

You have the option to select Any Source.

07:49 PM

:

0 Dates
T -
Date Created
Expiration Date
Published Date
LAST M
LASTES Source Ingest Time
] Last Modified
07055
@ Context

Whitelst

7052023 01:00pm ad

3. Select one of the following options to determine how the filter is applied:
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OPTION RESULT
is Search results include the specified date.
is not Search results exclude items from a range of dates.
created before Search results include items before a selected date
created after Search results include items after a selected date
created Search results include items in a selected range of dates
between
is greater than Search results include items have exceeded their expiration date by a

selected number of days.

created within Search results include items within the selected number of days.
the last

4. Select Date, Time, and Time Zone for the filter to use.
5. Click Save.

Filtering by Expiration Date

You can narrow down the Indicators in your search results by the expiration date.

1. Click on the Filters dropdown option for a filter set and select Expiration Date.
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ﬂ If you are currently viewing system indicators in the Threat Library, you can click on
the Expiration Quick Filter located above the search results.

(@) indicators (3,141) @ | v @~ oo —

[ Expiration Date

VALLUE = TYFE = ATUS =

O @ 118195198108 1P Address nitelist
is -

= L

) @ sidekubitavepo foaptoa.con FODN ' Vair itelist
Jul - 5 - 023 -

— h

) @ dijeroxafupib.yubit.co.za FQDN nitelist

N o

o wirel
] @& gufinegagarudinyoyvep.co.za FODN Vel

The Expiration Date dialog box opens.

2. Select one of the following options to determine how the filter is applied:

OPTION RESULT
is Search results include the specified date.
is not Search results exclude items from a range of dates.
is after Search results include items after a selected date.
is before Search results include items before a selected date.
is between Search results include items in a selected range of dates.
is greater Search results include items have exceeded their expiration date by a
than selected number of days.
is within the Search results include items within the selected number of days.
last
is within the Search results include items within a range of future dates.
next
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OPTION RESULT
is protected Search results include items that are protected from auto-expiration.
from auto-
expiration

3. Based on the filter option you selected, select the date, date range, or number of days for the
filter to use.
4. Click Submit.
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Status Filters
Status filters allow you to filter advanced search results an object's Status.

Only Events, Indicators, Signatures, and Tasks can be filtered by their Status. In addition, the
Event Status filter is displayed only if an administrator has configured Event Statuses in the

Object Management page.

Filtering by Status

1. Click the Filters dropdown and select <Object Type>Status.
The <Object Type> Status filter row is displayed under the filter set name.
2. Click the Add Status option to access a drop-down list of statuses.

2. Locate and click the checkbox next to the status for your filter by scrolling through the drop-
down list or entering the status in the Search field. You can select one or more user names at a

time from this list.

ﬂ\ The Event Status filter gives you the option to include events without an status by
selecting the None option.

The search results update with the applied filter.
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System Maintenance Filters

The Flagged Object filter allows you to filter Threat Library search results to display objects flagged as
exceeding the relationship limit of 10,000 relationships with the same source.

Filtering by Flagged Objects

1. Click the Filters dropdown and select Flagged Objects.
The Flagged Objects filter row is displayed under the filter set name. This filter row displays the
Is Flagged pill. In addition, your Threat Library view lists system objects that have been flagged
as exceeding the relationship limit of 10,000 relationships per object/source.

m i
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Tasks Filters
Tasks filters allow you to filter tasks based on their priority and to whom they are assigned.
Filtering Tasks by Assignment

You can filter tasks based on whom they are assigned to.

1. Click on the Filters option and select Assigned To.
2. Use the Add User dropdown to select the user.

Filter Set 1

ASSIGMED TO

O Amy Rose
O Ivo Robotnik

O John Apple
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Filtering Tasks by Due Date

1. Click on the Filters option and select Due Date.
m v

| Q. Search...

@ Tasks

Assigned To
Due Date
Priority

Reported By

® Types

£

Indicator Type

The Due Date dialog box opens.

Coae Dt X

2. Select one of the following options to determine how the filter is applied:

OPTION RESULT
is Search results include the specified date.
is not Search results exclude items from a range of dates.
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OPTION RESULT
is after Search results include tasks with a due date after a selected date.
is before Search results include tasks with a due date before a selected date.
is between Search results include tasks with a due date that set between the selected

range of dates.

is greater Search results include items have exceeded their expiration date by a
than selected number of days.
Is within Search results include tasks with a due date within the last user-specified
the last number of days.
Is within Search results include tasks with a due date within the next user-specified
the next number of days.

3. Click Save.

Filtering Tasks by Priority

You can filter tasks based on their priority.

1. Click on the Filters option and select Priority.
2. Use the Priority dropdown and select Add Priority.

Filter Set 1

PRIORITY

O High
D Lo

O Medium
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Filtering Tasks by Reported By

You can filter tasks based on who created them.

1. Click on the Filters option and select Reported By.
m v

‘ Q, kearch...

@ Tasks

Assigned To
Due Date
Priority

Reported By
@ Types

Indicator Type

The Reported By Filter will appear in the filter set.
Threat Librar'y Load Data Collection =

Q, search for keywords...

Filter Set 1 QO noT

REPORTED BY Add User =

& Add Another Filter Set

ThreatQ User Guide
Version 6.14.0 >44



THREATQ )

2. Click on the Add User option to select the user.
Threat ..Ih!':'.ll':'l.' Losd Data Colection =

2 Search for kepwands

REPORTIO DY

O Administrathe
/I._:T-;\_.I
o Indicato O] Arnelia Pand
0 Contribastos

O UserTest

VALLUE = ] threatq&threatg.com
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Type Filters

You can filter Indicator , Events, Signatures, and Files by specific types of each.
Filtering by Object Type
Filter the Signature list to include YARA types only.
1. Click on the Filters dropdown and select <Object Type>Type.

ﬂ\ The Type filter row will appear in the filter set.

2. Click on Add Type.

ﬂ\ You can select multiple types using the check boxes.

The search results will update with the applied filter.
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Managing Search Results

About Managing Search Results

ThreatQ allows you to save your Threat Library searches as Data Collections and/or export your
search results to a CSV file or STIX bundle.
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Data Collections

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Artifact Management - Data Collections - Create. Edit Delete OR View Only

Once saved, a Data Collection can be used by dashboard widgets, integrations, TQO actions, TAXII
collections, and other workflows.

A\ Use caution when deleting a data collection as it could be associated with integrations,
custom dashboards, TAXII collections, and other workflows in use with your organization.

Saving Searches as Data Collections

1. Perform a search on the Threat Library.
2. Click the Save As link.

[B) Save As Y Clear Filters

The Save Data Collection dialog box opens.

Save Data Collection

3. Enter a name for the search in the Data Collection dialog box.
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4. Click the Save Data Collection button.

The name of the data collection is displayed at the top of the page. As the data collection
creator, you have owner-level permissions and are the only user who can view or edit the data
collection. See the Sharing Data Collections section for information on allowing other users to
access your data collection.

Threat Libra ry [MITRE Source Adversaries J+ (i)

Q,

Filter Set1 0O mNaOT

© Add Another Filter Set

Loading Data Collections

1. Navigate to the Threat Library page.

2. Click the Load Data Collection Search option. The data collection window defaults to the All tab
that lists all the data collections you own or to which you have view or edit access. The Owned
By Me tab lists the data collections for which you are the owner. You can also locate a data
collection by using the search field.

v I Threat Library Load Data Collection =

A Owned By Me

| Q Starttyping...

MITRE Source Adversaries
key malware

All Adversaries by Threatqg

w nmrarcators U]
0

3. Select the data collection.
The data collection is displayed in the Threat Library page. The name of the data collection is
listed at the top of the page.

ﬂ If the data collection name is longer than forty characters, it is truncated with ellipses
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Threat Library [MITRE Source Adversaries }» (i)

Filter Set 1 O noOT

© Add Another Filter Set

4. Click the ® icon to view:
° Data collection name and owner
o Date of the last change to the data collection
> Dashboards, data feeds, TAXII collections, and workflows that use the data collection. You
can click these items to access the corresponding dashboard or data feed.
> The number of private dashboards that use the data collection

Threat Library wmmreatack ~  (®

Q Search | yyrRE ATTACK I
Owned By Last Modified
. threatg@threatg.com 07152021 D6:24pm
Filter Sel B ' >relel thiasp
Used by (3)
KEYWORD|

m Adversary Chart
owned by threatq@thre...

© Add Anotl
sl Adversary Count

owned by threatq@thre...

e Ad @PrivateDaSHt}oardi

Modifying a Data Collection

Users with owner or editor permissions for a data collection can make changes to it.

1. Navigate to the Threat Library.

2. Load the data collection you want to change.
3. Enter your changes to the data collection.

4. Click the Save link.
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Copying a Data Collection

When an owner or editor makes changes to a data collection, the Save As link allows the creation of a
new data collection that reflects these changes and leaves the original data collection unchanged. For
example, you can add a filter to an existing Adversaries data collection to include only MITRE
Enterprise ATT&CK sources, then save the new data collection as Adversaries - MITRE Enterprise.

1.

5.
6.

Navigate to the Threat Library.

2. Load the data collection you want to copy.
3.
4. Click the Save As link.

Enter your changes to the data collection.

The Save Data Collection window is displayed.

Save Data Collection

Enter the name of the new data collection.
Click the Save Data Collection button.
ThreatQ creates your new data collection and displays it in the Threat Library page.

Renaming a Data Collection

Only the owner of a data collection can change its name.

1.

oA W N

Navigate to the Threat Library.
Load the data collection whose name you want to change.

Click the @ icon.
Click the & icon next to the data collection's name.

Enter the new name.
Click the * to save your change.

Sharing Data Collections

Owners and editors have the option to share a data collection with other users. However, only the
data collection owner can remove a user's permissions. In addition, the Share(d) button displayed
depends on your permission level and the sharing status of the data collection.

PERMISSION LEVEL SHARED WITH OTHERS? SHARE(D) BUTTON
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Owner, Editor Yes _

See the Sharing topic for more information on the permissions you can assign to each data collection.

1. Navigate to the Threat Library.
2. Load the data collection you want to share.
3. Click the Share button.
The Sharing window allows you to select the user to which you want to grant access.

e Sharing X

Invite people:

Search i:'-:.- AAMe,, i ow

Who has access

@ threatq@threatg.oom {youl is owner

4. Click the arrow next to the @ icon to select the user's permission level.

ﬂ If you are granting access to all users, you must select the Can View option. You can
only assign editing permission to individual users not to all users.

Q If you assign owner permissions to another user, your permissions automatically
change to editor-level.
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® - |

@& Can view

& Can edit

= Make Owner

—___Aer
5. Use the search field to locate and select the user name or the Everybody (Public) option. This
option grants view-only access to all users.
The user is now listed in the Who has access list. From this listing, you can change or delete the
user's permissions.

7
@ Sharing -
Invite people:
{ Search by name... @ -
Who has access
o threatg@threatq.com (you) is owner
e contributor ]

6. Click the Apply button to save the user's permission level.

Removing a User's Access to a Data Collection

Only the data collection owner can remove a user's permissions.

1. Navigate to the Threat Library.
2. Load the data collection to which you want to remove a user's access.
3. Click the Share button.

4. Click the " icon next to the user's name.

Deleting a Data Collection

To delete a data collection, you must have owner-level permissions for the data collection.
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A\ Deletion of a data collection cannot be undone. Exercise caution before deleting a data
collection as it could be associated with integrations, custom dashboards, TAXII collections,
and other workflows in use with your organization.

Method 1:

1. Navigate to the Threat Library.

Click the Load Data Collection Search option.

Click the Owned By Me tab.

Check the box next to the data collection you want to delete.

Click the " icon.

The Delete Data Collection window prompts you to confirm your deletion

6. Check the warning checkbox and click the Delete Data Collection button to confirm.

bk wN

Delete Data Collection x

This data collection is |_:I_'I."£ used i 2 places, |,I|_'I|_"::|"E__ this will impact those items

OBy checking this box, it confirms you are deleting this data collection. This cannot be undone.

Method 2:

1. Navigate to the Threat Library.
Load the data collection you want to delete.

Click the ® icon next to the data collection name.

Click the " icon.

The Delete Data Collection window prompts you to confirm your deletion

5. Check the warning checkbox and click the Delete Data Collection button to confirm.

A w DN
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CSV Exports

You can export your search results as a CSV file, which allows you to use the data in another
application, such as external spreadsheet software.

A\ Ifyou export a file with too many search results, the file may be too large to open in desktop
applications. If you encounter this issue, you should separate your exports into smaller
segments of data.

G\ When exporting data collections to a CSV file, if you include additional columns beyond the
default, this modification will impact the performance of the export process.

Exporting Search Results to CSV

To export search results to a CSV file:

1. Navigate to the Threat Library.

2. Perform your search or load the appropriate data collection.

3. You can further customize your export by checking the checkbox next to each object you want
to include.

4. Click the Export button ¥ ¥ and select the option to export all objects or the option to select
only checked objects.
The CSV file downloads to your desktop.
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STIX Exports

You can export ThreatQ-supported STIX objects to STIX files from the object details and object preview
pages as well as Threat Library search results. Exports from the object details and object preview
pages include object relationships. However, exports from the Threat Library do not.

Each STIX export can contain up to 50,000 system objects. If you attempt to exceed this maximum, a
tooltip is displayed indicating that the export option is available for searches under 50,000 objects.

ThreatQ supports STIX exports for the following seeded objects:

+ Adversaries * Incident * Note*

+ Attack Pattern * Indicators * Report*

« Campaign * Infrastructure + Tool

+ Course of Action * Intrusion Set * Vulnerability
* |dentity + Malware

ﬂ\ Note and Report objects can only be exported to STIX from the object details and object
preview pages or TQX, not from Threat Library search results.

For indicators, you can create STIX export bundles for the following indicator types:

+ ASN + File Path « MD5 + x509 Serial
*+ Binary String * Filename + Mutex + X509 Subject
« CIDR Block + FQDN + Password « URL

+ CVE + IP Address + SHA-1 + User-agent
« Email Address + IPv6 Address + SHA-256 « Username

+ Email Attachment + MAC Address « SHA-512 + X-Mailer

« Email Subject

Tips and Tricks

+ STIX exports:

° Include an object's confidence value as an attribute as long as the confidence value falls
within the range from zero to one hundred.

° Include an object's primary description only. If an object has multiple descriptions, only
the primary description is included.

° Include indicator expiration timestamps in the valid_until field.

> From the object details and object preview pages include object relationships. However,
exports from the Threat Library do not.

+ When you export system objects with the following location keys as attributes to a STIX file, the
export process converts these attributes to STIX location objects: latitude, region, city,
longitude, country, street address, precision, administrative area, postal code. STIX imports of
location objects convert these objects to attributes.

* When you export an infrastructure object that includes Kill Chain: attributes to a STIX file, these
attributes are exported as Kill Chain Phase information.

Exporting Threat Library Search Results to STIX
STIX exports generated from Threat Library search results do not include object relationships.

To export search results to a STIX file:
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1. Navigate to the Threat Library.

2. Perform your search or load the appropriate data collection.

3. You can further customize your export by checking the checkbox next to each object you want
to include.

4. Click the Export button & ¥ and select the option to export all objects or the option to select
only checked objects.

-

(@) ndicators (2) B v @ @ Manage Columns ~ ~
Export to C3V (2)

Export to 5T (2)

] VALUE = TYPE = DATE CREAT  Export Selected 1o L5V (1) STATUS =
¥ @ Example@example.comn Ermail Address 0R/245202 Export Selected to STIX (1) prm Betive
O & 103.14.208.10 IP Address 08/24/2023 03:51pm 0Br2472023 03:51pm Active

The STIX file downloads to your desktop.
Exporting Object Details to STIX

You can export ThreatQ supported STIX objects to STIX files from the object details and object preview
pages as well as Threat Library search results. Exports from the object details and object preview
pages include up to 1,000 relationships per object. Exports from the Threat Library do not include
related objects.
q Objects with more than 1,000 relationships return them in an indeterminate order. As a
result, there is no sort method available to determine which of the relationships are
included in the STIX export.

1. Access the system object's details or preview page.
2. Click the Actions button.
3. Click the Export to STIX option.
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Bulk Actions

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: See the Interdependent Permissions topic.

The Bulk Actions feature gives you the ability to update and delete large groups (1000+) of system
objects. Once selected, the job process runs in the background and allows you to continue working
within ThreatQ. You can review the status of the job and its results on the Job Management page.

ﬂ\ The fields listed in the Bulk Actions Bulk Change form may differ based on the type of
system objects you have selected. Example: If you selected a set of events, the Change
Expiration options will not be listed as expiration pertains to indicators only.

Upon initiating a Bulk Action, the job is queued by the system and you receive an in-app notification
via the Notification Center icon. The system also notifies you, via the Notification Center, that the job

has been completed.
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NOTIFICATION CENTER

[ Clear

SYSTEM NOTIFICATION

©  Bulk Status Job #1 queued. I

a few saconds ago

Analytics

NOTIFICATION CENTER MARK ALL AS REAL
rds.., Fc

SYSTEM NOTIFICATION
@  Bulk Status Job #1 completed successfully. e [°

a few seconds ago
Bulk Status Job #1 completed successfully.

Bulk Add Source

ﬂ If an object is already associated with the source selected for the Bulk Add Sources action,
the object is skipped during the bulk process.

1. Perform a search on the Threat Library.
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Bulk Actions

2. Click the Bulk Actions button S~ .
Threat lerary Load Data Collection =

Bsave Az T Clear Filters

1 Search for keywords...

Filter S8t 1 QO woT

© Add Anather Filter Set

@ Indicators (3,141)

QUICK FILTERS Type - Status - Store -
VALUE = TYPE =
« 118.195.198.108 IP Address
@& sidekubitavepo.foaplos com FOQOM
@ dijeroxafupibyubit.co.za FODM

¥

DATE CREATER =

Q70572023 1 2:03pm

070052023 11:31am

O7/05/2023 11:3am

m =

ol oo

& Bulk Changes

All Indicators (3,141)

Selected Indicators (25)

1
[l Bulk Delete
All Indicators (2,141}
L
Selected Indicators (25)
07/05/2023 01:00pm  biptelist
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3. Click the All <System Object> or Selected <System Object> option under the Bulk Changes
heading.

Bl.llk Changes Your changes will affect 100 objects

Status
Indicator Status -
MNote: wWhitelisted Indicators will not be affected when bulk updating status.

Change Expiration Date

Select Expiration Status

Mote: When extending or setting an explration date, all Indicators that have a status of Expired will be set 1o a status
of Active unless another status was specified above

Tags
Add / Remove

Add - Select a tag >~ | @

Add new tag

| Cancal

4. Click Add Row under the Source heading.
A new row with a dropdown option is displayed.

Sources

Source v | @

Add new source

Add Row O
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Bulk Actions

5. Use the dropdown to select the source to add to the selected objects. You can also use the Add
New Source link to add a source that is not listed in the dropdown.

ﬂ If you have TLP enabled, you will also be able to update the designation for the source
selected or keep the source-default designation.

Sources
— Source — TLP —
‘ threatq@threatg.com - ‘ ~ | W@
. Add new source .
Source @ RED
Add Row © e
@ GREEN
WHITE
NOME
Bulk Add/Remove Attributes
1. Perform a search on the Threat Library.
2. Click the Bulk Actions button & .
Threat Libl’al"}’ Lead Data Collection = Blsavess T

O Search for keywords...

Filter 52t 1 QO wnoT

© Add Another Filter Sat

@ Indicators (3,141)

= VALUE =

[+ @ 118.195.198.108

¥ & xidekubitavepo.foaptod,con

El @  diperoxalupibyubit.co.za

IP Address

FQON

FQDN

il B R

07/05/2023 12:03pm

07:05/2023 11:37am

OAr052003 11:3am

m :

o [CIEEXENER

& Bulk Changes

All Indicators (3,141)

Selected Indicators (25)

=1
=F

] Bulk Delate

Al Indicators (3,141}

Selected Indicators (25)

Whitehst

Or05s 2023 01:00pm ed

3. Click the All <System Object> or Selected <System Object> option under the Bulk Changes

heading.
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The Bulk Changes page is displayed.
Bl.l"( Changes Your changes will affect 100 objects

Status

Indicator Status -

Mote: Whitelisted indicators will not be affected when bulk updating status.

Change Expiration Date

Select Expiration Status -

Note: When extending or setting an explration date, all Indicators that have a status of Expired will be set 10 a status

of Actlve unless another status was specified above

Tags

Add / Remove

Add - Select a tag -

Add new tag

‘ Cancel

Only the Bulk Actions that relate to the type of system object you selected will load on
the Bulk Changes form.

4. Locate the Attributes heading and select either Add or Remove.

5. Select the attribute Name and Value. You can also use the Add New Name and Add New Value
options to create new attributes. If you are adding an attribute, you will also select a Source. If
you do not select a Source, the Source default will automatically be used.
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Bulk Actions
Attributes
Add ASN 13335 abuse.ch URLhaus Plai... ]
Add new name Add new value Add new source
Add Row ©
Attributes
Remove ASN 13335 I}
Add Row ©

‘Q Click Add Row and repeat steps 4-5 to add/remove multiple attributes. See the

Scenarios section below for more details.

6. Click the Apply Changes button located at the bottom of the form.

Bulk Add/Remove Attribute Scenarios

Add Multiple Attributes

1. The user narrows down the Threat Library using advanced search filters.
2. The user selects Bulk Changes from the Actions dropdown.
3. The user enters the Attribute Name, Value, and Source for the first row in the Attributes

section.
4. The user clicks on Add Row.

w

6. The user clicks on Apply Changes.
Results

The user enters the Attribute Name, Value, and Source for the new row.

° All objects with in the list will have those attributes added

-

The attributes will be listed in the audit log mentioning that this. The author of the
action will be "Job ID <job_id_number> (<username>)"

Remove Multiple Attributes

1. The user narrows down the Threat Library using advanced search filters.
2. The user selects Bulk Changes from the Actions dropdown.
3. The user selects Remove from the dropdown in the Attributes section and then enters the

Attribute Name, Value, and Source for the first row.
4. The user clicks on Add Row.

5. The user selects Remove from the dropdown and then enters the Attribute Name, Value, and

Source for the second row.
6. The user clicks on Apply Changes.

Results
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> All objects in that change set that have the attributes specified (exact Name, Value,
Source) will have them removed

ﬁ The attributes will be listed in the audit log mentioning that this. The author of
the action will be "Job ID <job_id_number> (<username>)"

> Any object that does not have the attributes specified (exact Name, Value, Source) will be
skipped.

ﬂ There will be no mentions of the job in the audit log for those objects because
no changes were made.
Add and Remove Attributes

In this scenario, the platform will execute the Bulk Changes in the following order:

1. Add Attributes - See the Add Multiple Attributes Scenario above.
2. Remove Attributes - See the Remove Multiple Attributes Scenario above.

Bulk Add/Remove Tags
1. Perform a search on the Threat Library.

2. Click the Bulk Actions button & .
Threat letal":-,.’ Load Data Collection = B)Save As

1 Search for keywords...

© Add Anather Filter Set

F o= 1 i P ;
Ur?ﬁ._li!' Indicators (3,141) By | k@ M Manage Columns ~ +
=
& Bulk Changes
All Indicators (3,141}
= VALUE = T™PE = DATE CREATED: - z
Selected Indicators (25)
EI & 118195198108 IP Address Q70572023 12:03pm P - .

] Bulk Delete

All Indicators (3,141)
¥ @ xidekubitavepofoaptoacon FODN 07/05/2023 11:31am I
Selected Indicators (25)

# @ dijeroxafupibyubitoe.za FODMN 07/05/2023 11:31am O7/052023 01:00pm I‘:‘r'l”"'""-‘"

3. Click the All <System Object> or Selected <System Object> option under the Bulk Changes
heading.
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The Bulk Changes page is displayed.
Bl.llk Changes Your changes will affect 100 objects

Status

Indicator Status -

Mote: Whitelisted indicators will not be affected when bulk updating status.

Change Expiration Date

Select Expiration Status -

Mote: When extending or setting an explration date, all Indicators that have a status of Expired will be set to a status
of Active unless another status was specified abowve

Tags
Add / Remove

Add - Select a tag -

Add new tag

| Cancel

4. Select whether either the Add or Remove function and the Tag. You can also use the Add New
Tag option if the desired tag is not listed in the dropdown.

Tags
— Add / Remove —
Add v ‘ Select a tag - | W
Add new tag
Add Row ©

Q Click on Add Row and repeat step 3 to add/remove multiple tags.
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5. Click the Apply Changes button located at the bottom of the form.

Bulk Change Expiration Date

| ﬂ This function can only be performed on Indicators.
1. Perform a search on the Threat Library.

2. Click the Bulk Actions button & .
Threat L|brary Load Data Collection = BjSaveds T

O Search for keywords...

© Add Anather Filter Set

® nicoors G141 SFES

& Bulk Changes

All Indicators (3,147)
EI VALUE = TPE = DATE CREATED - -
Selected Indicators (25)

# g% 15 13 I8 oL 05 5
< @& 118 198,108 IP Address O7/05/2023 12:03pm I Bulk Delete

All Indicators (3,141)
El @& xidekubitavepo.foaptos.com FQOM o705 2023 113 am t
Selected Indicators (25)

Whitelist

EI @ dijeroxafupibyubit.co.za FQDM 07052022 11:37am 7052023 01:00pm ed

3. Click the All <System Object> or Selected <System Object> option under the Bulk Changes
heading.

ThreatQ User Guide

Version 6.14.0 >67



THREATQ )

The Bulk Changes page is displayed.
Bl.l"{ Changes Your changes will affect 100 objects

Status

Indicator Status -

Mote: Whitelisted indicators will not be affected when bulk updating status.

Change Expiration Date

Select Expiration Status -

Mote: When extending or setting an explration date, all Indicators that have a status of Expired will be set 10 a status
of Actlve unless another status was specified above

Tags
Add / Remove

Add - Select a tag -

Add new tag

‘ Cancel

4. Select the type of expiration update to perform:
See the Bulk Change Expiration Date Scenarios topic for specific details and outcomes.

> Extend expiration date

ﬁ The platform will ask you for the number of days to extend the expiration upon
selection.

> >Protect from auto-expiration
° Remove expiration date
° Set a new expiration date

ﬂ The platform will ask you to select a new date using a date picker upon
selection.
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5. Click the Apply Changes button located at the bottom of the form.
Bulk Expiration Change Scenarios

Expiration isn't part of the form if indicators are not part of the result set

1. The user attempts to make bulk expiration changes to system objects other than indicators.
2. The Change Expiration Date option will not be listed on the Bulk Changes form.

Setting Expiration policy to a specific day
1. The user selects a set of indicators using the advanced search.

2. The user selects Set a New Expiration Date from the Change Expiration option.
3. The users selects a day using the date picker.

ﬂ\ The date selected must be a future date.

4. After submitting the request, all indicators as part of that record set have the new expiration
date.

Extending the expiration policy by a number of days

1. The user selects a set of indicators using the advanced search.

2. The user selects Extend Expiration Date from the Change Expiration option.

3. The user enters the number of days to extend.

4. After submitting the request, all indicators in that record set will now have their expiration date
extended by that number of days specified.

Remove an expiration policy

1. The user selects a set of indicators using the advanced search.

2. The user selects Remove Expiration Date from the Change Expiration option.

3. After submitting the request, all indicators in that record set will no longer have an expiration
date.

Protecting items from auto-expiration

1. The user selects a set of indicators using the advanced search.
2. The user selects Protect from Auto-Expiration from the Change Expiration option.
3. After submitting the request, all indicators in that record set will have the protect from auto-
expiration expiration policy applied.
Extending/Setting an expiration date of an indicator with a status of Expired

1. The user selects a set of expired indicators using the advanced search.

2. The user selects Set a New Expiration Date from the Change Expiration option.

3. The users selects a day using the date picker.
The date selected must be a future date.

4. After submitting the request, the expired indicators in that record set are then changed to a
status of Active and the expiration date is set to the date indicated with the date picker.

Extending/Setting an expiration date of an indicator with a status of Whitelisted
All whitelisted indicators included in a Expiration Change set will be skipped.
Removing an expiration date on a previously expired indicator

1. The user selects a set of expired indicators using the advanced search.
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2. The user selects Remove Expiration Date from the Change Expiration option.
3. The expired indicators in the set are skipped.

Bulk Delete

The Bulk Delete feature offers users with Maintenance and Administrative roles the ability to select
and delete system objects of all types, excluding Files and Tasks, from the Advanced Search page. In
addition to the system object, bulk delete will also delete all child records such as attributes and
relationships.

Individual Tasks and Files can be deleted by accessing the object’s details page and selecting
Delete Task/File from the Actions menu.

Once selected, the job process will run in the background and allow you to continue working within
ThreatQ. An in-app notification will alert you when a Bulk Delete job has been queued and when it has
been completed. You can also view the status and outcome of the job from the Job Management

page.

A\ The Bulk Delete function permanently deletes selected indicators from the system. Once
deleted, you will be unable to undo the action. If you are executing a Bulk Delete on a large
group of indicators, ThreatQuotient highly recommends performing a backup of your
system before performing this function.

A\ Based on the size of your bulk delete job and the system resources available, you may find
that the estimated job duration is quite long. In these rare instances, contact ThreatQ
support to explore your other options for deleting a large number of objects.

1. Perform a search on the Threat Library.

2. Click the Bulk Actions button & ~.
3. Click the All <System Object> option under the Bulk Delete heading.

The Bulk Action Confirmation dialog box will load.

Confirm Bulk Action

O Permanently delete 19 items.

3. Click the checkbox to confirm deletion and then click the Delete button.

Bulk Add/Remove Relationships

You can use the Bulk Change option to add/remove relationships for a group of objects, per object
type, on the Advanced Search page. Bulk relationship updates are restricted to less than ten
thousand objects and up to ten relationships per batch.
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ﬂ If an object is already associated with the source selected for the Bulk Add Relationships
action, the object will be skipped during the bulk process.

1. Perform a search on the Threat Library.
2. Click the Bulk Actions button & ~.
3. Click the All <System Object> or Selected <System Object> option under the Bulk Changes
heading.
The Bulk Changes page is displayed.
Bulk Changes vour changes will affect 100 abjects

Status

Indicator Status

Change Expiration Date

Select Expiration Status

eizing an expiration dat dicators that hawe a status of Expired will be set 1o 2 status of Active
Pt abiose.

Tags
- Add / ReEmove —,

Add -

Select a tag

Add new 1ag

Add Row ©

Attributes
~ Add / Remove —
Add -

Mame - - Source - o]

Add new name Add nEw source

Add Row ©

Sources

Source - | @

Add new SoUrce

Add Row ©

Relationships

~ LImit search ta

All Objects - H Q) Start typing...

ﬂ Only the Bulk Actions that relate to the type of system object you selected will load on
the Bulk Changes form. Example: Bulk Expiration Change will not load for non-
indicators.

4. Locate the Relationships heading and optionally select Limit Search To to select an object type.
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Relationships

Limit search to 5
All Objects - Q_ start typing...

Q, Ptart typir

Adversaries

5. Enter an object name.

ﬂ\ By default, this field searches for objects that begin with the search string you enter.
To search for objects that include your search string but do not begin with it, you must
use a wildcard (% OR *) search.

Examples:

1. When you enter "us", your search returns USBferry and USBStealer.

2. When you enter "%us" or "*us", your search returns Aquarius, Lazarus Group, Dust
Storm, USBferry, and USBStealer.

6. After you select an object, the Add/Remove option appears.
Relationships
Limit search to — Start typing
‘ All Objects v
‘ A(dd o b (M abdahmani.serveftp.net ]ﬁl
7. Select either Add or Remove.
8. Use the dropdown to select the source to add to the selected objects. You can also use the Add
New Source link to add a source that is not listed in the dropdown.
9. Click the Apply Changes button located at the bottom of the form.

Bulk Status Change

ﬂ\ This function can only be performed on objects that use the status field such as Indicators,
Events, Signatures, custom objects, etc.

ﬂ\ Whitelisted Indicators are not affected by Bulk Status Change. If a Whitelisted Indicator is
included in the set of system objects selected for a Bulk Status Change, the platform will skip
the object without making a status change.

1. Perform a search on the Threat Library.

2. Click the Bulk Actions button & ~.

3. Click the All <System Object> or Selected <System Object> option under the Bulk Changes
heading.
The Bulk Changes page is displayed.
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Bl.llk Changes Your changes will affect 100 objects

Status

Indicator Status

MWote: Whitelisted indicators will not be affected when bulk updating status.

Change Expiration Date

Select Expiration Status v

Mote: When extending or setting an explration date, all Indicators that have a status of Expired will be set 1o a status
of Active unless another status was specified abowve

Tags
Add / Remove

Add - Select a tag ~

Add new tag

| Cancel

4. Use the dropdown provided to select a new status to be applied to the selected objects.

ﬂ If you no status types are configured for an object, the Status field is not displayed.

ﬂ For Event and custom objects, you can select the None option to remove the statuses
assigned to the objects.

5. Click on Apply Changes button located at the bottom of the form.
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Object Details

About Object Details

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Individual Object Context & Actions

You can click on an object within the ThreatQ application to access its details page. The Object Details
page provides you with an in-depth look at an individual object. You can enter comments for others to
view, link related objects, and view an audit log of all activity associated with the object.

Specific objects, such as Indicators , display additional information such as score, and expiration data.
Relationship Limits

If an object has more than 10,000 relationships from the same source, the Relationship Limit Reached
banner is displayed at the top of the object details page until you close by clicking the X in the upper
right corner or until you resolve the relationship limit issue.

Relationship Limit Reached!

In addition, the object’s Sources pane displays a relationship limit badge with a tooltip listing the
source that exceeded the limit. Within the tooltip, you can click the source to access a Threat Library
view filtered by the related to (object name) and relationship criteria (offending source).
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© umeecom = @ ot v g g
1 . -
o— © © anributescy () B s
= E Seurces (1) . [
=
. (:}" Tags () -
,:Qn enships .
0 = .
- (& Descriptions (0) . O A
=
s}
. = U Er—n— | [=- |
I'-.-'l; Cammanzy [0 .
D Files (1) W wom e iorany .
3 opersiees (@)
Fa, rchesirasas . ) indicators (1) st mens v - m
E‘ At Log .
R T T — BTN & (= |
{2 Commeents (0] - o s
ﬁ Operations .
.["?:. Orehestratar .
[# Audit Log .
OBJECT DETAILS PAGE LEGEND
Header Section
NUMBER FIELD DESCRIPTION REFERENCE
1 Edit Object The Edit link allows you to edit N/A
Link specific details about an object. Edit
fields will differ based on the type
of object.
2 Score The Score Selection dropdown * Indicator
Selection* allows you to override an Scoring
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OBJECT DETAILS PAGE LEGEND

Applies to indicator's score set by the scoring Scoring
Indicators Only algorithm. Algorithms
Score You can click on the icon to review Scoring
Summary* the criteria utilized by the Algorithms
Applies to application's scoring algorithm to
Indicators Only generate the Indicator's score.
Point of The Point of Contact menu allows
Contact* you to select the ThreatQ display
Does not apply name of the point of contact for the
to Adversaries, object.
Files,
Indicators,
Signatures,
and Tasks
Status* The Status dropdown menu allows Indicator
Does not apply you to manually set the status of an Status
to Adversaries, object. Indicator
Files, Statuses
Signatures, Management (Object
and Tasks Management)
Object
Statuses (Object
Management)
Add to The Watchlist toggle button allows Add/Remove
Watchlist you to add and remove the object an Object to
from the Watchlist widget. the Watchlist
Expiration* The Expire link allows you to set an Indicator
Applies to expiration date for the indicator, Expiration
Indicators Only protect from auto-expiration Indicator
policies, and remove an existing set Expiration
expiration date. Policies (Data
Controls)
Details Section
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About Object Details

Number

10

11

12

Pane

Attributes

Sources

Tags

Descriptions

Adversary

Files

OBJECT DETAILS PAGE LEGEND

Description

The Attributes pane displays
attributes associated with the
object. You can Add, Edit, and
Delete attributes found in this
section.

The Sources pane displays sources
associated with the object. You can
Add, Edit, or Remove sources.

The Tags pane displays tags
associated with the object. You can
Add and Delete tags found in this
section.

The Descriptions pane allows you
to add, update, or delete object
information.

The Adversaries pane displays
adversaries associated with the
object.

The Files pane displays files
associated with the object and
gives you the option to preview,
download, and/or parse the file. If
your browser does not support file
preview for a specific file type, the
file is downloaded instead.

ﬂ You cannot preview a
malware locked file.

Reference

« Attributes Pane

* Sources Pane

+ Tags Pane

+ Descriptions
Pane

+ Relationships
Panes

+ Relationships
Panes
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About Object Details

OBJECT DETAILS PAGE LEGEND

13 Indicators The Indicators pane displays Relationships
indicators associated with the Panes
object.

14 Tasks The Tasks pane displays tasks Relationships
associated with the object. Panes

15 Comments The Comments pane allows you to Comments
record comments about the object Pane
for other users to read and
reference.

16 Operations The Operations pane allows you to About
associate third-party attributes and Integrations
related indicators to the indicator. Management

ﬂ\ This option requires the
installation of Operations.
See the Managing
Integrations topic for
more details.

17 Orchestrator Requires ThreatQ TDR + Orchestrator
Orchestrator. The Orchestrator Pane
pane lists the name of each TQO
workflow that has processed the
object and the workflow run
timestamp.

18 Audit Log The Audit Log panel displays all + Audit Log
actions and changes made to an
Object.

Left-Hand Navigation

Number Field Description Reference
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OBJECT DETAILS PAGE LEGEND

19 Actions Menu The Actions menu lists the + Actions Menu
following options:

+ Add Attribute

+ Add Comment

+ Add Relationship

+ Add Source

+ Create Task

* Generate PDF

+ Start Workflow (requires
ThreatQ TDR Orchestrator)

+ Start Investigation (requires
ThreatQ Investigations)

+ Add to Investigation (requires
ThreatQ Investigations)

*+ Delete
20 Object Details This allows you to jump to a N/A
Navigation particular pane on the Object
Tabs Details page.

* Indicates the object details page option is only available for specific object types.
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Adding/Removing an Object to the Watchlist

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Administrative Functions - View Audit Log, Objects & Context - Individual Object Context &

Actions - Add to Watchlist, See the Interdependent Permissions topic.

Read Only users do not have the option to add an object to the Watchlist.
| ﬂ The steps to remove an item from the Watchlist are the same as adding an item.

1. From the ThreatQ user interface, navigate to the Details page of system object you want to

track.
2. Click Add to Watchlist to track the object. Or, click Remove from Watchlist to remove the
object.
73.49.109.200 & Edit T FTrT
INDICATOR: I ADDRESS
Created. 05/07/2019 First Zaen; 08r16/2018 03:57pm Expires: add
() Attributes (2) @ il
(i) context
=) L | u} ATTRIBUTETYFE & ATTRIEUTE VALLE & SOURCES -
3 abuse o Feed Tracker Bamet
1 Mabware Type . 5N, 0
‘_9 Relationships

ED_J Comments (1)

57 sources (1)
32 operations

Depending on your selection, the object is added to/removed from the Watchlist on the system
default dashboard.
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Actions Menu

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Individual Object Context & Actions

The Action Menu, located on the left-hand of the Object Details page, allows users to quickly execute
system object processes.

@ Context

@ Add Attribute
& Add Comment
& Add Relationship

B Add Source

@ Create Task

[@ Generate PDF

1«

Export to STIX

7oy Start Workflow

1 & Start Investigation

Add to Investigation

M Delete Indicator

Actions Include:
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Actions Menu

ACTION

Add Attribute

Add
Comment

Add
Relationship

Add Source

Create Task

Generate PDF

Export to STIX

Start
Workflow

Start
Investigation

Add to
Investigation

Delete
<Object>

FUNCTION

Brings up the Add Details dialog box which
allows you to add an attribute to the object.

Displays a new text entry field in the Comments
pane.

Brings up the Add Relationships window which
allows you to link other system objects to the
object.

Brings up the Add Details window which allows
you to add a source to the object.

Opens the Add Task window.

Generates a PDF report of the object.

Exports the object's details to a STIX file.

Applies a TQO workflow to the object.

Opens the Create Investigation window so that
you can create a new investigation to which the
object is automatically added.

Opens the Select Investigation window which
allows you to add the object to one or more
existing investigations.

The Are You Sure? window prompts you to
confirm the deletion by clicking the Delete
button.

REFERENCE

Attributes Pane

Comments Pane

About Relationships

Panes

Additional Related
Object Actions

Sources Pane

Reports

STIX Exports

About Manually
Triggered
Workflows

Managing
Investigations
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Context Panes

About Context Panes

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Individual Object Context & Actions

Based on the system object type, the Context section of the object details page displays:

* Attributes

* Sources

+ Tags

+ Descriptions

+ Spearphish Details
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Attributes Pane

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Individual Object Context & Actions - Attributes

The Context section of the object details page displays attributes, sources, and tags associated with
the system object.

@ Attributes (2) O add
(m] ATTRIBUTE TYPE = ATTRIBUTE VALUE = SOURCES DATE CREATED
— abuse.ch Feodo Tracker Batnet C2 1P Bloc
O  Destnation Fort 3 o u 050542019 031 1pm
— abuse.ch Feodo Tracker Beenet C2 P Bloc
O  Malware Type b Q5052015 031 1pmy

kit

Adding an Attribute to an Object

You can link attributes to a system object.

1. Locate the Attributes pane on the object details page.
2. Click on the + Add link located to the top-right.
2. The Add Details dialog box opens with the Add Attributes tab selected by default.

Add Details

Add Source

w

Select an Attribute Type from the Attributes dropdown or enter a new type.
Select an existing Attribute Value from the dropdown or enter a new value.
5. Select a Source from the dropdown or enter a new source.

E

Q You can select the + icon to add additional attributes.

6. Select Add Attributes.
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Attributes Pane

Deleting an Attribute from an Object

You can delete an attribute from the object details page.

1. Locate the Attributes pane on the object details page.
2. Select the checkbox next to the attribute you want to delete.

ﬂ You can select more than one attribute to delete

3. Select Delete.
The confirmation dialog box opens.

Are You Sure?

Deleting the selected attributes can not be undone.

Delete Attributes Cancel

4. Select Delete Attributes.

Deleting an Attribute Source from an Object
You can delete an attribute's source from the object details page.
1. Locate the Attributes pane on the object details page.

2. Select the X next to the attribute's source.
The confirmation dialog box opens.

Are You Sure?

Deleting this attribute source can not be undone

Delete Attribute Source

3. Select Delete Attribute Source.
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Editing an Object's Attribute

The Edit attribute option allows you to change an attribute's value and source as well as the source's
TLP label.

1. Click the checkbox next to the attribute.

ﬂ\ You can only edit one attribute at a time. If you check the box next to more than one
attribute, the Edit option is disabled.

2. Click the Edit option in the Attributes pane to access the Edit Details window.

ﬂ\ If an attribute has multiple sources, the Edit Details window displays a row for each
source so that you can update each attribute as needed.

Edit Details X

B0 - Proofpoint ET Rep ListIPs = -

3. From the Edit Details window, you can:
> Update the attribute's value - Select a new value from the dropdown list or click the Add
new value link to enter a new value.
> Add an attribute's source - Select the source you want to add from the dropdown list or
click the Add new source link to enter a new source. The source you select/enter is
added to the sources associated with the attribute. It does not replace the source
originally associated with the attribute.
> Select a new TLP label for the attribute's source - When you add a new source to an
attribute, you can use the TLP field to change the default TLP label associated with the
source. If you did not add a new source, you can use the TLP field to change the TLP label
assigned to the existing source. To select a new TLP label, click the arrow next to the
current TLP label and select a new one.
4. After you make your changes, click the Save button.
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Sources Pane

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Individual Object Context & Actions - Sources

The Sources pane displays all Sources associated with the system object. From this pane,
Maintenance Account, Administrative Access, and Primary Contributor Access accounts can add a
source to the object, update a source's TLP label, or remove a source from the object. Read Only
Access accounts can view sources but not remove or update them.

See the Bulk Add Source section in the Bulk Actions topic for information on adding a source to a group
of system objects.

Relationship Limits
If an object has more than 10,000 relationships from the same source, the Sources pane displays a

relationship limit badge with a tooltip listing the source that exceeded the limit.

9/20

Relationship Limit Reached!

Manage relationship counts from the
Threat Library by clicking on the sources

E listed.

OFFENDING SOURCES (1)

Random Objects Test Fo...

E Sources (1) &

Within the tooltip, you can click the source to access a Threat Library view filtered by the related to
(object name) and relationship criteria (offending source).

If the offending source is not a feed, the Threat Library view does not list related objects. For
example, if the offending source is a user (such as threatg@threatg.com) that added the
relationships, when you click it, the Threat Library view does not list any related objects.

Adding a Source to an Object
1. Locate the Sources pane on the object details page.
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2. Click the Add option.
The Add Details window opens with the Add Source tab selected by default.

Add Details

Add Attributes

.

3. Use the Source field's drop-down list to select a source. If TLP is enabled, you can override the
source's default TLP label.
You can also click the Add a New Source option if the desired source is not listed in the drop-
down list. If administrators have enabled TLP view settings, you can select a TLP label for the
new source in the dropdown list provided. See the Traffic Light Protocol (TLP) topic for more
information on TLP schema.

Even though the Source drop-down lists displays all sources, you cannot add a source
to an object if it has already been added.

4. Click the Add Sources button.
Editing a Source

The Edit Sources window allows you to edit a source’s TLP label (if TLP visibility is enabled via the TLP
tab) or remove the source from the object.

1. Locate the Sources pane on the object details page.
2. Click the Edit option.
This Edit Sources window lists all the sources associated with the system object.

Edit Sources

- B
- B
N
3. To update the source's TLP, select the new TLP label from the dropdown list and click the Save
button.

To delete the source, click the trashcan icon next to the TLP field and go to step 4.
4. If you are removing the only source associated with the object, the Are you sure window
prompts you to confirm the deletion of the object by clicking the Delete Object button.
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Are you sure?

This is the only source on this object. Removing this source will delete this object
from the system. This cannot be undone.

If the object has multiple sources, the Delete Source window prompts you to specify whether
you want to delete the source and its related context. Go to step 5.

Delete Source

Would you also like to remove the contextual data provided by this source? If you
uncheck the box, only the source will be removed from the object.

Remove attributes, comments, and relationship links associated with the This Platform
source

Note: Deleting this source will also delete its related records from the audit log,

Delete Cancel

5. To remove the object and its related context, leave the Remove attributes, comments, and
relationship links associated with the <source name> source field checked.

3

Removing a relationship link does not delete the linked object. It only removes the
link between the objects.

To remove the source but retain its related context, uncheck the option.

6. Click the Delete button.
Deleted sources are recorded in the audit log as Removed. Removed contexts such as
attributes, comments, or relationships are not recorded in the audit log.

Removing a Source from an Object

1. Locate the Sources pane on the object details page.

2. Click the + next to pane title, Sources, to expand your view of the pane.

3. Click the X located to the right of the source's name.

4. If you are removing the only source associated with the object, the Are you sure window
prompts you to confirm the deletion of the object by clicking the Delete Object button.
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Are you sure? X

This is the only source on this object. Removing this source will delete this object
from the system. This cannot be undone.

If the object has multiple sources, the Delete Source window prompts you to specify whether
you want to delete the source and its related context. Go to step 5.

Delete Source

Would you also like to remove the contextual data provided by this source? If you
uncheck the box, only the source will be removed from the object.

Remove attributes, comments, and relationship links associated with the This Platform
source

Note: Deleting this source will also delete its related records from the audit log,

5. To remove the object and its related context, leave the Remove attributes, comments, and
relationship links associated with the <source name> source field checked.

3

Removing a relationship link does not delete the linked object. It only removes the
link between the objects.

To remove the source but retain its related context, uncheck the option.
6. Click the Delete button.

Deleted sources are recorded in the audit log as Removed. Removed contexts such as
attributes, comments, or relationships are not recorded in the audit log.
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Tags Pane

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Individual Object Context & Actions - Tags

Maintenance Account, Administrative Access, and Primary Contributor Access accounts can add and
remove tags in the Tags pane on the object details page. Read Only Access accounts can view tags but
not remove them.

See Bulk Actions Add/Remove Tags for information on adding/removing tags from a group of system
objects.

Adding an Existing Tag to an Object
1. Locate the Tags pane on the object details page.
2. Click the Select an existing tag field.
3. Select the tag you want to add from the dropdown list.

ﬂ\ You can narrow the dropdown list options by entering all or part of the tag name. As
you type, the dropdown list displays matches for your entry.

Adding a New Tag to an Object

1. Locate the Tags pane on the object details page.

2. Click the Create a new tag option.

3. Type the new tag's name in the Tag name field.

4. Press Enter to save the new tag and add it to the system object.
Deleting a Tag from an Object

1. Locate the Tags pane on the object details page.

2. Select the X next to the tag name.

ThreatQ User Guide 591
Version 6.14.0



THREATQ )

Descriptions Pane

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Individual Object Context & Actions - Descriptions

The Descriptions pane displays descriptions associated with a system object. The first description
listed is the object's primary description and is identified with a white star on an orange background.
|_,6§' Descriplions (2] ]

Primary Descriptions

For all new and existing system objects, one description is labeled as the primary description. In the
object details page and object preview panel, this primary description is listed first and identified with
a white star on an orange background as well as a hover tooltip that displays the Primary Description
label.

STIX exports include an object's primary description only. If an object has multiple descriptions, only
the primary description is included in the STIX export.

After upgrading to ThreatQ v5.28, the first description added to an object is designated as the primary
description by default. For existing objects, the oldest description is the primary description. For
objects with multiple descriptions, you can change which description is the primary description.

Description Header and Body

Each description consists of a header and a body. The description header lists the description source's
TLP label, source name, last modified timestamp, feed update setting, as well as Edit and Delete
options. The Protect from feed updates checkbox allows you to specify whether the description is
updated when you ingest a description change from the integration source. This checkbox is not
displayed for descriptions with internal sources since these description do not come from feeds and
cannot be updated by feeds.
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ﬂ\ The Descriptions pane truncates description source names that are over thirty characters
long. You can view the full source name by hovering on the truncated version.

The description body can include text, tables, and images.

Description Guidelines
+ An object can only have one primary description and one description per source.
*+ ThreatQ System Descriptions:
> When you create an object and do not specify a source for the object, the description is
assigned a source of ThreatQ System.
> If a description's source is ThreatQ System, the Protect from feed updates option is not
displayed.
° If present, an object's ThreatQ System description is the first description listed in the
Descriptions pane.

« If TLP functionality is enabled, you can view/update the TLP labels associated with description
sources.

* When an existing indicator which already has a description is consumed with a new description
with a different source, the new description is added. However, if the source is already
associated with an existing object description and the description is not protected from feed
updates, the ingested description updates the existing one.

Example - New Description and Source

DESCRIPTION SOURCE

Original International threat actor Domain Tools
Ingested Threat actor active in Belarus Emerging Threats

NeW [ Dwnie it (2 L]

Example - New Description, Same Source, Protect from feed updates Unchecked
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DESCRIPTION SOURCE

Original International threat actor Domain Tools

Ingested Threat actor active in Belarus Domain Tools

NeW i Dwuvipmiang (1 &

Tips and Tricks
* Images:
> Image alignment - Images in an object's description are displayed in the PDF report for
the object as left aligned regardless of the alignment you select in the Description pane.
> Image captions - Add your image captions after you select your image alignment. If you
change alignment after adding a caption, the caption is removed and must be added
again.
> Image text alternatives - If you add an image text alternative to an image, it is available
for use by screen reading tools but is only displayed on screen if the image fails to load. It
is not displayed when you hover on the image.
> Resize an image - The resize image option allows you to adjust your image to 25%, 50%,
or 75% of the size of the Description field. Or, you can return your image to its original
size.
+ Formatting:
> Add a line above or below - When you click an image, the arrow icons located on the
bottom left and top right corners allow you to insert a line above (top right arrow) or
below (bottom left arrow) the image.
> Paste rows into an existing table - To paste rows into an existing table, insert a blank row
in the table, click in the first cell of the blank row, and then paste the additional rows.
> Resize the Description field - Click and drag the right corner to resize the Description
field.
> Text formatting - To apply the HTML <pre> tag to text, click the heading field and select
the Formatted option.
+ Navigation:
> The Add Description and Edit Description windows include an expand view option in the
upper right corner. Click this option to access a full page view which reduces the need for
scrolling when adding or updating a description. Click the minimize view option to return
to the original window size.
Adding a Description to an Object
1. Locate the Description pane on the object details page.
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2. Click the Add option.

Add Dewcrigtion

3. From the Add Description window, populate the following fields:
*+ Source - Required field. Click the Source field to select the description's source from the
dropdown list. Or, click the Add new source option to create a new source for the
description. The source name cannot exceed 255 characters in length.

ﬂ\ If you type the name of a source already associated with one of the object's
descriptions, ThreatQ returns the following error: A description with this
source already exists.

You must enter or select a different source before you can add the description.

+ Description - Enter the object description. See the Tips and Tricks section for more
information on your description options.

+ Mark as primary description - Since an object's first description is its primary description
by default, this field is not displayed when you add the first description to an object. For
subsequent descriptions, you can check this box to select the description as the object's
primary description.

4. Click the Save button.

To view the new description, expand the Descriptions pane.

6. Optional step. To prevent feed updates from updating the description, click the Protect from
feed updates checkbox. If this box is unchecked, the following rules apply when an existing
indicator with description is consumed with a new description:

° |f the new description has a different source, then the new description is added to the
object.

> If the new description has the same source, then the existing description is updated.

u

-

The Protect from feed updates field is not displayed for descriptions with a source of
ThreatQ System.

Updating the Description of an Object
1. Locate the Description pane on the object details page.
2. Locate the description you want to update.

ThreatQ User Guide

Version 6.14.0 595



THREATQ )

3. Click the Edit option for the description to add/update the object description's text, tables, or
images. You can also use check the Mark as primary description box to identify a new Primary
Description.

4. Enter your changes and click the Save button.

Deleting a Description

1. Locate the Description pane on the object details page.

2. Locate the description you want to delete.

3. Click the Delete option for the description.

The Are You Sure? window prompts you to confirm the deletion. If you are deleting a primary
description, the Are You Sure? window also indicates that the oldest description will become the
new primary description.

4. Click the Delete Description button.
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Spearphish Details Pane

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Objects

You can update spearphish file details as well as add or delete recipients from the Spearphish Details
pane in a Spearphish event's object details page.

Adding a Recipient
1. Locate the Spearphish Details pane on the object details page.
2. Click the Add Recipients option.
The Add Recipients window is displayed.
3. Populate the following fields:
° Recipient type - This field defaults to a value of To. Use this field to specify whether the
email was sent directly to the recipient (To) or the recipient received it as a carbon copy
(CC) or blind carbon copy (BCQ).
> Email address - Enter the email address that received the spearphish file.
> Link all emails as related indicators - This field defaults to checked. Leave this box
checked to add a releated indicator record to the system object for each email address.
4. To add another recipient, click the + button and repeat step 3.
5. To save your recipient additions and return to the Spearphish Details pane, click the Add
Recipients button.
Deleting a Recipient
1. Locate the Spearphish Details pane on the object details page.
2. Click the checkbox(es) next to the recipient(s) you want to delete.
3. Click the Delete option.
The Are You Sure? window prompts you to confirm your action.
4. Click the Delete Recipients button.
Editing a Spearphish File
1. Locate the Spearphish Details pane on the object details page.
2. Click the Edit button.
3. Enter your changes in the Email Content field.
4. Click the Save button.
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Relationships

About Relationships Panes

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Individual Object Context & Actions - Relationships

The Relationship section of the object details page displays other system objects that have been
related to the current object.

From this pane, you can:

+ Link/unlink system objects.

+ Perform bulk updates (related indicators pane only).

+ Select the columns to be displayed for the object type.

+ Click on a related object to navigate to its object details page.

Certain related system objects, such as related indicators, will have additional actions
available. See the Additional Related Object Actions topic.

ﬂ\ You cannot add an investigation as a related object.

Linking a System Object
1. Locate the desired system object type pane on the object details page.

Relationships panes will only appear if a system object is already related to the object.
Use the Actions button to relate the initial object: Actions > Add Relationship.

2. Select the & Link jcon.
The Add Relationships dialog box opens.

Add Relationships X

All Objects -

3. Use one of the following methods to add an object to the Add Relationships field:

ThreatQ User Guide
Version 6.14.0

598



THREATQ )

> For existing objects, enter the object name and select the match from the down list.
| G Repeat this step to add multiple objects.

> To create a new object, enter the new object name. The, click the Create link to add the
new object to Threat Library. If you limited your search to a specific object type, you are
linked to the corresponding form. For example, if you limited your search to Adversaries,
the Create link opens the Add An Adversary form. If you left the Limit search to field set
to All Objects, you can select the object type you want to create from a drop-down list.
4. Click Add.
Unlinking a System Object
1. Locate the Related <System Object> pane on the object's details page.
2. Select the checkbox(es) next to the system objects to unlink.
3. Select the & uniirk icon.
Selecting Columns by Object Type

You can choose the columns displayed for each related object type except for File objects. When you
add a column, it is displayed to the left of the Linked By, Confidence, and Comments columns. For
Maintenance and Admin users, ThreatQ retains column selections by login and applies the selections
to all objects of the same object type. For example, if you select the Last Modified column for
Adversary1, you will see the same column displayed for all adversaries. Read Only and Primary
Contributor users can select columns for display. However, their selections are not saved.

For each related object type, ThreatQ specifies default and required columns. You can remove default
columns from your view but you cannot remove required columns.

DEFAULT REQUIRED

OBJECTTYPE COLUMNS COLUMNS

Adversaries * Name
+ Date Created
* Linked By
+ Confidence
+ Comments

Assets * Value
* Date Created

Attack Pattern * Value
* Date Created

Campaign + Value
+ Date Created
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About Relationships Panes

DEFAULT
OBJECT TYPE
) COLUMNS
Course of
Action
Events » Date Created
* Type
Exploit Target
Files
Identity
Incident
Indicators * Score
« Status
Intrusion Set
Malware
Report
Signatures + Type

* Date Created

REQUIRED
COLUMNS

Value
Date Created

Title
Date of
Occurrence

Value
Date Created

Title
Sources
Date Added

Value
Date Created

Value
Date Created

Value
Date Created

Value
Date Created

Value
Date Created

Value
Date Created

Name
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DEFAULT REQUIRED
OBJECT TYPE COLUMNS COLUMNS
Tasks + Assigned To * Name
+ Status + ID
* Priority
Tool + Value
+ Date Created
TTP * Value
+ Date Created
Vulnerability *+ Value

* Date Created

1. Locate the Related <System Object> pane on the object's details page.

2. Click the column button next to the Unlink option.

3. Use one of the following methods to locate the columns you want to display/hide:
> Scroll through the list of column options.
° Begin typing the column name until it is displayed below the search field.

4. To display a column, check the checkbox next to the column name.

To hide a column, uncheck the checkbox next to the column name.

U
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Additional Related Object Actions

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor

Custom Role - Action Permissions: Objects & Context - Individual Object Context & Actions - Comments, Bulk Object
Management - Bulk Changes

Certain system object types will offer you additional actions after relating the objects to another
object.

Adding a Comment to a Related Adversary

1. Locate the Adversaries pane on the object details page.
2. Select Add Comment.
The Comments text field opens.

g.ﬂ-dvunﬂr::}i'l:l W ew ¢ — m

HAME = RPOATID T O Y

3. Enter a comment.
4. Click Add Comment.

Editing a Related Adversary Comment

Locate the Related Adversaries pane on the object details page.
Select Edit under the comment to update.

Update the comment.

Click Save Changes.

Bl e

Deleting a Related Adversary Comment

1. Locate the Related Adversaries pane on the object details page.
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2. Select Delete under the comment to update.
A confirmation dialog box opens.

Are You Sure?

Once deleted, this comment cannot be recovered.

3. Select Delete Comment.

Related Adversaries - Confidence Level

You can configure a related adversary's confidence level from the Adversaries pane.

1. Locate the Adversaries pane on the object details page.
2. Click the dropdown arrow in the Confidence field to select the desired confidence level.

) adversarles (1) ® . , # Lk ﬂ

MALE RUFCRTED MDY (i b i COMWBENTS

ﬂ\ The confidence level can be set to 0, 25, 50, 75, and 100.

The displayed confidence level will be modified to reflect your selection.
Related Indicators - Bulk Actions
You can perform bulk updates to linked indicators listed in the Indicators pane of an object.

1. Locate the Indicators pane on the object details page.
2. Select the checkbox(es) next to the indicator(s) to update.
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Additional Related Object Actions

3. Select the Bulk Update option.

The Bulk Changes page is displayed.
Bl..llk Cha ngES Your changes will affect 1 objects

Status

Indicator Status

Mote: Whitelisted indicators will not be affected when bulk updating status.

Change Expiration Date

Select Expiration Status

Mote: When extending ar setting an expiration date, all indicators that hawe a status of Expired will be s=t to a status of Active

unless another status was specified abowve.

Tags

— Add f Remove —

Add - | | Select a tag

Add new tag

Add Row Q

Attributes

— Add f Remove —
Add - | | Mame

Add new name

Source - i

Add new source

Add Row
Sources
~TLP —
Source - | 5 - | ]

Add new source

Add Row &
Relatlnnshlps
~ Limit search to
All Objects - H Q Start typing...
| Cancel

4. Select the desired changes and click Apply Changes.
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Related Investigations - Request Access

If you do not have Owner, Editor, or Viewer permissions to an investigation related to a system object,
you cannot access it unless the investigation owner assigns you one of these permission levels.

1. Locate the Related Investigations pane on the object details page.
2. Click the investigation name.
If you have permission to access the Investigation, this link takes you to the investigation's

evidence board.
If you do not have permission to access the investigation, the Access Denied window is

displayed. Go to step 3.

Access Denied

You do not have access to this investigation. Click below to request access.

3. From the Access Denied window, click the Request Access button.
The investigation owner receives a Notification Center alert indicating you have requested
access to the investigation.
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Comments Pane

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Objects & Context - Individual Object Context & Actions - Comments

The Comments pane allows you to add comments about the system object for other users to see.
Tips and Tricks
+ Comment Display:

o By default, each comment displays up to four lines of text. For longer comments, you can
click the Show More option to view the full details. You can then click the Show Less
option to return to the truncated view.

> The Expand All/Collapse All option in the Comments pane header allows you to expand/
collapse all of an object's comments. If an object does not have any comments, this
option is grayed out.
+ Formatting:
> The comment toolbar gives you the option to:
= Apply styles to comment text.
= Apply inline formatting such as bold, italics, underline, or strikethrough to comment
text.
= Select a font color and font background color.
= Insert a link.
= Add a numbered or bulleted list.
= Specify text alignment.
= Undo or redo a text change.
> The formatting in the comment field is reflected in the PDF export of the system object.

Adding Comments to an Object

@ Users can also click on the Actions menu and select the Comment option.

1. Click the Add link located at the top-right of the pane.
The new comment text box opens.
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Q} Comments () O &3

2. Enter a comment.
3. Click the Add Comment button.

Editing Comments for an Object

1. Click the Edit link located beneath the comment you want to update.
The edit comment text box opens.

£ Comments (1) B Bt Al | 5 A

@ threatgthreaty com.

v BIUS AvBv @ !

2. Edit the comment.
3. Click the Save Changes button.

Deleting Comments from an Object

1. Click on the Delete link located beneath the comment to update.
The delete confirmation dialog text box opens.

Are You Sure?

Once deleted, this comment cannot be recovered.
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2. Click the Delete Comment button.
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Orchestrator Pane

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: See the Interdependent Permissions topic.

ﬂ\ To view the Orchestrator pane, your ThreatQ instance must have an active ThreatQ TDR
Orchestrator license.

In an object's detail page, the Orchestrator pane lists the name of each TQO workflow that processed
the object and the workflow run timestamp.

N

&ﬂ:_) Orchestrator

WORKFLOW = RUNTIME =
annapalya 111272024 03:07pm
poolside 1111242024 03:06pm
everything 1171272024 03:05pm
fishystate 111272024 02:52pm
panda 111272024 02:49pm
alltestflows 1171212024 02:48pm
annapalya 1171272024 02:46pm
poolside 11/112/2024 02:46pm
everything 11/12/2024 02:40pm
orcl 11272024 02:3%pm

<l 2 3 > | Rowsperpage|10 v/

Tips and Tricks

* You can sort the list of workflows by workflow name or timestamp.

+ The Rows per page field allows you to control the number of records, 10, 25, 50, or 100,
displayed in each page of the Orchestrator pane.

« The Orchestrator pane lists deleted as well as enabled/disabled workflows.

+ The Workflow column displays "Deleted Workflow" for any workflow deleted from ThreatQ after
processing the object.
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+ The Orchestrator pane lists the last ninety days or last 10,000 workflow runs applied to the
object, whichever is greater.

+ The Orchestrator pane lists entries for all objects included in a workflow run even if the
workflow does not support enrichment of the object type. For example, if Workflow A only
enriches indicators and the associated data collection includes the Spider1 adversary, the
Orchestrator pane lists Workflow A for Spider1.
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Audit Log

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative, Maintenance, or Primary Contributor
Custom Role - Action Permissions: Administrative Functions - View Audit Log

The ThreatQ Audit Log tracks every change made to every object in the system. If there is a change to
an object, that change is displayed in the audit log. The audit log is only updated if the data itself
changes, not just the updated_at value.

The following questions below address further details about the audit logging process.

In the case where an activity is triggered (with nothing updated), where will the activity be logged?
The activity will not show in the audit log, as there were no changes to report. While ThreatQ does not
track duplicate objects that enter the application, there is a touched_at date field on primary objects
(Adversary, Files , Events, Indicator, and Signatures ) that indicates when a relation of the object has
been changed.

Is there another raw audit log within the system where events are logged?
No, there are no other raw audit logs where events are logged.

Is there an option in the User Interface to enable all activities to be shown in the Audit Log?
There is no option in the User Interface to limit or expand the audit log. All entries are pulled for an
object when the Audit Log panel is opened. The audit log displays changes to the individual fields of
an object; object comments, sources, attributes, and tags; as well as to object links, object link
comments, and object link attributes. Additionally, any changes to the score of an Indicator are
included.
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User Management

About User Management

Default ThreatQ Role: Administrative or Maintenance
Custom Role - Action Permissions: Administrative Functions - Edit User Management

@ THREATQ REQUIRED PERMISSIONS

The User Management page allows you to manage user logins and permissions as well as configure
authentication methods.

User Management m

Thawing 1co 10af 10 Kow £&unt

ThreatQ provides several default user roles, each containing a set of permissions for accessing system
functionality. In addition you can create custom roles which allow more granular control over action-
level permissions. For each user account you create, you can:

+ Assign a default user role which defines the user’s permissions.
OR
+ Assign a custom role which specifies action-level permissions.

Example: User Account with Default User Role
User Account = Jane_Smith
Default Role = Administrator

Example: User Account with Custom Role

User Account = Jane_Doe

Custom Role = TQX Restricted

Action Permissions = No permission to edit Data Exchange feeds
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After you create a user account, you can use the Edit User screen to further customize its account
maintenance and display settings.

User Roles

ThreatQ provides four user roles: Maintenance, Administrator, Primary Contributor, and Read Only.
Maintenance and Administrator user roles provide access to the entire ThreatQ user interface as well
as the ability to edit all data. The Primary Contributor role provides limited editing capabilities. And,
the Read Only role allows users to view but not edit data.

See the Default User Roles section for more information on each user role.
Custom Roles

You can use action permissions to create custom roles that customize user access and provide more
robust role-based action control (RBAC). This approach to managing user access allows you to ensure
that users have the access they need and to minimize their exposure to data and functions to which
they do not require access.

See the Custom User Roles topic for more information on creating and updating custom roles.
Action Permissions

Action permissions allow you to customize a user’s ThreatQ permissions by enabling or blocking
certain actions. ThreatQ provides action permissions for: Administrative Functions, Artifact
Management, Objects & Context, Data Controls, Integrations, Orchestration, and Data Exchange.

ﬂ\ Access to any area of ThreatQ not covered by Action Permissions defaults to the access level
defined for the Primary Contributor default role.

See the Action Permissions section for more information on each permission’s options.
Custom Roles and Sharing Permissions

+ Action permissions defined in a custom user role influence sharing permission options for
dashboards, data collections, and investigations:

° If your custom role specifies view-only access to dashboards, you can only be added to a
dashboard as a viewer.

° If your custom role specifies view-only access to data collections, you can only be added
to a data collection as a viewer.

o |f your custom role specifies view-only access to investigations, you can only be added to
an investigation as a viewer.
In addition, the Sharing modal lists a view-only icon next to your name and only includes
your name in searches with the Viewer filter enabled.

+ View-only sharing permissions for all users take precedence over action permissions defined in
a custom user role For example, even if your custom user role gives you Create, Edit, Delete
permissions for data collections, you cannot edit or delete a data collection with a permission
level of Everybody (Public).

Custom Roles and API Updates

ThreatQ enforces the action permissions associated with the user’s custom role when the user
account sends a write request via the API.

For example, tquser1 does not have Create/Edit/Delete permission for object attributes and sends a
write request that includes attributes. As a result, ThreatQ returns an error.
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Custom Roles and Integrations/TQO Workflows

Custom role permissions control access to the pages that allow you to execute manual runs of
integrations or TQO workflows. However, custom roll permissions do not apply to the objects and
object context created/ingested. A manual feed or workflow run can ingest system objects and any
type of associated context regardless of the permissions of the authenticated user who initiated the
run.

ThreatQ License Updates

When you update an instance’s ThreatQ license, each user account that has permission to access the
User Management page will receive the following in-app notification to update all roles to include
newly available permissions:

Due to a recent upgrade, some role permission configuration options for users may have changed.
Visit the User Management page to update your settings.

This notification includes a link to the Role tab in the User Management page. The notification is sent
for every license update, regardless of whether features were added or removed.

G\ If your license update involves removing a product, any action permissions defined in
custom user roles are also removed and must be manually added if you add the product at
a later date. For instance, if your current license includes ThreatQ Investigations and you
update to a new license that does not, any investigation action permission defined in a
custom user role is removed.
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Managing User Accounts

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative or Maintenance
Custom Role - Action Permissions: Administrative Functions - Edit User Management

The Edit User page allows you to customize each user account’s account maintenance and display
settings.

Account Maintenance Settings

SECTION/
DESCRIPTION
FIELD

Profile Allows you to specify a display name and title for each user. These settings

Information are independent of the username required for logging into ThreatQ. In
addition, you can update a user’s permissions by changing the user role
group assigned during login creation.

Change Allows you to change the user’s current password.

Password

Role Assignment Allows you to select the user role assigned to the user account. The user
role controls the user’s access to the ThreatQ user interface and ability to
edit ThreatQ data. You can also use the View all roles and View
permissions links to access a list of user roles and permissions in the User
Management page.

G\ You can also add/update a user account’s user role via the Roles
tab in the User Management page.
G\ You cannot update your role assignment when accessing your
own account by clicking the avatar icon.
API Credentials - Displays the user’s unique client ID. This ID can be used to connect with
Client ID ThreatQ's API or by external scripts and integrations that authenticate with

ThreatQ.
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SECTION/
DESCRIPTION
FIELD
Session Timeout Allows you to disable session timeouts for the user or change the inactivity
duration that triggers a session timeout. By default, the user’s session
times out after sixty minutes of inactivity.
Enable 2-Step Optional. Allows you to enable/disable 2-step verification.
Verification
Client CERT If SSL Client Certificate Authentication is enabled, this section displays the
Authentication user's certificate fingerprint or allows you to add/update a certificate
Enabled fingerprint.
Account Status Allow you to enable/disable the user account.
Account Activity You can click the Account Activity log tab to view the following information:

+ The last date and time the user logged in.
+ The IP Address where the user logged in.
+ Whether the login was successful or not.

Display Settings

SECTION/
FIELD DESCRIPTION
User Avatar Allows you to upload an image file that displays in the following locations:

+ Upper right corner of each ThreatQ page
+ Next to the user name when displayed in the Role Assignment section
of the Roles tab (User Management page) .
ThreatQ provides a default avatar based on the user’s initials.

Screen Display Allows you to specify dark or light mode display for ThreatQ pages.

Timezone Allows you to override the system default timezone and select the timezone
Display displayed in the ThreatQ user interface and PDFs.

ﬂ\ This selection only affects the display of timestamps in the user
interface and PDFs. ThreatQ continues to store timestamps in UTC
and share UTC timestamps with resources such as ThreatQ Data
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SECTION/

FIELD DESCRIPTION

‘ Exchange (TQX), ThreatQ TDR Orchestrator (TQO), exports, and
TAXII.

While all users can update their own accounts, only users with access to the User Management page
through a Maintenance Account or Administrative Access default user role or a custom user role with
permission to edit User Management can access the User Management page and add new or update
existing user accounts.

ﬂ\ When you first install ThreatQ, the system creates a default user account, the Maintenance

Account. You cannot delete this account. You can use it to initially create other user
accounts. Each user account must have a unique username.

Accessing Your User Account

Click your avatar icon, located in the top right corner and select the My Account option. The Edit User
screen allows you to review and update your Account Maintenance and Display settings.

ﬂ\ You cannot update your role assignment from this page.

You can view all user roles and view your user roles permissions if your user role provides
edit access to the User Management page.

Accessing Other User Accounts

To add, edit, and delete user accounts, you must have either a Maintenance or Administrative default
user role or a custom user role that includes permission to edit user management.

1. Click the Settings icon and select the User Management option. The User Management screen
displays a list of user accounts.
2. You can filter and/or sort the user accounts displayed by:
> Display Name
° Status
° Username
> Email Group
o 2-Step Verification
3. Based on your permissions, you can also click a display name to access the User Profile and
Account Activity tabs for the user account:
° User Profile tab - Lists the Account Maintenance and Display settings for the user.
> Account Activity tab - Lists the last date and time the user logged in, the IP Address
where the user logged in, and whether the login was successful or not.
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Adding a User

To add, edit, and delete user accounts, you must have either a Maintenance or Administrative default
user role or a custom user role that includes permission to edit user management.

1. Click the Settings icon and select the User Management option.
2. Click Add User.
The Add User window is displayed.
3. Populate the following fields:
° Display Name - Required. Enter the user's name.
° Title - Optional. Enter the user's title.
° Group - Required. Select the level of access for the user from the drop-down menu:
* Maintenance Account
= Administrative Access
* Primary Contributor Access
= Read Only Access
See the User Roles topic for more detail on these access levels.
° Username - Required. Enter the user's login ID.
> Email - Optional. Enter the user's email address.
> User Role - Required. Select the user role for the user account. The View permissions link
below this field allows you to view the default user role, action permissions, and assigned
user accounts for the user role you select.
> Password - Required. Enter the user's password.
o Retype Password - Required. Re-enter the user's password.
4. Click the Add User button.
The System Users tab displays the new user. See the Editing a User topic for information on
further customizing the user profile.

Editing a User

To add, edit, and delete user accounts, you must have either a Maintenance or Administrative default
user role or a custom user role that includes permission to edit user management.

You cannot edit user details for SAML nor LDAP users from the User Management page.
Tips and Tricks

* The Suggested option in the Timezone Display field is based on your browser timezone.

+ The Timezone Display field allows you to scroll through a list of timezones in alphabetical order
by continent/region and city or search for a timezone by city, region or timezone abbreviation
or name.

+ After you select a timezone, the Reset option allows you to reset your timezone display to
Greenwich Mean Time (GMT).

1. Click the Settings icon and select the User Management option.

ﬂ\ To edit your own account, click your avatar icon and select My Account. Proceed to
step 3 below.
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2. Click the user's display name.

The User Profile page loads.
3. Enter your updates to the user's Account Maintenance and Display settings.
4. Click the Save button.

Resetting a User Password from the Command Line

If you have root access to your ThreatQ installation, you can reset any user's password from the
command line. See the Reset User Password section in the Commands topic.

Deleting a User

A\ Deleting a user cannot be undone. In addition, you cannot delete the user account you are
currently logged in with.

1. Click the Settings icon £ and select the User Management option.

2. In the System Users tab, click the checkbox next to each user you want to delete.

3. Click the trashcan icon.
ThreatQ reviews the user ID to determine if it has any shared data collections, data feeds,
dashboards, or investigation. In addition, it determines if the user is listed as point of contact
on any system object or is assigned with a task. If so, the Are you sure? window displays and
prompts you to select a new user to replace the deleted user.

ﬂ\ To view more information on the items a user is linked to, you can click the
corresponding link on the item name. For instance, click the Point of Contact on
Event Objects link to view a Threat Library listing of all event objects for which the
user is a point of contact.

Are you sure?

Sarah Jane ow

4. Click the Reassign to user field and do one of the following:
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+ Reassign Ownership - Select the new owner of the data collections, data feeds,
dashboards, and/or investigations. This user will also replace the deleted user as an
object's point of contact and/or a task's assignee.

* . a
G The new owner must have permission to access the resource type. For instance,
to assign John as the new owner of a data collection, he must have permission
to create, edit, or delete data collections.

+ Delete - Select the Do not reassign. Delete these items and remove users from objects.
option to delete all of the user's data collections, data feeds, dashboards, and/or
investigations. In addition, the user is removed as a point of contact or task assignee.

5. Check the confirmation checkbox and click the Delete User button.

Updating a User Avatar

User avatars provide a personalized look to your ThreatQ dashboard. ThreatQ supports the use of all
standard image types for avatars and a maximum image size of 260 x 260 pixels.

1. Click the avatar icon and select My Account.
The Edit User page is displayed.
2. From the Use Avatar section, you can:
+ Click the browse link and select the icon to upload.
+ Click and drag the new icon onto the page.
3. Click the Save button.

ThreatQ User Guide

Version 6.14.0 620



THREATQ )

Default User Roles

Default User Roles

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative or Maintenance

Custom Role - Action Permissions: Administrative Functions - Edit User Management

The following table lists the default user roles seeded in each ThreatQ instance and details their

permissions. You can assign these default user roles to user accounts as is.

ﬂ A user account's access to dashboards, data collections, and investigations can be further

customized by the Sharing permissions assigned to them.

DEFAULT
USER ROLE

Maintenance

Administrator

Primary
Contributor

BASE-LEVEL PERMISSIONS

Members have access to the entire
ThreatQ user interface and can edit all
data.

Important Notes:

* Each ThreatQ instance must have

at least one Maintenance Account.

+ Local Maintenance Accounts
(manually created within ThreatQ)
cannot be migrated to SAML
authentication groups

Members have access to the entire
ThreatQ user interface and can edit all
data.

Members can:
+ Edit their own user info
+ Manually create system objects
+ Create and manage ThreatQ
Investigations

ACTION PERMISSIONS

Administrative
Functions

Artifact Management
Objects & Context
Data Controls
Integrations
Orchestration

Data Exchange

Administrative
Functions

Artifact Management
Objects & Context
Data Controls
Integrations
Orchestration

Data Exchange

Administrative
Functions

° View Audit Log
Artifact Management
Objects & Context
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+ Access Whitelist Management > Objects
(Data Controls) ° Individual Object
*+ Perform a basic search Context and
+ Access the Threat Library, object Actions
metadata, export search results, > Bulk Object
and manage Data Collections Management
+ Create custom dashboards and = Perform
add shared dashboards to their Bulk
user view. Changes
= Perform
Bulk
Manual
Import
* Manage
Object
Statuses
* Manage
Object
Sub-types

+ Data Controls

° Edit Indicator

Expiration

o Edit Scoring

° Edit Whitelisting
+ Integrations

° Run Operations
* Orchestration

° Run Manual

Workflows
Read Only Members can: + Administrative

+ Access the Threat Library, object Functions
metadata, export search results ° View Audit Log

+ Add shared dashboards to their + Artifact Management -
user view View Only

+ Load saved Data Collections * Objects & Context -

View Only/No Access

ﬂ\ Members cannot edit any data.

Viewing Default User Roles

You can view default user roles in the Roles tab of the User Management page. Default user role
permissions are view-only and cannot be changed. However, you can use the Roles tab to assign
default user roles to user accounts.

1. From the User Management page, click the Roles tab.
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| ﬂ Default user roles are listed with a person icon instead of a checkbox.

2. Browse the Roles list or use the Search field to locate the default user role.
3. Click the default user role to view its permissions in the right pane. This pane lists:
> Role Name
> Action Permissions - You can expand the Action Permission sections to view the default
user role's permissions.
> Role Assignment - This section lists the user accounts currently assigned to the default
user role and gives you the option to add a user to the role or reassign an existing user to
anew role.

Adding User Accounts to a Default User Role

1. From the User Management page, click the Roles tab.
2. Browse the Roles list or use the Search field to locate the default user role you want to add to
the user account.
Click the user role to view its details in the right pane.
4. To assign the default role to a user account, use the Search to add field to locate the user
account.
° Begin typing the name of the user account to which you want to assign the role. The field
displays the user accounts that match your entry.
o Click the user account to which you want to assign the role.

w

ﬂ\ Until you save your changes, a Remove option is displayed to the left of the user
name. This option allows you to remove the user account from the custom role
before saving your changes.

5. Repeat step 4 to continue adding the user role to multiple user accounts.
6. Click the Save Changes button. The new user role is assigned to the user account whether the
user account does or does not have a custom or default user role already.
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Action Permissions

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative or Maintenance
Custom Role - Action Permissions: Administrative Functions - Edit User Management

Each custom role consists of action permissions which allow you to control access to:

« Administrator Functions - Controls access to the options on the settings menu such as Exports,
Job Management, Notification Settings, Report Options, System Configuration, and User
Management as well at the Audit Log pane in the object details page.

+ Artifact Management - Controls access to custom dashboards, data collections, and TQI
investigations.

ﬂ\ A user account's access to dashboards, data collections, and investigations can be
further customized by the Sharing permissions assigned to them.

+ Objects & Context - Controls the ability to update system objects individually as well as through
bulk processes.

+ Data Controls - Controls access to the Indicator Expiration, Data Retention Policy, Scoring, TLP,
and Whitelisted Indicators tabs in the Data Controls page.

+ Integrations - Controls the ability to add, remove, or configure integrations as well as the ability
to run operations.

* Orchestration - Controls access to ThreatQ TDR Orchestrator including the ability to edit an
advanced workflow or run a manual workflow.

+ Data Exchange - Controls access to ThreatQ Data Exchange including the ability to edit data
exchange feeds.

Interdependent Permissions

Some action permissions require related permissions. For example, a user role that includes the Edit
TLP permission also requires the Edit Sources permission. When you add or remove action
permissions that require related permissions, ThreatQ guides you through adding or removing the
related permissions. See the Interdependent Permissions section for more information.

Object Creation and Object Context Permissions

When you create an object through an object modal or an object parser/import, you can update only
the context fields for which you have permission. For example, if tquser has View Only permission for
Descriptions, the editable Description field is not displayed in the Add An Adversary modal or any
other object creation modal.

ﬂ\ If a user has View Only permission for Sources, system object parsers and system object
creation modals default to the user’s login as the object source.

Navigating the Action Permissions Section
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The Action Permissions sections in the Roles tab and the Create Role page allow you to view or update
a custom role’s permissions:

+ View permission options - Click the arrow located to the right of a permission section to view
the options for that section. Or, click the Expand All option to view the options for all sections.

+ Update permissions - Within an expanded permission section, check or uncheck the checkbox
next to a permission option to enable or disable it. Or, you can enable/disable all the permission
options within a section, by clicking the toggle to the right of the permission section name.

ACTION PERMISSION PERMISSION PERMISSION SETTINGS

GROUP OPTION
Administrative Functions Edit Exports Controls the ability to add, edit, enable or

disable exports. A user without this
permission can view the Exports page and
access export URLs but cannot add or change
exports.

View Job Controls access to the Job Management page.

Management

Edit Notification Controls access to the Notification Settings

Settings page as well as the ability to edit Notification
Management and Mail Server Configuration
settings.

Edit Report Controls access to the Report Options page as

Options well as the ability to update report format
settings.

Edit System Controls access to the System Configurations

Configurations page as well as the ability to edit Account
Security, Proxy, and General settings.

Edit User Controls access to the User Management page

Management as well as the ability to edit user accounts,

custom user roles, and authentication settings
(LDAP, SAML, and CAC/PIV SSL). In addition,
this permission controls the display of the
View all roles and View permissions options
for your user profile.
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View Audit Log Controls the ability to view the Audit Log pane
in the object details page.

Artifact Management Dashboards Controls the ability to view, create, edit, or
i delete custom dashboards.
ﬂ A user's access
to dashboards,
data
collections, and
investigations
can be further
customized by

the Sharing
permissions
assigned to
them.
Data Collections Controls the ability to view, create, edit, or
delete data collections.
Investigations
G This option is displayed only if your
ThreatQ instance has a ThreatQ
Investigations (TQI) license.
Controls the ability to view, create, edit, or
delete investigations.
Objects & Context Objects Controls the ability to:

+ Create system objects (including
investigations) by clicking the Create
button or by clicking the Create <object
type> link in the object Search window.

+ Delete system objects from the Threat
Library.

+ Edit an object’s Value/Name and Type
fields in the object details page.

These permissions apply to all seeded and
custom objects.
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G‘ Users with Create, Edit, Delete
permissions can update only the
context fields for which they have
permission. See the Object Creation
and Object Context Permissions
section for more details.

Individual Controls the ability to create, edit, and delete
Object Context the following information:
and Actions + Attributes - Object details page, object

preview panel

*+ Sources - Add <object type> modal,
object details page, object preview
panel, Bulk Changes

ﬂ‘ If a user has View Only
permissions for Sources,
system object parsers and
system object creation modals
default to the user’s login as
the object source.

+ Tags - Object details page, object
preview panel

+ Descriptions - Add object type modal,
object details page, object preview panel

« Comments - Object details page, object
preview panel

+ Relationships - Add object type modal,
object details page, object preview
panel, Bulk Changes

In addition, these permissions determine the
user’s ability to perform the following tasks in
the object details page and object preview
panel:

+ Create and edit PDF extracts of system
object details

+ Add or remove a system object from
the Watchlist

+ Edit or delete an object’s Point of
Contact

+ Edit or delete an object’s Status

+ Edit the Score assigned to an object
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+ Edit or delete an object’s Expiration

Date
Bulk Object Controls the ability to change groups of
Management objects through the Threat Library and the

Object Management page:

* Threat Library:
> Bulk Changes using the Threat
Library Bulk Changes option.
> Bulk Manual Imports using the
Indicator, Signature, Spearphish,
or STIX parsers.

G\ Users can only add
Signature objects via a
manual import. As a
result, a user without
the Bulk Manual Imports
permission cannot add
Signature objects. Bulk
Deletes using the Threat
Library Bulk Delete
option.

+ Object Management Page:

> Editing Indicator and Object
Statuses via the Indicator Statuses
and Object Statuses tabs (Manage
Object Statuses).

° Editing Indicator and Event object
types via the Indicator Types and
Event Types tabs (Manage Object
Sub-types).

> Update System Attributes via the
Attribute Management tab
(Manage System Attributes)

Data Controls Edit Indicator Controls the ability to view or edit the
Expiration Indicator Expiration tab in the Data Controls
page.

G\ This permission does not control the
ability to update expiration in the
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Action Permissions

Edit Data
Retention Policy

Edit Scoring

Edit TLP

Edit Whitelisting

object details page or through a bulk
update.

Controls the ability to view or edit the Data
Retention Policy tab in the Data Controls page.
Gives users access to the data collection
currently assigned to the data retention policy.

Controls the ability to view or edit the Scoring
tab in the Data Controls page.

G\ This permission does not control the
ability to update scoring in the object
details page or through a bulk
update.

G\ To edit indicator scoring, you must
also have permission to Manage
Object Sub-types.

Controls the ability to view or edit the TLP tab
in the Data Controls page.

G\ This permission does not control the
ability to add a TLP during manual
creation of an object or through a
bulk update.

Controls the ability to view or edit the
Whitelisted Indicators tab in the Data Controls

page.

G\ This permission does not control the
ability to whitelist an object through
the object details page or through a
bulk update.
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Action Permissions

Integrations Install &
Uninstall
ﬂ\ Custom role Integrations
permissions

control access
to the pages
that allow you
to execute
manual runs of
integrations.
However,
custom roll
permissions do
not apply to
the objects and
object context

created/

ingested.
Edit Integration
Configurations
Run Operations

Orchestration Edit
Orchestration
ﬂ This option is Workflows

displayed only

if your ThreatQ

instance has a

ThreatQ TDR

Controls a user’s ability to:

Use the Add New Integration button in
the Integrations page to install
integrations.

Use the Uninstall button in the
integration configuration page to
remove an integration.

Controls a user’s ability to access an
integration’s configuration page and
update an integration’s configuration
options.

Controls a user’s ability to view the
Operations pane in the object details
page and apply an operation to the
object.

To view the Activity Log tab in the
integrations configuration page, you
must have the Run Operations
permission.

Controls the ability to view TQO pages,
create, edit, or delete TQO workflows,
and configure Action integrations.

To make full use of TQO, a user's role
must include additional

permissions. See the Interdependent
Permissions section for more
information.

ThreatQ User Guide
Version 6.14.0

630



THREATQ )

Orchestrator
(TQO) license.

Custom role
permissions
control access
to the pages
that allow you
to execute
manual runs of
TQO
workflows.
However,
custom roll
permissions do
not apply to
the objects and
object context

)

created/
ingested.
Run Manual + Controls the ability to run a manual
Workflows workflow from the object details page or
the Threat Library.
+ Gives the user access to all existing
workflow data collections.
Data Exchange Edit Data + Controls the ability to view, create, or
Exchange Feeds edit ThreatQ Data Exchange’'s OpenDXL
G\ This option is transports or TAXII server pages.
displayed only + Gives the user access to all existing
if your ThreatQ TAXII data collections.
instance has a
ThreatQ Data
Exchange (TQX)
license.
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Interdependent Permissions

Interdependent Permissions

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative or Maintenance
Custom Role - Action Permissions: Administrative Functions - Edit User Management

When you add or remove action permissions that require related permissions, ThreatQ guides you
through adding or removing the related permissions.

The following action permissions require you to enable other related action permissions:

ADDED
PERMISSION

PROMPT

ADDITIONAL REQUIRED PERMISSION(S) WINDOW

EXAMPLE

Orchestration To make full use of TQO, a user's role must N/A
include:

Edit Scoring .

Edit TLP .

All Integrations permissions - Install &
Uninstall Integrations, Edit Integration
Configurations, Run Operations

All Orchestration permissions - Edit
Orchestration Workflow, Run Manual
Workflows

Artifact Management - Create, Edit,
Delete permissions for Data Collections.
Administrative Functions - View Audit Log

Manage Object Sub-Types [———
Create, Edit, Delete Sources ot e
Create, Edit, Delete Attributes

Create, Edit, Delete Relationships

Create, Edit, Delete Sources
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Perform Bulk The role must have permissions for at least one
Changes of the following:
« Create, Edit, Delete Attributes
+ Create, Edit, Delete Sources
+ Create, Edit, Delete Tags
+ Create, Edit, Delete Relationships
* Edit, Delete Status - Also requires Create,
Edit, Delete Objects permission
+ Edit, Delete Expiration Date - Also requires
Create, Edit, Delete Objects permission

Click the Select All option to select all of the
above permissions.

Perform Bulk + Create, Edit, Delete Objects [UPTRRpR—
Manual Import + Create, Edit, Delete Attributes
+ Create, Edit, Delete Relationships

Edit Notification + Edit System Configurations
Settings + Edit Integration Configurations
==
Add to Watchlist * View Audit Log
=
Removing the following permissions will disable related permissions:
DISABLED PROMPT WINDOW
REMOVED PERMISSION
© 5510 PERMISSION(S) EXAMPLE
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Interdependent Permissions

Create, Edit, Delete Objects

Create, Edit, Delete Sources

You change any of the following to
View Only:

Create, Edit, Delete Attributes
Create, Edit, Delete
Relationships

Manage Object Sub-Types

Only one of the following is
currently enabled and you change it
to View Only:

Create, Edit, Delete Attributes
Create, Edit, Delete Sources
Create, Edit, Delete Tags
Create, Edit, Delete
Relationships

Edit, Delete Status

Edit, Delete Expiration Date

Edit Integration Configurations

+ Expiration Date

+ Point of Contact

+ Status

« Perform Bulk
Manual Import

+ Edit Scoring

+ Edit TLP

+ Perform Bulk
Changes

+ Edit Scoring

+ Perform Bulk
Changes

+ Edit Notification
Settings

Additional Updates Required

Additional Updates Required

Additional Updates Required

Additienal Updates Required
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Edit System Configurations + Edit Notification ——
Settings
=
View Audit Log * Add to Watchlist N
==
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Custom User Roles

i

THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative or Maintenance
Custom Role - Action Permissions: Administrative Functions - Edit User Management

A custom role consists of the role name and action permissions. While creating a custom user role,
you can also assign the custom user role to user accounts.

Tips and Tricks

+ To view all action permission options, click the Expand All option to the left of the Action

Permissions section name. Click the Collapse All option to display only the action permission
section names.

+ To view all permission options within a section, click the arrow located to the right of the section

name.

+ To view and enable all permissions within a section, click the toggle to the left of the section

name to change it to green. To disable all permissions within a section, click the toggle to
change it to grey.

« When you enable at least one option within an action permission section, the section’s toggle

changes to green.

Creating a Custom User Role

AN =

From the User Management page, click the Roles tab.
Click the Create Role button.
Enter a name for the custom role in the Role Name field.
Select the action permissions for the custom role.
See the Action Permissions and Interdependent Permissions topics for more information on
each permission option.
To assign the default role to a user account, use the Search to add field to locate the user
account.
° Begin typing the name of the user account to which you want to assign the role.
The field displays the user accounts that match your entry.
° Click the user account to which you want to assign the role.
Repeat step 5 to continue adding the custom user role to multiple user accounts.
Click the Save button.

Assigning a User Role to a User Account

You can use the following methods to assign a user role to a user account:

+ Access the desired user role and use the Search to add field in the Role Assignment section.
+ Access the current user role and use the Reassign option in the Role Assignment section.

+ Access the user profile and select a new user role.

+ Assign a custom role to the user account during the process of creating a custom role.
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* . o ng
G When you assign a new user role to a user account that already has a user role, the existing
user role is replaced with the new user role.

Assign a User Role From the Desired User Role

1. From the User Management page, click the Roles tab.
2. Browse the Roles list or use the Search field to locate the user role you want to add to the user
account.
Click the user role to view its details in the right pane.
4. To assign the default role to a user account, use the Search to add field to locate the user
account.
° Begin typing the name of the user account to which you want to assign the role. The field
displays the user accounts that match your entry.
o Click the user account to which you want to assign the role.

w

ﬂ\ Until you save your changes, a Remove option is displayed to the left of the user
name. This option allows you to remove the user account from the custom role
before saving your changes.

5. Repeat step 4 to continue adding the custom user role to multiple user accounts.
6. Click the Save Changes button.

* . .
Q The new user role is assigned to the user account whether the user account does or
does not already have a custom or default user role.

Assign a User Role from the Current User Role

From the User Management page, click the Roles tab.

Browse the Roles list or use the Search field to locate the user account’s current user role.
Click the user role to view its details in the right pane.

In the Role Assignment section, locate the user account.

Click the Reassign option next to the user account.

In the Reassign to New Role window, select the desired user role.

Click the Reassign button.

Click the Save Changes button.

N A WN =

Updating a Custom User Role

From the User Management page, click the Roles tab.

Browse the Roles list or use the Search field to locate the user role you want to update.

Click the user role to view its details in the right pane.

Enter your changes to the role’s name and/or action permissions. You can also update the user
accounts to which the user role is assigned.

Rl
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ﬂ\ If you remove an action permission that disables a related permission, ThreatQ
displays an Additional Updates Required prompt window that guides you through the
changes. See the Interdependent Permissions topic for more information.

5. Click the Save Changes button.

ﬂ\ When you update a role’s permissions, the users assigned to the role must log out and
log in for the permission changes to take effect.

Deleting a Custom User Role

From the User Management page, click the Roles tab.
Browse the Roles list or use the Search field to locate the user role you want to delete.
Check the checkbox next to the user role to view its details in the right pane.
Click the delete/trashcan button.
If user accounts are assigned to the user role:
° The Reassign Users & Remove Role window prompts you to select a new user role for the
user accounts and click the Reassign & Remove button to save your selection.
6. If no user accounts are assigned to the user role:

> The Are you sure? window prompts you to click the Remove button to confirm the
deletion.

AN -
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2-Step Verification

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative or Maintenance
Custom Role - Action Permissions: Administrative Functions - Edit User Management

When you enable 2-Step Verification (also known as two-factor authentication), you add an extra layer
of security to your account. After 2-Step Verification is active, you sign in with your password and a
code sent to your mobile device.

ﬂ\ You will need an authenticator app that supports the scanning of QR codes to utilize this
feature. Apps such as Microsoft and Google Authenticator are recommended.

The 2-Step Verification option is not available for users using SAML Authentication and the Single Sign-
On (SSO) process.

Enabling 2-Step Verification

1. Click on your avatar icon, located to the top-right of the platform, and select My Account.
2. Under Enable 2-Step Verification, click Enabled.
3. Inthe Enable 2 Step Verification dialog box, complete the following:
a. Scan the QR code using a mobile app such as Google or Microsoft Authenticator.
b. Enter the validation code delivered to your mobile device via your authenticator.
c. Click Submit.
4. Click Save.

What to do next
The next time you log in, you must use the newest verification code.
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LDAP Authentication

About LDAP Authentication

Default ThreatQ Role: Administrative or Maintenance
Custom Role - Action Permissions: Administrative Functions - Edit User Management

@ THREATQ REQUIRED PERMISSIONS

A\ If SSL Client Certificate Authentication is enabled, the LDAP tab displays a warning message
indicating that SSL Client Certificate Authentication/CAC must be disabled before you can
enable LDAP.

A\ AGDS Users -If you are using LDAP or SAML authentication on your Source ThreatQ
instance, and require users transferred via import to have authentication capabilities on
your Target ThreatQ instance, then you must enable the same authentication method on
your Target ThreatQ instance prior to performing import.

ThreatQ allows you to configure system access via LDAP, the Lightweight Directory Access Protocol.
You have two configuration options:

« Anonymous Bind (previously referred to as basic)
+ Authenticated Bind

ﬂ\ It is highly recommended that you review the Required Information for Creating LDAP
Authentication section of the About LDAP Authentication topic before configuring your LDAP
settings.

To Access the LDAP tab:

1. From the main menu, select the Settings Edicon > User Management.
2. Click the LDAP tab.
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The LDAP tab opens with the Anonymous Bind LDAP Settings form loaded by default.

User Management

LOAR tiasbied  JB

Primary Server Settings Map Your Permission Levels o LDAP

Required Information for Creating LDAP Authentication

Before you configure a connection to your LDAP server, you should work with your LDAP
administrator to collect, at minimum, the following information:

Anonymous Bind

* LDAP Server URL

+ LDAP Port

+ LDAP Group Field Name

+ LDAP Filter Field Name

+ LDAP group mappings for super, maintenance, analyst, and observer
Authenticated Bind

+ LDAP Server name or IP Address

+ LDAP port

* LDAP base DN

+ LDAP Group Member Field Name

* LDAP Primary Group Name

* Whether to use LDAP over SSL (Idaps or Idap)
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+ LDAP User Id Key Field Name
+ LDAP User Group Member Key Field Name
+ LDAP group mappings for super, maintenance, analyst, and observer

Switching LDAP Connections

To switch between using the Anonymous (Legacy) and Authenticated (Updated) Bind LDAP
connections, open the desired connection type's form in the LDAP section and click on the Save
button.

ﬂ\ Example: You are using the Anonymous Bind LDAP option. You switch to the Authenticated
Bind LDAP Settings tab and click Save. ThreatQ will now use these settings. If you
switch back to the Anonymous Bind LDAP Settings tab and click Save again, ThreatQ will
start using the Anonymous Bind LDAP settings again.
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Anonymous Bind

Default ThreatQ Role: Administrative or Maintenance
Custom Role - Action Permissions: Administrative Functions - Edit User Management

@ THREATQ REQUIRED PERMISSIONS

ﬂ\ Only users with an Administrative or Maintenance account can access LDAP settings.

A\ ThreatQuotient strongly recommends that you perform a full backup before changing your
authentication method.

1. Navigate to Settings £ > User Management.
2. Click on the LDAP option.

The Anonymous Bind LDAP Settings form will load by default.

User Management

LDAP pisbied ( JB

Primary Server Settings Map Your Permission Levels ta LDAP

3. Populate the fields in the Primary Server Settings section:
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FIELD DESCRIPTION

Server Address Enter the name of the server where LDAP is hosted.
Example: |dap://[servername]

Port # 389 for LDAP
636 for LDAPS
If LDAPS is used, the Port # will default to 636.

LDAP Domain Enter the domain for which LDAP is configured to authenticate.
Example: threatg.com

LDAP Group Domain

Append Domain to Choose from the following options:
Username? > Yes for most Active Directory servers
> No for most Open LDAP servers

Filter Field Name This field is specific to your LDAP directory configuration.

AD Example: memberuid

OpenLDAP Example: uid

Group Field Name This field is specific to your LDAP directory configuration.
AD Example: memberof
OpenLDAP Example: cn

Use RDN? Choose from the following options:
° Yes to use Relative Distinguished Names. When you select
this option, the Organization Unit (OU) and User Lookup
Name fields are displayed.
> No to use full Distinguished Names

Organizational Unit This field is specific to your LDAP directory configuration. Your
(OU) LDAP administrator should provide the correct value for this
field.
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FIELD DESCRIPTION

User Lookup Name This field is specific to your LDAP directory configuration.
AD Example: memberUid
OpenLDAP Example: uid

4. Complete the MAP your Permission Levels to LDAP section:

ﬂ\ You cannot list the same LDAP User Group for multiple permission levels. For roles
not mapped, you should enter a hyphen: "-." You cannot save the configuration
without entering a value in each field.

FIELD EXAMPLE

Maintenance Account OpenLDAP Example: [dapSuper
AD Example:
CN=tg-maintenance,CN=Builtin,DC=yourdomain,DC=com

Administrative Access OpenLDAP Example: administrator
AD Example:
CN=linux-admins,CN=Builtin,DC=yourdomain,DC=com

Primary Contributor OpenLDAP Example: [dapAnalyst
Access AD Example:
CN=primary-contributor,CN=Builtin,DC=yourdomain,DC=com

Read Only Access OpenLDAP Example: [dapObserver
AD Example:
CN=read-onlyCN=Builtin,DC=yourdomain,DC=com

5. Click Save.
6. Click on the Enable/Disable toggle switch to enable LDAP.

ﬂ\ If your LDAP fails to enable or fails to function properly, validate your inputs. If the
configuration continues to fail, please contact ThreatQ Support.

Configuring Secure LDAP

The following instructions are for Anonymous Bind LDAP connections only. The steps needed to
create a secured connection authenticated bind are included in the Configuring Authenticated Bind
LDAP Settings topic.

ThreatQ User Guide

Version 6.14.0 645



THREATQ )

ThreatQuotient strongly recommends that you perform a full backup before changing your
authentication method.

To configure secure LDAP, you must complete the following steps:

1.

Enter your LDAP settings in the ThreatQ user interface. See the Anonymous Bind steps above
for more details.

Access the ThreatQ appliance command line as root and edit and navigate to the following
directory: /etc/openldap/.

Use vi to edit Idap.conf and update/confirm that your settings are as follows:

#

# LDAP Defaults

#

# See ldap.conf(5) for details

This file should be world readable but not world writable.

ETS

BASE dc=[your domain],dc=com
URI ldap://[your servername]:389 ldaps://[your servername]:636

#SIZELIMIT 12
#TIMELIMIT 15
#DEREF never

TLS_CACERTDIR /etc/openldap/certs

# Turning this off breaks GSSAPI used with krb5 when rdns = false
SASL_NOCANON on
TLS_REQCERT allow

A\ ThreatQ recommends that you edit Idap.conf on the appliance, rather than editing off
box and uploading it. If you do edit the file off box, ensure that you use a linux editor.
Windows and Mac editors may corrupt the file.

ﬂ\ If your LDAP fails to enable or fails to function properly, validate your inputs. If the
configuration continues to fail, please contact ThreatQ Support.
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Authenticated Bind

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative or Maintenance
Custom Role - Action Permissions: Administrative Functions - Edit User Management

A\ Itis recommended that you contact ThreatQ Support before configuring an authenticated
bind connection.

ﬂ\ Only users with an Administrative or Maintenance account can access LDAP settings.
1. Navigate to Settings £ > User Management.

2. Click on the LDAP option and select the Authenticated Bind LDAP Settings tab.

User Management

LDaAR wd ()

Server Connection Settings Protocols

Map Your Permittion Levels 1o LDAP

3. Complete the Server Connections Settings section:

FIELD DESCRIPTION

Account The LDAP account suffix.
Suffix
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FIELD DESCRIPTION

Host Address Name of the LDAP domain controller without the protocol.
Example: tgldap.threatg.com

Port Number The LDAP port; either 636 or 389.
Only standard ports for secured and unsecured connections are
supported. Use port 636 if using SSL to create a secured connection.

Admin The LDAP administrative username.
Username
Admin The LDAP administrative password.
Password

4. After you populate the Server Connections Settings fields, click the Test Connections button to
verify the settings are correct.
5. Complete the LDAP Schema section:

FIELD DESCRIPTION

Base DN The Base DN of the LDAP server connection.
Example: DC=[server], DC="com"

DN Field Name The field used to retrieve the DN or users and groups.
This field should be DN for both OpenLDAP and Active
Directory.

User Search Filter The field to search for users.

For OpenLDAP: objectClass=posIxAccount
For Active Directory: objectClass=user

Group Search Filter The field to search for grpups.
For OpenLDAP: objectClass=posIxGroup
For Active Directory: objectClass=group

Primary Group Name The primary group name.
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FIELD DESCRIPTION

Group Member Field This field is used to search for groups that a user belongs to.
Name For OpenLDAP: cn
For Active Directory: memberof

User ID Key Field Field used to search for users based on email.
Name For OpenLDAP: uid
For Active Directory: sAMAccountName

User Group Member Field used to search for groups that user belongs to.
Key Field Name For OpenLDAP: memberUid
For Active Directory: uid

6. Under the Protocols section, use the Yes/No toggle switch to select whether the connection will
use SSL.

If the connection will use SSL, confirm that the port number, set in step 3, is 636 to create a
secured connection.

7. Complete the MAP your Permission Levels to LDAP section:

You cannot use the same LDAP User Group for multiple permission levels. For roles not
mapped, you should enter a hyphen: "-." You cannot save the configuration without entering a
value in each field.

FIELD DESCRIPTION
Maintenance The LDAP account the ThreatQ Maintenance group will map to for
Account permissions.

Open LDAP Example: IdapSuper
Active Directory Example:
CN=tg-maintenance,CN=Builtin,DC=yourdomain,DC=com

Administrative The LDAP account the ThreatQ Administrative group will map to for
Access permissions.
Open LDAP Example: administrator
Active Directory Example:
CN=linux-admins,CN=Builtin,DC=yourdomain,DC=com

Primary The LDAP account the ThreatQ Primary Contributor group will map

Contributor Access to for permissions.
Open LDAP Example: IdapAnalyst
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FIELD DESCRIPTION

Active Directory Example:
CN=linux-admins,CN=Builtin,DC=yourdomain,DC=com

Read-Only Access The LDAP account the ThreatQ Read-Only group will map to for
permissions.
Open LDAP Example: [dapObserver
Active Directory Example:
CN=read-onlyCN=Builtin,DC=yourdomain,DC=com

8. Use the Connect To Receive Data section connect to your LDAP using the settings on this page
to pull group information and user lists
9. Click Save.
10. Click the Enable/Disable toggle switch to enable LDAP.

Q Green indicates the feature is active.
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SAML Authentication

About SAML Authentication

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative or Maintenance
Custom Role - Action Permissions: Administrative Functions - Edit User Management

A\ I SSL Client Certificate Authentication is enabled, the SAML tab displays a warning message
indicating that SSL Client Certificate Authentication/CAC must be disabled before you can
enable SAML.

Security Assertion Markup Language (SAML) is a single sign-on (SSO) standard that allows you to log
into your ThreatQ instance using a credentials service outside of the platform.

Email addresses and passwords are authenticated outside of ThreatQ and user roles are determined
using the permissions mappings located on the ThreatQ SAML configuration page.

Upon enabling SAML, users will see a SSO login option on the ThreatQ login page - see the About
Accessing the Platform topic.

G\ Users cannot use SSO to log into a ThreatQ Local Maintenance account.

A\ AGDS Users -If you are using LDAP or SAML authentication on your Source ThreatQ
instance, and require users transferred via import to have authentication capabilities on
your Target ThreatQ instance, then you must enable the same authentication method on
your Target ThreatQ instance prior to performing import.

Configuring SAML

A\ ThreatQuotient strongly recommends that you perform a full backup before changing your
authentication method.

ﬂ\ SAML users are required to add their email address to their user profiles in order to use the
SSO. As part of the integration process, the ThreatQ platform expects that the user's email
address has already been added to their IdP. See the Setting Up LDAP Users/Groups for
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About SAML Authentication

SAML topic for more details.
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LDAP must be disabled before enabling SAML. The ThreatQ platform will alert you if LDAP is enabled

when you try to enable SAML and will instruct you to disable LDAP.

1. From the main menu, select Settings £ > User Management.
2. From the User Management page, click the SAML tab.
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The SAML configuration page opens.

User Man dgem ent

SAML

Connection Infermatian - Identity Provider Mapping Permission Levels

A 1 AR ACOE

@ Primary Contrifutar Arcen

Read Ondy Aropin

Provide IDF Metadata File

Provide IDF Metadata URL

3. Complete the Identity Provider (IdP) section by either:
> Uploading your IdP metadata file by dragging and dropping the file onto the field or using

the browse button to locate the file saved on your local machine.
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> Entering your IdP metadata file's URL in the Provide IdP Metadata URL field.

Connection Information - Identity Provider

Provide either an XML configuration file or a configuration URL below. When you
provide one method, the other method will autopopulate.

Provide IDP Metadata File

Drag your files here or click to browse

Provide IDP Metadata URL

Whichever method you choose to use will result in the auto-completion of the other field.
Example: Uploading a metadata file will result in the IdP Metadata URL being populated
with data parsed from the file.

4. The Connection Information - Service Provider Information section gives you two options for
providing your ThreatQ platform metadata to you network administrator:
> Service Provider Connection URL - Copy the URL listed in the Service Provider
Connection URL field.
° Service Provider Metadata File - After you save your SAML configuration, you can
download a copy of the Service Provider Metadata file from the Connection Information -
Service Provider Information section as shown in the Example: After Saving
Configuration image below.
The steps to add ThreatQ as a Service Provider may differ based on your environment - see the
Adding ThreatQ as a Service Provider topic.

Example: Before Saving Configuration

Connection Information - Service Provider Information

o commect 1o this platform, you must provide either this Service
on URL or upload the Service Provider Metadata File (which can be
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Example: After Saving Configuration

Connection Information - Service Provider Information

In order for your IDP to connect to this platform, you must provide either
this Service Provider's Connection URL or upload the Service Provider
Metadata File (which can be downloaded below)] in your IDP.

Service Provider Metadata File

B threatg-sp.xmil

5. Check the User Server Certificate and Key option under the Platform Server Certificate
Information section if your environment requires a certificate. You can upload the Certificate
and .key file by either:

> Drag and drop the file into the field.
° Select browse to locate the file on your local machine.

You Network Administrator will need the certificate and key later when applying the
ThreatQ platforms connection information supplied in step 4.

6. Complete the Mapping Permissions Levels section by providing a SAML Attribute Key and SAML
Attribute Value for each ThreatQ user role. See the Setting Up LDAP Users/Groups for
SAML topic for information on how to setup LDAP users and groups for SAML integration.

Mapping Permission Levels

(Note: You can not list the same SAML User Group for multiple permission levels)

Administrative Access

SAML Attribute Key SAML Attribute Value
5SSO Group { SSO Administrator‘i

Primary Contributor Access
bute Key SAML

S50 Group SSO Analyst

Read Only Access

S50 Group S50 Observer

Mapping Notes:
° SAML cannot be used for Maintenance Accounts.
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* Local Maintenance Accounts cannot be mapped when enabling SAML.
= If converting from LDAP authentication, LDAP groups that were mapped to the
ThreatQ Maintenance role will have to be mapped to another user role.
° You cannot use the same SAML Key and Values for multiple roles.
> You do not have to map all ThreatQ roles but at least one role has to be mapped to use
SAML. Example: Administrator and Primary Contributor will be mapped but the Read
Only Access role will be blank.
> SAML accounts imported with the same user name and email as a local account will be
converted.
7. Click on Save located at the bottom of the page.
8. Confirm that your network administrator has completed Adding ThreatQ as a Service
Provider before proceeding with the final steps listed below.
9. Click on Test Authentication to confirm that the ThreatQ platform and your IdP can connect.
10. Click on the Enable toggle switch located at the top-right of the page to enable SAML.
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Setting Up LDAP Users/Groups for SAML

The following steps detail how to set up LDAP users and groups for SAML integration.

1. Log into the Windows Server.
2. Start the Active Directory Users and Computers application from the Start Menu.

Best match

~= Active Directory Users and Computers
" Desktop app

Apps >
B Active Directory Administrative Center

g3 Active Directory Sites and Services

= Active Directory Domains and Trusts

Active Directory Module for Windows
PowerShell

t1  Active Directory Lightweight Directory
Services Setup Wizard

Settings >

(® Disconnect your device from your work or
school

4 Choose when to turn on touch keyboard
when Narrator is on

B @&« 0OH 0 B = 4

Active|

3. Navigate to and select the Groups folder under your LDAP domain.

 Active Directory Users and Computers

T Active Directory Users and Com|| Name
Saved Queries

Builtin
1 threatq.com

Computers

=1 Dom:
1 Foreign!

=1 Groups

1 Managed Senvice Accou... Container Default container for ma
2] UserAccounts Organizational..
Users Container Default container for up.
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4. Click on Actions > New > Group.

j Active Directory Users and Computers

File = Action View Help

o= Delegate Control... ﬁ‘ PRETER
—w Move... ~
J A ! ime Type D
Find...
. admin access nne Lzer
vE New > Computer
All Tasks > Contact
Refresh LD
Export List... InetOrgPerson
A : msDS-ShadowPrincipalContainer
e mslmaging-PSPs
Help MSMQ Queue Alias
3| LDAPTEST & Organizational Unit
| Managed Service Accour| Printer
v 3] EJserA'—\ccounts =
21 Admins

Shared Folder

v (@] Standard

5. Enter in the Group name and click on OK.
New Object - Group X

% Createin:  threatq.com/Groups

Group name:
| 5SSO Group| |

Group name (pre-Windows 2000):

’ S50 Group |
Group scope Group type
(O Domain local (®) Security
(®) Global (O Distribution
(O Universal

6. Select the Users folder and click on Actions > New > User.

] Active Directory Users and Computers

File = Action View Help

a = Delegate Control... i3] !) &2 15 ? : rsa
= Find... ~
=A ime Tune n
) New > Computer
v All Tasks > Contact ]
Refresh A
/
Export List.. InetOrgPerson
_ msDS-KeyCredential
A PEzziEs msDS-ResourcePropertyList )
Help msDS-ShadowPrincipalContainer )
: 2; —ThreatQ i mslmaging-PSPs
51 oapTEST| @ MSMQ Queue Alias
| Managed Service Accout Printer !
v (3] UserAccounts B e /
3] Admins 2 Shared Fold )
v (3] Standard 2 ared roler )
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7. Enter in the User Information and click on Next.
New Object - User X

Createin:  threatq.com/Users

Last name: ‘User

First name: tals: ||
|
|

Full name: [Pal User

User logon name:

|pai| | @threatqg.com ~

User logon name (pre-Windows 2000):
ITH REATQO\ | |pat

< Back Next > Cancel

8. Enter the Password and click on Next.
New Object - User X

Create in:  threatq.com/Users
2 q

Password:

sssssecccssncce ‘

Confirm password: |"0|..'|l0.'l'. ‘

User must change password at next logon
[[] User cannot change password

[[] Password never expires

[[] Account is disabled

< Back Next > Cancel

9. Confirm that the details are correct an then click on Finish.

MNew Object - User X

LE} Createin: threatq.com/Users

When you click Finish, the following object will be created:

Full name: Pat User
User logon name: pat@threatg.com

The password never expires.

Cancel

10. Find and double-click on the newly created user to edit the User Properties.
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11. Confirm that the E-Mail has the user's correct email address.

with this user.

Pat User Properties ? X
Member Of Dialin Environment Sessions
Remote control Remote Desktop Services Profile COM=+
General Address  Account Profile Telephones Organization

; Pat User

s
First name: |Pat ‘ Initials: ‘ ‘
Last name: | User ‘
Display name: |Pat User ‘
Description: | ‘
Cffice: | ‘
Telephone number: | Other...
E-mail: |pat@threa1q.com|
Web page: | ‘ Other...

] [ (R

A\ Itisimportant that the E-mail field be filled in order for the SSO integration to work
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12. Navigate to the Member of tab and click on Add.

Pat User Properties ?

X
Remote control Remote Desktop Services Profile COM+
General Address  Account Profile Telephones ~ Organization
Member Of Dialin Environment Sessions
Member of:
Name Active Directory Domain Services Folder
Domain Users threatq.com/Users

e

Primary group: Domain Users

Set Primary G There is no need to change Primary group unless
SLPIMSNAmEE you have Macintosh clients or POSIX-compliant
applications.

Cancel Aoply Help

13. Enter the name of the group you created earlier in steps 4-5 in the field provided.
Select Groups X
Select this object type:
|Gmups or Builtin security principals ‘ Object Types...
From this location:
|threatq .com ‘ Locations...
Enter the object names to select (examples):
S50 Group Check Names
Advanced... Cancel
14.

Click on Check Names to verify the group name and then click OK.
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15. Verify that the User is now a member of the group.

Pat User Properties ? X
Remote control Remote Desktop Services Profile COM+
General Address  Account Profile Telephones  Organization
Member Of Dialin Environment Sessions
Member of:
Name Active Directory Domain Services Folder
Domain Users threatq.com/Users
5SSO Group threatq.com/Groups
Add... Remove
Primary group: Domain Users

There is no need to change Primary group unless
you have Macintosh clients or POSIX-compliant
applications.

Set Primary Group

Cancel Apply Help
16. Click OK to close the properties window.
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Adding ThreatQ as a Service Provider

ThreatQ supports SAML configurations for all identity providers that are compliant with the Security
Assertion Markup Language v2.

The sections listed in this topic serve as identity provider examples and include the required steps to
add ThreatQ as a service provider for your IdP. Contact ThreatQ Support if your identity provider is
not listed and you require assistance with configuration.

ADFS 2016

The steps below detail how to add ThreatQ as a service provider in ADFS 2016 .
From your server manager:

1. Select AD FS under the Dashboard heading.

Click on the Tools option and select AD FS Management.

Navigate to the Relying Party Trusts folder In the left-hand directory.

Click on the Relying Party Trusts > Add Relying Party Trust under the Actions heading.
Leave the Claims Aware option selected and click on Start.

AN

The Select Data Source section loads.
‘@ Add Claims Provider Trust Wizard X

Select Data Source

Steps Select an option that this wizard will use to obtain data about this claims provider:
@ Welcome
(® Import data about the claims provider published online or on a local network

2 Select Data Source
s Use this option to import the necessary data and cedificates from a claims provider organization that
@ Readyto Add Trust publishes its federation metadata online or on a local network.

@ Finish Federation metadata address (host name or URL):

l

Example: fs fabrikam.com or hitps /s fabrikam.com/

(O) Import data about the claims provider from a file

Use this option to import the necessary data and certificates from a claims provider organization that has
provided its federation metadata in a file.

Federation metadata file location:

jas

() Enter claims provider trust data manually
Use this option to manually input the necessary data about this claims provider organization.

< Previous Next > Cancel
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11.

12.

13.
14.
15.
16.

17.

18.
19.
20.
21.
22.
23.

Confirm that the first radio option, Import data about the claims provider published online...,
is selected.

Paste the Platform Connection URL located on the ThreatQ SAML page, step 4 on the
Configuring SAML topic, into the Federation Metadata Address field in the following format:

https://<your IdP hosthname>/FederationMetadata/2007-06/FederationMetadata.xml
Click Next.

A popup warning will appear stating that some metadata cotent was skipped.
AD F5 Management

Some of the conbent in the federabon metadals was slopped because € s ol supported by AD FS . Rewview the properties
I of the (rust carefully befoes you sane the trust to the AD F5 configuation database

0K

Click Ok to proceed.

Continue through the next few sections by clicking Next until you reach the Ready to Add Trust
page.

Review the information listed in the multiple tabs provided. Confirm that the proper certificates
are listed under the Certificate and Signature tabs and upload any that are missing.

Click Next.

The ThreatQ Relaying Party Trust has now been added. The next step to create 4 new Claims
Rules for the new service provider.

Contact your Network Administrator to receive the appropriate group mapping.

Click on Add Rule.

Select the Send LDAP Attribute as Claims claim rule template and click Next.
Enter a name for the rule. Example: email and UID.

Select the Active Directory as the Attribute Store.

Active Directory must already be installed and enabled in order to complete this step
Add the following rows in the LDAP Mapping Attributes table:

LDAP ATTRIBUTE OUTGOING CLAIM TYPE NOTES
E-Mail-Addresses email
Email-Addresses uid Email-Addresses is the

recommended value.
However, you can use SAM-
Account-Name as an alternative.

Click on OK to create the rule.

Click on Add Rule.

Select the Send LDAP Attribute as Claims claim rule template and click Next.
Enter a name for the rule. Example: Email.

Select the Active Directory as the Attribute Store.

Add the following row in the LDAP Mapping Attributes table:
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24
25
26

27.

28
29

30
31
32

33.

34

35
36
37

Azu

LDAP ATTRIBUTE OUTGOING CLAIM TYPE

E-Mail-Addresses E-Mail Address

. Click on OK to create the rule.

. Click on Add Rule.

. Select the Send LDAP Attribute as Claims claim rule template and click Next.
Enter a name for the rule. Example: Groups.

. Select the Active Directory as the Attribute Store.

. Add the following row in the LDAP Mapping Attributes table:

LDAP ATTRIBUTE OUTGOING CLAIM TYPE

Token-Groups - Unqualified Names SSO

. Click on OK to create the rule.

. Click on Add Rule.

. Select the Transform an Incoming Claim claim rule template and click Next.
Enter a name for the rule. Example: Named ID Transform.

. Complete the following fields:

FIELD SELECTION
Incoming Claim Type E-Mail Address
Outgoing Claim Type Name ID

Outgoing Name ID Format Email

. Select the Pass through all claim value radio option.
. Click on OK to create the rule.
. Click OK to close the Issuance Transform Rules dialog box.

re AD

ThreatQ supports SP-Initiated SSO in Azure AD. The steps below detail how to add ThreatQ as a
service provider in Azure AD. This process is required in order to complete the SAML setup.

Setting Up the SAML App

1.

iAW

Log into the Azure portal with administrator permissions.

Go to Azure Active Directory > Enterprise applications

Click on +New Application then Create your own application.

Choose Integrate any other application you don't find in the gallery (Non-gallery).
Enter an application name such as ThreatQ then click Add.
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6. Select Set up single sign on then choose SAML.
7. Select Edit on Basic SAML Configuration.
8. Enter the Entity ID and Reply URL(Assertion Consumer Service URL) as follows:

o Basic SAML Configuration Z
|dentifier (Entity 1D} https.//10L. 1087070 10D /api/saml/metadata
Reply URL (Assertion Consumer Service URL) https://19L 10€. 0 1. 00/api/saml/acs
Sign on URL ptiona
Relay State Jpt
Logout Url ptiona
FIELD VALUE DESCRIPTION
ACS / Single https:// Assertion Consumer Service (ACS) is the
Sign on URL threatg.example.com/api/ ThreatQ URL + appended the “/api/saml/
saml/acs acs” string.
SP Entity ID https:// This is the ThreatQ entity ID which is the
threatq.example.com/api/ ThreatQ URL + appended with the “/api/
saml/metadata saml/metadata” string.

9. Under Attributes & Claims, set the Unique User identifier (Name ID) format to Email Address.
10. In the Additional claims section add uid and set the value as user.mail.

Both the username and uid attributes are required and must be mapped to the user's
Email address.

9 User Attributes & Claims &
givenname user.givenname
SUrName USErSUrname
emailaddress user.mail
name user.userprincipalname
uid user mail
Groups USEr.groups
Unigue User Identifier user.userprincipalname

11. You also need to add an attribute you want to map to the roles in ThreatQ. In this example we
added a Claim and created a Groups attribute and mapped it to all user.groups assigned to the
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application. The group id the us

Home > ThreatQ > Enterprise applications | All app

er belongs to is then included in the SAML assertion upon login.

Single gn-on SAML-based Sign-on User Attributes & Claims
User Attributes & Claims

Add new claim Add a group dlaim Columns

Required claim

Claim name Value

Unique User Identifier (Name D) user.userprincipalname [nameid-f... -

Additional claims

Claim name Value

Groups user.groups
http.//schemas.xmisoap.org/ws/2005/05/identity/claims/emailaddress user.mail
http//schemas.xmisoap.org/ws/2005/05/identity/claims/givenname user.givenname
http://schemas xmlsoap.org/ws/2005/05/identity/claims/name user.userprincipalname
http.//schemasxmisoap.org/ws/2005/05/identity/claims/surname user.surname

uid

user.mail

When adding a group claim it is recommended to customize name as this is what is required to
be entered on the ThreatQ side as the SAML Attribute Key. This should not contain a
namespace otherwise the full claim name will need to be entered - see http://

schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname for more information. See the
example below:
Group Claim X

Manage the group dlaims used by Azure AD to populate SAML tokens issued to your ap

Which groups associated with the user should be returned in the claim?
'C' None

O All groups

~

() Security groups

O Directory roles

(®) Groups assigned to the application

Source attribute *

‘ Group ID v

Advanced options
Customize the name of the group claim

Name (required)

| Groups l

Namespace (optional)

D Emit groups as role claims ©

3

In the example above, Groups would be entered as the Attribute Key in ThreatQ. The
Attribute Value would be one of the Group IDs (Group Object ID) assigned to the
application in Step 9.

12. On the Assignments tab, verify that each of the users or groups that should have access have
been assigned to the application.
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13. Under SAML Signing Certificate, click the Download link for the Certificate (Base64) and the
Metadata file. These files are required in steps 4 and 5 in the Configuring SAML topic.

©

SAML Signing Certificate &
Status Active

Thumbprint 1DAZ9FeAL4DERBTELABS503914BE4D1B0662325

Expiration 4/29/2023, 5:06:02 PM

Motification Email wilslo_ clolles sdemd _gm

App Federation Metadata Url httpsy/login.microsoftonline.com/954289d9- 0

Certificate (Basebd) yownload
Certificate (Raw)
Federation Metadata XML

14. After you complete the Configuring SAML process, add the SAML Attribute Key and SAML
Attribute Value for each ThreatQ user role to the Mapping Permissions section.
In the example below, we mapped an Azure AD Group to the Administrative Access using the
group's Object ID as the SAML attribute value.

SAML

O thatiea

Connection Information - ldentity Provider WMapping Permission Levels

guration file o 3 conlipur Eitlima. N 00 i 0 WD T v Aaed BEE D vt AR L Giroe 8
: T—— . a e

2 dowrinsded

Adminletrathve Acgern

Frowide IDF Matadata File

Connection Information - Service Provider Information

Frimary Contribules Adiea

Bead Dndy Aooery

ereiia Provider Meladata File

ﬂ When you test the application from the Azure Portal, you will receive the following

error message: SAML authenticated but missing Client ID parameter. This happens
because we do not yet support IdP-initiated SSO. You must validate the authentication
from the ThreatQ application.

15. In the Azure Portal, you can navigate to the User Sign-Ins under the user to view the login
attempts.
If your authentication is successful but you receive a SAML authenticated but missing group
requirements message this indicates that the required attributes mapped to the TQ roles are
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not configured correctly.

I | i, - JIGP-10) e

[

ata  Lm® 24 howm wom dated i Local R DLcIBd- B la-40 4t 0¥ S TR2LEM N ad ?

Datw L Mg 1D Uses L Agplaation

Google G Suite

The steps below detail how to add ThreatQ as a service provider in Google's G Suite. This process is

required in order to complete the SAML setup.
Setting Up the SAML App

1. Log into your Google Administrative Console.
Navigate to Apps > SAML Apps.

2.
3. Click on the + icon located at the bottom-right on the page.
4.

Select the Setup my own custom app option.

Step1 X

Enable SSO for SAML Application

Select an service/App for which you want to setup SSO

Services Provisioning supported

15Five v >
4Me >
7Geese >
Accellion >
Adaptive Insights >
Adobe Y »
Adobe Sign >

SETUP MY OWN CUSTOM APP
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The Google IdP information page loads.

Step2of 5 x
Google IdP Information

Choose from either option to setup Google as your identity provider. Please add details in the SSO
config for the service provider. Learn more

Option 1
SSO URL https://accounts.google.com/o/saml2/idp?idpid=C03mI9sl6
Entity ID https://accounts.google.com/o/saml|2?idpid=C03mI9sl6
I 23-5-17-115147_SAML2.|
Certificate Google_2023-5 51478 ]
Expires May 17, 2023

4 DOWNLOAD
Option 2
IDP metadata 4 DOWNLOAD
PREVIOUS CANCEL NEXT

5. Click on Next.
6. Complete the Basic Information for Your Custom App fields:

>FIELD DESCRIPTION EXAMPLE

Application Name The name of the application. ThreatQ
Description What function the app will serve. SSO for ThreatQ Platform

Basic information for your Custom App

Please provide the basic information needed to configure your Custom App. This information will be
viewed by end-users of the application.

Application Name *

Description

Upload logo @j CHOOSE FILE
This logo will be displayed for all users who have access to this application.
Please upload a .png or .gif image of size 256 x 256 pixels.

PREVIOUS CANCEL NEXT

7. Click on Next.
8. Complete the Service Provider Details fields:
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FIELD

ACS URL

Entity ID

Name
ID
Format

Step 4 of 5

DESCRIPTION

Assertion Consumer Service is your
ThreatQ URL + appended the “/api/saml/
acs” string.

The Entity ID is your ThreatQ URL +
appended with the “/api/saml/metadata”
string.

Set this field to Email.

Service Provider Details

Please provide service provider details to configure SSO for your Custom App. The ACS url and Entity

ID are mandatory.

ACS URL *

Entity ID *

Start URL

Signed Response

Name ID

Name ID Format

PREVIOUS

9. Click on Next.

Basic Information

Primary Email

UNSPECIFIED

CANCEL NEXT

EXAMPLE

https://threatg.example.com/
api/saml/acs

https://threatg.example.com/
api/saml/metadata

N/A
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The Attribute Mapping page loads.

Step 50f 5 x

Attribute Mapping
Provide mappings between service provider attributes to available user profile fields.

Some providers require you to map application attributes to user fields. You should check the
application's documentation to see if this is required. You can always come back later to complete the
mapping.

There are currently no mappings for this application

ADD NEW MAPPING

PREVIOUS CANCEL  FINISH

10. Click on Add New Mapping.
A\ The email and uid attributes must be mapped to the Primary Email field.

11. Create the email mapping:

ATTRIBUTE TYPE GOOGLE DATA FIELD

email Basic Information Primary Email

12. Click on Add New Mapping.
13. Create the uid mapping:

ATTRIBUTE TYPE GOOGLE DATA FIELD

uid Basic Information Primary Email

14. Click on Add New Mapping:
15. Create the SSOGroup mapping for ThreatQ roles:

ATTRIBUTE TYPE GOOGLE DATA FIELD
SSOGroup Employee Details < specific to your company >

ﬂ\ Any attribute can be used for this mapping other than Employee ID. See the Creating
custom attributes using the user schema Google support article for instructions on
creating custom attributes to use for role mapping.
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16. Your setup should now resemble the following screenshot:

~ Attribute Mapping
Provide mappings between service provider attributes to available user profile fields.

email Basic Information Primary Email
S$S0Group Employee Details Department

vid Basic Information Primary Email

ADD NEW MAPPING

17. Click on Finish.

18. Locate your new app under Apps > SAML Apps, click on the vertical ellipsis, and select On for
Everyone.

19. Click on the app to open its settings details.

20. Click on Service Provider Details.

The Service Provider Details page opens.

~ Service Provider Details

Please provide service provider details to configure SSO for tkwok_saml_test. The ACS url and Entity ID are mandatory.

ACS URL * https://te-23382.threatq.cx
Entity ID* https://te-23382.threatq.com/api/sami/metadata
Start URL

Certificate Google_2023

uuuuu D Basic Information Primary Email

Name ID Format EMAIL

21. Click on Manage Certificates.
22. Download the certificate and the IdP Metadata files that are required in steps 4 and 5 in the
Configuring SAML section in the About SAML Authentication topic.

Okta

The steps below detail how to add ThreatQ as a service provider in Okta. This process is required in
order to complete the SAML setup.

1. Log into the Okta web application.
2. Click on the Admin button located to the top-right of the screen.
The Dashboard page loads.
3. Click on the Applications tab.
The Application page loads.
4. Click on Add Application.
5. The Add Applications page loads.
6. Click on Create New App.
The Create New Application dialog box opens.
7. Select Web from the Platform dropdown.
8. Select SAML 2.0 for the Sign on method.
9. Click on the Create button.
The Create SAML Integration page opens with the General Settings tab selected.
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10. Enter a name for the app in the App Name field.
11. Click on Next.

The Configure SAML section loads.
12. Complete the following fields:

single sign on URL hitps /192 168.1M130/apl/saml/acs
Use this for Reciplent URL and Destination URL

Allow this app to request other SSO URLs
Audience URI (SP Entity ID) hitps//192.168.111.130/apl/saml/metadata

Default RelayState

Update application username on Create and update
FIELD ENTRY/SELECTION NOTES

Single sign on https://< Host-name The Assertion Consumer Service (ACS) is

URL >.com/api/saml/acs your ThreatQ URL + appended the “/api/
saml/acs” string.

Audience URI https://< Host-name >/ The Audience URI is your ThreatQ URL +

(SP Entity ID) api/saml/metadata appended with the “/api/saml/metadata”
string.

Name ID EmailAddress

format

Application Email ThreatQ requires that this field be set to

username Email.

13. Scroll down to the Attribute Statements section and add the following attribute:

Name Name format Value

Unspecified v user.emal
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14

15
16

17

18
19
20
21
22
23

24,

25

26

NAME NAME FORMAT VALUE

uid Unspecified user.email

. Add the required attributes to the Group Attribute Statements that will be used to map Okta
groups to ThreatQ user roles. In the example image below, an attribute called SSORole was
created and is mapped to all Okta group names that starts with TQ.

Name Name format Filter

SSORole Unspecified v Starts with

ﬂ\ See Okta's Custom Expression help article for additional information on assigning an
attribute.

. Click on Preview the SAML Assertion to confirm that the settings are correct.
. Click on Next.

The Feedback section loads.
. Select I'm a software vendor. I'd like to integrate my app with Okta and then click on Finish.
The Application details page loads.

. Click on the Assignments tab.

. Click on the Assign dropdown and select Assign to Groups.

. Assign the app to groups that will be used to map ThreatQ roles.

. Click on Save and Go Back.

. Click on Done.

. Click on the Sign On tab.

In the Sign On Methods section, right-click and download the Identity Provider metadata file.
. Click on the View Setup Instructions button.

G\ You will be able to review URL information such as the Identity Provider Single Sign-
On URL, Identity Provider Issuer, and the X.509 Certificate.

. Click on Download Certificate. The certificate and Identity Provider metadata file downloaded
in step 23 are required in steps 4 and 5 in the Configuring SAML section of the About SAML
Authentication topic.
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SSL Client Certificate Authentication

About SSL Client Certificate Authentication

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative or Maintenance
Custom Role - Action Permissions: Administrative Functions - Edit User Management

ThreatQ supports SSL Client Certificate Authentication by allowing on-premise customers to upload
PEM-encoded CA certificate files. After this file is uploaded and configured, individual ThreatQ logins
can be associated with a user’s certificate SHA-1 fingerprint. This allows users to authenticate and
access ThreatQ via their:

+ Common Access Cards (CACs)

+ Personal Identity Verification (PIV) cards
« Smart cards

+ SSL client certificates

A\ If you want to migrate from LDAP or SAML authentication to SSL Client Certificate
Authentication, please contact ThreatQ Support for assistance.

Requirements

* On-premise instance of the ThreatQ 6x

* PEM-encoded, X.509 CA certificate file

+ CAC, PIV card, Smart card, or SSL client certificate

« Administrative or maintenance login

+ List of your current TQAdmin configuration settings

Configuring SSL Client Certificate Authentication

1. Move your CA certificate file to a directory on your ThreatQ instance.
2. Access the ThreatQ host command line via SSH or console.
3. Run the following command:

sudo /usr/local/bin/tgadmin configure

The TQadmin configure command displays a series of prompts.

A\ To prevent undesired changes to your system, you must enter a response for each
prompt based on your current system configuration. For example, if your
organization uses ThreatQ Data Exchange's OpenDXL functionality you must enter
"yes" for the Do you want to enable OpenDXL prompt.

4. To enable SSL Client Certification, populate the following:
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PROMPT DESCRIPTION

Do you want to enable CAC/mTLS? Enter yes.

(yes/no):

Enter the file path for your Enter the path for your CA Certificate.
certificate: example: /tmp/mycert.pem

Enter the FQDN of the server: Enter the FQDN of the server.

example: myserver.threatqg.com

5. When prompted, enter your YUM username and password.
6. Run the following command to save and apply your changes:

sudo /usr/local/bin/tgadmin reapply

7. After your changes are saved, the CAC/PV SSL tab in the User Management page displays a
status of Currently Enabled.

8. Now that SSL Client Certificate Authentication is enabled, use one of the following methods to
add a certificate fingerprint to your profile.

Until you add a certificate fingerprint to your user profile, each time you access a new
ThreatQ page you will be prompted to select a certificate.

+ Log out of ThreatQ and add your certificate fingerprint during log in.
+ Use the System Users tab to add your certificate fingerprint to your user profile.
9. Use one of the following methods to add certificate fingerprints for users:
+ Users can add their own certificate fingerprint during their next login. If needed, you can
set up usernames and passwords in the System Users tab on the User Management page.
* Maintenance or Administrative users can use the System Users tab to add the new
certificate fingerprint to user profiles.

Adding a User's Certificate Fingerprint - User Profile

After Client Certificate Authentication is enabled, an Administrative or Maintenance user can add a
certificate fingerprint to a ThreatQ user profile.

1. From the User Management screen, click the User Management tab.
Locate and click the user's display name.

From the User Profile tab in the Edit User page, click the Add New button.
Enter the user's certificate fingerprint.

Click the Submit button.

iAW
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Adding Your Certificate Fingerprint - Login Page

1. Access your certificate, and enter your PIN. Your certificate must be active in the browser
before you navigate to your ThreatQ instance.
2. Navigate to your ThreatQ instance.

THREATQ 3

w

Enter your username and password.

Click the Log in button.

The Store Fingerprint to Profile window prompts you to save your certificate fingerprint to your
ThreatQ user profile.

6. Click the Acknowledge & Login button.

ThreatQ saves your certificate fingerprint. The next time you login, you can click the Log in with
CAC/PIV Card button to access ThreatQ.

voA

Using Certificate Authentication to Log In

Maintenance users can log into ThreatQ using either username/password or certificate
authentication. Administrative, Primary Contributor, and Read-Only users are required to
use certificate authentication to log into ThreatQ if it is enabled.

After you or an Administrative/Maintenance user add a certificate fingerprint to your ThreatQ user
profile, click the Log in with CAC/PIV Card button to access ThreatQ.
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@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative or Maintenance
Custom Role - Action Permissions: Administrative Functions - Edit User Management

After you upload a certificate file and enable SSL Client Certificate Authentication, you may need to
disable authentication to troubleshoot an issue or to migrate to a new authentication method. Or,
you may want to remove or replace you current certificate file.

Disabling SSL Client Certificate Authentication

A\ After you disable SSL Client Certificate Authentication, you must reset all Admin, Primary
Contributor, and Read Only access user passwords so that users can log in with their
ThreatQ username and password. Maintenance Account users do not require a password
reset and can continue to use their current password.

1. Access the ThreatQ host command line via SSH or console.
2. Run the following command:

sudo /usr/local/bin/tgadmin configure

The TQadmin configure command displays a series of prompts.
3. To disable SSL Client Certification, populate the following:

PROMPT DESCRIPTION

Do you want to enable CAC/mTLS? Enter no.
(yes/no):

4. When prompted, enter your YUM username and password.
Run the following command to save and apply your changes:

w

sudo /usr/local/bin/tgadmin reapply

6. After your changes are saved, the CAC/PV SSL tab in the User Management page displays a
status of Currently Disabled.
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Replacing a Certificate File

A\ After you replace a certificate file, you must either reset all Admin, Primary Contributor, and
Read Only access user passwords so that users can log in and associate a new certificate
with their user profile or add the new certificate fingerprints to each user profile.
Maintenance Account users do not require a password reset and can continue to use their
current password. However, they will also need to select a new certificate to log in using SSL
Client Certificate Authentication.

The process for replacing a CA certificate is the same as the process for Configuring SSL Client
Certificate Authentication.
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Managing Certificate Fingerprints

@ THREATQ REQUIRED PERMISSIONS

Default ThreatQ Role: Administrative or Maintenance
Custom Role - Action Permissions: Administrative Functions - Edit User Management

Maintenance and Administrative users can use the User Management page to update or remove the
certificate fingerprint associated with a username. Primary Contributor and Read-Only users can view
certificate fingerprints but cannot edit them.

Updating Certificate Fingerprints

After SSL Client Certificate Authentication is enabled, you can change the certificate fingerprint on a
user profile.

1. From the User Management screen, click the User Management tab.

2. Locate and click the user's display name.

3. From the User Profile tab in the Edit User page, click the pencil icon next to the user's CERT
fingerprint.

4. Enter the new certificate fingerprint.

5. Click the Submit button.

Removing Certificate Fingerprints

1. From the User Management screen, click the User Management tab.

2. Locate and click the user's display name.

3. From the User Profile tab in the Edit User page, click the pencil icon next to the user's CERT
fingerprint.

4. Click the Remove button.
The Are You Sure? window prompts you to confirm the removal.

Are You Sure?

5. Click the Remove button.
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Troubleshooting SSL Client Certificate Authentication

The following is a list of common authentication errors a user may encounter when accessing
ThreatQ.

ERROR MESSAGE CAUSE RESOLUTION
Password Expired An Administrative, Primary From the ThreatQ login page,
Your temporary password Contributor, or Read-Only click the Log in with CAC/PIV
has expired. Please use your user attempted to use a Card button to access
CAC / PIV credentials to log password to log in after a ThreatQ.
in to this system. If your CAC / PIV SSL fingerprint was
client credentials do not added to the user profile.
authenticate, please contact
your administrator.

Certificate Error A user attempted to use an Ask a Maintenance or
Your stored fingerprint expired CAC/ PIV SSL Administrative user to add
indicates that your CAC / PIV certificate. your new certificate

certificate has encountered fingerprint to your user

an error or has expired. profile.

Please contact your

administrator for new

credentials.

The fingerprint has already A user attempted to log in Contact a Maintenance or

been taken. using a certificate/fingerprint Administrative user to
that is already associated determine the root cause of
with another user profile. the certificate duplication.

The following is a list of common authentication errors a user may encounter when configuring SSL
Client Certificate Authentication.

ERROR MESSAGE CAUSE RESOLUTION
Upload a valid RSA certificate An Administrative or See the SSL Client Certificate
to enable. Maintenance user tried to Authentication topic for the

move the Disabled/Enabled steps required to enable SSL

toggle to Enabled without
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The certificate file is not a
valid X.509 certificate.

This certificate is expired.

uploading a CA certificate
file.

An Administrative or
Maintenance user tried to
upload a certificate file that
was not a PEM-encoded,
X.509 CA certificate file.

An Administrative or
Maintenance user tried to
upload a certificate file with
an expiration prior to the
current date.

Client Certificate
Authentication.

Upload a PEM-encoded,
X.509 CA certificate file.

Upload a certificate file with
an expiration date after than
the current date.
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