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Warning and Disclaimer

ThreatQuotient, Inc. provides this document “as is”, without representation or warranty of any kind,
express or implied, including without limitation any warranty concerning the accuracy, adequacy, or
completeness of such information contained herein. ThreatQuotient, Inc. does not assume
responsibility for the use or inability to use the software product as a result of providing this
information.

Copyright © 2024 ThreatQuotient, Inc.

All rights reserved. This document and the software product it describes are licensed for use under a
software license agreement. Reproduction or printing of this document is permitted in accordance
with the license agreement.
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About the ThreatQ Platform

ThreatQ is a cyber threat intelligence platform that focuses on centralizing, structuring, and
strengthening a security organization's intelligence-driven defensive posture against attacks.

Concept

The following describes how ThreatQ helps organizations manage threat intelligence, allowing them
to defend against sophisticated cyber-attacks.

Threat Library

A central repository combining global and local threat data to provide relevant and contextual
intelligence that is customized for your unique environment. Over time, the library becomes more and
more tuned to your environment and fills in the intelligence gaps created by different sources, all
providing only some pieces of the puzzle.

Adaptive Workbench

An open and extensible work area for security experts across the organization to work within your
processes and tools. A customizable workflow and customer-specific enrichment streamlines
investigations and analysis, and automates the intelligence life cycle.

Open Exchange

ThreatQ is the only threat intelligence platform specifically designed for customization to meet the
requirements of your unique environment. Get more from your existing security investments by
integrating your tools, teams and workflows through standard interfaces and an SDK/API for
customization.
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Accessing the Platform

About Accessing the Platform

ThreatQ allows you to securely manage access via user accounts with logins and password.

THREATQ )

Cogyright © 2023 ThreatQuotient, ing

After you log in, you can use the main menu to navigate ThreatQ. Within ThreatQ, your view and
options are based on your user account settings and permissions.

User Account Authentication

User accounts can be authenticated locally within ThreatQ or externally using LDAP, SAML, or SSL
Client Certificate authentication. In addition, you can implement 2-Step Verification at the user
account level for additional security. Once enabled, the user needs a login, password, and
authentication code to access ThreatQ.
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Session Timeout

User sessions time out after sixty minutes of inactivity. Users with Maintenance Account and
Administrative Access can update this setting or, disable session timeouts for a specific user. See the
Editing a User section of the Managing User Accounts topic for more details.

ﬂ The initial account created when installing ThreatQ does not have a session time by default.
However, one can be configured for the account.
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Authentication Methods

There are multiple authentication methods you can implement to secure access to the ThreatQ
Platform (TQ) :

METHOD DESCRIPTION REFERENCE
Local User accounts are created and maintained « About User
Authentication manually within the platform. Username, Management

passwords, and permission roles are « About Accessing
configured within ThreatQ. Administrators can the Platform

edit a user's profile including email, password,
and permission role in ThreatQ.

Local users log in using the local user login
method for the ThreatQ platform.

2-Step Adds an extra layer of security by requiring a « 2-Step

Verification security code in addition to a login and Verification
password.

LDAP User accounts are created and authenticated + About LDAP

Authentication outside of the ThreatQ platform and user roles Authentication

are mapped from the user's Active Directory.
Due to this, user accounts cannot be modified
within the ThreatQ platform (User Management

page).

LDAP users log in using the local user login
method for the ThreatQ platform.

SAML User accounts are created and authenticated « About SAML
Authentication outside of the ThreatQ platform and user roles Authentication
are mapped from the user's Active Directory.
Due to this, user accounts cannot be modified
within the ThreatQ platform (User Management

page).

SAML does not allow user role mapping for
maintenance accounts.
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METHOD DESCRIPTION REFERENCE

SAML users log in using the single sign-on (SSO)
login option for the ThreatQ platform.

SSL Client User accounts are created in the ThreatQ » About SSL Client
Certificate platform. Then, the individual users or Certificate
Authentication Administrative/Maintenance users can add a Authentication

certificate fingerprint to the user account.
These certificate fingerprints are validated
agains a certificate file uploaded to ThreatQ.

SSL Client Certificate Authentication users will

login using the Log in with CAC/PIV Card
option.

Changing Authentication Methods

A\ ThreatQuotient strongly recommends that you perform a full backup before changing your
authentication method.

CURRENT
NEW METHOD DETAILS
METHOD

Local SAML Current ThreatQ accounts will be mapped using the
user's email address and users will use SSO to log
into the platform. Local Maintenance Accounts will
not be mapped in SAML and will continue to use the
local login method. See the Configuring SAML topic
for details on this setup process.

SAML Local Contact ThreatQ Support.

Local LDAP Current ThreatQ accounts will be mapped using the
user's email address and users will continue to use
the local login method. See the About LDAP
Authentication topic for details on this setup process.

LDAP Local Contact ThreatQ Support.
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CURRENT
NEW METHOD DETAILS
METHOD

LDAP SAML LDAP must be disabled before enabling SAML. No
account updates are required if the unique account
identifier for LDAP was the user's email address. The
LDAP group that is mapped to the ThreatQ
Maintenance role will have to be mapped to different
user role as SAML does not allow maintenance
account mapping.

SAML LDAP SAML must be disabled before enabling LDAP. No
account updates are required if the unique account
identifier for SAML was the user's email address.

SAML or LDAP SSL Client Contact ThreatQ Support.

Certificate
Authentication
Local SSL Client See SSL Client Certificate Authentication.
Certificate
Authentication
SSL Client Local See Managing Certificate Files.
Certificate

Authentication
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2-Step Verification

When you enable 2-Step Verification (also known as two-factor authentication), you add an extra layer
of security to your account. After 2-Step Verification is active, you sign in with your password and a
code sent to your mobile device.

ﬂ\ You will need an authenicator app that supports the scanning of QR codes to utilize this
feature. Apps such as Microsoft and Google Authenticator are recommended.

The 2-Step Verification option is not available for users using SAML Authentication and the Single Sign-
On (SSO) process.

Enabling 2-Step Verification

1. Click on your avatar icon, located to the top-right of the platform, and select My Account.
2. Under Enable 2-Step Verification, click Enabled.
3. Inthe Enable 2 Step Verification dialog box, complete the following:
a. Scan the QR code using a mobile app such as Google or Microsoft Authenicator.
b. Enter the validation code delivered to your mobile device via your authenticator.
c. Click Submit.
4. Click Save.

What to do next
The next time you log in, you must use the newest verification code.
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Platform Login

Log in steps vary based on the authentication methods enabled for your instance and/or user

account.

AUTHENTICATION METHOD LOGIN PROCESS
Local or LDAP Local Log In
SAML Single Sign-On (SSO)
SSL Client Certificate SSL Client Certificate Authentication Log In

Local Log In

The local login process applies to instances using local or LDAP authentication.
1. Navigate to your ThreatQ instance - https://your-ThreatQ-web-ip-address.

THREATQ

2. Enter your username (email address) and password.

3. If you have 2-step verification enabled, complete the following steps:
O Enter your verification code from Google Authenticator.
O Optionally, choose to Remember this computer for 30 days.

4. Click Login or Submit.

ThreatQ User Guide 23
Version 5.26.0



THREA TQM Platform Login

Single Sign-On (SSO)

A\ Atthis time, ThreatQ does not support IdP-initiated SSO, where a user can log in directly
from an SSO provider's portal such as Okta's Portal. Users utilizing SSO must click the Log In
Using SSO button on the ThreatQ landing page to authenticate with their IdP.

Users using SAML authentication use this log in method.

ﬂ\ SAML users are required to add their email address to their user profiles in order to use the
SSO. As part of the integration process, the ThreatQ platform expects that the user's email
address has already been added to their IdP. See the Setting up LDAP Users/Groups for
SAML topic for more details.
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1. Navigate to your ThreatQ instance - https://your-ThreatQ-web-ip-address.
If SAML is enabled, you will see a Single Sign-On option.

THREATQ) )

2. Click the Log in Using SSO button.

Navigate to your third-party authenticated site to log in. Once that has been completed, you are
automatically sent back to the ThreatQ instance.

SSL Client Certificate Authentication Log In

"

Maintenance users can log into ThreatQ using either username/password or certificate
authentication. Administrative, Primary Contributor, and Read-Only users are required to
use certificate authentication to log into ThreatQ if it is enabled.
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After SSL Client Certificate Authentication is configured and you have added a certificate fingerprint to
your user profile, you can use the following login method.

1. Access your certificate, and enter your PIN. Your certificate must be active in the browser before
you navigate to your ThreatQ instance.
2. Navigate to your ThreatQ instance - https://your-ThreatQ-web-ip-address.

THREATQ 3

Username

Password

OR

3. Click the Log in CAC/PIV Card button.
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Air Gapped Data Sync

About Air Gapped Data Sync (AGDS)

Air Gapped Data Sync (AGDS) allows you to transfer data from a source ThreatQ installation to a
target air gapped ThreatQ installation. ThreatQ defines an air gapped system as one that is not
connected to a public network. This means that external feed ingestion does not occur on the air
gapped installation.

ThreatQ recommends that you consult with ThreatQ Support or a Threat Intelligence Engineer prior to
performing an Air Gapped Data Sync.

An Air Gapped Data Sync consists of two synchronization commands:

* threatq:sync-export - The read command that copies data from the source ThreatQ
installation

* threatq:sync-import - The write command that copies data to the target ThreatQ
installation

If you are using LDAP or SAML authentication on your Source ThreatQ instance, and require users
transferred via import to have authentication capabilities on your Target ThreatQ instance, then you
must enable the same authentication method on your Target ThreatQ instance before performing an
import.

A\ Do not deviate from or change the following deployment details and configurations without
first consulting ThreatQuotient. Any deviation from ThreatQuotient recommended settings
could result in system and platform instability, may render the system non-operational, and
is not supported.

System Requirements

To use Air Gapped Data Sync, ThreatQ installations must meet the following requirements:

« ThreatQ v4.15 or later must be installed.

« All ThreatQ installations must run the same software version.

+ All ThreatQ installations must be set to the correct time, time zone, and date, and using a clock
source available to all. UTC is recommended.

New Installs

See the ThreatQ V5 Platform Air Gapped Installation Guide for detailed information on new installs of
ThreatQ V5 on an air gapped device.
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Air Gapped Data Sync (AGDS) and Investigation Sharing

The AGDS export process does not include Data Collections or Dashboards, but it can include
Investigations if you add the following parameter:

--include-investigations=Y

The AGDS export/import process transfers users from an outside system to an air gapped system, but
only for the purpose of maintaining them as sources. These users are automatically disabled on the
air gapped system. As such any permissions assigned to these users will be invalid on the air gapped
system, so permissions are not transferred as part of the AGDS export process.

When you run the AGDS import process on the target box, ownership of any new Investigation is
assigned to the most recently created admin or super user. This owner is responsible for assigning
permissions to other users on the air gapped system. The import process does not apply any changes
to existing permissions even if the Investigation receives updates.
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Executing Air Gapped Data Sync

Air Gapped Data Sync is a two stage process. First, you export data from your source ThreatQ
instance. Then, you import this data into your target ThreatQ instance.

Running the threatq:sync-export Command

1.
2.

SSH to your ThreatQ installation.

Navigate to the api directory using the following command:
cd /var/www/api

Run the following command appended by the necessary parameters, as described in
Parameters section of the threatq:sync-export topic.

sudo ./artisan threatq:sync-export

Review the Output and Sync report; see the Output and Sync Report section of the threatq:sync-
export topic.

Running the threatq:sync-import Command

. SSH to your ThreatQ installation.

Navigate to the api directory using the following command:
cd /var/www/api

Run the following command appended by the necessary parameters:
sudo ./artisan threatq:sync-import

Review the Output and Sync report; see threatq sync-imprt File Output and Sync Report.

ThreatQ User Guide

28

Version 5.26.0



THR EA TQ M threatqg:sync-export

threatq:sync-export

This export command pulls all objects, object context, tags, and object links from the source ThreatQ
installation and then stores them in CSV data dump files. You can specify which objects are pulled,
based on a date or via configuration. All data pulled into the CSV data dump files can then be

transferred to a target air gapped ThreatQ installation for validation and import. Each run of this
command also generates a sync report with output logs for the run.

Parameters
The following table outlines the parameters for the command. All parameters for the threatq:

sync-export command are optional. If you do not set any parameters, the system runs a default
configuration as explained in threatq:sync-export Configuration.

PARAMETER EXPLANATION

--target Required value. Target directory where the output file should be placed.
Default: /tmp

Example: --target=/my/directory

--start-date Required value. The start date for data selection.

Example: --start-date="2018-01-01 00:00:00"

--end-date Required value. The end date for data selection. Applies only to objects,
not object context or object links.

Example: --end-date="2018-01-02 00:00:00"

--include- Determines whether objects that have been soft-deleted are included in
deleted the result set. Options are Y(es) or N(0).
Default: N

Example: --include-deleted=Y

--include- Required value. Determines whether Investigations and Tasks are
investigations included in the result set. Options are Y(es) or N(0).
Default: N
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PARAMETER EXPLANATION

Example: --include-investigations=N

--meta-only Optional value. If present, tells the command to only include meta data
(no object data) in the result set.

--memory-limit Required value. Sets the PHP memory limit in megabytes or gigabytes.
Default: 2G

Example: -—-memory-1imit=4G

--object-limit Sets the limit on the number of objects selected at a time.
ThreatQuotient recommends that you set the limit to a number smaller
than the default (50,000) on boxes with very large data sets.

Default: 50,000

Example: --object-1imit=10000

-—ignore-file- Defines a comma-delimited list of ThreatQ File Types for which physical

types files stored on the source ThreatQ installation should not be transferred
to the target air gapped ThreatQ installation. Database records are still
included in the export tarball.

Example: --ignore-file-types="Malware Analysis Report"

Example: --ignore-file-types="Malware Analysis
Report,Malware Sample"

--sources Filters objects produced in the sync by the sources they include, allowing
the user to send out a subset of data that contains a specific source.

For objects with multiple sources, other sources are included in
the filter if the object contains the user-specified source(s).
Multiple sources are also supported in search parameters.

Existing CRON Runs: Use the initial-start-date option to avoid
pulling all historical data.
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PARAMETER EXPLANATION

Example: --sources=“Black Source”

--include-all- Exports all related data for an object if its source matches the -~

relationships sources parameter value. If so, the command exports the primary
object's relationships to any object on the system regardless of the
sources of the related objects and/or the source that created the
relationships.

Example: --sources=“Black Source” --include-all-
relationships

Examples

This command should be run from inside the /var/www/api directory. The following examples provide
use cases for air gapped data sync.

No Time Limit, Default Configuration
sudo ./artisan threatq:sync-export

This example pulls all objects in the system (with the exception of Investigations, Tasks, and soft-
deleted Objects). The output appears in /tmp.

Meta Data Only
sudo ./artisan threatq:sync-export --meta-only

This example pulls only meta data objects from the system (Attributes, Sources, Object Statuses and
Types, and so on).

Time Limit

sudo ./artisan threatqg:sync-export --start-date="2018-10-01 00:00:00" --
end-date="2018-11-01 00:00:00"

This example pulls objects whose updated_at or touched_at occurs between the start and end
date.

Exclude Malware Files

sudo ./artisan threatq:sync-export --ignore-file-types="Malware Sample"
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This example pulls all objects, but excludes the physical files attached to any File objects with the type
Malware Sample. The File objects themselves (as well as their context and relationships) are still
included in the export tarball.

Any File Type can be used with this option, and multiple File Types can be included as a comma-
delimited list.

sudo ./artisan threatq:sync-export --ignore-file-types="STIX,PDF,Malware
Sample"

Cron Configuration

sudo ./artisan threatq:sync-export --target=/my/directory —--include-
deleted=Y --include-investigations=N

This example searches for a previous synchronization record with the same hash (comprised of the
three options provided). If any hash matches are found, the run uses the started_at date of the
most recent previous record as the start date for the current run.

If you do not require soft-deleted Objects, Investigations, or Tasks to be transferred to the target
ThreatQ installation, then only the --target option is necessary (as the defaults for the other two
options are both (N)o).

Initial Cron for First Time Use

Determine what the cron configuration options should be:

+ Target directory
* Investigations/tasks included (Y/N)
+ Deleted objects included (Y/N)

The cron configuration options must be the same for every run, but they only need to be specified if
different from the defaults.

Run the command with the cron configuration options:
php artisan threatq:sync-export --target=/my/directory --include-
investigations=Y --include-deleted=N

Instructions for Larger Data Sets (Starting from the Beginning of Time)

For larger data sets, it is undesirable to do a full run from the beginning of time (performance will
suffer).

A\ ThreatQuotient recommends that you use the -—end-date option to specify an upper limit
on the date range pulled. Multiple runs will be necessary to process all data up to the

current date.

For each of the runs, provide the configuration options along with the --end-date option:
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php artisan threatq:sync-export —--target=/my/directory —--include-
investigations=Y --end-date="2017-01-01 00:00:00"

Once the current date has been reached, the --end-date option is no longer necessary.
Instructions for Larger Data Sets (Starting from a Specified Date)

For larger data sets, it is undesirable to do a full run from the beginning of time (performance will
suffer).

A\ ThreatQuotient recommends that you use the -—end-date option to specify an upper limit
on the date range pulled. Multiple runs will be necessary to process all data up to the
current date.

If only a subset of data needs to be processed up to the current date, then you should use the —-
initial-start-date option.

For the first run, provide the configuration options along with the --initial-start-date option.
php artisan threatq:sync-export --initial-start-date="2017-01-01 00:00:00"
--target=/my/directory --include-investigations=Y --end-date="2017-02-01
00:00:00"

For each of the runs, provide the configuration options along with the --end-date option:

php artisan threatq:sync-export --target=/my/directory --include-
investigations=Y --end-date="2017-01-01 00:00:00"

Once the current date has been reached, the —-end-date option is no longer necessary.
Run Scenarios

Export Success

When a run of this command completes successfully, a tarball of data appears in the target directory
you specified (or /tmp by default). A report file describing the run is available in the data tarball, under
the /sync directory. There is also a record in the database synchronizations table for the run.

Export Errors

If a run of this command fails before completion, the tarball is not created. There is a data directory in
the target directory (where the data is stored before it is compressed) that contains all the data that
was processed before the failure. The report file appears in this directory under /sync. Error messages
do not appear in the report file. However, they appear in the laravel log and in the console.
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Regardless of whether the run was part of a cron configuration, it can simply be restarted. The cron
configuration will look for the last completed run to find the next start date.

Dates

Start Date

A start date is applied to objects according to the column available - touched_at or updated_at.
touched_at Objects

Adversaries, Attachments, Events, Indicators, Signatures, Custom Objects

updated_at Objects

Investigations, Tasks, Object Links, Tagged Objects

End Date

An end date is applied only if you provide one at run time. It is applied everywhere a start date is
used.

Configuration

The configuration used for each run of this command consists of the --target, --
include_deleted, and --include_investigations command line options and is stored in the
config_json column of the Synchronization record. The hash column of each Synchronization
record is a MD5 hash of the config_json column.

Default Configuration

The default configuration is used if the command is run with no options provided:

* target_directory = /tmp
* include_deleted = false
* include_investigations = false

In this configuration, the initial run start date defaults to 1970-01-01 00:00:00.
Cron

If the command is run with the —--target, -—include_deleted, and —--include_investigations
parameters, the hash of these values is compared against the hash column of previous runs. Using
these three options on every run allows for the command to be incorporated into a scheduled task.

If any hash matches are found, the start date for the run is set to the started_at date in the
Synchronization record of the previous run with the same hash.

If no hash matches are found, the start dateis set to 1970-01-01 00:00:00.
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Start Date Provided

If a start date is included in the command run using the --start-date option, any other options also
provided is honored. However, if the --target, -—include_deleted and --
include_investigations options are also included, a Cron check against the hash of these three
options does not occur. The start date provided is included in config_json asthe
manual_start_date so that the run does not collide with any Cron-related runs.

If a "beginning of time" run is necessary, use the option as --start-date="1970-01-01
00:00:00".

Output and Sync Report

The following sections detail the data you may find in the export output and sync report.
Meta Data

Meta data is transferred with every run of this command by default. You can specify that only meta
data (no object data) should be pulled in a run by using the --meta-only option.

Meta data includes information about Sources, Attributes, Tags, as well as Object Statuses and Types
(both seeded and user-provided).

While meta data like Connectors and Operations are included in this list, they are not installed on the
target ThreatQ installation as part of the air gapped data sync process. They are only placed in the
requisite tables for use as Sources of Objects that are transferred. The same is true of any Users that
are copied - these will not be enabled Users on the target installation; they will be transferred as
disabled.

Meta Data Objects

* Attributes

+ Clients

+ Connectors

+ Connector Categories
+ Connector Definitions
+ Content Types

+ Groups

* Investigation Priorities
+ <Object Type> Statuses
+ <Object Type> Types
+ Other Sources

+ Operations

* Sources

+ Tags

« TLP

+ Users
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Objects

This command covers any objects installed on the system by default, and any custom objects that
have been installed by the user. The only objects that can be excluded are Investigations and Tasks
(using the ——include-investigations command line option).

A\ Custom Objects that are installed on a source ThreatQ installation that have NOT been
installed on a target ThreatQ installation will NOT be installed by the air gapped data sync
process. If an object is included in the export data, but is not found on the target, it will be
ignored.

Default Objects:

+ Adversaries

« Attachments (Files)
* Events

* Indicators

+ Signatures

+ Campaigns

« Courses of Actions
+ Exploit Targets

* Incidents

« TTPs

Storage:

The data for each object is copied as a dump file in CSV format using "SELECT * INTO OUTFILE..."
MariaDB syntax. The full query for the data is built up using the options you provided (start date, end
date, etc).

Dump files contain a maximum object limit of 50,000 (set in the Synchronization base class). Dump
files are created (with a counter appended to the file name) until the entire object result has been
covered.

To ensure that any Objects present in Object Context (Attributes, Comments, and Sources), Object
Links, Tagged Objects, or Investigation Timeline Objects are also included in the base Object data, CSV
dump files for each Object type are also created from queries against each of these tables. This is
necessary because of the differing date columns used in each query (an object may appear in an
Object Link in the specified date range according to the Object Link's updated_at date, even though
the Objects themselves saw no change to their touched_at date in that date range). When the data
from all of these object files is transferred to the target ThreatQ installation, any duplicates across
dump files will be consolidated. Files that contain Object data will always include "_obj_" in the file title.

Sample Object File List (all of these files will contain Adversary records):

+ adversaries/adversaries_obj_0.csv

+ adversaries/adversaries_obj_attributes_0.csv

+ adversaries/adversaries_obj_comments_0.csv

+ adversaries/adversaries_obj_investigation_timelines_0.csv
+ adversaries/adversaries_obj_object_links_dest_0.csv

+ adversaries/adversaries_obj_object_links_src_0.csv

+ adversaries/adversaries_obj_sources_0.csv
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+ adversaries/adversaries_obj_tags_0.csv

Object Context

The date range for queries on Object Context tables uses the updated_at date column, with the
exception of Adversary Descriptions, which uses the created_at date column.

Adversary Descriptions are handled as part of the Object Context gathering process. The
adversary_descriptions table is queried using the created_at date column, and the entirety of the
adversary_description_values table is pulled, as it does not have a date column.

Not all Objects have all Object Contexts (Attributes, Attribute Sources, Comments, and Sources).
Tables are only polled if they exist.

Tables Covered for each Object Type:

+ <object type>_attributes

+ <object type>_attribute_sources
+ <object type>_comments

+ <object type>_sources

Sample Object Context File List (Indicator Object Type):

* indicators/indicator_attribute_sources_0.csv
+ indicators/indicator_attributes_0.csv

* indicators/indicator_comments_0.csv

* indicators/indicator_sources_0.csv

Other Data

Attachment Files

Physical files for all attachments included in the date range are copied into the attachments/files
directory of the data tarball.

Object Links
The date range for queries on Object Links uses the updated_at date column.
Tables Covered (Object Links and Object Link Context):
*+ object_links
+ object_link_attributes
*+ object_link_attribute_sources
+ object_link_comments
*+ object_link_sources
Sample Object Link File List:
+ object_links/object_links_0.csv
+ object_links/object_link_attributes_0.csv
+ object_links/object_link_attribute_sources_0.csv

+ object_links/object_link_comments_0.csv
+ object_links/object_link_sources_0.csv

Tags
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The date range for queries on Tagged Objects uses the updated_at date column.
Tables Covered (Tags themselves are covered in the Meta Data):

tagged_objects

Sample Tagged Objects File List:

tagged_objects/tagged_objects_0.csv

Spearphish

The date range for queries on Spearphish uses the updated_at date column.
Tables Covered:

spearphish

Sample Spearphish File List (Spearphish files are stored with Event data):
events/spearphish_0.csv

Investigations

The date range for queries on additional Investigation context tables uses the updated_at column.
Tables Covered:

* investigation_nodes

* investigation_node_properties
+ investigation_timelines

* investigation_timeline_objects
* investigation_viewpoints

Sample Investigation additional context File List:

* investigations/investigation_node_properties_0.csv
* investigations/investigation_nodes_0.csv

* investigations/investigation_timeline_objects_0.csv
* investigations/investigation_timelines_0.csv

* investigations/investigation_viewpoints_0.csv

File Output

Data Tarball

Once all data has been processed, a tarball is created containing all output files. This tarball will be
dropped in the directory specified in the --target option, or the /tmp directory by default.

Tarball Naming Convention: tqSync_<run date>.tar.gz
Example

tqSync-19-01-16-1547649934-0849.tar.gz

Sync Report

The output for each run is stored in a Sync Report output file, which is located in the sync directory of
the data tarball. The file is always named sync-export.txt.
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Command Line Output

Command line output displays command progress, object totals, and files written.
Synchronizations

Table
synchronizations
* 1id - The auto-incremented id for the Synchronization record

* type - The Synchronization direction (options are "export" or "import")

* started_at - The date and time the command run was started

+ finished_at - The date and time the command run completed

+ config_json-AJSON representation of the command run configuration

* report_json-AJSON representation of the command run parameters (command line options,
object counts, files created, etc)

* pid-The process id of the command run

* hash - Unique identifier for a command run (MD5 hash of the config_json column)

* created_at - The date and time the Synchronization record was created

* updated_at - The date and time the Synchronization record was updated

Record Handling
Hash

The Synchronization record hash column is automatically calculated as an MD5 of the config_json
column on record creation.

Initial Creation

A Synchronization record is created at the beginning of a command run, right after all command line
options have been processed. Initial creation only covers the type, started_at, pid, and
config_json columns. For this command (threatq:sync-export), the type will be "export". The
command line option portion of the report_json is added as well, but this column will not be
complete until the record is finalized. The finished_at column remains NULL.

Finalization

A Synchronization record is finalized when the command run has completed. At this time, the
finished_at column is filled with the completion datetime, and the report_json column is
updated to include information about the run (object counts, files created, etc).
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threatq:sync-import

This import command processes the tarball of object data created by the threatq:sync-export
command. Temporary sync tables are created on the target to house this object data, and integrity
checks are run against existing data to verify IDs and check for duplicate objects. Duplicate objects
from the source ThreatQ installation are updated, and new objects are inserted. The temporary sync
tables are dropped when data processing is complete. Each run of this command also generates a
sync report without output logs for the run.

ﬂ\ The import process moves data from the source instance to the target instance based on
changes to the object's updated_at date. It does not explicitly remove data from the target
instance.

Parameters

The following table outlines the parameters for the command. With the exception of --file, all
parameters for the threatq:sync-import command will use the default value unless otherwise
defined by the user.

PARAMETER EXPLANATION

--file Required value. File path to the tarball created by the threatq:sync-
export command.

Example: --file=/tmp/tqSync-19-01-16-1547660837-8345.tar.gz

--keep- Determines whether the oldest created_at date between the source and

created-at target ThreatQ installations should be maintained, or a new created_at is
set on the target system. The default if this option is not provided by the
user is for the oldest created_at date to be maintained. Options are Y(es)
or N(o).

Default: Y

Example: --keep-created-at=N

--object- Integer value used as the limit for the number of objects updated or

limit inserted at a time. When using this option, the size of the data sets on both
source and target ThreatQ installations should be taken into account.
Setting the limit too high may hinder performance.

Default: 1000
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PARAMETER EXPLANATION

Example: --object-1imit=50000

—--memory- Sets the PHP memory limit in megabytes or gigabytes.
limit
Default: 2G

Example: --memory-T1imit=4G

--override- Determines whether or not the descriptions on existing objects on the
description target ThreatQ installation are be updated. If an existing object has a NULL
description, it will be updated regardless of the use of this flag.

Default: Y

Example: --override-description=N

Examples

This command should be run from inside the /var/www/api directory.

Basic Run

sudo ./artisan threatq:sync-import --file=/tmp/
tqSync-19-01-16-1547660837-8345.tar.gz

This example processes all the data in the tarball provided in the —--f1le option, using an object limit
of 1000 for all inserts and updates. The created_at date of all transferred objects is updated on the
target ThreatQ installation if it is older than the current created_at date (if the object is already
present on the source ThreatQ installation). Newly inserted objects keep the created_at date of the
source ThreatQ installation.

Set New created_at Dates on the Write System

sudo ./artisan threatq:sync-import --file=/tmp/
tqSync-19-01-16-1547660837-8345.tar.gz --keep-created-at=N

This example processes all the data in the tarball provided in the --f1le option using an object limit
of 1000 for all inserts and updates. The created_at date of all transferred is left alone in the case of
object updates, and changed to the current date in the case of new object inserts.
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Increase the Object Limit

sudo ./artisan threatq:sync-import --file=/tmp/
tqSync-19-01-16-1547660837-8345.tar.gz --object-1imit=50000

This example processes all the data in the tarball provided in the —--f1ile option using an object limit
of 50000 for all inserts and updates. The -—keep-created-at option has been left out, so it uses the
default setting of Y(es) and created_at dates are retained from the Source system.

Initial Setup

You must run the threatq: fill-sync-hash-column command, before running the
threatq:sync-import command on an air gapped ThreatQ installation. This command prepares
the database of an air gapped installation to run the threatq:sync-import command. Upon
upgrade to ThreatQ version 4.17 or later, several tables include a sync_hash column, which stores an
MD5 hash of the unique fields for records in each table. This command fills in the data in this column,
before attempting an Air Gapped Data Sync import. Data added after upgrade automatically have
their sync_hash columns populated on insert and update, so it is only necessary to run this command
once.

The threatq:sync-import command checks for any NULL values in the sync_hash column in the
events, indicators, and object_links tables before importing any data, and will fail if any NULL values
are found. If the threatq: fill-sync-hash-column command is not run and sync_hash columns
are found on the indicators, events, or object_links tables, the import will fail and ask you to run the
command to fill that column before continuing.

Running the threatq:fill-sync-hash-column Command

1. SSH to your target ThreatQ installation.
2. Change directories to /var/www/api.
3. Put the ThreatQ platform into maintenance mode:

php artisan down
4. Run the following command:
sudo ./artisan threatq:fill-sync-hash-column

5. Run php artisan up to bring ThreatQ out of maintenance mode.
Run Scenarios

Import Success

When a run of this command completes successfully, a report appears in the directory the command
was run in (/var/www/api). There is also a record in the database synchronizations table for the run.
Both of these contain data describing performance metrics and object counts.
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Excluded Files

If the --ignore-file-types option was used during creation of the export tarball, then the
physical files associated with File objects that have the File Types specified in that option are not
available during the import of those objects. If the import command detects that a file is missing from
the export tarball, it creates a placeholder file under the same file path as was set on the read box
(this is defined in the path field of the File). This placeholder file is a simple text file with the phrase
"File excluded from export.". Please be aware that because the original physical file associated to the
File object has been replaced, it will no longer be possible to open the physical file on the Details page
for that File object.

Import Errors

If a run of this command fails before completion, error messages do not appear in the report file -
though they do appear in the laravel log and in the console. There is not currently a means of
restarting the command from where it left off. The command must be restarted and will run through
all the data again. Any data from the tarball that was written during the previous failed run is updated
(rather than inserted again), meaning the end result is the same - all data is transferred from the
tarball to the target system.

Data Processing

Data found in CSV dump files for a table from the tarball provided in the --file option isinserted
into a corresponding sync table. A sync table is a copy of a base table, with column structure
maintained but indexes excluded. Indexes are added to unique columns on sync tables (which are
later be used in table joins and where clauses) once data insertion from dump files is complete, since
indexes slow the insertion process down.

The naming convention for a sync table is sync_import_<base table name>_<process id>.
Base table: adversaries
Sync table: sync_import_adversaries_12345

All sync tables are removed from the target ThreatQ installation's database once data processing is
complete.

Basic Table

A basic table has no foreign keys pointing to other tables in the database. It has a single identifier (id)
column for each record. Once all the data stored in the tarball for a basic table has been transferred
to a sync table, the sync table has an existing_id column added with a default value of NULL for
each record. This column is used to determine whether the record already exists on the target
ThreatQ installation. The ID for the record on the target system may be different from that of the
record from the source ThreatQ installation, so this existing_id column ensures that data integrity
is maintained between the two.
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Sample Basic Table:
attachment_types - (id, name, is_parsable, parser_class, created_at, updated_at, deleted_at)
Sample Sync Table created from Basic Table:

sync_import_attachment_types_12345 - (existing_id, id, name, is_parsable, parser_class,
created_at, updated_at, deleted_at)

Tables with Pivots
A pivot table has one or more foreign keys pointing to other tables in the database. Once all the data
stored in the tarball for a table with pivots has been transferred to a sync table, the sync table has an

existing_<pivot>_id column added for each foreign key column, as well as an existing_id
column for the record itself (all set to a default value of NULL).

File Output

threatq sync-import File Output and Sync Report

Once all data has been processed, a Sync Report is generated in the /var/www/api directory (where
the command is run). This file is named after the tarball used in the run, with the extension "-sync-
import.txt"

Tarball used: tqSync-19-01-16-1547660837-8345.tar.gz

Sync Report name: tqSync-19-01-16-1547660837-8345-sync-import.txt

threatq:sync-import Command Line Output

Command line output displays command progress and object totals. It is similar to the output in the
Sync Report.

Synchronizations
SYNCHRONIZATIONS DESCRIPTION
id The auto-incremented ID for the Synchronization record.
type The Synchronization direction. Options are export or import.
started_at The date and time the command run was started.
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SYNCHRONIZATIONS DESCRIPTION

finished_at The date and time the command run completed.

config_json A JSON representation of the command run configuration.
report_json A JSON representation of the command run parameters (command

line options, object counts, tables created, etc).

pid The process ID of the command run.

hash Unique identifier for a command run (MD5 hash of the config_json
column).

created_at The date and time the Synchronization record was created.

updated_at The date and time the Synchronization record was updated.

Record Handling

Hash

The Synchronization record hash column is automatically calculated as an MD5 of the config_json
column on record creation.

Initial Creation

A Synchronization record is created at the beginning of a command run, right after all command line
options have been processed. Initial creation only covers the type, started_at, pid, and
config_json columns. For this command (threatq:sync-import), the type will be "import". The
command line option portion of the report_json is added as well, but this column will not be
complete until the record is finalized. The finished_at column remains NULL.

Finalization

A Synchronization record is finalized when the command run has completed. At this time, the
finished_at column is filled with the completion date and time, and the report_json column is
updated to include information about the run (object counts, tables created, etc).
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Upgrading an Air Gapped ThreatQ Instance

If you are upgrading from the most recent ThreatQ 4x release to 5x, you must contact ThreatQ
support for assistance with the upgrade process.

A\ ThreatQ requires you to be on the latest version of 4x in order to upgrade to ThreatQ
version 5x.

If you are upgrading from the most recent ThreatQ 4x release to 5x, or are upgrading from one 5x
release to another, you can use the following steps.

ﬂ\ Contact ThreatQ Support if you encounter any issues during the upgrade or require
assistance.

Stage 1: Download the Air Gap Upgrade File

To download the air gap upgrade file from a browser:

1. Log into https://install.threatg.com/ using your YUM credentials.
2. Locate and download the appropriate air gap upgrade file.
File Name Format:
<version>-platform.tar.gz
Example:
5.6.1-platform.tar.gz
3. Open the CLI of the device to upgrade and copy the upgrade file to /root/ using the SCP client
of your choice.
4. Return to the CLI of the device and confirm that the upgrade file is present.

To download the air gap upgrade file via curl:

1. Run the following command:

curl https://<YUM_USER>:<YUM_PASSWORD>@install.threatq.com/<version>-
platform.tar.gz -o <version>-platform.tar.gz

2. Transfer the upgrade file to /root/ on the air gapped box.

Stage 2: Upgrade the Air Gapped Box

1. Log into the air gapped box as a root user.
2. Run the following command to upgrade the air gapped box:

tgadmin platform upgrade -v <release number> -z
Example:

tgadmin platform upgrade -v 5.6.1 -z
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3. The upgrade process looks for the upgrade tarball in the /root/ location. If the file is not in
that location, you are prompted to enter the absolute path of the tarball.
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Backup and Restore

ThreatQ Backup

Before performing a backup of a ThreatQ instance, note the following:

+ The backup process stops and starts all ThreatQ services automatically in order to prevent
modifications to the file system and database. Requests made during this time are queued and
resumed once the backup process completes.

+ The time it takes to back up ThreatQ depends primarily on the size of the database. For this
reason, we recommend performing a backup when system availability is not critical, such as
during a scheduled maintenance window.

+ The resulting backup file can be large. We recommend that you write it to a mounted drive or
file location rather than the local file system. For instructions on how to mount a network-
available drive, contact ThreatQ Support. If the backup file must be stored locally, you should
move it off the local file system at the earliest opportunity.

+ By default, the system creates a backup of the threat intelligence data index required for
improved search performance and includes it in the backup file. This operation may take hours.
You can omit this portion of the backup by running the backup command with the --exclude-
solr option. However, this means that your threat intelligence data must be re-indexed during
or after the restore process.

Backup Options

ThreatQ supports three backup options:

+ Astandard backup that includes the threat intelligence data index.
+ A backup that excludes the threat intelligence data index
+ An online backup that excludes the threat intelligence data index

An online backup backs up your database without performing a Solr backup. This allows users to work
in the ThreatQ instance as the backup runs.

ﬂ\ The online backup process takes longer to complete and generates a larger backup file.

When you restore from an online backup the following message prompts you to decide when to
perform a Solr re-index.

Do you want to re-index Solr now? If not, you may do this manually later. [y/n]

Since an online backup allows users to remain working in the system, you may encounter the
following issues when restoring from an online backup file:

+ If a CDF was running during the backup, the feed run is listed as Completed with errors/Run
failed to complete.
+ If a bulk job was running, the job remains stuck in progress in the Job Management page.
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ThreatQ Backup Process

1.
2.
3.

4.

5.

SSH to the ThreatQ command line and elevate your user privilege to root or sudo.
Change the directory to /var/www/api.
Choose one of the following options:
O To create a backup that includes the threat intelligence data index, run the following
command:

sudo php artisan threatq:backup

O To create a backup that excludes the threat intelligence data index, run the following
command:

sudo php artisan threatq:backup --exclude-solr

O To create an online backup that excludes a backup of the threat intelligence data index,
run the following command:

sudo php artisan threatq:backup --online

When prompted, provide the root mysql password you configured during first boot.

You will only be prompted for a password and file path with the first initial backup. You will not
be prompted for either of these items for any subsequent backups. Contact ThreatQ Support if
you need to update either of these items.

Provide the path to the file location where you want to create the backup.

The script generates a backup file in the specified file location. The name of the file will be
threatq_backup_x.x.x_yyyy-mm-dd.tgz, where x.x.x is the TQ version and yyyy-mm-dd is the date
when the backup was performed.

ThreatQ Restore

To restore from a ThreatQ backup, note the following:

The target machine must be an existing ThreatQ instance running the same version of the
instance captured in the backup.

The restore process completely overwrites the current installation.

The backup file needs to be accessible by the target ThreatQ instance, either locally or on a
mounted drive.

The backup file will be unzipped in the same directory where it resides. Ensure that the
available disk has sufficient space to hold both the backup archive and the extracted directory.
The extracted directory can be removed after the restore is complete.

Depending on the size of the instance being restored, the process can take a while.

The machine running the target ThreatQ instance automatically restarts once the restore
process is complete.
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ThreatQ Restore Process

To restore from a ThreatQ backup, perform the following procedure on the target ThreatQ instance.

1.

U

Complete the first boot process on the new host by navigating to its IP address in a web
browser and entering your credentials. If this step is not completed, the remaining steps are not
successful.

SSH to the command line and elevate your user privileges to root or sudo.

Verify that you have the necessary utilities in place by running:

yum install policycoreutils-python-2.2.5-20.el7.x86_64

IChange directory to /var/www/api.
Issue the following commands: 5x command

php artisan threatq:restore </path/to/backup_file>

4x commands
php artisan threatq:restore </path/to/backup_file>
php artisan threatq:update-events

If prompted, provide the root mysql password you configured during first boot.

If you are restoring from an online backup or if the backup file does not include the intelligence
data index required for improved search performance, the following message prompts you to
decide when to perform a Solr re-index.

Do you want to re-index Solr now? If not, you may do this manually later. [y/n]

ﬂ\ This operation may take hours.

After the restore completes, you should reboot the target ThreatQ system to ensure that the
system processes start up correctly.
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Command Line Interface (CLI)

About the Command Line Interface (CLI)

You can use the CLI to perform tasks and initiate specific platform processes.
Important Notes
* You should SSH into your ThreatQ installation as root or have sudo permission.

+ Some CLI commands require you to be in a specific directory to execute. Review the Help
Center topic for each command before running.

* Most CLI commands require that the ThreatQ application be placed into maintenance mode
before proceeding. Placing the application in maintenance mode allows you to perform
operations which would be delayed or otherwise impeded by regular APl operation. Review the
Maintenance Mode section below before executing CLI commands.

Maintenance Mode

Command Line Interface (CLI) commands and other processes, such as backup and restore, require
that you place the ThreatQ application into maintenance mode. Placing the application in
maintenance mode allows you to perform operations which would be delayed or otherwise impeded
by regular APl operation.

Some CLI commands automatically place the ThreatQ application into maintenance mode when
executed. The Help Center topics for these commands indicates if the command will automatically
place the ThreatQ application into maintenance mode.

Placing the ThreatQ Application into Maintenance Mode

1. SSH to your ThreatQ installation.
2. Navigate to the api directory using the following command:

cd /var/www/api
3. Run the following command:

sudo php artisan down

The platform is now in maintenance mode.

[root@techpubstg apild# php artisan down

[root@techpubstg apil# I
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Taking the ThreatQ Application out of Maintenance Mode

ﬂ\ The following steps assume you are already in the CLI. If not, complete steps 1-2 from above
before proceeding.

1. While under the /var/www/api directory, run the following command:

sudo php artisan up

The platform is now out of maintenance mode.

[root@techpubstg apil# php artisan up
Application iz now live.
[rooti@techpubstg apil# I
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Commands

This topic contains a list of commands you can execute from ThreatQ's command line interface (CLI).
These commands are grouped by their primary area of impact, Integration, System Object, or System-
wide.

Integration Commands

Add/Upgrade CDF

ﬂ\ ThreatQuotient recommends that you use the user interface to add or upgrade integrations.

Use the steps below to add or upgrade a Configuration Driven Feed (CDF). The command creates
connectors for each feed defined in the feed definition file.

install a CDF:
1. SSH to your ThreatQ installation.
2. Navigate to the api directory using the following command:

cd /var/www/api

3. Place the application into maintenance mode - see the Maintenance Mode section.

4. Run the following command:

sudo php artisan threatq:feed-install <Feed Definition File>

ﬂ\ The application will notify you if the feed(s) in the feed definition file already exists in
the system and will cancel the installation. See the Upgrade a CDF and Changes in
User Configurations sections below for more information.

threatq:feed-install 6266 Started > 2019-02-21 18:47:24

threatq: feed-install 6266 Command failed:

The provided definition file contains the following installed feeds:
Testing at 5 AM. Proceed with the update by using the --upgrade flag.

5. Bring the application out of maintenance mode - see the Maintenance Mode section.
Upgrade a CDF

This command can be used to update a feed's Category and Namespace. If the category exists on the
appliance, the command updates both fields and links the feed to the designated category. ThreatQ
confirms that the defined category exists before completing the update command. If the category
does not exist, ThreatQ does not update the feed.

1. SSH to your ThreatQ installation.
2. Navigate to the api directory using the following command:
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cd /var/www/api

3. Place the application into maintenance mode - see the Maintenance Mode section.

4. Run the following command:
sudo php artisan threatq:feed-install <Feed Definition File> --upgrade

5. Bring the application out of maintenance mode - see the Maintenance Mode section.
Changes in User Configurations

When upgrading an existing feed using the --upgrade flag, the application will compare the existing
version of the feed with the new version for differences in the user configuration. If a difference is
detected, the application will inform you that the current user configuration for that feed will be

overwritten. The application will require user input to continue with the feed upgrade.
threatq: feed-install 6266 Started > 2019-02-21 18:47:24

threatq: feed-install 6266 Command failed:

The provided definition file contains the following installed feeds:

Testing at 5 AM. Proceed with the update by using the --upgrade flag.

ThreatQ recommends that you create a copy of the existing configuration values before proceeding
with the upgrade.

Command Flag Help

You can also see a full list of command flags using the following command while under the /var/
www/api directory:

sudo php artisan threatq:feed-install --help

View Feed Queues

Before upgrading a feed, ThreatQ recommends that you allow the previous implementation of the
feed to complete processing downloaded data to avoid any data loss. The threatq: list-queues
command allows you to confirm that the feed's queues have been cleared.

1. Run the following command:
/var /www/api/artisan threatq:list-queues -p feeds

2. Locate and confirm that the feed'’s Indicators and Reports rows display a value of "0" for the
Messages Ready and Messages Unacknowledged columns.

ﬂ\ The queues should be cleared, reporting 0 values, before proceeding with the update.
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System Object Commands

Delete Adversary Descriptions

The adversary-descriptions-cleanup command allows you to delete duplicated adversary
descriptions and orphaned adversar description values. By default, the adversary-descriptions-
cleanup command deletes 1,000 adversary descriptions at a time. If there are performance
concerns with deleting this many adversaries at a time, you can use the optional delete-Tlimit
parameter to specify an integer value as the limit for the number of adversary descriptions deleted at
a time. For example, you can run the command with a delete-11imit of 100 to delete 100
orphaned/duplicate adversary descriptions at a time.

ﬂ\ Setting the delete-11imit parameter too high may hinder performance.

1. SSH to your ThreatQ installation.

2. To delete adversary descriptions in batches of 1,000, run the following command:

sudo /var/www/api/artisan threatq:adversary-descriptions-cleanup

3. To specify the number of adversary descriptions to be deleted at a time, run the following
command:

sudo /var/www/api/artisan threatq:adversary-descriptions-cleanup --
delete-limit number

The number variable above represents the maximum number of adversary descriptions you
want to delete at a time. The following example command deletes a maximum of 100
adversary descriptions at a time.

Example:

sudo /var/www/api/artisan threatq:adversary-descriptions-cleanup --
delete-1limit 100

Merge Attributes

ﬂ\ The Attribute Management page also allows you to merge attribute keys.

The Merge Attributes command allows you to merge an existing attribute to a new or

different existing attribute name. This is useful when an attribute key is outdated or entered
incorrectly.

You can add the --source parameter to only merge attributes that have a specific source(s). If the
source identified in the command does not exist, or the parameter is not included, the command
merges all OLD-NAME attributes into MERGE-NAME.
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A\ Ifthe MERGE-NAME attribute in the command does not exist, it is automatically created upon
executing the command.

1. SSH to your ThreatQ installation.
2. Navigate to the api directory using the following command:

cd /var/www/api

3. Place the application into maintenance mode - see the Maintenance Mode topic.

4. Run the following command:

sudo php artisan threatq:merge-attributes --old-name='OLD-NAME' --
merge-name="'MERGE-NAME' --source="'SOURCE'

Q The --source parameter is optional. You can omit this parameter in order to target
all attributes with the OLD-NAME.

5. Bring the application out of maintenance mode - see the Maintenance Mode topic.

Example - Merge Attribute without using --source

The attribute Cuontry is merged into the Country attribute. So if you have an any instance of this
attribute name (with value), Cuontry: US, on an object, after running the command, the attribute
value would appear as Country: US on that object.

sudo php artisan threatq:merge-attributes --old-name='Cuontry' --merge-
name="'Country'

Example - Merge Attribute using --source

The attribute Cuontry , if it has a source of CrowdStrike, is merged into the Country attribute. So if
you have an instance of this attribute name (with value), Cuontry: US, on an object, after running
the command, the attribute value appears as Country: US on that object.

sudo php artisan threatq:merge-attributes --old-name='Cuontry' --merge-
name="'Country' --source='CrowdStrike'

Example - Merge Attribute using --source (multiple sources)

The attribute Cuontry , if it has a source of CrowdStrike or McAfee ATD, is merged into the
Country attribute. So if you have an instance of this attribute name (with value), Cuontry: US, on
an object, after running the command, the attribute value appears as Country: US on that object.
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sudo php artisan threatq:merge-attributes --old-name='Cuontry' --merge-
name="'Country' --source='CrowdStrike' --source='McAfee ATD'

Source Consolidation

Use the steps below to consolidate/deduplicate similarly named sources and to remove unused
sources from the ThreatQ application. A source that have been removed or merged will have its data

mapped to a new source.
The command does not require recalculation of scoring.
1. SSH to your ThreatQ installation.
2. Navigate to the api directory using the following command:

cd /var/www/api

3. Place the application into maintenance mode - see the Maintenance Mode topic.

4. Run the following command:
sudo php artisan threatq:consolidate-sources

5. Bring the application out of maintenance mode - see the Maintenance Mode topic.

Example Scenario:

1. User manually adds ABC as a source.
2. User enables ABC.
There are now two ABC sources in the system.
3. User runs consolidation command.
4. The application merges the sources and remaps any items linked to the correct source.

Source Merge

Use the steps below to merge a user-created source (source origin) with another source (source
destination). After merging, the source origin is deleted and source changes are reflected in the Audit

log (Example: Source A become Source B).
The command does not affect date stamps nor does it require a recalculation of scoring.

1. SSH to your ThreatQ installation.
2. Navigate to the api directory using the following command:

cd /var/www/api

3. Place the application into maintenance mode - see the Maintenance Mode section.

4. Run the following command:
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sudo php artisan threatq:merge-sources --origin-source=“<source a>” --
destination-source=“<source b>”

5. Bring the application out of maintenance mode - see the Maintenance Mode section.

EXAMPLE SCENARIO DETAILS

Merge user-created source (origin
source) with a system source
(destination source).

User places the platform into maintenance mode.

User runs Source Merge command.

User is presented with merge confirmation dialog.

User consents to the merge.

The platform will merge the origin source into the

destination source and then delete the origin

source after completion.

6. The platform will record the source merge in the
audit log for affected data.

7. The user receives a command success message.

8. The user brings the platform out of maintenance

uihwnN =

mode.
Merge system source (origin 1. User places the platform into maintenance mode.
source) with a user-created source 2. User runs Source Merge command.
(destination source). 3. The platform will inform the user that a system

source cannot be merged into another source.
4. The user brings the platform out of maintenance

mode.
Merge user-created source (origin 1. User places the platform into maintenance mode.
source) with a system source 2. User runs Source Merge command.
(destination source) with duplicate 3. The platform will inform the user that there are
records. duplicate records between the two sources and

prompt the user to run the Source

Consolidation command before proceeding with

the merge.

User runs the Source Consolidation command.

User runs Source Merge command.

User is presented with merge confirmation dialog.

User consents to the merge.

The platform will merge the origin source into the

destination source and then delete the origin

source after completion.

9. The platform will record the source merge in the
audit log for affected data.

© N A
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EXAMPLE SCENARIO DETAILS

10. The user receives a command success message.

11. The user brings the platform out of maintenance
mode.

Merge user-created source (origin
source) with a system source
(destination source) with an
assigned TLP.

User places the platform into maintenance mode.

User runs Source Merge command.

User is presented with merge confirmation dialog.

User consents to the merge.

The platform will merge the origin source into the

destination source, and then delete the origin

source after completion.

6. The platform will then apply the destination
source's default TLP settings to the merged data
and record the source merge in the audit log for
affected data.

7. The user receives a command success message.

8. The user brings the platform out of maintenance

mode.

vuhAhwnN =

Convert TLP

Use the following command to update all object sources and object attribute sources that have Traffic
Light Protocol (TLP) stored as an object attribute. This command will not affect TLP attributes that
have already been converted. Users should use this command for new incoming data, such as
migrating data into the system, which has TLP attributes but no TLP set.

1. SSH to your ThreatQ installation.

2. Navigate to the api directory using the following command:
cd /var/www/api

3. Place the application into maintenance mode - see the Maintenance Mode section.

4. Run the following command:
sudo php artisan threatq:convert-tlp-attributes

5. Bring the application out of maintenance mode - see the Maintenance Mode section.
Use Scenarios:
Object has one or more TLP Attributes with an invalid TLP (not currently in the TLP options)

+ If the Object has just one TLP Attribute - none of its Sources or Attribute Sources will be
updated.
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+ If the Object has more than one TLP Attribute - any Sources or Attribute Sources that match the
Attribute Source of the TLP Attribute will not be updated.

Object has a single valid TLP Attribute
+ All of the Object Sources and Object Attribute Sources will be updated to match the value of the
TLP Attribute.
Object has multiple TLP Attributes

+ Each TLP Attribute will be evaluated separately.

+ Any Object Sources or Object Attribute Sources whose source matches that of the TLP Attribute
will be updated with the value of the TLP Attribute.

+ Any Object Sources or Object Attribute Sources whose sources do not match will not be
updated.

+ If there are no matches at all between the source of the TLP Attribute and any of the Object
Sources or Object Attribute Sources, a new Object Source will be added using the Attribute's
TLP value. Each of the Object Attributes will receive a new Object Attribute Source with the TLP
value as well.

Update TLP Designations

Use the following command to update the Traffic Light Protocol (TLP) schema for an object source,
object attribute source, and object description source with the source's default TLP designation.

ﬂ\ See Traffic Light Protocol (TLP) topic for more details on setting a default TLP designation for
a source.

You should use this command to update your system to match default TLP configurations, specifically
attributes and sources that were added to the Threat Library prior to the release of the TLP feature
introduced with ThreatQ 4.11. This command will override previous TLP schema settings for a source
including ones set by users. You are prompted to confirm the action after entering the command. All
updates are recorded in the audit log.

ﬂ\ The command updates using the default TLP designation. If a default designation is set to
None, all references to the source will be updated to None.

Update All Sources
1. SSH to your ThreatQ installation.

2. Navigate to the api directory using the following command:
cd /var/www/api
3. Run the following command:

sudo php artisan threatq:apply-tlp-defaults

The application will warn you that this action is not reversible and will require user confirmation
before proceeding.
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4. Type Yes to confirm and proceed with the action.

ﬂ\ The application will automatically be placed into maintenance mode. After the
command has completed its operation, the application will be automatically be
brought out of maintenance mode.

Update a Specific Source
1. SSH to your ThreatQ installation.
2. Navigate to the api directory using the following command:

cd /var/www/api
3. Run the following command:

sudo php artisan threatq:apply-tlp-defaults --sources="<your source>"

1 You can apply the command to multiple sources by listing the sources in a comma-
delimited format.
Example: --sources="CrowdStrike, AlienVault"

The application will warn you that this action is not reversible and will require user confirmation
before proceeding.
4. Type Yes to confirm and proceed with the action.

ﬂ\ The application will automatically be placed into maintenance mode. After the
command has completed its operation, the application will be automatically be
brought out of maintenance mode.

Indicator and Signature Statuses Overrides

The following commands allow you to change status handling on indicators and signatures updated
via feed ingestion. When you run the artisan command to enable this functionality:

+ An existing indicator’s status is overridden with the default status configured in the CDF.
+ An existing signature’s status is overridden with the default status of Active.

A second artisan command disables this functionality and returns your system to default handling of
indicator and signature expiration updates.

Enable Indicator and Signature Status Overrides
1. SSH to your ThreatQ installation.
2. Navigate to the api directory using the following command:

cd /var/www/api

3. Run the following commands:
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sudo php artisan threatq:configuration --key consumer.connectors_override_status --value
1

sudo php artisan cache:clear

Disable Indicator and Signature Status Overrides
1. SSH to your ThreatQ installation.
2. Navigate to the api directory using the following command:

cd /var/www/api

3. Run the following commands:

sudo php artisan threatgq:configuration --key consumer.connectors_override_status --
delete

sudo php artisan cache:clear

System-Level Commands

Airgap Import

See the threatqg:sync-import topic.

Airgap Export

See the threatq:sync-export topic.

Allow Cross-Origin Resource Sharing for Specific Hostnames

ThreatQ's explicit domain access restrictions prevent cross-origin resource sharing (CORS) attacks.

This allows API requests from ThreatQ and third-party integrations but blocks cross-origin JavaScript
requests unless you use the following command to specifically configure a list of allowed hosts.

1. SSH to your ThreatQ installation.

2. Run the following command:

sudo php artisan threatq:configuration --key=cors.allowed_hosts —-
value https://www.site-a.com,https://www.site-b.com

* . . q a
Q The value parameter allows you to enter a single domain or multiple domains
separated by a comma.

Single Domain Example:
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sudo php artisan threatq:configuration --key=cors.allowed_hosts --
value https://www.example.com

Multiple Domains Example:

sudo php artisan threatq:configuration --key=cors.allowed_hosts --
value https://www.example.com,https://www.my-allowed-host.com

Disable Export Logging

The exports.disable_logging configuration option allows you to disable export logging. However, if a
differential parameter is included as a URL parameter. the export logging process continues
regardless of this configuration.

1. SSH to your ThreatQ installation.
2. Run the following command to disable export logging:

sudo php artisan threatq:configuration --key exports.disable_logging
--value 1

3. To turn logging back on, run the following command:

sudo php artisan threatq:configuration --key exports.disable_logging
--value 0

LDAP Diagnostic Searches

This command runs LDAP diagnostic searches for authentication and authorization using the LDAP
configuration stored in the database. Methods for searching are contained in try/catch blocks so that
stack traces are printed to the debug output. You can run this command with or without the --test-
user parameter. This parameter allows you to use a known username on the LDAP server to test
authentication and group searching.

G\ The test connection and bind aspects of this command work for the anonymous LDAP
configuration. However, all other aspects, including test user authentication and group
searching, only work with the authenticated bind LDAP configuration.

A\ This command has only been tested and confirmed for use with AD server configurations.

To perform basic connect and bind authentication tests:
1. SSH to your ThreatQ installation.
2. Navigate to the api directory using the following command:
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cd /var/www/api
3. Run the following command:

sudo php artisan threatq:ldap-debug

To perform basic connect and bind authentication as well as authentication with the test
username:

1. SSH to your ThreatQ installation.

2. Navigate to the api directory using the following command:
cd /var/www/api
3. Run the following command:
sudo php artisan threatq:ldap-debug --test-user=username

Example:

sudo php artisan threatq:ldap-debug --test-user=administrator

4. When prompted, enter the username's password.
Regardless of whether authentication is successful, an attempt is made to pull the LDAP user
entry for the username. If authentication is successful, a group search (authorization) is
performed as well.

Auto Configuration MariaDB Command

The Auto Configuration MariaDB command will execute a script that will update your MariaDB
configurations based on your available system resources. The script is executed automatically during
the platform install/upgrade process but can executed manually by using the command below. You
will typically use this command after making a change to the size of your ThreatQ instance or system
memory.

ﬂ\ MariaDB will need to be restarted after the script has completed its updates.
/etc/my.cnf.d/config_gen/mysql_config_generator

System ThreatQ Purge

A\ Read this section carefully before running the ThreatQ Purge Command. After running this
command, your threat intelligence data cannot be recovered.
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The ThreatQ Purge command will permanently delete all object-related threat intelligence data from
your ThreatQ installation, including audit logs. It will maintain any configuration-related settings, such
as expiration, scoring, and so on.

Running the ThreatQ Purge Command

The ThreatQ Purge command will permanently delete all object-related threat intelligence data from
your ThreatQ installation, including audit logs. It will maintain any configuration-related settings, such
as expiration, scoring, and so on.

1. SSH to your ThreatQ installation.
2. Navigate to the api directory using the following command:

cd /var/www/api

3. Place the application into maintenance mode - see the Maintenance Mode section.

4. Run the following command:

sudo php artisan threatq:purge-threat-intelligence
5. You will be presented the following prompt:

You are about to erase all of your data, are you sure?
6. Enter Yes or No.

7. Bring the application out of maintenance mode - see the Maintenance Mode section.

Reset User Password

ﬂ\ You cannot reset a SAML nor LDAP user's password from the command line.

If you have root access to your ThreatQ installation, you can reset any user's password from the
command line.

1. SSH to your ThreatQ installation as root.
2. Navigate to the api directory:

cd /var/www/api
3. Run the following command:
sudo php artisan threatq:password-reset

4. At the prompt, enter the email address for the user whose password you are resetting.
At the prompt, enter the new password.
6. At the prompt, re-enter the new password to confirm.

v
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Dashboards

About Dashboards

When you log into ThreatQ, your default view is the Overview dashboard. This pre-configured
dashboard includes four widgets that give a high-level view of your system activity.

While the Overview dashboard cannot be modified, Primary Contributors, Administrators, and
Maintenance users can use ThreatQ widgets to build custom dashboards that can be shared with
individual users or all users. These custom dashboards allow you to narrow your focus on threat
intelligence trends that affect your organization the most.
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Default Dashboard

The system default dashboard, Overview, displays metrics and visualizations to provide at-a-glance
views of your threat intelligence data.

Widgets include:

+ Overview of intelligence by score
« Watchlist activity

* Incoming intelligence

+ Open assigned tasks

Overview of Intelligence by Score

This dashboard graph provides a summary of indicator scoring in the system. It lists total indicators by
score in the following order:

+ Very High

* High

* Medium

+ Low

* Very Low

* Not Scored

Ideally, this dashboard reflects a small number of Very High indicators with the bulk of the remaining
indicators scored as Low or Very Low. This distribution reflects a focus on key threat intelligence.
You can use Scoring Algorithms or Indicator Scoring to adjust the scores assigned to your indicators.

You can click the percentage/number of indicators to launch an advanced search based on that
criteria.
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@ Overview of Intelligence by Score

VERY HIGH 0% (0)

0% (0)

MEDIUM 0% (0)

0% (0)

VERY LOW 100% (3,959)

NOT SCORED 0% (0)

Incoming Intelligence

This dashboard graph provides a view of threat intelligence from all incoming feeds.

@ Incoming Intelligence

FEED'MAME =

NVID CVE

All Feeds

The system categorizes threat intelligence by:

* Feed Name

+ Total number of indicators reported by a source

* Indicators reported by a source with a status of active

+ All indicators reported by a source per day (includes existing indicators)

Clicking on the Total and Active values will navigate you to the Threat Library Advanced Search page
with the appropriate filters applied
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Watchlist Activity

This dashboard section provides a view of the intelligence data that you selected to watch. You may
click on any accompanying link to view the details page of the item being watched.

ﬁ The Watchlist Activity widget is not displayed for Read-Only users.

& Watchlist Activity O Since Yesterday

Adversaries (1/1) Events (1/1) Indicators (1/1)

(@  CVE-2016-5681

ACTIVITY

SOURCE = WHEN =

Source added threatg@threatg.com 06/28/2023 06:40pm
CVS5v3 Attack Comple... NVD CVE 06/27/2023 07:12pm
CVE Data Format added NVD CVE 06/27/2023 07:12pm
Reference URL added NVD CVE 06/27/2023 07:12pm
CVS5v2 Vector String a... NVD CVE 06/27/2023 07:12pm

<l 2 3 456 7 .. 12>

See the Add/Remove an Object to the Watchlist topic for steps on how to add an object to your
watchlist.

Tasks

This dashboard widget provides a view of all open tasks in the platform. You can view your open tasks
or view all open tasks. Tasks on the dashboard are categorized by:

« Task ID

« Task Name

+ User the Task is Assigned To
* Due Date

+ Status
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Custom Dashboards

About Custom Dashboards

You can create and share multiple custom dashboards to be used on the ThreatQ landing page.

2 Data Exchange £ ey

Each dashboard is comprised of system widgets which are populated by data derived from data
collections - see Managing Search Results topic for more details. You can click on an individual
segment of data within a widget to view it in the ThreatQ Threat Library.

With the dashboard sharing option, you can determine which dashboards you want to share with
other users and which ones you want to keep private. See the Dashboard Sharing topic for more
details.

You can control which shared dashboards created by other users appear in your view. Dashboards
added to your view will appear dashboard horizontal menu as well as the Dashboards dropdown
menu. You can also remove your own dashboards from your view without deleting them from the
platform. See the User View Management topic for more details.

Topics covered in this section include:

SECTION DETAILS
About Analytics Deploy pre-configured dashboards for Adversaries , Events, Files, and
Dashboards Indicators .
Dashboard Widgets You can add the following widgets to your custom dashboards: Bar

Chart, Description, Line Chart, Pie Chart, Count, and Table.

Dashboard You can create, edit, and delete your own custom dashboards.
Management
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Dashboard Sharing You have the ability to configure how your custom dashboards are
shared across the ThreatQ platform.

User View Add, remove, and reorder dashboards that you created or have been
Management shared with you.

ThreatQ User Guide 71
Version 5.26.0



THREA TQM About Analytics Dashboards

Analytics Dashboard
About Analytics Dashboards

You can deploy preconfigured dashboards, formerly known as Analytics, to your dashboard view.
G\ Analytics dashboards cannot be edited.

Options include:

SECTION DETAILS
Adversaries The Adversaries dashboard provides an overview of all the Adversaries within
Analytics ThreatQ as well as overlapping use of specific indicators.
Events The Events dashboard provides a high-level view of what types of Events have
Analytics occurred and how frequently they are occurring.
Files Analytics The Files dashboard provides you with a pie chart displays the percentage of

different types of Files within the system and a table that lists the files, the
date and time they were created, their title, their source, their category, and
associated keywords.

Indicators The Indicators Dashboard provides an insight into what Indicators have been
Analytics added to the system within the last 15 days, as well as an overview of how
many indicators fall under each indicator type.
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Adversaries Analytics

The Adversary Analytics dashboard provides an overview of all the Adversaries within ThreatQ as well
as overlapping use of specific indicators.

Adversaries Summary Table

The Adversaries Summary table lists Adversaries by name, number of Indicators , date created, and
the most recent event date associated with the adversary.

ADVERSARIES

Showing 1 to 10 of 52 Row count: 10 3
ADVERSASY NAME = NUMEER OF INDICATORS # DATE CREATED # MIOST RECENT EVENT DATE %
Adversary Bravo 03/18/2019 01.05pm

Agitated Rhinocerps 03MB201901:09pm
Ajax Team 03/18/2019 01:24pm
Albino Rhino 03/18/2019 01:18pm

ANCHOR PANDA 03/15/2019 06:31pm

ANDROM

A SPIDER 037152019 06:31pm
Appetizing Ferret 03/18/2019 01:09pm
APT1 03/18/2019 01:04pm
Astonishing Pheasant 03/18/2019 01:03pm

BERSERK BEAR 03/15/2019 0B:32pm 10119201 8 Od:44ar

The following functions are available:

FUNCTION DETAILS

Opening the Adversary Details Click the name in the Adversary Name column.
page for an adversary

Performing a search for Click the number in the Number of Indicators column to set
related indicators the adversary name as a search criterion and open the
Advanced Search page.

Opening the Event Details Click the date in the Most Recent Event Date to open the
page for an adversary event Event Details page.

Changing the number of Click the paging batch option located to the bottom-right of
entries displayed in the table the table.
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FUNCTION DETAILS

Sorting the table by a column Click the column header. To reverse the column sorting
order, click the header a second time.

Searching within the Click within the search box at the top of the column, and
Adversary Name column enter your search criteria.

Adversaries Overlap Table

The Adversary Overlap table lists Adversaries , the date and time they were created, their type, and
any overlapping indicators.

ADVERSARY OVERLAP

DATE = OVERLAPPING ADVERSARIES ¥ ADVERSARY NAMES % TPE % CVERLAPPING INDHCATOR

04/02/2019 02:10pm 2 ABCThreat, namendversary Emall Subject

The following functions are available:

FUNCTION DETAILS

Opening the Adversary Details page for Click the name in the Adversary Name column.
an adversary

Opening the Indicator Details page for an Click the identity in the Overlapping Indicator
overlapping indicator column.

Changing the number of entries displayed Click the paging batch option located to the
in the table bottom-right of the table.

Sorting the table by a column Click the column header. To reverse the column
sorting order, click the header a second time.

Searching within a column Click within the search box at the top of the
column, and enter your search criteria.
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Indicator Distribution Pie Chart

The Adversary Overlap table lists adversaries, the date and time they were created, their type, and any

overlapping indicators.

INDICATOR DISTRIBUTION

magros: L 145
wizard spider; 41 759
witked panda 646
wdder waterbug: S24

A AN
I cloud hopoer

vines panda 1 317 |
vicerey tiger- 2 781
vanomous buar: 2 153
B maciownicader uretmrosz 524 | |ff
turla bemme 711
fuar tmam: 717
Lempmetasiki 470
vemplsoinpe 566
waliomtail: 582
strestium: 582
stone panda 3 405
static kisten- 1154
atalkar pasda: 734
sgicy panda: 1 963
satacy 381

I Gjan EecLiy WA

I 5 cxsancamicjovicElunioredigroup rs (emal]
amormes panda

I it pirads

FEL

siiemt chollima: 57 169

agn-2B: 1 F24 =
Bosom spiden 97

carbion spider; 2 963
- tharsing kitter: 1 392

obalt spiger: 1 211
T commant panda: 3 573

cary bear: 1 471
emergeric bear: | 063
Tarty buar: 4 647

gohec panda: 1 304
# boeyhads pands: 1 282
)- Labyrimth chollima: 2 002
T lazarus group: 4 082
ksus panda: 1 379

- metmatrike: 1063

pinchy spides: 2 035
pirate panda; 1043
Putter panda: 1 560

" quilted tiger: 1135

&
reaper 1 GE0

The following functions are available:

FUNCTION

Viewing more information
about a selected value

Hiding or unhiding one of
the values from the pie
chart

Adjusting the time frame of
the information displayed

DETAILS

Hover over a colored section of the pie chart to open a popup
identifying the indicator.

The number of times the indicator was found within the
specified time frame, and what percentage of the total number
of indicators it represents.

Click the indicator on the left of the pie chart to remove it; click
a second time to reinstate it.

Click the dropdown menu at the top right and select the
desired timeframe.

You can select from:

+ Last 24 Hours

+ Last 7 Days

+ Last 30 Days

+ Last Year

+ User-set custom range
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FUNCTION DETAILS

Printing the graph or saving Click the hamburger menu = and select the desired option.
it as a PNG, JPEG, PDF, or
SVG
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Events Analytics

The Event Analytics dashboard provides a high-level view of what types of Events have occurred and
how frequently they are occurring.

Events Overview

Analylics Mew Events

EVEMNTS TIMELINE [ Last 30 Days =
2‘ —

*

[ ] L ] L] . » L]
Doc1®@ Dec2 Dec22 Dec24 Dec26 Dec2d Decd0 Jan 1 Jand Jan § Jan? Jan @ Jan 11 Jan 13 dan1s  Jan17

* Ingent W Splurk

MOMNTHLY HEATMAP [ Last Year =

‘ Jan 2EE Fela 101 Mar 2008 Apr 200E iy FO1E e L Jul 20iE hug 1016 Jep 2014 Ot JiLd MNov 101E Dec FO1H Jan }010 = ‘

138 team L] L] o o o

Events History Scatter Plot

The scatter plot points are plotted by date (x-axis) and hour (y-axis). The legend under the scatter plot
identifies the different kinds of events shown.

EVENTS TIMELINE

[ Last 30 Days =

‘z. —
bl
*
18 ]
1
i5 .
. « B ™ .
E'IZ ! * ¥ R | I} o 1 . . . 5 .
. L] ] . .
]
. ] - L] L] . .
L L] . 5 . (]
" - - | : L] . L ]
3 ] L] l. L] L]
L} L L

0 = [ . 1 s ® " .
Doct®  Dec2 Dec22 Dec24  Dec®  Dec28  Dec30 dan1 Jan 3 Jan s Jan? Jan§ Jan 11 Jan13  Jan1s  Jan 17

# Incidam B Sounk

The following functions are available:
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FUNCTION

Viewing an event’'s name, date
and time, and source

Opening the Event Details page
for one of the events

Hiding or unhiding one or more
of the event types

Adjusting the time frame of the
information displayed

Printing or downloading the
scatter plot as a PNG, JPEG, PDF,
or SVG file

Events Heatmap

DETAILS

Hover your mouse over an event on the scatter plot to see
its name, date and time, and source.

EVENTS TIMELINE

24

21

Issues detected with the certificate issued to dionaea.carnivore.it with common name Nepenthes Development Team ¥
Date: 12/23/2018 12:54pm

Sources: DigitalShadows
5
2
T

n
12 - + - L «

0 = ] ] ] ] '] .
Dec 18 Dec 20 Dec 22 Dec 24 Dec 26 Dec 28 Dec 30 Jan 1 Jan3

+ Incident W Splunk

Click the event in the scatter plot.

For more information, see About Object Details.

Click the event type in the legend immediately below the
scatter plot to remove it from the graph; click it again to
reinstate it.

Click the dropdown menu at the top right and select the
desired time frame.

You can select from:
* Last 24 Hours
+ Last 7 Days
+ Last 30 Days

* Last Year
+ User-set custom range

1. Click the hamburger menu = and select the desired
option.

The Events Heatmap table lists events by adversary. Shading of the totals is used to allow you to
quickly scan for patterns in the events and to quickly detect events with higher counts.
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Events Analytics

EVENTS HEATMAP t) Last 24 Hours =

Calypso group
SPICY PANDA
Saffron Rose
TAZ101

Timberworm

Jun 2023

0
0

1

o
a

o

11

The following functions are available:

FUNCTION

Viewing an event’s name and
monthly count

Adjusting the time frame of the
information displayed

Printing the graph or saving it as
a PNG, JPEG, PDF, or SVG

DETAILS

. Hover your mouse over an event on the heatmap

to see its name and monthly count.

EVENTS HEATMAP

. Click the dropdown menu at the top right and

select the desired time frame.
You can select from:

Last 24 Hours

Last 7 Days

Last 30 Days

Last Year

User-set custom range

O O O O O

. Click the hamburger menu = and select the

desired option.
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Files Analytics

The Files Analytics dashboard provides you with a pie chart displays the percentage of different types
of Files within the system and a table that lists the files, the date and time they were created, their
title, their source, their category, and associated keywords.

OVERVIEW

Threatd C5V File: 1% Cuckon: 1% =
CrowdStrike intelligence: 2%
FireEye Analysis: 3%
Generic Teat: 7%
&
|
E
STIN: BE%
DATE = TIME = SOURCE CATEGORY KEYWORDS
O Filter by date "\ Start typing. @ Start typing ] Q Start typing
03/20/2019 05:33pm EENErate_campaign.py threatqg@threatq.com CrowdStrike Intelligence [ iy
03/20/2019 05:30pm techsupportixt threatg@threatg.com CrowdStrike Intelligence (8, 5y
N tgt_threatq et-cabbbOd2-2f16-43
031872019 01:49%pm 71-B5cc-b33415363891 il Super@threatg.com STIX B Oy

File Type Pie Chart

The file type pie chart displays the percentage of different types of files within the system.

OVERVIEW

Threatd C5V File: 1% Cuchoo: 1% =
\I CrawdStrike Intelligance: 2%

FireEye Analysis: 3%

Threatl, 5 File
Files: 1
Generic Teat: 7%

Values

STIX: &%

The following functions are available:
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Files Analytics

FUNCTION

Viewing more information
about a selected file

Printing the graph or saving it
as a PNG, JPEG, PDF, or SVG

Files Table

DETAILS

Hover over a colored section of the pie chart to view the
number tha corresponds to the file type percentage.

Cuckoo: 1% FireEye Analysis

Crowd$S Files: 3 : 2%

/\FireEye Analysis: 3%

Generic Text: 7%

Click the hamburger menu = and select the desired
option.

Immediately below the file type pie chart is a table that lists the files, the date and time they were
created, their title, their source, their category, and associated keywords.
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Files Analytics

03/20/2019 05:33pm

03/20/2019 05:30pm

03/18/2019 01:4%pm

03/18/2019 01:4%9pm

03/18/2019 01:49pm

03/18/2019 01:48pm

03/18/2019 01:48pm

03/18/2019 01:47pm

03/18/2019 01:47pm

03/18/2019 07:46pm

TITLE

S0URCE

threatg@threats.com

threatg@threatg.com

Super@threatq.com

Super@threaty.com

Super@threatg.com

Super@threatq.com

Super@threaty.com

Super@threatq.com

Super@threaty.com

Super@threatq.com

CATEGORY

Crowdstrike Intelligence &
CrowdStrike Intelligence &
STIX iy
STIX &
STIX &
STIX &
STIX i
STIX iy
STIX i
STIX &

<n2 3 45 6 7 .. 11 » Rowsperpage 10 »

The following functions are available:

FUNCTION

Opening the File Details page for a
file

Changing the number of entries
displayed in the table per page

Sorting the table by a column

Searching within a column

Downloading a file

Previewing a file

DETAILS

Click the name in the Title column.

Click the paging batch option located to the bottom-
right of the table.

Click the column header. Click on the header a
second time to reverse the column sorting order.

Click within the search box at the top of a column,
and enter your search criteria.

Click the file's download icon &% .

Click the file's preview icon Preview Icon. If your
browser does not support file preview for a specific
file type, the file is downloaded instead.
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FUNCTION DETAILS

. . .
(] You cannot preview a malware locked file.
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Indicators Analytics
The Indicator Analytics dashboard provides an insight into what Indicators have been added to the
system within the last 15 days, as well as an overview of how many indicators fall under each indicator

type.

Recently Created Indicators Histogram

The histogram is organized by date. Daily indicator totals are at the top of each column. Each bar is
broken down into colors, one for each indicator type.

RECENTLY CREATED INDICATORS

25k

20,691
2 18,590

16,384

14,796 15,176 15,267 15,404
13,546 13,138 13,412
10,674 11747 10,850
1K g ga7 8,635
6,860
Sk I
73
Sep 29 oct3 Octa Oct 5 oct6 ot 7

Sep23 Sep24  Sep2% Sep26  Sep27  Sep28 Sep30  Oct1 otz

Indicatars Cragted

The following functions are available:

FUNCTION DETAILS

Viewing the number of Hover over a colored section to view a popup showing how
indicators created each day many attempts of a particular type (for example, MD5, SHA-1,
by type SHA-256) were made on that date.

g 15K 14,796 =3 15,176 - — 15,267 . 15,404

E 8,697 8,635

o Sep23 Sep24 Sep25 Sep26 Sep2T Sep28  Sep29  Seps0  Oct1 ot 2 oas3 oOcta octs otE ot ? octs

Zooming in for a closer view 1. Drag your mouse over a section of the histogram, and

your view will be magnified.
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FUNCTION DETAILS

RECENTLY CREATED INDICATORS

22,165
21,193

12,657

Insietors Creales

7,347 7022
5,819

5,700
& 5,062 4947 agez 5161 4,967
sk 1,566 523 , 4,096
I I I I l I . I n
ok .
cdz  Od3  Od4  Oas 06 Od7  odB

Sep33  Sepd4  Sep23  Sepl  Sepd7  Sep2a Sep?d  Sepd0  Octi

RECENTLY CREATED INDICATORS

25K

Reserzoom =

Indicators Created

4,523 4,947

Sep 28

Sep 30 et 1

2. Click Reset Zoom to return to the full histogram.

Printing the histogram or Click the hamburger menu =, and select the desired option.
downloading it as a PNG,
JPEG, PDF, or SVG file
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Most Recent 100 Indicators

The Most Recent 100 Indicators list displays the 100 most recently reported Indicators .

Most Recent 100 Indicators

Showing 112 25 af 100 R count 25
Date - Indicator Soore Type Status Source
100E72018 05:30pm GBc1423cdc?906e2dat 203b89b550b3 b3 o KMD5S Aclive CrowdStnke
10/08/2018 05:30pm Abels 2bTeSded SdbT87 a%ob0f1 642a88 0 SHA-1 Active CrowdSlrike
10082018 05:30pm TTed439 SHA-256 Aclive CrowdSlike

TTabaTa:
10082018 05:30pm 06 ledeGC20chm9e4cE0da10a0Ta45ea05 [t} SHA-256 AClive Cromasirke
10OE201E 05 30pm o KMDS5 ACiive CrowdStike
10/0E/2018 05:30pm o SHA-1 ArClve CrowdStrke
100E/2018 05:30pm 4158 4C20bfo1 20443 o BHA-256 Aclive Crowd Strike
100082018 05:30pm dbbEbMIBE22cA5T 23337042868 de 0 MD3 Active CrowdSlrike
10082018 05:30pm 1379018 33121 56Ce 21 9316721 509508 3d8bood 105 0 SHA-256 Aclive Crowd Slrike
B05aceed09916c
1WOEZ01E 05 30pm Qadfi7aT9e? SldbefZTT2C 2G0T I404 21708128 0 SHA-1 Aciive Crowd Strike
10/0E/201E 05:30pm 1Bz AMhacAbDCEdGachEdr3abRas 147 o KMD5 Acive CrowdStrike
1002018 05:30pm ededaalabciE2a3abidcblasbiartatdicalza o SHA-1 Arlive CrowdStnke
100062018 05:30pm T4664b62415ac2f21132642aMT TedadaT i 1cafe 566137 SeSeft [t} SHA-256 Active CrowdStrike
9931351090e
10/08/2018 05:30pm 740460847 1800053 C3e35a7E1 906382 0 MD& Aclive CromdSlrike

The following functions are available:

FUNCTION DETAILS

Resort the Table Click on the different table headings to resort that table by that
column.

Search and Filter Table Click on one of the search boxes at the top of the columns and

Results enter a keyword to filter the results.

You can use the supplied dropdown selections for the Status and
Type columns to filter by system-available values.

Modify the Number of Click on the Row Count icon located to the top-right of the chart
Rows Displayed and select a new display count from the dropdown.

Access the Indicator Click on the specific Indicator to review to open the Indicator's
Details Page for a Specific Details page.

Indicator
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Attributes Table

The attributes list on the left side displays attributes related to Indicators in your system.

ATTRIBUTES

Select an attribute below:

Confidence

CPE

CrowdStike Domain Type
CrowdStrke Intel News
CrowdStrike IP Address Type
CrowdSlike Status

CrowdStnke Threat Type

The following functions are available:

FUNCTION

Change the Number of
Entries Displayed in the
Table

Search/Filter Attributes and
Values

Showing 1 to 10 of 30 Row count: 10
Type B Values
Altack Phase 526,415 >
Audience 271,038 »
Carmpiie Time 121 >

1,523,494 >
192,602
TS ¥

€ >

T

140 >

1,853,100 >

Please select an attribute on the left.

DETAILS

Click the Row Count icon located to the top-right of the chart
and select a new display count from the dropdown.

Click within the search box at the top of the column, and
enter your search criteria.
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FUNCTION DETAILS

1. Click on an attribute row in the table to view additional

View More Information
About a Selected Attribute information in the right pane.

Select an attribute below:

Showing 1 to 10 0f 30

Type

221,088 >

A
2
Campie Tine 121 > g
2
Confidence 152,404 >
coe 192,802 >
Crowoste Domain Tyge 7
Crowdstrike Intel News 33
Crowdstrie [P Address Type 7
140 > Showing 1167 of 7 Rowcourt | 10 v

CrawdSiike Stalus
1863,100 >

CrowaStrie Tnreat Type

=

504014

4190
387

20

Explllation 1813

Hover the mouse over different portions of the pie

chart to reveal the segment's value.
Click on an Attribute Value in the summary table
below the pie chart to open the Advanced Search page

with those attribute values applied.

Recent Sources

The Recent Sources Scatter plot displays how many indicators were provided by a given source each

) Last 30 Days =

day within a specified time frame.

RECENT SOURCES
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The following functions are available:
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FUNCTION DETAILS
View the Date and Number of 1. Hover the mouse over one of the scatter plot circles to
Indicators from a Given view a popup with the Source, Date, Time and Number
Source of Indicators.

RECENT SOURCES Etast 30 Days =
o 2018 14
F 7 indicaors
"

2. Click on the one of the scatter plot circles to open the
Advanced Search page with the specific filter settings
used for that selection.

Adjust the Date Range of the The default date range is 30 days.

Inf ation Displayed

nrormation Bisplaye 1. Click the date range icon located to the top-right of the
chart and use the dropdown menu select the desired
range.

You can select from:

Last 24 Hours

Last 7 Days

Last 30 Days

Last Year

User-set custom range

O O O 0O O

Hide Values from the 1. Click on a source in the legend under the scatter plot
Scatterplot to hide it.
The Source will be removed from the scatter plot and
the source in the legend appear grayed out.
2. Click on the source again to add it back to the scatter
plot.
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Attack Phases

Attack Phases are the ways an indicator might be used and are listed as indicator attributes. The
Attack Phases pie chart displays the number of indicators that fall under each attack phase.

ATTACK PHASES £ Last 30 Days =

ActionDnloedives
=
B Instaliston
Reccrnassance
M Deiivery

The following functions are available:
FUNCTION DETAILS
View the Number of 1. Hover the mouse over a portion of the pie chart to view
Indicators for an Attack a popup the Attack Phase and number of indicators
Phase associated with it.

2. Clicking on a pie chart section will open the Advanced
Search page with the specific filter settings used for that
selection.

Adjust the Date Range for The default Date Range is 30 days.

LGl B E VL 1. Click the date range icon located to the top-right of the

chart and use the dropdown menu select the desired
range.

Users can select from:

O Last 24 Hours

Last 7 Days

Last 30 Days

Last Year

User-set custom range

O O O O

Hide a Values from the Pie 1. Click on a Attack Phase in the legend to the left of the pie
Chart chart to hide it.
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FUNCTION DETAILS

The Attack Phase will be removed from the pie chart and
the source in the legend appear greyed out.

2. Click on the Attack Phase again to add it back to the pie
chart.

ThreatQ User Guide 91
Version 5.26.0



THREA TQM Dashboard Widgets

Dashboard Widgets

You can use the following Dashboard Widgets to build your custom dashboards: Bar Chart,

Description, Line Chart, Pie Chart, Count, and Table.

ﬂ Why do my chart segments add up to over 100%? In the case that an object matches more
than one segment in the chart, it is counted individually for each segment. For example,
when using a pie chart to represent the sources in your Threat Library, objects that have
multiple sources will appear in multiple segments.

Bar Chart
ﬁ You can click on individual bars within the chart to view those results in the Threat Library.

ﬂ Bar charts that include score data include scores greater than ten as a part of the bar
representing objects with a score of ten.

Complete the following fields to add a Bar Chart widget to your custom dashboard.

Adversaries Q Add Widget

Bar Chart Example

Brady, 5 . (2018, October 3). ...
{Citation: Accenture SMAKEM...
{Citation: Crowdstrike DNC ...
(Citation: ESET Sednit Part 3){...
{Citation: FireEye APT28) (Cit...

FIELD DESCRIPTION

Title The title that will appear above the widget.

Automatically Update The refresh time for the data. Options include:
* 15 Minutes
+ 30 Minutes
* 60 Minutes
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FIELD DESCRIPTION
+ None
Data Collection Select the data collection to populate the data.
Object Select a specific object type to display.
Group By Select a data column to sort the information such as source, tags, etc.
Visual Display Select whether to show the bar chart horizontally or vertically.
Show Top Options Select the number of results to display. Options include:
* Top5
+ Top 10
Description

The Description widget allows you to provide further context and additional instructions for your
custom dashboard. You can use the supplied editor to format your content.

Tips and Tricks for Adding Images to Description Widgets

+ Image captions - Add your image captions after you select your image alignment. If you
change alignment after adding a caption, the caption is removed and must be added again.

+ Image text alternatives - If you add an image text alternative to an image, it is available for
use by screen reading tools but is only displayed on screen if the image fails to load. Itis not
displayed when you hover on the image.

+ Add a line above or below - When you click an image, the arrow icons located on the bottom
left and top right corners allow you to insert a line above (top right arrow) or below (bottom left
arrow) the image.

* Resize an image - The resize image option allows you to adjust your image to 25%, 50%, or 75%
of the size of the Description field. Or, you can return your image to its original size.
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Version 5.26.0

93



THREA TQM Dashboard Widgets

Description

Paragraph

Line Chart

The Line Chart widget displays object information in a linear graph using the following date stamps:

+ Date Created (all object types)
+ Last Modified (all object types)
+ Expiration Date (indicators only)

Dy for & wetk for created a8

1 e
Duate Created

Complete the following fields to add a line chart widget to your custom dashboard.
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FIELD DESCRIPTION

Title The title that will appear above the widget.

Automatically Update The refresh time for the data. Options include:

* 15 Minutes
+ 30 Minutes
+ 60 Minutes
* None
Data to Show in Select the data collection to populate the data.
Widget
Object Select a specific object type to display.
Date Metric The date stamp to use with the line chart. Options include:
+ Date Created (all object types)
+ Last Modified (all object types)
* Expiration Date (indicators only)
Time Range The time range from today to be displayed. Options include:
* 1 Week
* 3 Months
* 6 Months
* 1 Year
Time Segments Select how the dates will be displayed on the line chart. Options
include:

+ Days (1 Week Time Range only)
+ Weeks (3 Months, 6 Months, 1 Year only)
* Months (3 Months, 6 Months, 1 Year only)
* Quarters (3 Months, 6 Months, 1 Year only)
Quarters will return the following results based on Time Range
selection:
o 3 Months will display the current quarter plus the
previous quarter
O 6 Months will display the current quarter plus the
previous two quarters.
O 1 Year will display the current quarter plus the previous
four quarters.
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Count

The Count widget displays the total number a specific object type. You can configure the widget to
display a different background color if the total number of objects associated with the widget is above

or below a specific value.

532,814

Count Example

Complete the following fields to add a Count widget to your custom dashboard.

FIELD DESCRIPTION

Title The title that will appear above the widget.
Automatically The refresh time for the data. Options include:
Update * 15 Minutes

* 30 Minutes

+ 60 Minutes

* None
Data to Show in Select the data collection to populate the data.
Widget
Object Select a specific object type to display.
Emphasize Data Check this box to use different colors to highlight the widget if the
Using Color count is less than or greater than a specific value.

If checked, you will be prompted to select a count value and
background color.
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Pie Chart

ﬂ You can click on individual segments within the chart to view those results in the Threat
Library.

Complete the following fields to add a Pie Chart widget to your custom dashboard.

Pie Chart Example

hpHosts FQDN (71%)

URLhaus Database Dump (26%)

FIELD DESCRIPTION

Title The title that will appear above the widget.

Automatically Update The refresh time for the data. Options include:
+ 15 Minutes
+ 30 Minutes
+ 60 Minutes
+ None

Data Collection Select the data collection to populate the data.
Object Select a specific object type to display.

Group By Select a data column to sort the information such as source, tags, etc.

Table

Table widgets allow you to add as many column fields as needed. You can click on a row's value entry
to view it in the ThreatQ Threat Library. You can also click on the eye B icon for a row to view a
preview of the system object details.

If your table lists files, you also have the option to preview or download each file as long as the file is
not malware locked.
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. . :
| (| You cannot preview a malware locked file.

Tier Review

PREVIEW VALUE = v

@ 186.53.170.104 11/20/2019 03:10pm

186.53.106.171 11/20/2019 03:10pm
186.50.102.130 11/20/2019 03:10pm
186.5.109.211 11/20/2019 03:10pm

186.48.45.105 11/20/2019 03:10pm

<l 2 3 45 6 7

Complete the following fields to add a Table widget to your custom dashboard.

FIELD DESCRIPTION
Title The title that will appear above the widget.
Automatically The refresh time for the data. Options include:
Update * 15 Minutes
+ 30 Minutes
* 60 Minutes
+ None
Data Collection Select the data collection to populate the data.
Object Select a specific object type to display.
Group By Select a data column to sort the information such as source, tags, etc.
Manage Columns Select the data columns to display in the table. Click the Add Columns

option to add more columns to your table.

Sorting Select the column to sort the table and the order (ascending/
descending).
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Dashboard Management

Access to dashboards is determined by your user role and Sharing permission level.

Accessing a Dashboard

If your dashboard view includes more tabs than can be displayed in a single screen, the left and right
arrows on the right side of the screen allow you to scroll through the list of dashboard tabs.

e ]

You can access a specific custom dashboard using the following methods:
+ Click the Dashboards link in the top navigation and select a dashboard from the dropdown
menu.

THREATQ 3 Lnl Dashboards i\ Threat Library

Overview

My | ntegr Adversary Analytics

* When viewing a dashboard, click another dashboard tab. If you are not viewing a dashboard at
the time, you can click on the ThreatQ logo to load your default dashboard.
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THREATQ 3 sl Dashboards i\ Threat L

Overview Adversary Analytics X © Add Dashboard

After you select a dashboard, you can click the @ icon next to the dashboard name to view:

+ Dashboard owner
+ Date and time of the last change to the dashboard

Owned by: admind
Last updated: 07/19/2021 07:11pm

Adversaries o

Add an Existing Dashboard to Your View

You can customize your dashboard view by adding a dashboard you created, a default dashboard, or
a dashboard shared with you by another user.

1. Navigate to the ThreatQ landing page.

2. Click the Add Dashboard link.
The Add Dashboard window displays an All and an Owned By Me tab. The All tab lists all of the
dashboards you have access to including default, shared, and owned dashboards. The Owned
By Me tab lists only the dashboards for which you are designated as the owner.

ﬂ\ If you are a read-only user or do not own any dashboards, the Owned By Me tab is
grayed out and inactive.

ThreatQ User Guide

Version 5.26.0 100



THREA TQM Dashboard Management

Add Dashboard 4

Crwnied By Me

o

W20 05 2pm

DA29/2022 05:22pm

O

i

threaig@&threato.oom

04292022 05:22pm

threatg@uhrears.oam DR 32022 07:53pm

[

conkributor

(o)

3. Click the dashboard you want to add to your view.
Creating a Dashboard

All User Roles, except Read-Only Access can create custom dashboards.

1. Navigate to the ThreatQ landing page.
2. Click one of the following options:
O Create New Dashboard - If your view includes all the dashboards that you created and
that are shared with you, click this link to begin creating a new dashboard.
o0 Add Dashboard - If your view does not include all of the dashboards you created or that
are shared with you, click this link to access the Add Dashboard window and then click the
Create New Dashboard button.
3. Enter the Dashboard Name.

Adversany Count
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4. Click the Add Widget button and select the type of widget to add.
Adversary Count New Dashboard

New Dashboard © Add Widget
Bar Chart

Count

Description

Line Chart
Pie Chart

Table

5. After adding a widget, you can resize it by clicking and dragging the mouse on the bottom-right

grey corner.
6. You can move the widget around the dashboard by clicking the widget header and dragging it

around the page.
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7. Click on the Share button and specify user access to the dashboard. See the Dashboard
Sharing topic for more details.

Sharing

Invite peop |le:

Search by name...

Who has access

Ma maintenancel (you) is owner

8. Click the Done Editing button to save the dashboard.

Editing a Dashboard

You can only edit a Dashboard for which you have owner or editor permissions.

1. Switch to the custom dashboard you want to edit.
2. Click the Edit button.

€ By M1 Owned...

C by M1 Owned by C6 assigned to A6 ©

Beew Pie Chart Widget

’ Commanications Tacurity,
B CGooghe. inad). Network Se..

W xase Conger. 201G, June
13

} hitps:J fattack mitreseg ...
Hew Count Widge: . B mtpx atsack.misresrg

ﬂg" ALia

3. You can click the gear Edicon in the header of a widget to edit individual widget settings. You
can click the delete | I'_I icon to delete the widget.
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ﬂ If you add and save a new widget that references a data collection, all users who have
access to the dashboard are also granted viewing access to the data collection.

4. After you make your changes, click the Done Editing button to save all updates.

Deleting a Dashboard

This action will delete the dashboard from the platform. You can also remove a dashboard from your
view without completely deleting it from the platform. See the User View Management topic for more
details.

You cannot delete the default system dashboard or dashboards created by other users.

1. Switch to the custom dashboard you want to delete.
2. Click the Edit Dashboard button.
3. Click the red delete icon next to the Done Editing button.

Dherview DB Dwned By C C By M1 Ownad...

C by M1 Owmaed by C6 assigned o

Mew Pia Char Wisget

' \ Commmicationd Securiy, ...

Coagle. (n.dl Herwsark Se...

B Kame Conger. (301E, june ..

iepac] famuehire eg ...
B mrpac) famadiurminre.ceg /...
o A Lra

4. Confirm the deletion by clicking the Delete Dashboard button in the Are you sure? window.

Reassigning a Dashboard of a Deleted User

When you delete a user, you must reassign ownership of his dashboards or they will be automatically
deleted with his account. See the Managing User Accounts topic for more details.
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Dashboard Sharing

Owners and editors have the option to share a dashboard with other users. However, only the
dashboard owner can remove a user's permissions entirely. In addition, the Share(d) button displayed
to depends on your permission level and the sharing status of the dashboard.

PERMISSION LEVEL SHARED WITH OTHERS?  SHARE(D) BUTTON

Owner No & Share

Owner, Editor Yes :2: Share

Viewer Yes 18 Shared

See the Sharing topic for more information on the permissions you can assign to each dashboard.

Sharing a Dashboard

Dashboard owners and editors can update sharing settings for a dashboard at any time.

1. Enter a dashboard's Edit view.
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2. Click the Share button.
The Sharing window allows you to select the user(s) to which you want to grant access.

‘= Sharing

Invite people:

Search by name...

Who has

Ma maintenancel (you) is owner

3. Click the arrow next to the @ icon to select the user's permission level.

ﬂ If you are granting access to all users, you must select the Can View option. You can
only assign editing permission to individual users not to all users.

ﬂ If you assign owner permissions to another user, your permissions automatically
change to editor-level.

LI 4

@& Can view

& Can edit

= Make Owner

4. Use the search field to locate and select a user's name or the Everybody (Public) option. This

option grants view-only access to all users.
The user is now listed in the Who has access list. From this listing, you can change or delete

the user's permissions.
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ﬂ When you share a dashboard with a user, you also give him viewing permissions for
all data collections used by the dashboard's widgets.

5. Click the Apply button to save the user's permission level.
Updating Dashboard Permissions
1. Enter a dashboard's Edit view.

2. Click the Share button.
The Sharing window lists the users who have access to the dashboard.

‘= Sharing

Invite people:

Search by name...

Who has access
Ad | adminé (you)

is owner

Ma maintenancel

3. From the Sharing window, you can:

* Remove a user's permissions - If you are the dashboard owner, click the trashcan icon
to the right of the user name.

+ Change a user's permission - Click the arrow next to the user's current permission icon
and select a new permission level.

4. Click the Apply button to save the user's permission level.

Shared Dashboards of a Deleted User

When you delete the owner of a dashboard from the platform, ThreatQ prompts you to reassign the
dashboard to another user or to delete it. See the Managing User Accounts topic for more details.
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Dashboard Export
When you select a custom dashboard, the PDF Preview button gives you the option to export a PDF
copy of all the widgets in the dashboard. The PDF preview window allows you to rearrange the widget

order before you print and/or save the PDF.

ﬁ You cannot export the default dashboard or the Analytics dashboards to PDF.

Creating a Dashboard PDF

1. Navigate to the ThreatQ landing page.
2. Click a custom dashboard.
3. Click the PDF Preview button.

PDF Preview

THREAT() A 1 Dash

Recently Modified Indicators

30,788

Indicatar Count =

Date Created

Makware Contributors Makware Table

PREVIEW  VALUE = =

Aviran Harum, Che...
Sergry Parsikev, C...
Jonathan Shimonoy...
Jirg Abraham, Ecle...
Lulkci? Srefanko, ESET

Corona Updates SRR )

+fMl 2 3 45 6 7

4. Review the layout of the PDF. You can use the following methods to customize the widget
display:

ﬁ ThreatQ saves your changes locally so that you do not have to repeat the process the
next time you generate a PDF for the dashboard.

+ Click a widget header then drag and drop to move it to a new location on the page.
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* Resize a widget by clicking and dragging the bottom-right grey corner.
5. Click the Export to PDF button.

The system exports the dashboard widgets to a PDF file which you can save and/or print. The

PDF file name defaults to dashboard.pdf. The PDF title includes the ThreatQ logo and the name
of your dashboard.

A\ Do not attempt to resized your browser window during PDF generation.

Sample PDF:
THRE}'JT[?” Head Office

New Bar Chart Widget

IP Address 1 30
Indicator Count

Recently Modified indicators Malware Table
PREVIEW  VALUE 2 -
Haid OAN021 DEXApm

Mov Dec Jan

Date Last Modified cBl2 34567 29 3

Adverzaries by External Reference

‘.1.11 - *" (Citation: Crowds

| (Cinaton: Crowds..

-
|
L)
# L
¥

[Citatign: F=Secur

(Citatbon: F=Secur...
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User View Management

The User View refers to your individual view of the ThreatQ landing page. You can create custom
dashboards and manage which dashboards, both shared and your own custom ones, appear in your
view.

ﬂ\ Any dashboard that is part of your User View will also be listed in the Dashboards dropdown
menu.

Adding a Dashboard to Your View

You can add dashboards that have been shared with you as well as your own private dashboards that
are not currently part of your view.

1. Navigate to the ThreatQ landing page.
2. Click the Add Dashboard button.

THREATQ 3 lu Dashboards i\ Threat Library

@ Add Dashboard

Overview

ﬂ\ If there are no available shared dashboards, the Add Dashboard link will be replaced
with Create New Dashboard.

The Add Dashboard window lists the dashboards that have been shared with you and any of
your private dashboards that are not currently part of your view.
I —

%
Add Dashboard
NAME 3 OWNER LAST MODIFIED v
et B e threatq@threatg.co 11/15/2019 06:49p
a ncident Response m m
a8 P Reviews :]\reatq@threatq.m :T;I.v“ISJ‘ZD‘IS 03:43p
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3. Click a dashboard in the list to add it to your view.

Removing a Dashboard from Your View

You can remove a shared dashboard created by another user from your view as well as your own
dashboards. This process does not delete the dashboard from the platform. See the Dashboard
Management topic for instructions on how to delete a dashboard.

1. Hover your cursor over the name of the dashboard you want to remove.
An Xicon will appear to the right of the dashboard name.

THREATO 3 s Dashboards i\ Threa

Overview Adversary Analytics x © Add Dashboard

2. Click the X to remove the dashboard from your view.

Changing Dashboard Order

You can change the order of dashboard tabs listed in your view, including the default Overview tab.

1. Navigate to a custom dashboard.
2. Click and hold the mouse down over a dashboard tab.
3. Drag the tab to your desired order and release the mouse button.
| Order changes are saved automatically. These changes also update the order in the
Dashboards dropdown menu.
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Data Controls

About Data Controls

When you click the Threat Library option on the Main Navigation menu, the Data Controls section of
the drop down list allows you to access Indicator Expiration, Data Retention Policy, Scoring, TLP, and
Whitelisting options.

i\ Threat Library 4 Investigations = Data Exchange 5% Integrations

MY THREAT LIBRARY

& Adversaries Files & Signatures
Assets Identity

= Attack Pattern  Incident

! Ccampaign A Indicators

&  Course of Action a] Intrusion Set #¥ Vulnerability

) Events Malware

{D— Exploit Target Report

Browse all

DATA COMNTROLS

Indicator Expiration Scoring Whitelisting

Data Retention Policy TLP

These Data Control options allow you to configure:

SECTION DETAILS
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Indicator Configure expiration policies to automatically deprecate stale intelligence
Expiration as it becomes less relevant.

Policies

Data Retention Automate the deletion of system objects based on the parameters defined
Policy in a Data Collection.

Scoring Configure scoring to filter through the millions of indicators your platform
Algorithms has ingested to focus on the data that really applies to your environment

while retaining all other indicators and context for threat research.

Traffic Light Configure your Traffic Light Protocol (TLP) schema to provide a set of
Protocol (TLP) designations to ensure that sensitive information is shared with the
appropriate audience.

Whitelisted Identify non-malicious indicators using the Whitelisting feature.
Indicators
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Indicator Expiration Policies

Automatic expiration allows you to deprecate stale intelligence based on a set of defined criteria. As
the data becomes less relevant, ThreatQ sets the status to Expired, which relieves the data burden on
your team or infrastructure.

Accessing the Indicator Expiration Page

1. From the navigation menu, click on Threat Library and select Indicator Expiration under the
Data Controls heading.

The Data Controls page displays with the Indicator Expiration tab selected by default.

THREATQ

Data Controls

ficator Expiration Scoring e Whitelsted Indicators

Indicator Expiration

Unburden your team from the task of manually deprecating intelligence. Based on a set of criteria defined and controlled by you, threat intelligence will automatically expire as it becomes less relevant
to your team and infrastructure. How it works
Domain Tools Don't automatically expire o Excaptions »
Emerging Threats Don't automatically expire - Exceptions »
MITRE Enterprise ATTECK Dont automatically expire - Exceptions ¥
LR Don't automatically expire - Exceptions »

threatq@threatq.com Don't automatically expire - Exceptions »

m Adver clicking apply. these changes will take time 1o process and will not immediately take effect

How ThreatQ Calculates Expiration Dates

SCENARIO DESCRIPTION
Indicator Reported by If an indicator has an expiration date and it's reported by a new
Source with an source that has an expiration policy, ThreatQ will set the
Expiration Policy expiration date using the policy with the greater expiration date.
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Indicator Expiration Policies

Indicator Report by a
Source with an
Expiration Policy of
Never Expire

Indicator Reported by a

Source with an
Exception for that
Indicator

Indicator Reported by
Two Different Sources

Indicator Reported by
Two Different Sources,
one with an Exception

If an indicator has an expiration date and it's reported by a new
source that has an expiration policy of Never Expire, ThreatQ sets
that indicator to Never Expire.

If an indicator is reported by a source that has an exception for
the indicator, the exception expiration date will be used
regardless of the greater expiration date.

An exception takes precedence over the source’s expire policy.

If an indicator is reported by a source with an Expiration Policy
and then reported by a second source with another Expiration
Policy, the greatest expiration date is selected to set the expiration
date. The expiration date will be set based on the date the second
source reported the indicator.

If an indicator is reported by a source that has an exception for
the indicator and then reported by a second source, the greatest
expiration date is selected despite the exception. The expiration
date will be set based on the date the second source reported the
indicator.

Selecting an Expiration Policy per Feed

You can choose from three options when configuring an expiration policy for a source of intelligence:

OPTION

Don't
automatically
expire (No policy
set)

Automatically
Expire Indicators

DESCRIPTION

ThreatQ sets all feeds to Don't Automatically Expire until an analyst
decides otherwise. When set, indicators reported from this specific feed
do not have an expiration date automatically applied to them.

If an indicator is reported by Source A (an intelligence feed without an
expiration policy), and is later reported by Source B (an intelligence feed
that expires data in 7 days), ThreatQ sets the indicators to automatically
expire in 7 days.

When setting a specific intelligence feed to Automatically Expire
Indicators, ThreatQ requires you to provide a specific number of days.
After you configure this setting, it applies to all intelligence currently in
the system, as well as new intelligence as it is ingested. ThreatQ
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OPTION DESCRIPTION

calculates the appropriate expiration date based on the number of days
from ingestion. Once an indicator's expiration date is met, its status
changes to Expired.

Automatic Expiration

Unburden your tearm from the task of manually deprecating intelligence. Based on a set of criteria defined and controlled by you, threat intelligence will automatically
expire as it becomes less relevant to your team and infrastructure, Haow it wor

abuse.ch SSLEL IP Blacklist Don't automatically expire ) Exceptions =
Exceptions
Binary String Expire | 25 days after ingestion. i Delete
© Add Exception
Never Expire Using this setting ensures that all intelligence reported by a specific feed

is protected from automatic expiration, regardless of scenario.

Adding Exceptions

ThreatQ allows you to add exceptions based on specific indicator types within in a feed in addition to
setting an expiration policy at a global level for all intelligence ingested by a specific feed.
1. From the navigation menu, click on Threat Library and select Indicator Expiration under the
Data Controls heading.
2. Locate the source.
3. Click Exceptions to expand the option.
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The Exceptions option menu opens.

Data Contraols

Indicator Expiration

Winbungen you team from thae task of manualy deprecsting inteligence. Bared on 2 bt of Oritevia defined and conirofed by you, thetat inteBgenoe will sSomaialy Enpene #4 & beoomas ks relevant
165 e BEAM 0 IV RNTE. k5
Derruiin Ty DA T Bl et Bty £ fere - [wigptisrn, =
Eulep
Mg o - p—— e i -
Crdsd I wptian

Q The number of existing exceptions for a source will be listed next to its Exceptions
link.

€ Exceptions »

4. Click Add Exception.
Select the Indicator Type from the dropdown.
6. Enter the number of days after the item has been ingested before expiring.

w

Repeat steps 4-6 to add multiple

7. Click on Delete next to the row to delete an exception.
8. Click on Save.

Applying Expiration Policy Changes to Data

When updating an expiration policy, the system now applies the update to all selected existing data in
the platform to honor the new policy. This process can take a while based on system resources and
the number of indicators in the system.

Refer to the following table for estimates on the total time required for the system to apply the
selected policy to existing data, based on the following criteria:

+ Dataset: 6 Million Indicators
+ System Specifications: 32GB VM 4 vCPU

ThreatQ User Guide
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Indicator Expiration Policies

INDICATORS TO RESET
EXPIRATION OUT OF 6M
TOTAL INDICATORS

50,000

100,000

200,000

1.2 million

3.1 million

5.3 million

RESET AND
RECALCULATE
EXPIRATION

3 hours and 30
minutes

4 hours and 51
minutes

10 hours 20 minutes

2 days 7 hours 4
minutes

3 days 16 hours 42
minutes

4 days 7 hours 17
minutes

Common Expiration Policy Scenarios

SCENARIO

An indicator is reported by a single
source (with an expiration policy)

An indicator is reported by Source
A (with an expiration policy of 7

EXPIRE
INDICATORS

53 seconds

1.8 minutes

3.5 minutes

35 minutes

3.5 hours

4.7 hours

DESCRIPTION

TOTAL
TIME FOR
RESET

3 hours 31
minutes

4 hours 53
minutes

10 hours 24
minutes

2 days 7
hours 40
minutes

3 days 20
hours

4 days 12
hours

1. On 10/1, Source A reports the indicator and the
expiration date is set to 10/8.

2. When the date switches from 10/7 to 10/8, this
indicator is queued to have its status changed to

Expired.

1. On 10/1, Source A reports the indicator and the
expiration date is set to 10/8.

days) and 3 days later is reported 2. Source B reports the same indicator 3 days later
(10/4). The indicator's expiration date is set using
the greatest expiration date between the two
sources. In this example, the new expiration
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Indicator Expiration Policies

SCENARIO

by Source B (with an expiration
policy of 10 days).

An indicator is reported by Source
A (with an expiration policy of 7
days) and is later reported by
Source B (with an expiration policy
of Never Expire).

A FQDN indicator is reported by
Source A (with an expiration policy
of 10 days with an exception for 5
days for FQDN indicators) and is
later reported by Source B (with an
expiration policy of 15 days).

DESCRIPTION

date will be 10/14 (10 days from when it was
reported by Source B).

. When the date switches from 10/14 to 10/15,

this indicator is queued to have its status
changed to Expired.

. On 10/1, Source A reports the indicator and the

expiration date is set to 7 days.

. Source B reports the same indicator 3 days later

with a policy of Never Expire. The indicator’s
expiration date is removed and the indicator is
now set to Protect from auto-expiration.

. On 10/1, Source A reports the FQDN indicator

and the expiration date is set to 10/6.

An exception takes precedence over the source’s
expire policy.

. Source B reports the same indicator 1 day later

(10/2). The indicator's expiration date is set using
the greatest expiration date between the two
sources. In this example, the new expiration
date will be 10/17 (15 days from when it was
reported by Source B).

. When the date switches from 10/17 to 10/18,

this indicator is queued to have its status
changed to Expired.

Common Expiration Policy Scenarios - Feed Updates of Indicator
Statuses

SCENARIO DESCRIPTION

Default Indicator Status Behavior:

* An indicator is currently set to
Expired and is reported by Source A
(with an expiration policy of 7
days).

1. On 10/1, an indicator is in ThreatQ with a
status of Expired.

ThreatQ User Guide
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SCENARIO DESCRIPTION

2. On 10/1, Source A reports the indicator.
The status of the indicator does not

change.
+ Anindicator is currently set to 1. Anindicator is in ThreatQ with a status of
Expired and is reported by Source A Expired.
(with an expiration policy of Never 2. Source A, with an expiration policy of
Expire). Never Expire, reports the indicator. The

status of the indicator does not change

Status Behavior with Indicator/Signature Status Overrides Enabled:

+ Anindicator is currently set to 1. On 10/1, an indicator is in ThreatQ with a
Expired and is reported by Source A status of Expired.
(with an expiration policy of 7 2. On 10/1, Source A reports the indicator.
days). The status of the indicator changes to

whatever the default status is for Source
A and the expiration date is set to 10/8.

3. When the date switches from 10/7 to
10/8, this indicator is queued to have its
status changed to Expired.

+ Anindicator is currently set to 1. Anindicator is in ThreatQ with a status of
Expired and is reported by Source A Expired.
(with an expiration policy of Never 2. Source A, with an expiration policy of
Expire). Never Expire, reports the indicator. The

expiration of that indicator changes to
Protect from auto-expiration.
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Data Retention Policy

A\ The ThreatQuotient team strongly recommends that you disable your DRP when making
changes to an associated data collection and then reviewing the Calculate Impact option
before re-enabling DRP to prevent the unintended deletion of system objects. See the Data
Retention Policy Bug product alert for more details. It is also recommend that you perform
a backup of your ThreatQ instance before implementing a Data Retention Policy.

Setting up a Data Retention Policy allows you to automatically delete system objects from the Threat
Library using a data collection to specify the criteria for deletion.

Similar to the bulk delete process, the Data Retention Policy does not support the deletion
of tasks or files.

When ThreatQ applies the Data Retention Policy, it runs a bulk delete job to delete all objects included
in the data collection. For example, you can create a data collection that captures all Indicators with
an expiration date older than fifteen days ago. When you add this data collection to your Data
Retention Policy, a Retention Policy job runs each day that deletes indicators with expiration dates
prior to fifteen days ago.

After you enable your data retention policy, ThreatQ provides updates on the associated object
deletions through system notifications and the Job Management page.

Tips and Tricks

+ If you assign an unshared data collection to the data retention policy, all users are automatically
granted view-only permissions for the data collection.

+ If you disable the data retention policy, the Policy Activity & Performance graph continues to
track created objects.

Accessing the Data Retention Policy Page

From the navigation menu, click on Threat Library and select Data Retention Policy under the Data
Controls heading.
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The Data Controls page is displayed with the Data Retention Policy tab selected.
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Creating a Data Collection for the Data Retention Policy

Before you create a Data Retention Policy, you must create/select the data collection that used to
identify the system objects to be deleted during the Policy's scheduled run. We recommend you apply
the following guidelines in creating a Data Collection for use by your Data Retention Policy:
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+ To restrict your Data Retention Policy to specific object types, use the object type filter on the
left side of the main Threat Library page to specify the object types for your data collection.

Threat Library
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+ Since your Data Retention Policy cannot delete tasks or files, your data collection should not
include these system objects.

+ If you assign an unshared data collection to the data retention policy, all users are automatically
granted view-only permissions for the data collection.

See the Managing Search Results topic for step-by-step instructions on creating a data collection.

Creating a Data Retention Policy

1. Create a data collection that includes the system objects you want to delete.
2. In the Data Retention Policy tab, click the Select a Data Collection field to locate and select the
data collection you created in step 1.

G\ The drop-down list for this field displays all the data collections that are shared with
you as well as the ones you own.

3. Click the Calculate Impact option to view how many objects will be removed during the initial
application of the data retention policy.
4. To save the data collection you selected without enabling the data retention policy, click the
Save button.
If the data collection is in use in another area such as a dashboard, the Are You Sure? window
prompts you to click the Save button to confirm your action.
To enable the data retention policy with the data collection you selected, move the Disabled/
Enabled toggle to Enabled.
5. After you enable the data retention policy:
O The system creates and begins processing the first job to apply the data retention policy
you configured.
O You receive a notification center message reminding you that you can monitor the
progress of the job from the Job Management page where it is listed with a Job Type of
Retention Policy.

ﬂ\ To view the notification center message, you must refresh your browser.
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O After the initial job is complete, the system creates and runs a job for the data retention
policy each day at 12 AM UTC. After the daily job run, the Policy & Activity
Performance graph reflects the objects deleted by the data retention policy.

Reviewing Data Retention Policy Performance

The Policy Activity & Impact section of the Data Retention Policy page displays a line chart that
represents objects deleted by the data retention policy and objects created. By default, the Policy
Activity & Performance section displays the last 7 days of activity. You can change the date range
displayed by clicking the Activity field and selecting Monthly or Yearly. You can click a point on the
graph to view object details for a specific day such as the total objects deleted, total objects created,
and deletion counts by object type.

Chart Updates

The object data displayed in the Policy Activity & Impact chart during the day is cached data reflecting
the most recent objects created and policy deletion update processes:

+ Objects Created - Updates at 8 AM UTC and reflects the objects created from 12 AM UTC of the
prior day until 12 AM UTC of the current day.

* Policy Deletion - Updates after each 12 AM UTC processing of the Data Retention Policy and
reflects the policy deletions since the last 12 AM UTC process.

When you update your data retention policy, the line chart does not reflect your updates until the
next objects created and policy deletion processes complete.

Policy Activity & Performance

Understand the effect your palicy is having on your system by tracking your policys activity over time

Policy Summary’
36,000 eo
Activity Lasst 7 darys Objects Created @ Palicy Deletion
B, 200 3,240
Thr r Gui
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Scoring Algorithms

ThreatQ's scoring algorithms calculate and assign scores to indicators as they are added to the
system. By configuring scoring, you can filter through the millions of Indicators that may have been
collected to focus on the percentage that applies to your organization. Scoring allows you to prioritize
key indicators while still retaining all other indicators and context for threat research.

ThreatQ's Overview dashboard contains the Overview of Intelligence by Score which shows the
current distribution of indicator scores. You can also filter Threat Library searches by score and create
data collections based on scoring.

Accessing the Scoring Sensitivity Page

From the navigation menu, click Threat Library and select Scoring under the Data Controls heading.
The Data Controls page opens with the Scoring tab and Indicator Type sub-tab selected.

Scoring Sensitivity Configuration
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Scoring Criteria

ThreatQ's scoring algorithm allows you to influence indicator scores by:

+ Indicator Type

* Indicator Source

* Attributes

+ Adversary Relationship

Customizing scoring based on these criteria updates the score assigned to the associated indicators.
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Scoring Tips and Tricks

+ The Calculate Impact option identifies how many system objects are affected by a score
change.

+ Scoring configuration and updates take time to process, the Threat Library does not reflect
these changes immediately.

+ If you use an indicator’s object details page to manually update its score, the manually selected
score overrides any changes to the calculated score caused by updates to the scoring algorithm.

* You have the option to adjust the score sensitivity of indicators. Indicator scores range from 10,
which creates a score of Very High, to -10, Very Low. A higher indicator score creates increased
priority for that indicator.

+ By default, indicators are set to a neutral score of 0.

Configuring Your Scoring Algorithm for Indicator Types and Sources

Scoring by indicator type allows you to prioritize indicators based on their usefulness to your
organization. If your organization cannot process or does not want to use a specific indicator type,
such as Fuzzy Hash, you can assign a lower score, such as -3, to the indicator type.

Scoring by indicator source allows you to prioritize indicators based on your confidence in the source
of the data. For example, you may have higher confidence in the value of data from paid feeds and
would therefore want to assign a higher score, such as a 3, to indicators from these sources.

1. Select the indicator type or source by filtering by source name or by scrolling to the desired
indicator.
2. Use one of the following methods to adjust scoring:
+ Click and drag the slider to adjust the score.
+ Click the up/down arrow next to the current score to increase/decrease the score.
3. To save your changes, click the Apply button.

Configuring Your Scoring Algorithm for Attributes

The Attributes tab allows you to specify scoring by attribute key and value. You can use attribute
scoring to prioritize indicators based on attributes provided by a vendor and/or customer attributes
applied by internal users.

If your organization applies a Department attribute (attribute key) to indicators based on the
team targeted by the threat (attribute value), for instance Department - Tech Pubs, you can
apply higher scores to indicators with attributes associated with high value targets such as
Department - Finance.

1. From the Attributes tab, click the Add button.

2. Use one of the following methods to specify an attribute key:
O Click the arrow in the Key field to select an attribute type from the dropdown list.
O Type the attribute key in the Key field.

3. Use one of the following methods to populate the Value field:
O Enter the attribute value to which the score applies.
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O Enter an attribute value that contains the wildcard character (*). The wildcard specifies
that any characters can appear in multiple positions represented by the wildcard.
4. Use one of the following methods to adjust the score:
+ Click and drag the slider to adjust the score.
+ Click the up/down arrow next to the current score to increase/decrease the score.
5. Click the Add button to continue adding attribute scoring criteria.
6. Click the Apply button to save your attribute scoring.
The Attributes tab now lists your scoring entry in the following format:
<Key> is <Value>

Configuring Your Scoring Algorithm for Adversary Relationships

The Adversary Relationship tab allows you to configure the scoring of indicators associated with
specific adversaries. You can use this scoring to prioritize indicators associated with adversaries that
tend target your industry in general and/or your organization specifically.

Adversary relationship scoring supports a wildcard option, Any Adversary, that allows you to specify a
score for any indicator with a positive attribution.

1. From the Adversary Relationship tab, click the Add button.
2. Click the arrow in the Select Adversary field to select an adversary from the dropdown list. You
can use the scroll bar or Search field to locate the adversary.

ﬂ\ Select the Any Adversary option to prioritize any indicator with a positive attribution.

3. Use one of the following methods to adjust the score:

+ Click and drag the slider to adjust the score.

+ Click the up/down arrow next to the current score to increase/decrease the score.
4. Click the Add button to continue adding adversary relationship scoring.
Click the Apply button to save your scoring.

u

Updating Your Scoring Algorithms

After you set up your initial scoring, you can update assigned scores to reflect changes in your threat
environment and priorities. Periodic reviews and updates to your scoring algorithms
ensure they reflect:

+ Changes to your risk profile based on political or organization changes.
* New adversaries
* New adversary tactics
* New tool sets
1. Click the appropriate tab (Indicator Type, Indicator Source, Attributes, Adversary Relationship).
2. Use one of the following methods to adjust the score:
+ Click and drag the slider to adjust the score.
+ Click the up/down arrow next to the current score to increase/decrease the score.
3. Click the Apply button to save your update.
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Traffic Light Protocol (TLP)

Traffic Light Protocol (TLP) schema provides a set of labels used to ensure that sensitive information is
shared with the appropriate audience. ThreatQ provides a method for designating the availability of
intelligence information by their sources. Users can also use TLP schema to filter objects when
creating an export - see the Adding an Export section in the Managing Exports topic for more details.

ﬂ\ Administrators have the ability to configure TLP visibility settings for the ThreatQ
application.

Labels

TLP employs four lights to indicate the expected sharing boundaries for data:

LIGHT LABEL DESCRIPTION
. Red Not for disclosure, restricted to participants only.

Amber+strict Limited disclosure, restricted to participants’ organization.

Amber Limited disclosure, restricted to participants’ organization and its
clients.

Green Limited disclosure, restricted to the community.

Clear Disclosure is not limited.

TLP Assignment Hierarchy

The ThreatQ TLP assignment hierarchy is as follows (highest to lowest precedence):

METHOD DETAILS

Manually Set Using the Add New Source option when creating an object will allow you
to select a TLP label.
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Source Provided TLP label received from ingested data.
Data
Source Default Administrators can set a source's default TLP label. See the Add TLP to

Source section.

No TLP A TLP label has not been set for the source.

Access TLP Settings

Users can manage TLP settings for system sources by accessing the TLP tab under the Data Controls
page.
1. From the navigation menu, click on Threat Library and select TLP under the Data Controls
heading.
The Data Controls page will load with TLP t

ab selected by default.
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Configure TLP Visibility

System administrators can set visibility settings to either hide or show TLP labels to users. Enabled
indicates that TLP labels are visible to users.
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1. Click the Enabled/Disabled toggle.
Data Controls
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You do not need to click the Save button. Changes to the Enabled/Disabled status are made
immediately.

Apply a TLP Label to Source
1. Locate the source to update from the list provided.

Q You can use the Filter by Source Name field to locate the desired source.

TLP (Traffic Light Protocol)

TLP is a set of designations used to ensure that sensitive information is shared with the appropriati
sources. TLP employs four colors to indicate expected sharing boundaries for data. How it works

Source Name Default TLP
do
~ TLP Status
Domain Tools = NOME -
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2. Click on the TLP dropdown to the right of the source and select the appropriate TLP label.

TLP (Traffic Light Protacel) G Fuibiledl
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3. Click Save.

3

You can override a source-default TLP label when manually adding a source to an
object. See the Adding a Source to an Object topic for more details.
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Whitelisted Indicators

There are some Indicators that should be considered to be whitelisted, or non-malicious, and we do
not want those indicators going out to other systems. For example, a company’s own domain name
would never need to be blocked.

The Whitelisting process creates rules that apply to particular indicators, so that when those
indicators come in in the future, they will be automatically whitelisted.

Accessing the Whitelisted Indicator Rules

1. From the navigation menu, click on Threat Library and select Whitelisting under the Data
Controls heading.

The Data Controls page will open with the Whitelisted Indicators tab selected by default.
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Creating a Whitelisted Rule

ﬂ ThreatQ prevents you from creating duplicate whitelist rules through the user interface or
an API. If you attempt to do so, the system returns an error message.

From the Whitelisted Indicators Page:
1. Click Add Rule.
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The Add Whitelist Rules dialog box opens.

Add Whitelist Rule

Which indicator type will this rule apply to?
CVE

— Rule Value

CVE-2015-1461

2. Select the Indicator type the rule will apply to.
3. Add a Rule Value.
4. Click Next.

Affected indicators are listed in the dialog box.

Add Whitelist Rule

This rule will affect 1 indicators.

___________________________________________________________________________________________________________

Continue Editing This Rule

5. Review the affected indicators to determine if you are satisfied with the rule.

ﬂ The rule has not been applied yet, so you still have time to edit it based on whether
you are satisfied with how it affects the indicators.

6. Click Continue Editing this Rule.
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7. If you are satisfied with the rule, click Add Rule.
The rule is applied to existing indicators, and it is entered into the Whitelisted Rules table.

| ﬂ Any new indicators will also have the rule applied to them as they enter the system.

Editing a Whitelisted Rule
1. In the Whitelisted Rules table, locate the rule you wish to edit.

2. Click Edit.
The Edit Whitelist Rule dialog box opens.

Edit Whitelist Rule

— Which indicator type will this rule apply to?

CVE

— Rule Value

CVE-2015-1461

3. Make the desired edits and click Next.
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Affected indicators are listed in the dialog box.

Edit Whitelist Rule %

Continue Editing This Rule

4. Review the affected indicators to determine if you are satisfied with the rule.

ﬂ The rule has not been applied yet, so you still have time to edit it based on whether
you are satisfied with how it affects the indicators.

5. If you are satisfied, click Edit Rule.

The rule is applied to existing indicators, and it is updated in the Whitelist Rules table.

ﬂ Any new indicators will also have the rule applied to them as they enter the system.

Removing a Whitelisted Rule

1. Locate and select the rule(s) from the Whitelisted Indicators table that you wish to remove.
2. Click on the delete Icon N,
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A confirmation dialog box opens, asking if you are sure.

Are You Sure?

This action cannot be undone.

The status of each indicator will remain whitelisted until manually changed.

Delete Whitelist Rule Cancel

3. Click Delete Whitelist Rule.
The rule be now be removed.
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Exports

About Exports

Exporting is one of the most important ThreatQ features, as it allows you to output non-whitelisted
Indicators and other system object types to an external threat detection system.

The Export page allows you to view, update, or delete the exports you have created as well as to view
the standard system exports seeded in the ThreatQ. You can also copy a standard export to use it as
the basis for a new export.

Exports N k X tai Add Hew Export

OFF /O MAME UAL COMMECTION CUTPUT FORMAT ACTIONS

ThreatQ Exports are built on the Smarty PHP Template Engine; see https://www.smarty.net/ which
provides an easy to understand syntax that simplifies export creation and updates.
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Managing Exports

A\ You should NOT attempt to export all of your threat intelligence data with a single export.
Attempting to do so will cause system degradation and the export will not complete.

The Exports page lists all existing exports in ascending, alphabetical order by export name. You can
easily identify active exports by the green toggle in the Off/On column. In addition, all seeded exports
have a blank Output Format field and all exports created in your instance, have an output format link.

To customized the Export page display, you can change the number of rows displayed from the
default of 25 to 10, 50, or 100. You can change the sort order to descending alphabetical by clicking
the Name column.
Tips and Tricks
+ Use the seeded exports or output format template examples provided by ThreatQuotient as
building blocks for new exports.
* Give each new export a descriptive name.
+ In some instances, you may need to stop the export log process. ThreatQ provides a CLI
configuration command that allows you to disable export logging.

Accessing the Exports List

1. Select the Settings Edicon >Exports.
The Exports page lists all exports in alphabetical order. Active exports display a green toggle in
the Off/On column.

Exports Add New Export

Viewing an Export

1. From the Exports page, click the export's URL.
A new tab opens in your browser and displays the data returned from the export. By default,
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this tab displays up to ten objects. To increase the number of objects included in your export,
you can update the limit value in the export's URL.

Original URL - Default 10 Objects:

https://te-28440.threatg.com/api/export/b98c62268ac80754e3e0e774afafc639/?
limit=10&token=49vx259akYhOgvaJ2Fa8

New URL - 300 Objects:

https://te-28440.threatqg.com/api/export/b98c62268ac80754e3e0e774afafc639/?
limit=300&token=49vx259akYhOgva)2Fa8

ﬂ\ The load time may be lengthy depending on the amount of data returned.

Enabling/Disabling Exports

1. From the Exports page, locate the export you want to enable/disable.
2. Click the toggle in the On/Off column to enable/disable the export.

Adding an Export

1. From the Exports page, click the Add New Export button.
The Connection Settings window opens.

Connection Settings x

2. Enter the export name.
3. Verify or edit the token.
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Managing Exports

4. Click the Next Step button.
The Output Format dialog box opens.

Output Format

~ Type of information you would like to export?

‘ Indicators

— Qutput type
‘ text/plain

Filter by TLP

[ Red

[ Amber+Strict
[ Amber

L Green

[ Clear

[ Niot Specified

— Special Parameters [foptional)

A

Frowlde URL Farameters to further refing Information belng exported: Learn mora about managing

axparts.

Insert Variable -

~ Dutput Format Template

{r

5. Populate the following fields:
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FIELD VALUE

Which type of This field defaults to a value of Indicators. Click the field to select from

information a list of object types.

would you like

to export?

Output Type Select a format for the export such as text/plain or text/json. This sets

the content type of the export response to a specific value (e.g. text/
plain, text/json). Output Type does not have an impact on how the data
is formatted but it does affect the content type within the header of
the exported document.

For example, if you select Output Type of text/json, when viewing the
source of the export, the header will contain a Content Type = text/json
attribute.

See http://www.w3.org/Protocols/rfc1341/4_Content-Type.html for
more information.

Filter by TLP (Optional) By default, all the TLP filter options are checked so that your
export includes all objects regardless of their source, attribute source,
or description source TLP labels. To exclude objects with a particular
TLP label, you can uncheck the box to the left of the label name. For
example, to omit objects with sources assigned a Red TLP label,
uncheck the Red box.

ﬂ\ The Filter by TLP field options will only appear if
administrators have enabled Traffic Light Protocol (TLP)
viewing. See the Traffic Light Protocol (TLP) topic for more

information.
Special (Optional) See the Output Format Options topic for more information.
Parameters
Output (Optional) See the Output Format Templates topic for more
Format information.
Template

6. Click Save Settings.
The export you just created appears at the bottom of the Exports table. By default, the new
export is toggled to Off.

7. To begin exporting data, click the export's Off/On toggle to On.
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Duplicating an Export

Duplicating an export creates a new version that you can edit.

1. From the Exports page, locate the Export you want to duplicate.
2. Click the duplicate option in the Actions column.
The duplicate appears at the bottom of the Exports table. By default, the copy you just created

is toggled to Off.

Editing an Export's Connection Settings

Connection settings are available for each of the exports. The Connection Settings window contains
the name of the export as well as the token you need to connecting a device to ThreatQ.

While you cannot edit or delete any of the exports originally supplied by ThreatQ, you can edit exports
you have added to ThreatQ or copies of the original exports.
1. From the Exports page, locate the export you want to edit.

2. Click connection settings in the Connection column.
The Connection Settings window opens.

Connection Settings

3. Enter your changes.
4. Click the Save Settings button.

Editing an Export's Output Format

While you cannot edit or delete any of the exports originally supplied by ThreatQ, you can edit exports
you have added to ThreatQ as well as copies of the original exports.

1. From the Exports page, locate the export you want to edit.

2. Click output format in the Output Format column.

3. From the Output Format window, enter your changes.

4. Click the Save Settings button.
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Deleting an Export

While you cannot delete any of the exports included with your ThreatQ installation, you can delete
any exports you have added or copies of the default exports.

1. From the Exports page, locate the export(s) you wish to delete.
2. For each export you want to delete, check the box next to the export's off/on toggle.

3. Click the delete icon next to the Add New Export button.
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Output Format Options

The Special Parameters and Output Format Template fields allow you to control the data included in
your exports. The Special Parameters field allows you filter the data included in the export and the
Output Format Template field allows you to specify which data points are included in the export.

You can customize these fields for an custom or duplicated export but not for the seeded exports
supplied by ThreatQ.

Special Parameters Field

The Special Parameters field allows you to filter the data exported.

Examples:

TO EXPORT ALL INDICATORS WITH AN

ACTIVE STATUS INDICATOR.STATUS=ACTIVE

To export all CIDR Block indicators that Indicator.Status=Active&Indicator.Type=cidr block
have an active status

To export all CIDR Block indicators and IP Indicator.Status=Active&Indicator.Type=cidr
Addresses that have an active status block&Indicator.Type=ip address
To export all indicators with a score Indicator.Score>=7

greater than or equal to 7

You can add the following parameters to an export's Special Parameters field to filter the data
included in the export:

Assets

assets.value
assets.status
assets.point_of_contact
assets.description
assets.Sources
assets.Attributes
assets.Indicators
assets.Adversaries
assets.Events
assets.Attachments
assets.Signatures
assets.Investigations
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assets

assets

.Tasks
assets.
assets.
assets.
assets.
.Ttp

Campaign
Course_of_action
Exploit_target
Incident

assets.Attack_pattern
assets.Identity
assets.Intrusion_set
assets.Malware
assets.Report
assets.Tool
assets.Vulnerability
assets.Tags
assets.Assets

Adversary

adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.

name
touched_at
deleted_at
deleted
sources_count
id

description
created_at
updated_at
Sources
sources.dates=Y
Attributes
Indicators
Adversaries
Events
Attachments
Signatures
Investigations
Tasks

Campaign
Course_of_action
Exploit_target
Incident

Ttp
Attack_pattern
Identity
Intrusion_set
Malware

Report

Tool
Vulnerability
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adversary.Tags

adversary.Assets

Attack Pattern

attack_pattern

attack_pattern
attack_pattern

attack_pattern
attack_pattern

attack_pattern

attack_pattern

attack_pattern

attack_pattern
attack_pattern

attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
Vulnerability
.Tags

attack_pattern.

attack_pattern
attack_pattern

CampaignCampaign

.value
attack_pattern.
attack_pattern.
.point_of_contact
attack_pattern.
.description
.deleted_at
.deleted
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
.Adversaries
attack_pattern.
.Attachments
attack_pattern.
attack_pattern.
.Tasks
attack_pattern.
attack_pattern.
attack_pattern.
attack_pattern.
.Ttp
.Attack_pattern

status_id
status

type_id

sources_count
sources.dates=Y
id

status

type
touched_at
created_at
updated_at
Sources
Attributes
Indicators

Events

Signatures
Investigations

Campaign
Course_of_action
Exploit_target
Incident

Identity
Intrusion_set
Malware
Report

Tool

Assets

Course of ActionCourse of Action

Event
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event.
event.
event.
event.
event.
event.
event.
event.
event.
event.
event.
event.
event.
event.
event.
event.
event.
event.
event.
event.
event.
event.
event.
event.
event.
event.
event.
event.
event.
event.
event.
event.
event.
event.
.Report
event.
event.

event

event

type_id

status
point_of_contact
title
happened_at
hash
description
deleted_at
deleted
sources_count
id

type
touched_at
created_at
updated_at
Sources
sources.dates=Y
Attributes
Indicators
Adversaries
Events
Attachments
Signatures
Investigations
Tasks

Campaign
Course_of_action
Exploit_target
Incident

Ttp
Attack_pattern
Identity
Intrusion_set
Malware

Tool
Vulnerability

.Tags
event.

Assets

Exploit TargetExploit Target

Identity

identity.value
identity.status_-id
identity.status

identity.

identity.type_id
identity.description

point_of_contact

ThreatQ User Guide
Version 5.26.0

147



THREA TQM Output Format Options

identity.contact_information
identity.deleted_at
identity.deleted
identity.sources_count
identity.sources.dates=Y
identity.id
identity.status
identity.type
identity.touched_at
identity.created_at
identity.updated_at
identity.Sources
identity.Attributes
identity.Indicators
identity.Adversaries
identity.Events
identity.Attachments
identity.Signatures
identity.Investigations
identity.Tasks
identity.Campaign
identity.Course_of_action
identity.Exploit_target
identity.Incident
identity.Ttp
identity.Attack_pattern
identity.Identity
identity.Intrusion_set
identity.Malware
identity.Report
identity.Tool
identity.Vulnerability
identity.Tags
identity.Assets

Incidentincident

Indicator

indicator.type_-id
indicator.status_1id
indicator.value
indicator.description
indicator.hash
indicator.last_detected_at
indicator.expires_at
indicator.expired_at
indicator.touched_at
indicator.deleted_at
indicator.deleted
indicator.sources_count
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indicator.sources.dates=Y

indicator.
indicator.
indicator.
indicator.
.whitelisted *
indicator.
indicator.
indicator.
indicator.
.Attributes
.Tags
.Assets

indicator

indicator
indicator
indicator

id

status

type
sincedeleted

score
created_at
updated_at
Sources

* Using the indicator.whitelisted=Y flag allows whitelisted indicators to be exported. It does not

filter indicators by the whitelisted status. For that option, use the

indicator.status=whitelistedflag. Additionally, to include only whitelisted indicators in your

export, you will need to use both flags:
indicator.status=Whitelisted&indicator.whitelisted=Y

Intrusion Set

intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.

value
status_did
status

point_of_contact

type_id
description
started_at
ended_at
deleted_at
deleted
sources_count

sources.dates=Y

id

status

type
touched_at
created_at
updated_at
Sources
Attributes
Indicators
Adversaries
Events
Attachments
Signatures

Investigations

Tasks
Campaign

Course_of_action
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intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.
intrusion_set.

Malware

malware.value

Exploit_target

Incident
Ttp

Attack_pattern

Identity
Intrusion_set
Malware
Report

Tool
Vulnerability
Tags

Assets

malware.status_1id

malware.status
malware.point_

of_contact

malware.type_id
malware.description
malware.deleted_at
malware.deleted
malware.sources_count
malware.sources.dates=Y

malware.id

malware.status

malware.type

malware.touched_at
malware.created_at
malware.updated_at
malware.Sources
malware.Attributes
malware.Indicators
malware.Adversaries

malware.Events

malware.Attachments
malware.Signatures
malware.Investigations

malware.Tasks

malware.Campaign
malware.Course_of_action
malware.Exploit_target
malware.Incident

malware.Ttp

malware.Attack_pattern
malware.Identity
malware.Intrusion_set
malware.Malware

malware.Report

malware.Tool
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malware.Vulnerability
malware.Tags
malware.Assets

Report

report

report

report

Signature

.value
report.
report.
report.
report.
report.
report.
report.
report.
report.
report.
report.
report.
report.
report.
report.
report.
.Attributes
report.
report.
report.
report.
report.
report.
report.
report.
report.
report.
report.
report.
report.
report.
report.
report.
report.
report.
Vulnerability
report.
report.

status_id
status
point_of_contact
type_id
description
deleted_at
deleted
sources_count
id

status

type

touched_at
created_at
updated_at
Sources
sources.dates=Y

Indicators
Adversaries
Events
Attachments
Signatures
Investigations
Tasks

Campaign
Course_of_action
Exploit_target
Incident

Ttp
Attack_pattern
Identity
Intrusion_set
Malware

Report

Tool

Tags
Assets
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signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.

description
hash
last_detected_at
name

status_id
touched_at
type_id

value
deleted_at
deleted
sources_count
id

status

type
created_at
updated_at
Sources
sources.dates=Y
Attributes
Indicators
Adversaries
Events
Attachments
Signatures
Investigations
Tasks

Campaign
Course_of_action
Exploit_target
Incident

Ttp
Attack_pattern
Identity
Intrusion_set
Malware

Report

Tool
Vulnerability
Tags

Assets

Tag

You can add parameters to the .Tags variable to filter exported objects based on the presence of all
specified tags (ex: &<object>.Tags=tagl,tag2,tag3) or the presence of at least one of the
specified tags (ex: &<object>.Tags=tagl|tag2|tag3)

Tool
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tool.value
tool.status_1id
tool.status
tool.point_of_contact
tool.type_id
tool.description
tool.deleted_at
tool.deleted
tool.sources_count
tool.sources.dates=Y
tool.1d

tool.status
tool.type
tool.touched_at
tool.created_at
tool.updated_at
tool.Sources
tool.Attributes
tool.Indicators
tool.Adversaries
tool.Events
tool.Attachments
tool.Signatures
tool.Investigations
tool.Tasks
tool.Campaign
tool.Course_of_action
tool.Exploit_target
tool.Incident
tool.Ttp
tool.Attack_pattern
tool.Identity
tool.Intrusion_set
tool.Malware
tool.Report
tool.Tool
tool.Vulnerability
tool.Tags

too.

TTP

ttp.
ttp.
ttp.
ttp.
ttp.
ttp.
ttp.
ttp.

Assets

value

status_1id

status
point_of_contact
type_id
description
deleted_at
deleted
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ttp.

sources_count

ttp.sources.dates=Y

ttp.id
ttp.status
ttp.type
ttp.touched_at
ttp.created_at
ttp.updated_at
ttp.Sources
ttp.Attributes
ttp.Indicators
ttp.Adversarie
ttp.Events
ttp.Attachment
ttp.Signatures
ttp.Investigat
ttp.Tasks
ttp.Campaign
ttp.Course_of_
ttp.Exploit_ta
ttp.Incident
ttp.Ttp
ttp.Attack_pat
ttp.Identity
ttp.Intrusion_
ttp.Malware
ttp.Report
ttp.Tool
ttp.Vulnerabil
ttp.Tags
ttp.Assets

Vulnerability

vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.

S
S

ions

action
rget

tern

set

ity

value

status_id
status
point_of_contact
type_id
description
deleted_at
deleted
sources_count
sources.dates=Y
id

status

type

touched_at
created_at
updated_at
Sources
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vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.

Attributes
Indicators
Adversaries
Events
Attachments
Signatures
Investigations
Tasks

Campaign
Course_of_action
Exploit_target
Incident

Ttp
Attack_pattern
Identity
Intrusion_set
Malware

Report

Too'l
Vulnerability
Tags

Assets

Adding Differential Flags

You can use a differential flag in the Special Parameters field to limit the output to new data. This
allows you to include only new data each time the export is run instead of exporting all data.

Include the following to limit exports to new data only:

differential=1

If you have multiple systems pulling from the same Export, each system should use a unique

differential value.

external system 1

https://{tg-host}/api/export/c2ab6df72e67ee13cef90f0e00981b62/?
token=npc6z01pFXwfHYb5tm51hMVKQJNYecTG& differential=1

external system 2

https://{tg-host}/api/export/c2ab6df72e67ee13cef90f0e00981b62/?
token=npc6z01pFXWfHYb5tm51hMVKQJNYecTG& differential=2
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Adding Parameters to the End of the URL

You can append the parameters listed above to the end of any export URL to achieve the same
results. However, you lose the option of having one place to manage what is being exported via that
export.

Using Logical Operators in Export Filters

You can configure exports to output objects matching filter conditions that use logical AND and OR
operators. Exports allow the following filters:

1. Searching using greater than, less than, or equal to
O Examples in special parameters string section:

indicator.score>=5

indicator.score<=5
O Examples in request URI:

&indicator.score=>=5

&indicator.score=<=8

2. Adding multiple criteria for a single field using an OR comparison

O Example in special parameters string section:
indicator.score=5&indicator.score=8

O Example in request URL:
&indicator.score[]=5&indicator.score[]=8

3. Adding multiple criteria for a single field using an AND comparison

O Example in special parameters string section:
indicator.score>=5&indicator.score<=8
O Example in request URI:

&indicator.score[]=>=5&indicator.score[]=<=8
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Output Format Template Field

You can use the template examples provided by ThreatQuotient as a baseline for your exports or you
can add your own export parameters to the Output Template field.

Inserting Variables

The Insert Variable button above the field allows you to select from a drop down list of variables
based on the object type included in the export. To insert a variable, click the location for the variable,
click the Insert Variable button, and select the variable from the dropdown list.

Template Format

This Output Format Template field allows you to control exactly how your data is printed out within an
export.

A\ When formatting your output template, you must wrap all of your declarations within a loop
as shown in the following example:
{foreach $data as $indicator}

Your variables go here

{/foreach}
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Output Format Templates

ThreatQuotient provides output format template examples that you can use as a starting point for a
new export. You can copy and paste these examples to the Output Format Template field and make
changes based on the data you want to export.

Export Template Examples by Object Type

Each of these examples includes the following placeholder text to clarify where you can add additional
variables to customize your export:

* Your variables go here

In addition, these examples include text labels to clarify the data included in the export. For example,
the output of the Indicators example, list of the name of each variable separated from the value by a
colon as in Type: IP Address.

1.33.5.232

ID: 1

Value: 1.33.5.232

Type: IP Address

Status: Active

Class: network

Description:

Score: 0

Hash: aS3afecBocdlaebafidld69daeacs5574d
Source Count: 1

Whitelisted: N

Last Detected At:

Created At: 2023-10-04 14:28:40
Updated At: 2023-10-04 14:28:41
Touched At: 2023=10=04 17:56:20
Since Deleted: Y

Deleted At:

Deleted: M

Adversaries Template

{foreach $data as $adversary}

ID: {Sadversary.id}

Name: {$adversary.name}

Created At: {Sadversary.created}
Updated At: {Sadversary.updated_at}
Deleted At: {$adversary.deleted_at}
Deleted: {$adversary.deleted}

{foreach $adversary.Descriptions item=description name=Descriptions}
Source: {$description.source}

Description: {$description.value}

{/foreach}
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Your variables go here

{/foreach}

Assets Template

{foreach $data as Sasset}

ID: {Sasset.id}

Name: {Sasset.value}

Status: {Sasset.status}

Point of Contact: {$asset.point_of_contact}
Created At: {$asset.created_at}

Updated At: {Sasset.updated_at}

Deleted At: {Sasset.deleted_at}

{foreach S$Sasset.Descriptions item=description name=Descriptions}
Source: {$description.source}

Description: {S$description.value}

{/foreach}

Your variables go here

{/foreach}

Attack Pattern Template

{foreach $data as S$attack_pattern}

ID: {Sattack_pattern.id}

Name: {S$attack_pattern.value}

Status: {Sattack_pattern.status}

Point of Contact: {$attack_pattern.point_of_contact}
Created At: {Sattack_pattern.created_at}

Updated At: {Sattack_pattern.updated_at}

Deleted At: {$attack_pattern.deleted_at}

{foreach S$Sattack_pattern.Descriptions item=description name=Descriptions}
Source: {$description.source}

Description: {$description.value}

{/foreach}

Your variables go here

{/foreach}
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Campaign Template

{foreach $data as $campaign}

ID: {$campaign.id}

Name: {S$campaign.value}

Status: {$campaign.status}

Point of Contact: {S$Scampaign.point_of_contact}
Objective: {$campaign.objective}
First Seen: {$campaign.started_at}
Last Seen: {$campaign.ended_at}
Created At: {$Scampaign.created_at}
Updated At: {$Scampaign.updated_at}
Deleted At: {S$campaign.deleted_at}

{foreach $campaign.Descriptions item=description name=Descriptions}
Source: {$description.source}

Description: {S$description.value}

{/foreach}

Your variables go here

{/foreach}

Course of Action Template

{foreach S$data as Scourse_of_action}

ID: {$Scourse_of_action.id}

Name: {Scourse_of_action.value}

Status: {Scourse_of_action.status}

Point of Contact: {$course_of_action.point_of_contact}
Created At: {Scourse_of_action.created_at}

Updated At: {$course_of_action.updated_at}

Deleted At: {Scourse_of_action.deleted_at}

{foreach $course_of_action.Descriptions item=description name=Descriptions}
Source: {S$description.source}

Description: {$description.value}

{/foreach?

Your variables go here

{/foreach?}
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Events Template

{foreach $data as S$event}

{$event.title} ID: {Sevent.id}

Title: {Sevent.title}

Type: {$event.type}

Status: {Sevent.status}

Point of Contact: {$event.point_of_contact}
Happened: {$event.happened_at}

Created At: {Sevent.created}

Updated At: {S$event.updated_at}

Deleted At: {Sevent.deleted_at}

Deleted: {Sevent.deleted}

{foreach S$event.Descriptions item=description name=Descriptions}
Source: {$description.source}

Description: {$description.value}

{/foreach}

Your variables go here

{/foreach}

Exploit Target Template

{foreach $data as S$exploit_target}

ID: {Sexploit_target.id}

Name: {$exploit_target.value}

Status: {Sexploit_target.status}

Point of Contact: {$exploit_target.point_of_contact}
Created At: {S$exploit_target.created_at}

Updated At: {$exploit_target.updated_at}

Deleted At: {$exploit_target.deleted_at}

{foreach Sexploit_target.Descriptions item=description name=Descriptions}
Source: {S$description.source}

Description: {$description.value}
{/foreach?

Your variables go here

{/foreach?}
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Identity Template

{foreach $data as S$identity}

ID: {S$identity.id}

Name: {$identity.value}

Status: {$identity.status}

Point of Contact: {$identity.point_of_contact}
Contact Information: {$identity.contact_information}
Created At: {$identity.created_at}

Updated At: {$identity.updated_at}

Deleted At: {$identity.deleted_at}

{foreach $identity.Descriptions item=description name=Descriptions}
Source: {$description.source}

Description: {S$description.value}

{/foreach}

Your variables go here

{/foreach}

Indicators Template

{foreach S$data as S$indicator}

{$indicator.value}

ID: {$indicator.id}

Value: {S$indicator.value}

Type: {$indicator.type}

Status: {$indicator.status}

Class: {S$indicator.class}

Score: {$indicator.score}

Hash: {S$indicator.hash}

Source Count: {$indicator.sources_count}
Whitelisted: {$indicator.whitelisted}
Last Detected At: {S$indicator.last_detected_at}
Created At: {$indicator.created_at}
Updated At: {$indicator.updated_at}
Since Deleted: {$indicator.sincedeleted}
Deleted At: {$indicator.deleted_at}
Deleted: {S$indicator.deleted}

{foreach $indicator.Descriptions item=description name=Descriptions}
Source: {$description.source}

Description: {$description.value}

{/foreach?}
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Your variables go here

{/foreach?}

Intrusion Set Template

{foreach $data as S$intrusion_set}

ID: {$intrusion_set.id}

Name: {$intrusion_set.value}

Status: {$intrusion_set.status}

Point of Contact: {$intrusion_set.point_of_contact}
First Seen: {$intrusion_set.started_at}

Last Seen: {$intrusion_set.ended_at}

Created At: {$intrusion_set.created_at}

Updated At: {$intrusion_set.updated_at}

Deleted At: {Sintrusion_set.deleted_at}

{foreach S$intrusion_set.Descriptions item=description name=Descriptions}
Source: {$description.source}

Description: {S$description.value}

{/foreach}

Your variables go here

{/foreach}

Malware Template

{foreach $data as $malware}

ID: {S$malware.id}

Name: {$malware.value}

Status: {$malware.status}

Point of Contact: {$malware.point_of_contact}
Created At: {$malware.created_at}

Updated At: {$malware.updated_at}

Deleted At: {Smalware.deleted_at}

{foreach $malware.Descriptions item=description name=Descriptions}
Source: {$description.source}

Description: {$description.value}

{/foreach}

Your variables go here

{/foreach}

ThreatQ User Guide

Version 5.26.0 163



THREA TQM Output Format Templates

Report Template

{foreach $data as S$report}

ID: {Sreport.id}

Name: {$report.value}

Status: {S$Sreport.status?}

Point of Contact: {$report.point_of_contact}
Created At: {S$report.created_at}

Updated At: {S$report.updated_at}

Deleted At: {$report.deleted_at}

{foreach S$report.Descriptions item=description name=Descriptions}
Source: {$description.source}

Description: {S$description.value}

{/foreach}

Your variables go here

{/foreach}

Signatures Template

{foreach $data as $signature}

{$signature.name}

ID: {S$signature.id}

Name: {$signature.name}

Value: {$signature.value}

Type: {$signature.type}

Status: {$signature.status}

Hash: {S$signature.hash}

Detected At: {$signature.last_detected_at}
Created At: {$signature.created}
Updated At: {$signature.updated_at}
Deleted At: {$signature.deleted_at}
Deleted: {$signature.deleted}

{foreach $signature.Descriptions item=description name=Descriptions}
Source: {S$description.source}

Description: {$description.value}
{/foreach?

Your variables go here

{/foreach?}
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Tool Template

{foreach S$data as S$tool}

ID: {$tool.id}

Name: {Stool.value}

Status: {Stool.status}

Point of Contact: {$tool.point_of_contact}
Created At: {$tool.created_at}

Updated At: {$tool.updated_at}

Deleted At: {Stool.deleted_at}

{foreach $tool.Descriptions item=description name=Descriptions}
Source: {$description.source}

Description: {S$description.value}

{/foreach}

Your variables go here

{/foreach}

TTP Template

{foreach $data as S$ttp}

ID: {S$ttp.id}

Name: {S$ttp.value}

Status: {$ttp.status?}

Point of Contact: {$ttp.point_of_contact}
Created At: {$ttp.created_at}

Updated At: {$ttp.updated_at}

Deleted At: {$Sttp.deleted_at}

{foreach $ttp.Descriptions item=description name=Descriptions}
Source: {S$description.source}

Description: {$description.value}

{/foreach?

Your variables go here

{/foreach?

Vulnerability Template

{foreach $data as S$vulnerability}
ID: {Svulnerability.id}
Name: {$vulnerability.value}
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Status: {Svulnerability.status}

Point of Contact: {$vulnerability.point_of_contact}
Created At: {S$vulnerability.created_at}

Updated At: {S$vulnerability.updated_at}

Deleted At: {$vulnerability.deleted_at}

{foreach Svulnerability.Descriptions item=description name=Descriptions}
Source: {$description.source}

Description: {Sdescription.value}

{/foreach}

Your variables go here

{/foreach}

Template Variables

The following is a list of commonly used Adversary and Indicator variables that you can add to the
above template examples to expand the data included in an export.

Adversary Examples

Adversary Variable

{foreach S$Sadversary.Adversaries item=adversary name=Adversaries}
Name: {$adversary.name}

Value: {$adversary.value}

{/foreach}

Attachment Variable

{foreach S$adversary.Attachments item=attachment name=Attachments}
Name: {Sattachment.name}

Value: {Sattachment.value}

{/foreach}

Attribute Variable

{foreach S$Sadversary.Attributes item=attribute name=Attributes}
Name: {Sattribute.name}

Value: {Sattribute.value}

{/foreach}

Event Variable
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{foreach S$Sadversary.Events item=event name=Events}
Name: {Sevent.name}

Value: {Sevent.value}

{/foreach}

Indicator Variable

{foreach $adversary.Indicators item=indicator name=Indicators}
Name: {S$indicator.name}

Value: {S$indicator.value}

{/foreach}

Investigation Variable

{foreach S$adversary.Investigations item=investigation name=Investigations}
Name: {S$investigation.name}

Value: {$investigation.value}

{/foreach}

Signature Variable

{foreach $adversary.Signatures item=signature name=Signatures}
Name: {S$signature.name}

Value: {$signature.value}

{/foreach}

Source Variable

{foreach $Sadversary.Sources item=source name=Sources}{$source.value} {if !
empty($source.tlp)} ({S$Ssource.tlp}){/if}
{/foreach?}

Tag Variable

{foreach $adversary.Tags as $tag item=Tags name=Tags}
Value: {$tag}
{/foreach}}

Task Variable

{foreach $adversary.Tasks item=task name=Tasks}
Name: {Stask.name}

Value: {stask.value}

{/foreach}
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Indicator Examples

Adversary Variable

{foreach $indicator.Adversaries item=adversary name=Adversaries}
Name: {$adversary.name}

Value: {$adversary.value}

{/foreach}

Attachment Variable

{foreach $indicator.Attachments item=attachment name=Attachments}
Name: {Sattachment.name}

Value: {Sattachment.value}

{/foreach}

Attack Pattern Variable

{foreach $indicator.Attack_pattern item=attack_pattern name=Attack_pattern}
Name: {$attack_pattern.name}

Value: {$attack_pattern.value}

{/foreach}

Campaign Variable

{foreach $indicator.Campaign 1item=campaign name=Campaign}
Name: {$campaign.name}

Value: {$campaign.value}

{/foreach}

Course of Action Variable

{foreach $indicator.Course_of_action item=course_of_action
name=Course_of_action}

Name: {Scourse_of_action.name}

Value: {Scourse_of_action.value}

{/foreach}

Event Variable

{foreach $indicator.Events item=event name=Events}
Name: {Sevent.name}

Value: {Sevent.value}

{/foreach}

Exploit Target Variable
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{foreach $indicator.Exploit_Targets item=exploit_target
name=Exploit_Target}

Name: {S$exploit_target.name}

Value: {$exploit_target.value}

{/foreach}

Identity Variable

{foreach $indicator.Identity item=identity name=Identity}
Name: {$identity.name}

Value: {$identity.value}

{/foreach}

Incident Variable

{foreach $indicator.Incident item=incident name=Incident}
Name: {$incident.name}

Value: {S$incident.value}

{/foreach?}

Indicator Variable

{foreach $indicator.Indicators item=indicator name=Indicators}
Name: {$indicator.name}

Value: {$indicator.value}

{/foreach}

Intrusion Set Variable

{foreach $indicator.Intrusion_set item=intrusion_set name=Intrusion_set}
Name: {S$intrusion_set.name}

Value: {Sintrusion_set.value}

{/foreach?}

Investigation Variable

{foreach $indicator.Investigations item=investigation name=Investigations}
Name: {$investigation.name}

Value: {$investigation.value}

{/foreach}

Malware Variable

{foreach $indicator.Malware 1item=malware name=Malware}
Name: {S$Smalware.name}

Value: {S$Smalware.value}

{/foreach}
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Report Variable

{foreach $indicator.Report item=report name=Report}
Name: {S$report.name}

Value: {$report.value}

{/foreach?}

Signature Variable

{foreach $indicator.Signatures item=signature name=Signatures}
Name: {S$signature.name}

Value: {$signature.value}

{/foreach}

Task Variable

{foreach $indicator.Tasks item=task name=Tasks}
Name: {Stask.name}

Value: {stask.value}

{/foreach}

Tool Variable

{foreach $indicator.Tool item=tool name=Tool}
Name: {S$tool.name}

Value: {S$tool.value}

{/foreach}

TTP Variable

{foreach $indicator.Ttp item=ttp name=Ttp}
Name: {$ttp.name}

Value: {$ttp.value}

{/foreach}

Vulnerability Variable

{foreach $indicator.Vulnerability item=vulnerability name=Vulnerability}
Name: {$vulnerability.name}

Value: {$vulnerability.value}

{/foreach}
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Specific Indicator Export Configurations

ThreatQuotient provides several guides with instructions on how to export specific Indicators for use
with an external threat detection system. These guides, available in both web and PDF format, can be

found under the ThreatQ Integrations section of the Help Center.

ThreatQ User Guide 171
Version 5.26.0



THREAT() /™

About Integrations Management

Integrations Management

About Integrations Management

The ThreatQ platform allows you install, manage and remove integrations from the My Integrations
page.
Topics in this section include:

TOPIC

Integration Types

About My
Integrations

Adding an Integration

Adding A STIX/TAXII
Feed

Configuring an
Integration

Triggering a Manual
Run

Running an
Operation

Activity Logs (feeds)

Removing an
Integration

DESCRIPTION

Learn about the different types of integration available for the ThreatQ
platform.

Learn about managing your installed integrations from the My
Integrations page.

Learn how to add a new integration to your ThreatQ instance.

Learn how to add a new STIX/TAXII feed to your ThreatQ instance.

Learn to configure and enable your installed integrations.

Learn how to trigger a manual run for your installed CDF integrations.

Learn how to run an operation against a ThreatQ system object.

Learn about your CDF runs by viewing the Activity Log.

Learn how to disable or remove unwanted integrations from your
ThreatQ instance.
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Integration Types

ThreatQ integrations include Actions, Apps, Configuration-Driven Feeds (CDFs), Custom Connectors,
and Operations . This topic will highlight specific information about each type of integration.

Actions

ThreatQ Actions are YAML snippets, utilized by ThreatQ TDR, that you can use to build custom
workflows to enrich the data in a specified data collection. See the ThreatQ TDR Orchestrator
(TQO) section for more information.

Apps

ThreatQ Apps are designed to operate outside of the ThreatQ platform. The app communicates with
third-party applications, such as QRadar and Splunk, and executes user-defined actions. This can
result in information being push to and from the third-party application and your ThreatQ instance.
Threat intelligence information from these actions can then be ingested back into ThreatQ.

Configuration-Driven Feeds (CDFs)

ThreatQ Configuration-Driven Feeds, CDFs, utilize one or more threat intelligence endpoints for a
provider. You can configure what type of information and how you will ingest it into the ThreatQ
platform. CDFs fall under one of two categories on the ThreatQ My Integrations page:

+ Commercial - Commercial CDFs are provided by paid feed providers as a service. To enable
these integrations in ThreatQ, you will need an API ID or API Key from the provider. Commercial
CDFs typically provide highly contextual threat intelligence data. You can learn more about
available CDFs on the ThreatQ Marketplace.

+ OSINT - OSINT CDFs are open source threat intelligence feeds. Open source feeds are free to
use, but some may require you to register with the feed provider to attain an API Key.

ﬂ\ CDFs override indicator statuses to the default status defined in the CDF and override
signature statuses to a default value of Active.

Custom Connectors

ThreatQ Custom Connectors are driven by ThreatQuotient's Threat Intelligence Services Team

and provides a solution for data ingestion that is not provided by existing CDFs available on the
ThreatQ Marketplace.

Custom Connectors are typically installed via the command line interface and usually require a CRON
job to be created to manage connector runs.

Once installed, Custom Connectors are located under the Labs category dropdown on the My
Integrations page.
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Operations

ThreatQ Operations enhance your threat intelligence data by allowing you to add attributes, as well as
related indicators, from third party security services, both commercial and open source. You
accomplish this by creating objects to connect to a desired service, receive threat intelligence, and
display that threat intelligence in ThreatQ.

Installed operation will appear under the Operations option for the Type dropdown in the My
Integration filters. You can execute operations from a threat object's details page - see the Running
an Operation topic for more details.
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About My Integrations

ThreatQuotient does not issue API keys for third-party vendors. Contact the specific vendor
to obtain APl keys and other integrated-related credentials.

The My Integrations page allows you to add, remove, and configure feeds, actions, custom

connectors, and operations that you have downloaded from the ThreatQ Marketplace or are seeded
in ThreatQ.

My Integrations [ coremone | oserme g |
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o
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Accessing My Integrations

1. Navigate to your ThreatQ instance.
2. Click the Integrations option in the main navigation and select one of the following options:

5% Integrations pay Orchestrator

Marketplace

My Integrations:

Actions

Intelligence Feeds & Connectors

Operations

MENU OPTION DETAILS

ThreatQ User Guide 175
Version 5.26.0



THREAT() /™

About My Integrations

Marketplace

My Integrations

Opens the My Integrations page.

Opens the ThreatQ Marketplace in a new tab.

Actions Opens the My Integrations page filtered to only display

actions.

Intelligence Feeds &
Connectors

Operations

Opens the My Integrations page filtered to only display feeds
and connectors.

Opens the My Integrations page filtered to only display
operations.

The My Integrations page loads and defaults to the All tab which lists all integrations currently
installed on your platform, both enabled and disabled.

My Integrations
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There are several filters available that allow you to narrow down your integrations. The platform will
remember your filter selections for the duration of your session. These filters include:

ThreatQ User Guide
Version 5.26.0

176



THREA TQM About My Integrations

FILTER DETAILS
Keyword Filter the integrations list by keyword.
Type Filter the integrations list by integration type. Options include:
+ Actions

* Intelligence Feeds and Connectors
+ Operations
< All

Category Filter the list by the category of integration:

+ OSINT - OSINT feeds are open source threat intelligence feeds. Open
source feeds are free to use, but some may require you to register with the
feed provider to attain an API Key.

+ Commercial - Commercial feeds are provided by paid feed providers as a
service. To enable these feeds in ThreatQ, you will need an API ID or API
Key from the provider. Commercial feeds typically provide highly
contextual threat intelligence data. You can learn more about these feeds
on their vendor's websites.

+ STIX TAXII - STIX stands for Standard Threat Information Expression, it is
an emerging standard for the sharing of machine readable intelligence and
incident data. A STIX package is an XML document that can contain many
indicators and related context information. For the automated sharing of
STIX packages, a protocol called TAXII (Trusted Automated eXchange of
Indicator Information) is used to provide a feed to consumers.

+ Labs - Labs are driven by ThreatQuotient's Threat Intelligence Services
Team. Labs feeds provide a solution for data ingestion that is not provided
by the feeds pre-configured with the ThreatQ platform. You should inquire
with a Threat Intelligence Engineer to see what Labs are available.

Status Filter the list of installed integrations by status: enabled or disabled. A count of
(All/ integrations appears next to each tab and reflects any filter that is selected.
Enabled/

Disabled ﬂ The All tab, which displays both enabled and disabled integrations, is
tabs) selected by default.

Clear Clears the current search filters that are currently in use.
Search
Filters
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Adding an Integration

ﬂ\ ThreatQuotient does not issue API keys for third-party vendors. Contact the specific vendor
to obtain APl keys and other integrated-related credentials.

The steps for upgrading an integration are the same as adding a new integration. You can use the
steps below to install CDFs (.yml) and Operations (.whl). Steps for installing TQO Actions differ slightly
in that you can install using a zip file (actions are the only integration type that can be installed by
uploading a zip file) - see the Installing an Action topic in the ThreatQ Orchestrator guide for more
details. Custom connectors and Apps can not be installed using the method described below (Ul
install) - see the individual user guide for installation steps.

1. Log into https://marketplace.threatg.com.
2. Locate and download the desired integration file.

ﬂ\ CDF or Operation downloads that are in a zip format indicate that additional
dependencies, other than the standard whl or yaml, are required. Extract the files
from the zip and refer to the integration's individual guide on how to install them.

3. Navigate to My Integrations page on your ThreatQ instance.
4. Click the Add New Integration button.

The Add New Integration dialog box opens with the Add New Integration option selected by
default.
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Add New Integration

Add New Integration Add New TAXII Feed

Some integrations (connectors) aren't able to be installed using this interface. If you're unsure,
please refer to the Help Center documentation for your integration.

Drag your integration package here or

click to browse

Supported files include: yaml, whi, zip

5. Upload the integration file using one of the following methods:
O Drag and drop the integration file into the dialog box
O Select the click to browse link to locate the integration file on your local machine

A\ For CDFs, you will upload the yaml file only. For Operations, you will upload the whi
file only. Custom connectors, which are typically in a whl format, can not be installed
using the Ul and require installation via CLI. TQO Actions are the only integrations
that support installation using the zip format - see the Installing an Action topic in the
ThreatQ Orchestrator guide for more details.

If the ThreatQ Marketplace download for a CDF or Operation is in zip format, that
indicates that a separate dependency or custom object is required by the integration
and therefor was included in the download. These additional files cannot be installed
via the Ul uploader nor can you upload the zip file to install. See the integration's user
guide for steps on how to install these additional files.
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ﬂ If the integration already exists on the platform, ThreatQ informs you and requires
user confirmation before proceeding. If the new version of the integration contains
changes to the user configuration and requires user confirmation before overwriting
the existing configuration.

6. If the integration file contains multiple feeds, you are prompted to select which feeds to install.
Select the feeds to include and click Install.

Add New Feed

& 8 feeds have been found.

Select the feeds you'd like to install;

abuse.ch Feodo Tracker Botnet C2 Blocklist

Q

abuse.ch Feodo Tracker Malware Hashses

Q

abuse.ch SSLBL IP Blocklist

Q|

abuse.ch SSLBL Response Policy Zones (RPZ)

&

abuse.ch 55LBL S5L Blacklist

®

abuse.ch URLhaus Database Dump

Q|

abuse.ch URLhaus Plain-Text URL List

a

abuse.ch URLhaus Response Policy Zones

7. When the install is complete, you must configure and enable the integration before it can be
used.
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| ﬂ Actions will automatically be enabled upon install/upgrade.
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Adding A STIX/TAXII Feed

ﬁ ThreatQuotient does not issue API keys for third-party vendors. Contact the specific vendor
to obtain APl keys and other integrated-related credentials.

From the My Integrations page:
1. Click the Add New Integration button.
The Add New Integration dialog box opens with the Add New Integration option select by
default.

Add New Integration

Add New Integration Add New TAXI Feed

Some integrations (connectors) aren't able to be installed using this interface. If you're unsure,
please refer to the Help Center documentation for your integration.

Drag your integration package here or

click to browse

Supported files include: yaml, whl, zip

2. Click the Add New TAXII Feed option.
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The Add New TAXII Feed form is displayed.

Add Mew Integration ®

Aalil P e i Akl M TAXI Pl
| What weowld you like to name this feed? |
= i o ity el o Mion 10 Pl et cata frgem this Ted ) oo
I Every o I
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Login Credentials (if applicable)

Gamc ArSaTiC BHON LNEITaeTS

Certificates/Keys (if applicable)
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Private Koy
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3. Complete the following fields:

FIELD INSTRUCTIONS
What would you like to name Enter the feed name to be displayed throughout
this feed? ThreatQ. The name must be at least five characters
long.

It does not need to match the Collection Name.

How often would you like to Choose Every Hour or Every Day.
pull new data from this feed?

TAXII Connection Settings

TAXII Server Version Options include: 1.0, 1.1, 2.0.
This field is required.

Discovery URL This is where the TAXII server can be reached.
This field is required.

Poll URL An optional URL that specifies a specific endpoint on
the TAXII Server to poll for data.

Collection Name/Title The name of the collection of data in the feed you will
access.
This field is required.

Login Credentials

Username If required, enter a username for the feed.

Password If required, enter a password.

Certificates/Keys

Certificate If required, enter a certificate if required for the feed.

Private Key If required, enter a private key if required for the feed.
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FIELD INSTRUCTIONS

Server Authentication

Verify SSL Leave the checkbox checked to require that the
TAXII client verify the provider's SSL certificate.

Host CA Certificate Bundle The provider's CA Certificate used to verify SSL.
The Host CA Certificate Bundle will not be honored if

the Verify SSL option is not selected.

4. Click Add TAXII Feed.
The TAXII/STIX feed is added to the Integrations page. You must configure and enable the
integration before it can be used.
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Configuring an Integration

The integration must already be installed in order to access its configuration. See the Adding an
Integration topic for more details.

ﬂ Configuration parameters will differ based on individual integrations. See the individual
integration's user guide for configuration and other requirements. Additionally, certain
configuration options in the ThreatQ Ul will be available for certain types of integrations.
Example: The Run Frequency option will only be accessible for CDFs.

From the My Integrations page:
1. Locate and click the integration to load its details page.

¢ MITRE PRE-ATT&CK

Additional Infermation
Integration Type: Feed

Wersion: 1.0.0

The integration details page displays and lists the following:

O Integration Information - details such as the author, required ThreatQ version and

targeted object types.
O Configuration Tab - Integration-specific configuration parameters for the integration.
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O Activity Log tab - Display run information such as time stamps, data ingested, and any
error messages. The Activity Log on this page only applies to CDFs.
2. Enter the required configuration parameters for your integration in the Configuration Tab.
These configuration parameters will differ based on the integration. See the individual
integration's user guide for more information.

Any configurations set on this form for an Action will be applied by default when adding a
new instance of the action to an orchestration workflow. If you edited an action's

configuration fields in a specific workflow's view, those settings will honored instead for
that specific workflow.

3. Select a Run Frequency for the integration (CDFs only).
Periodic Options

SELECTION DESCRIPTION
Hourly Run the integration every hour.
Every 6 Hours Run the integration every six hours.

Every 24 Hours Run the integration every day.

Every 2 Days Run the integration every two days.
Every 14 Days Run the integration every two weeks.
Every 30 Days Run the integration every month.

Schedule Options

SELECTION DESCRIPTION

Daily Allows you to run the integration at a specific time every day.

Weekly Allows you to run the integration at a specific time, on a specific day,
every week.

4. Select a default Status if the integration ingests indicator or signature types.

ﬂ\ This configuration option will only be available if the integration ingests indicator or
signature types.
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5. Enable or disable Feed Health Notifications (CDFs only) for the integration. Feed Health
Notifications allow the ThreatQ application to send you, and other designated users, email and
in-app notifications when a feed encounters an issue.

The in-app notifications appear in Notification Center for users with an administrator or
maintenance account. These notifications include a link that redirects you to the Activity Log tab
on the configuration page for the integration.

NOTIFICATION CENTER MARK ALL AS READ

SYSTEM NOTIFICATION

A hlienvault 01X has encountered errors

2 hours ago

rday ~

The emails contain useful information such as connection information, data ingested, and an
ingestion summary.

THREATQ 3

NOTICE

Your incoming feed, MITRE Enterprise ATT&CK, has encountered errors.
Feed run details are below.

Details

Connection Information
Run Started: 09/09/2019 02:11pm

Response Received
09/09/2019 02:11pm

Data Ingested
Run Completed: N/A

Ingestion Summary

Feed run was terminated (user demand or process shutdown)

HELP CENTER - SUPPORT

Copyright © 2019, ThreatQuotient, Inc. All Rights Reserved.

ﬂ See the Notifications topic for more information.

6. Enable or disable the Debug option (for CDFs only) - The Debug Option checkbox gives you the
option to save raw data response files for troubleshooting purposes. Since this option uses a
large amount of disk space, it defaults to unchecked. We recommend temporarily enabling the
option when you are troubleshooting a feed issue.

7. Click Save.
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8. Click the Enable/Disable toggle switch to enable the integration.

If the integration is a CDF, a run will be start automatically after the integration is
enabled.
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Triggering a Manual Run

The steps provided below are for performing manual runs for a CDF. See the Managing
Workflows section of the ThreatQ Orchestrator TDR guide for steps on performing manual runs for

CDWs.

ﬂ Not every CDF integration allows you to perform a manual run. If your CDF does not
support manual runs, the Run Integration option will not load on the integration's details

page.

From the My Integrations page:
1. Locate and click the integration to load its details page.

< MITRE PRE-ATT&CK

Configuration Activity Log

Activity Log Details

Scheduled Run
11022020 10:00pm

@) Enabvled

Run Integration

Uninstall

Additlonal Information
Integration Type: Feed
Version: 1.0.0

ﬂ To locate an integration, you can filter the list by keyword, integration category, and/or
status (enabled or disabled).

2. Confirm that the integration is enabled.
3. Click the Run Integration button located beneath Enable/Disable toggle switch.
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ﬂ If the Run Integration button is not visible, the integration does not support manual
runs.

The Trigger Manual Run window will be displayed.

9 The Start and End dates will tell the ThreatQ platform to pull new and updated
information published by the feed provider for that time range.

Trigger Manual Run

— atart Uate

October

— End Date

October

ﬂ Some feeds only support a Start Date.

Trigger Manual Run

— Time — Timie fone

— Start Date

October - iz = 2020 - 03:45 PM O uTc -

NOTE:

This feed only supparts a Start Date for manual runs and will use the current time as the End Date.

4. Enter values into the Start and End Date fields and click the Queue Run button.
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Running an Operation

The following steps may differ based on the individual operation. See the operation’s individual user
guide for specific details.

Operations are designed to work with specific object types and sub-types. The operation's details
page provides you with a list of object types that work with the operation.

¢ Emerging Threats

Disabied (_JP

Acditional Informaticn

Integratien Type: Operation

Author: Threald

1. Navigate to the Threat Library and locate a system object your operation works with.
2. Click the object to access its details page.
3. Scroll to the Operations pane on the details page.
You can also click the Operations heading located in the left-hand menu to jump to the
operations pane.
4. Expand the Operations pane by clicking the plus sign (+).

}:’ QOperations
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5. Click the arrow next to the Select An Operation field.
ﬁ Qperations

{;] Domaim Tools: Envict
E Emerping Threats 1= int
WirusTatal: fepor

#  Paduies Totall Dl

6. From this field you can:

O Browse a list of all available operations.

O Type the full or partial operation name in the Search field.
7. Click on an operation.

ﬂ Applicable configuration parameters are displayed below the operation name. After
you update these fields, click the Run button to run the operation. If there are no
configuration parameters for the operation, the operation will run automatically.
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Activity Logs (feeds)

The Activity Log provides you with details regarding recent runs performed by a CDF integration.

Configuration

Activity Log Details =

Scheduled Run Completed L

OAS/2030 0521 3pm:

Scheduled Run Completed ¥

VOAI2020 051 3pe

Scheduled Run Completed r

Scheduled Run Completed L

2020 051 3pm

Scheduled Run Ak Completed with errors J
The Log Details section displays run details that include:

LOG DATA DETAILS

Type of Run Whether the run was scheduled or triggered manually.

Date and Time When the run, data and time, was initiated.

Outcome Whether the run completed successfully or if it encountered errors.
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You can click on the arrow icon next to the output to view run details such as an ingestion summary of
objects ingested, download files (stored files), and additional timestamps regarding the run.

Configuratian

(]

Activity Log Details

Scheduled Run Completed -

/3000 05:25pm

Data Requested Response Recelved Data Ingested

Run Scamed: 10080 0.0 % X50m OO o) s 2 Spim Completed: | WFOAIDI0 05 Iopm,
Query Range Stored Files Ingestion Summary
After 10/07/2020 05:25pm Download 2 files ) 25 Adversaries

Password: threat
3 ) 522 adversary Atmributes

& 1892 Attack Pattern

ATtributes
FIELD DESCRIPTION
Run Started The timestamp of when the run was initiated.
Response The timestamp when the feed endpoint responded.
Received
Data Ingested The timestamp when the run was completed and intel data was
ingested.
Query Range The time frame for the data ingested.
Store Files Zipped password-locked file(s) of the ingested data.
Ingested A summary of ingested object types.
Summary

Accessing a CDF's Activity Log

You can access CDF's activity log from the My Integrations page.
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1. Locate and click on the integration to load its details page.
The integration details page will load.

Configuration Activity Log

]

Activity Log Details

Scheduled Run & Completed ¥
VOM5/2020 05:13pm

Scheduled Run & Completed b
10472020 05:13pm

Schedubed Run & Completed J
10MA/2029 05:13pm

Scheduled Run & Completed 4
1022020 0521 3pm

Scheduled Run A\ Completed with errors *

2. Select the Activity Log tab if not already selected.
3. Click on the arrow icon located next to a run’s outcome status to view additional details
regarding the run.

Configuration Mctivity Log

Activity Log Details

(]

Scheduled Run @ Completed -
N0E/2020 O5:Fipm

a Data Requested a Response Recelved a Data Ingested
Run SEamed; 1SR T000 5 250m 1 WD) 05:25pm Completsd; HLANN 05 2pm
Query Range Stored Files Ingestion Summary
After 10/07/2020 05:25pm Download 2 files '0 25 Adversaries

Password: threatq 'B 522 Adversary Attributes

&) 1892 Attack Pattern
Artributes
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Removing an Integration

You can remove or disable an installed integration for the integration's details page. The key
difference between these two actions is that removing an integration removes the integration
from your instance (and Ul) while disabling an integration deactivates an integration.

ﬂ Neither action will affect the threat data that you have already ingested into your ThreatQ
instance.

Removing an Integration

Removing an integration will be remove the integration from the My Integrations Ul. You can also
disable an integration to deactivate it without completely removing the integration from your
instance.

From the My Integrations page:
1. Locate and click the integration to load its details page.

¢« MITRE PRE-ATT&CK

o>

satled (I

Additional Information
Integration Type: Feed

Versign: 1.0.0
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ﬂ To locate an integration, you can filter the list by keyword, integration category, and/or
status (enabled or disabled).

2. Click the Uninstall button located below the Enable/Disable toggle.
The Uninstall dialog box prompts you to confirm the uninstall selection.

Uninstall Feed X

Are you sure you want to uninstall AlienVault OTX?

Uninstall | Cance

3. Click Uninstall to confirm and remove the integration.

Disabling an Integration

Perform the following steps to disable an integration installed on your ThreatQ instance:

From the My Integrations page:
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1. Locate and click on the integration to load its details page.

< MITRE PRE-ATTE&CK

ALy LK
B Verify 551

Crizabled D

Additional Infermation O Disable Proxies

Integration Type: Feed
Wersion: 1.0.0

TS arieEs -

At -

Fun Frequency

Every 24 Hours -

B Send a nedification when this Teed ndouniens iSsues

O Debug Dption: Save the raw data respanse files

We recommend leaving this disabled unless oetively trochisskooring on lssee because it utilines @ Jor af disk
EOOCE.

2. Click the Enable/Disable toggle switch to disable the integration.
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Job Management

ﬂ\ The Job Management page is only accessible to users with Administrator or Maintenance
accounts.

The Job Management page allows you to view the status and outcome of Bulk Actions, Data Retention
Policies, and consume-generated attribute deletions. See the Bulk Actions and Data Retention Policy
sections for more details.

A process runs each day at 2 AM to archive user-initiated jobs 90 days after their creation date and
systeme-initiated jobs 365 days after their creation date. The archived jobs no longer display in the Job
Management page but are stored in a historical partition that can be queried.

Tips and Tricks

+ Click the refresh icon in the upper right corner to refresh the job information displayed.
+ Click a row to expand/collapse job details. The expanded/detailed view varies by job type:

JOB TYPE DETAILED VIEW INCLUDES...

Delete + Object Type
*+ Search Criteria
* Activity - Lists Start Time and Completed or Failed At timestamps
* Error Message

Update + Object Type
+ Search Criteria
+ Update - Attribute names displayed in this field are truncated after

Relationship fifty characters.

* Activity - Lists Start Time and Completed or Failed At timestamps

* Error Message
Retention + Data Collection - Lists the name of the Data Collection assigned to
Policy your Data Retention Policy.

+ Total Objects by Type - Lists the number of system objects deleted

by object type.

+ Activity - Lists Start Time and Completed or Failed At timestamps
System N/A
Change

ThreatQ User Guide

Version 5.26.0 200



THREA TQM Job Management

+ Bulk action jobs applied to a selected subset of objects list the following message in the Search
Criteria field: No search data to display.

Accessing the Job Management page:

1. Navigate to Settings £ >Job Management.
By default, the User Changes tab is displayed. This tab lists all bulk action jobs. Click the tab
corresponding to the job type you want to access.

Job Management ﬂ

e = OB TYR AUTHOR - TOTAL DBJICTS ETATI FURCINT COMPLETEL
21%

a3 Update threatg@threatg.com 121372023 S:46pm 4,445 Progress —
2%

a2 Relationship threatgé@threatg.com 12132023 dedbpm "
100%:

a2 Update threatg@threatq.com 122023 Sad4pm 1] Comphtted —_—
100%: |

& hip hreatgiit 0 £ 1 J _—
56 Delete threatgi@threatq.com 1232023 Sa3pm 1 Completed SEEEEE—

The Job Management page allows you to view the following details about Bulk Action, Data
Retention, and System Change jobs:

FIELD DESCRIPTION
Job ID The unique ID assigned to the job.
Job Type The job type of the Bulk Action such as Delete, Update, or Relationship. Data

Retention Policy jobs list a job type of Retention Policy. Attribute deletions
initiated by an integration update list a job type of System.

Author The user or integration that initiated the job.

Date The timestamp the job was created and queued.
Created

Total The total number of system objects included in the job.
Objects
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FIELD DESCRIPTION

Status The current status of the job including:

+ Created - The job has been queued.

* In Queue - The job is running.

+ Error - The job failed.

+ Waiting - The job is waiting for indexing to be complete. This only applies
to the Bulk Change process.
Completed - The job has completed.

Percent The Percent Completed column displays three indications of the job's progress:
Completed + A progress bar with the overall percentage completed.
+ A count of the number of objects that have been processed from the total
number of objects (e.g., 300 of 3,400).
* The estimated time remaining.

G\ If a data retention policy does not find any objects that match its
parameters and as a result did not delete any objects, its job details
display a Percent Completed value of 100% and 0 of O objects.

If a data retention policy does not delete any objects due to an error,
its job details display a Percent Completed value of 0% and 0 of X
objects.

)
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Licensing

Your ThreatQ deployment requires a license to initialize the platform. ThreatQ Support provides the
initial license and any subsequent licenses provided to maintain the platform. You apply the initial
ThreatQ license during first boot, as described in the Installation. Any subsequent license updates can
be applied in the ThreatQ user interface.

Access to additional ThreatQ products, such ThreatQ Investigations and ThreatQ Data Exchange, are
tied to your ThreatQ Platform (TQ) license. Adding these features will result in ThreatQ Support
issuing a new license to apply to your platform.

ﬂ\ ThreatQ licenses are not perpetual.

Managing Your ThreatQ License

You can view and update your ThreatQ license using the ThreatQ user interface.

Viewing License Status

1. Click on the Settings Edicon and select About.

The License information window loads. You can also view additional licensing-based ThreatQ

products, such as ThreatQ Investigations (TQI) and ThreatQ Data Exchange (TQX) - Publisher
license.

Version 4.44.1-911

REGISTERED TO

jhasslin

PLATFORM

Expires 02/18/2021 (in 271 days)

INVESTIGATIONS
Expires 02/18/2021 (in 21 days)

Update License

ThreatQ User Guide

Version 5.26.0 203



THREA TQM Licensing

Updating a License

If you receive a new license from Support, apply the new license by accessing the About page.

1. Click on the Settings Edicon and select About.
The License information window loads.

2. Select the Update License option.

Enter the new license key.

4. Click on Submit.

w
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Navigation Menu

The table below outlines the ThreatQ navigation menu and its related processes.

e o —

- S 4 5 gy D - ]
THREATG [T oands il Threat Librany & Investigations a5 Data Exchange 53 Integrations = Orchestrator
1

# NAME DESCRIPTION REFERENCES
1 ThreatQ Icon Clicking on the ThreatQ icon will navigate
you back to the home page and
dashboard.
2 Dashboards The Dashboards link in the top navigation About
bar allows you to access a drop-down list Dashboards
of your dashboards.
3 Threat Library ~ Access and search the Threat Library and A_bOUt Threat
view system object details. Library

About Building
Searches with

Filter Sets
About Object
Details
Bulk Actions
About Data
Controls
4 Investigations Navigates to ThreatQ Investigations (TQI), About.Thr‘eatQ
a cybersecurity situation room that Investigations
enables collaborative threat analysis,
investigation, and coordinated response.
5 Data Allows the bi-directional sharing of threat ThreatQ Data
Exchange intelligence across multiple ThreatQ Exchange
instances.
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#

10

11

NAME

Integrations

Orchestrator

Create Button

Search Icon

Message
Center Icon

Help Icon

DESCRIPTION

Allows you to access the Marketplace as
well as you integrations.

Opens the ThreatQuotient TDR
Orchestrator (TQO) which

includes enhanced automation, analysis
and reporting capabilities that accelerate
threat detection and response across
disparate systems.

Create system objects.

Perform a basic search for a system
object.

Receive in-app notifications of system job
processes such as Bulk Actions .

Administrator and Maintenance account
users will also receive feed health
notifications.

Click the Help icon to quickly access the
Help Center, Product Updates, Getting
Started Guides, and Video Demos. The
search field at the top of the menu also
gives you the option to search the Help
Center.

oukwnN =

REFERENCES

About
Integrations
Management

About TQO

Adversaries
About Events
Files

About Indicators
Signatures
About STIX

About Building
Searches with
Filter Sets

Notification
Center

Product Updates
Installation
Videos
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# NAME DESCRIPTION REFERENCES
12 Site Settings Allows you to manage your ThreatQ * About Exports
application settings as well as view * Job Management
your version and licenses. * About Object
Management
* Reports
+ Server

Administration
+ About System

Configuration
» About User

Management
+ Licensing
13 User Icon Access your user profile. 1. About User
Management
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Notifications

About Notifications

The ThreatQ Platform (TQ) offers platform-related alerts in the form of in-app notifications, via the
Notification Center, and feed health emails.

= Q A

NOTIFICATION CENTER MARK ALL AS READ

SYSTEM NOTIFICATION

A 'Malpedia YARA Bules' has encountered errors

SHOW MORE

In-app notifications include:

+ Bulk Actions updates

+ Data Retention Policy notifications
* Feed health alerts

+ Task assignment notifications

+ Sharing notifications

ﬂ Only users with Administrator and Maintenance roles receive in-app feed health alerts via
the Notification Center.

Administrators and Maintenance account users can subscribe users to Feed Health Email
Notifications . These users will receive an email when a feed encounters an error when preforming a
run.
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Feed Health Email Notifications

Feed Health Notifications allows the ThreatQ Platform (TQ) to send you, and other designated users,
email notifications when a Configuration Driven Feed (CDF) or Configuration Driven Workflow (CDW)
encounters an issue.

The emails, sent to users designated on the Notification Settings page, will contain useful information
such as connection information, data ingested, and an ingestion summary.

THREATQ 3

NOTICE

Your incoming feed, MITRE Enterprise ATT&CK, has encountered errors.
Feed run details are below.

Details

Connection Information
Run Started: 09/09/2019 02:11pm

Response Received
09/09/2019 02:11pm

Data Ingested
Run Completed: N/A

Ingestion Summary
Feed run was terminated (user demand or process shutdown)

HELP CENTER + SUPPORT

Copyright © 2018, ThreatQuotient, Inc. All Rights Reserved.

Configuring Mail Server

You must enter your mail server information on the Mail Server Configuration tab before enabling
Feed Health Notifications.

ﬂ\ In the event that you have completed the mail server configuration and are still not receiving
emails, your email provider may have marked the activity as suspicious. Some services, such
as Gmail, will require you to confirm the activity, via an email message, before allowing the
ThreatQ application to continue to use the server to send emails. A common symptom
found in the error log is that you will receive an “incorrect password” error. If you are certain
that the password you provided is correct, your mail service is likely blocking the service and
requires your confirmation to proceed.

To Configure Mail Server:
1. Click on the System Settings E] gear icon and select the Notification Settings option.
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The Notification Settings page loads.
THREATQ )  m ooy .-

Ld

Notification Settings

Feed Health Notifications

In App Notifications @O enabled
All users that are part of the Maintenance and Administrative Access groups will receive in-
app notifications rega fﬂll\g feed health,

Email Notifications Disabled D)

After enabling Feed Health Netifications, the accounts listed below will now receive system
and email natifications related to feed health

Enabled / Disable Per Feed -

@) abuse.ch Feodo Tracker Botnet C2 IP Blocklist
@O Alenvaun ot

o Bambenek Consulting - Geodo Master

2. Click on the Mail Server Configuration tab.

The Mail Server Configuration page loads.
THREATQ 3 if\ Threat Library A Investigations L Analytics

Notification Settings

Notification Management Mail Server Configuration

Connection Settings

Server Name
SSL Method - Port #
Username

Password i

Test Email

Destination Email Address

= Save and Send Test Email

3. Complete the following fields:

FIELD DESCRIPTION

Server Name The address of your mail server.
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FIELD DESCRIPTION

SSL Method The SSL method used. There are three options:

o SSL

o TLS

O None
Port # The mail server port.
User name The mail server account username.
Password The mail server account password.

4. Enter an email in the Test Email field and click Save and Send Test Email to confirm that the
settings are correct - this is optional. You will receive a setup confirmation email.

THREATQ 3

NOTICE

This email confirms that ThreatQ email notifications have been configured
successfully.
Go to notification center

HELP CENTER + SUPPORT

Copyright © 2019, ThreatQuotient, Inc. All Rights Reserved.

5. If you did not use the Save and Send Test Email option, click on Save Changes to save your
settings.

Enabling Feed Health Notifications

There are two different types of Feed Health Notifications that can be enabled on this page: In-App
and Email. While you can enter the email address for a user to receive Email Notifications, only users
with administrator and maintenance roles will receive In-App Notifications.

If using Email Notifications, the Mail Server Configuration tab must completed before you enable the
feature.
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ﬂ In the event that you have completed the mail server configuration and are still not receiving
emails, your email provider may have marked the activity as suspicious. Some services, such
as Gmail, will require you to confirm the activity, via an email message, before allowing the
ThreatQ application to continue to use the server to send emails. A common symptom
found in the error log is that you will receive an “incorrect password"” error. If you are certain
that the password you provided is correct, your mail service is likely blocking the service and
requires your confirmation to proceed.

To Enable Feed Health Notifications:
1. Click on the System Settings 3 gear icon and select the Notification Settings option.

The Notification Settings page loads.
IHREAI-G 3 i Threat Library S 5 L Analytics

Notification Settings

Mail Server Configuration

Feed Health Notifications

In App Notifications O enabled
All users that are part of the Maintenance and Administrative Access groups will receive in-
app notifications regarding feed health,

Email Netifications Disabled D)

After enabling Feed Health Notifications, the accounts listed below will now receive system
and email natifications related to feed health

Enabled / Disable Per Feed

@) abuse.ch Feodo Tracker Botnet C2 1P Blocklist
O Aienvaul oTx

o Bambenek Consulting - Geodo Master

2. Perform the following steps to enable email and in-app notifications:
« Enable In-App Feed Health Notifications
1. Click on the Enable toggle switch for In App Notifications.
* Enable Feed Health Email Notifications
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1. Enter an email address in the account field and press the <Enter> or <Return> key.
Feed Health MNotifications
In App Notifications @ Enabled
All users that are part of the Maintenance and Administrative Access groups will receive in-

app notifications regarding feed health,

Email Motifications Disabled ()

After enabling Feed Health Notifications, the accounts listed below will now receive system
and emall notifications related to feed health.

rechpubs@threatg.com Deeele

2. Click on the Enable toggle switch for Email Notifications.
3. Use the toggle switch next to each feed to enable/disable notifications for individual feeds.

THREATQ ) i ey

Notification Settings

wotification Management Mail Server Configuration

Feed Health Notifications

In App Notifications @ Enavled
All users that are part of the Maintenance and Administrative Access groups will receive in-
app natifications regarding feed health,

Email Notifications @ enabled

After enabling Feed Health Notifications, the accounts listed below will now receive system
and email notifications related 1o feed health.

techpubs@threatq.com Delete

Enabled / Disable Per Feed -
Q, Search
@D sbusech Feodo Tracker Botnet C2 1P Blotklist
@ menvault oTx

@0 Bambenek Consulting - Geodo Master

You can also enable/disable individual CDF feed notifications by clicking on the feed
under Integrations and checking/unchecking the notifications checkbox.
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Notification Center

The icon is located on the navigation menu for the platform. This allows you to monitor system
processes while working within ThreatQ.

The Notification Center alerts you, via an in-app notification icon, when a platform process, such as a
Bulk Actions job, has been queued and/or completed.

NOTIFICATION CENTER
[ Clear

SYSTEM NOTIFICATION

©  Bulk Status Job #1 queued. I

afew seconds ago

"

Administrator and maintenance accounts can also receive feed health notifications via the
Notification Center. See Enabling Feed Health Notifications section in the Feed Health Email

Notifications topic.

NOTIFICATION CENTER MARK ALL AS READ

SYSTEM NOTIFICATION

A Alienvault 0TX has encountered errors

2 hours ago
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Sharing Notifications

The ThreatQ Notification Center alerts you about data collection, dashboard, or investigation
permission changes that affect you. For instance, it notifies you when another user shares a data
collection, dashboard, or investigation with you or when a data collection, dashboard, or investigation
you own is shared with another user.

The following table describes the actions that trigger a sharing notification and the content of these
notifications. The data collection, dashboard, or investigation name included in a sharing notification
also includes a hyperlink to the corresponding object.

SCENARIO VIEWER EDITOR OWNER

A user shares a data
collection,
dashboard, or

investigation with You have been You have been

you. added as a adéed as an N/A
Editor to

Viewer to <Name>
<Name>

A user changes your
permissions to
editor or viewer.

A user changes your You have been assigned as the Owner of <Name>
permissions to
owner.

A data collection, N/A N/A <Name> has been
dashboard, or shared
investigation you

own has been

shared with another

user.

Your permissions to You have been removed from <Name> N/A
a data collection,

dashboard, or

investigation have

been removed.
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A user request N/A N/A
access to an

investigation via an

object details page.

User <User Name>
has requested
access to <Name>
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Object Management

About Object Management

The Object Management page consists of five tabs, Indicator Statuses, Indicator Types, Object
Statuses, Event Types, and Attribute Management. These tabs allow you to create and manage data
points used to enrich system objects.

Object Management A Ve Status

BESCEIPTION 2 FROTECT FROM FEED OVERRIDE TOTAL INDICATORS 2

Poses a threat and i being exported to
detection tools

Expired No longer poses a seriows threat

Assoclated to an acthve indicator or easent

Indiredt [Le, pOMS)

NN°Ne

R ey Requires further analysis

These tabs allow Maintenance and Admin users to work with:

SECTION DETAILS
Indicator Statuses Create and edit custom indicator statuses.
Indicator Types View your platform's indicator types.
Object Statuses Create and edit custom and seeded object statuses.
Event Types Create and edit custom event types.

Attribute Management Update attribute keys and values associated with system objects.
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Indicator Statuses Management

The Indicator Statuses page allows you to view, duplicate, add, edit, and delete available system-wide
indicator statuses. You cannot edit or delete indicator statuses provided by ThreatQ (Active, Expired,
Indirect, Review, Whitelisted), but you can add, edit, and delete your custom statuses.

Indicator Status Assignment

Multiple factors affect the indicators created from the relations on an individual object in a request.
When using APIl/Indicators/Consume, each individual object in the request JSON is an indicator, and
each indicator can have additional indicator relations stored under an indicators field in that object.
As a result, the status of an indicator depends on the configuration of the request JSON.

Indirect Indicator Status

When you set up a default status of Indirect, the system assigns this status to indicators in the
following scenarios:

+ Astatus or status_id field is not provided for the parent object.

+ Astatus or status ID is not provided for the additional indicator relations of the object.

* The JSON request body includes duplicate indicators and one of the duplicates has a default
status ID. If none of the duplicates has a default status ID, the system uses the status ID of the
last duplicate.

Currently, the Indirect Indicator status only applies to I0Cs related to a main indicator.

Protected Indicator Statuses

When doing insertions, ThreatQ determines if the indicator already exists and the Indicator status is a
protected status, If so, the system retains the status.

Viewing Indicator Statuses

1. Navigate to Settings 1> Object Management.
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The Object Management page opens to the Indicator Statuses tab.

Object Management Add ey Status
yigr il ar T
I VBT 5
Indicators with a spegific status, such as ‘Whitelisted, which wou may want (o prevent from being automatically updated 10 Active By a fesd
DESCRIPTION 2 FROTECT FROM FEED CVERRIDE TOTAL INDICATORS 2
" Poses a threa ] i5 being exported to
mlo detection to ()
Expired Mo longer poses a seriows threat {:‘
: Associated to an active indicator or event
IRdiredt e, pONS) 'C)
Review Requires further analysis {)

Statuses found within ThreatQ are listed by status, number, and description within the
Indicator Statuses table.

2. Optionally, to sort the table by a column, click the column header. To reverse the column
sorting order, click the header a second time.

Indicator Statuses Table Functions:

FUNCTION DESCRIPTION

Status Filter Enter a keyword in the text field to filter the table by status name. You can
click on the Statuses header to sort the table by alphabetical order.

Description Enter a keyword in the text field to filter the table by status description. You
Filter can click on the Description header to sort the table by alphabetical order.
Protect from Clicking on the toggle switch in this column will enable/disable the Protect
Feed Override from Feed Override option for that status. See the Suppressing Indicator

Status Updates section below for more details on this feature.

Total The number of indicators currently using the status. Clicking on the value
Indicators will open the Threat Library filtered to that status. Clicking on the Total
Indicators heading will sort the table in ascending/descending order.
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Indicator Statuses Management

Suppressing Indicator Status Updates

Enabling the Protect from Feed Override option for a status, prevents feeds from automatically
updating indicators with this status to another. Any status with a green toggle switch is currently
protected from status updates. Those with grey toggle switches are not.

Q Use Case: You have a well-vetted set of whitelisted indicators that you do not want to
update without internal review and discussion. To protect these indicators from automatic
status updates from feeds, toggle the Protect from Feed Override switch for the
Whitelisted status to green (active). After you make this change, ThreatQ retains the status
of Whitelisted for any indicator to which it is assigned and suppresses any updated status

information received from a feed.

1. Navigate to Settings B3> Object Management.

The Object Management page opens to the Indicator Statuses tab.

2. In the Protect From Feed Override column, click the toggle switch corresponding to the status to
change it from grey (status updates allowed) to green (status updates suppressed).

Adding an Indicator Status

1. Navigate to Settings 3> Object Management.

The Object Management page opens to the Indicator Statuses tab.

Object Management Add ey Status

] s sral :..x . [} [} Ol MY W ':"l.! .'If‘l:.' ALE l"::-l ||
CESCRIPTION FROTECT FROM FEED OVERRIDE T rATORS 2
peve )
Expired Mo longer poses a serip hrea {:‘
Irdlire A, = ’:.I:l._:;l-ll toan Vg Or SWen 'C)
i Ry f = {)
2. Click Add New Status.
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The Add a Status dialog box opens.

Add a Status *

‘ Status Name

[ Status Description

3. Enter a Status Name.
4. Optionally, enter a Status Description.
5. Click Add Status.

Editing an Indicator Status

A\ You cannot edit an indicator status provided by ThreatQ.

1. Navigate to Settings B3> Object Management.

The Object Management page opens to the Indicator Statuses tab.
Object Management A Noew Status

ridicator Types Object Statuses Event Types Artribute Maragement

Enabling the Protect from Feed Overmide option for a status will prevent feeds from automatically updating the status of indicators. This can be useful for
indicators with a specific status, such as Whitelisted, which you many wang to prevent from being automatically updated 1o Active by a feed. How it works

CESCRIPTION B FROTECT FROM FEED OWVERRIDE TOTAL INDACATORS 2

Poses a threat and is being exported to

mdi detection tools (}

Expired Mo longer poses a seriows threat {)
- Associated to an aothve indicator or ssent

Indirect (e, pONS) ()

R e Eequires further analysis {:‘

2. Determine the indicator you want to edit and click Edit in the far right column.
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The Edit Status dialog box opens.

Edit Status %
Status Name .
Demo ‘

— Status Description
This is a demo ‘

3. Optionally, enter a new Status Name.
4. Optionally, enter a new Status Description.
5. Click Save Changes.

Deleting an Indicator Status

A\ You cannot delete indicator statuses provided by ThreatQ. Custom statuses can only be
deleted if there are no indicators using that status.

1. Navigate to Settings £3> Object Management.
The Object Management page opens to the Indicator Statuses tab.

Object Management Add Mew Stanus
ndicator Types Object Statuses Event Types Aftribute Management
Enabling the Protect from Feed Override option for a status will prevent feeds from automatically updating the status of indicators. This can be useful for
Indicators with a speciic status, such as Whitelisted, which you many wang to prevent from being automatically updated 1o Active by a feed. H
CESCRIPTION & FROTECT FROM PEED OVERRIGE TOTAL INDSCATORS 2

Pt Poses a threat and is being exported to
mlo detection tooks ()
Expired Mo longer poses a seriows threat g
Associated to an agtive indicator or event
Indirect i
(e PONS) o
Rewiew Requires further analysis {:‘

2. Determine the indicator you want to delete and select the corresponding checkbox in the first
column.
3. Click the Delete icon in the upper right hand corner.
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A confirmation dialog box appears.

Are You Sure?

Are you sure? This action cannot be undone

Delete statuses

4. Click Delete Statuses.
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Indicator Types

The Indicator Types table allows you to view a list of indicator types found in ThreatQ and the total
number of indicators associated with each type.

To view Indicator Types found within ThreatQ:
1. Navigate to Settings B3> Object Management.

The Object Management page opens.
Object Management At N Status

ndicator Types Object Statuses Event Types Ariribute Management

the status of indicators. This can be useful for
v updated 1o Active by a feed. How it works

1 for a status will prevent feeds from automartic

w updating

Enabling the Protect from Feed Cver
Indicators with a specfic status, such as Whitelisted, which you may want (o prevent from being automat

DESCRIPTION 2 FROTECT FROW FEED OVERRIDE TOTAL INDICATORS 2

e Poses a threat and is being exported to

R detection tools (}

Expired Mo longer poses a seriows threat {J
Assoclated to an active indicator or event

Indirect . ( '
(e, pDMS)

R ey Requires further analysis {:‘

2. Click the Indicator Types tab.

The Indicator Types tab opens.
Object Management

Indicater SIaDuses Object Statuses Event Types Altribut e Mansgement
showing 110 25 of 34 Row count: L
TOTAL INCOCATORS =
A5M o
Banary String o
CIDR Bleck o
CVE
Email Address o
Email Artachment o
Email Subject i}

Indicator Types Table Functions:
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FUNCTION DESCRIPTION
Changing the number of entries Click the dropdown menu at the top right of the table
displayed in the table and select the desired option.
Filter table by Indicator Type Enter a keyword in the text field provided to filter the

table by indicator type.

Sort table by Total Indicators Click the Total Indicators column header to sort the
table by ascending/descending order.
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Object Statuses

The Object Statuses tab allows you to create and maintain statuses for custom objects and all seeded
system objects except for Adversaries, Files, Signatures, and Tasks objects.

ﬂ The display of the status field in an object's add modal, object details page, and preview
panel is triggered by the creation of at least one status for the object type.

Object Management | asanewsomsse |

Indicator Statuses Indicator Types tat Event Types Attribute Management

Below you can add and manage statuses for Obpect objects and any Custom Objeds, You can adjust the display order of the statws kst by Clicking “Bdet List

Order” and dragging and dropping the statuses

@ Events (&) £ Edin Lise Dedis O Add

R STATUSES = MSCRIPTION %
1 Ev Tost it
2 EV Open W
3 EV Clazad BEd
4 Ev White listed ITrT

Viewing Object Statuses

1. Navigate to Settings B3> Object Management.
The Object Management page opens.

Object Management Add Mew Stanus
dicator Type: Object Statuses Event Types Artribute Managemant
nabling the Protect from Feed Override o r a status will prevent feeds from g the status of indicators. This can be useful for
Indicators with a speciic status, such as Whitelisted, which yvou may wang to prevent from baing automatically updated t Active by a feed. How it warks
CES{RIPTION & FAGTECT FROM FEED OVERRIGE TOTAL INDICATORS 2

S Poses a threat and is being exported to

R detection tools ()

Expired Mo longer poses a seriows threat g
Associated to an active indicator or event

Indirect . ( .
(Le. pDME)

Rewiew Requires further analysis {:‘
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2. Click the Object Statuses tab.
The Object Statuses tab opens.

Object Management

-
<
"
2
It
Ry
s}

- STATUSIS = HSCRIPTHIN =

2 EV Chpiny
3 EV Clased (2]

4 Ev White listed rree

The Object Statuses tab contains a section for each object type. Within each section, you can
use the following functions to locate a status:

FUNCTION DESCRIPTION
Filter table by Object Enter a keyword in the Statuses search field to filter by
Status status.
Filter list by Enter a keyword in the Description search field to filter by
Description status description.

Sort table by Order ID, Click the arrow to the left of a column to sort the status list by

Status name, or that column. For instance, click the arrow next to the Statuses

Description column to sort the list of statuses alphabetically (ascending/
descending) by status name.

Adding an Object Status

The Object Statuses tab gives you the option to add a single status at a time or to add multiple
statuses at a time.

To add a single status for an object type:

1. In the Object Statuses tab, locate the object type to which you want to add a status.

ThreatQ User Guide

Version 5.26.0 227



THREAT() /™

Object Statuses

2. Click the Add option located above the object type section.
The Add Status window opens.

Add Status X

3. Enter the status name and description (optional).
4. Click the Add Status button.

To add multiple statuses for an object type:

1. From Object Statuses tab, click the Add New Status Set button.
The Add Status Set window opens.

Add Status Set X

Select the object type for which you want to add statuses.
Enter the the name and description (optional) for each status.

o n oA

Click the Save button.

Editing an Object Status

To enter more than three statues, click the Add Row option to display additional fields.

1. From the Object Statuses tab, click the Edit option next to the status you want to update.
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2. The Edit Status window opens.

Edit Status

3. Enter your changes.
4. Click the Save button.

Editing Object Status Order

Status order controls the order in which statuses are displayed in drop down fields such as the Status
field on the object details page. The Edit List Order option allows you to modify this order.

1. In the Object Statuses tab, locate the object type status you want to update.

2. Click the Edit List Order option for the object type.

3. From the Edit List Order window, drag and drop status names to change the order in which they

are displayed in ThreatQ.

Edit List Oreder

Open
Clored
Ignared

Walting

4. Click the Save button.
Deleting an Object Status

A\ You cannot delete a status that is currently assigned to an object. You must remove the
status from all objects before you can delete it.
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The Object Statuses tab allows you to delete a single status as well as multiple statuses associated
with the same object type, or multiple statuses associated with different object types.

1. In the Object Statuses tab, check the box next to the status you want to delete.
2. If you are deleting a single status or a group of statuses associated with the same object type,
you can click the Remove option above the object type section or you can click the Delete icon

in the upper right corner.
If you are deleting statuses for more than one object type, click the Delete icon in the upper

right corner.
A confirmation window prompts you to confirm the deletion.

Are You Sure? *

3. Click the Delete statuses button.
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Event Types

The Event Types page allows you to view, add, edit, and delete system Events .

Object Management

FHBT L
Showing 1 1o 14 of 14 Row count: 75 -

TOTAL EVENTS & TOTAL INDICATORS 2

Anarymizacion
Cormmand and Control
Compromised PEI Certificate a
% Aftack

Exfiltration

ﬂ Event Types provided by ThreatQ cannot be edited or deleted, but you can add, edit, and
delete your own custom event types.

System provided Event Types include:

* Anonymization * Host Characteristics + Spearphish

+ Command and Control + Incident * SQL Injection Attack

« Compromised PKI * Login Compromise + Watchlist
Certificate * Malware + Watering Hole

+ DoS Attack + Sighting

+ Exfiltration

Viewing Event Types

1. Navigate to Settings 1> Object Management.
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The Object Management page opens.

Object Management Ad Niew Status

ndicator Types Object Statuses Event Types Attribute Management

Enabling the Protect from Feed Override option for a status will prevent feeds from automatically updating the status of indicators. This can be useful for
Indicators with a specific status, such as Whitelisted, which you may wang to prevent from being automatically updated ta Active by a feed. How it works

CESCRIPTION 2 FROTECT FROM FEED OWVERRIDE TOTAL INDACATORS 2

Poses a threat and is being exported to

md detection tools (}
Expired Mo longer poses a seriows threat {J
Azcociated to an acthve indicator or event ()
Indirect :
= (e, pDMS)
Review Requires further analysis {:'

2. Click the Event Types tab.
The Event Types tab opens.

Object Management

ek anes SR indicates Types Dbfect Stahses v ¥ Arrnbite Managereees
Shewing 1to 14 of 14 Row count: 75 -
\ - TOTAL EVENTS & TOTAL INDICATORS 2
Anorymizacion a
Command and Control a
Compromised PEI Certificate a
Bas astack a
Exfiltration a
Hast Characteristics a

Event Types Table Functions:

FUNCTION DESCRIPTION

Changing the number of Click the dropdown menu at the top right of the table and
entries displayed in the table select the desired option.

Filter table by Event Type Enter a keyword in the text field provided to filter the table
by event type.
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Event Types

FUNCTION

Sort table by Total Events

Sort table by Total Indicators

Adding an Event Type

DESCRIPTION

Click on Total Events column header to sort the table by
ascending/descending order.

Click the Total Indicators column header to sort the table by
ascending/descending order. Clicking on the value will
open the Threat Library filtered to indicators linked to the
event type as a related object.

User-created Event Types will have an Edit link located to
the right of the Total Indicator value. Clicking on the Edit
link will open the Edit Event Type dialog box.

1. From the main menu, select Settings £3> Object Management.

The Object Management page opens to the Indicator Statuses tab.

Object Management Add N Statuss
Enabling from F @ i will prevent feeds from automatically updating the status of indicatars. This can be useful for
d t fic st hiteliste rh yiou may want to prevent from bedng automatically updated o Active By a feed
CESL T FROTECT FROM FEED OVERRIDE TOTAL INDOCATORS 8
Active :Ir:-::;._".:!;hlr;-:!‘.:":! % being exported to C
Explred No longer poses a serious threat {J
Indireen I-'u'\:."ﬂ'll:l'l"l:;l'll O an SCRVE INDEaAtor or &went C’
R i Requires further analysis {:‘
2. Click the Event Types tab.
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The Event Types tab opens.

Object Management

[T (e T T 3 Inchcalss Types [ LAFTI, " 5 ¥ y AILNBUL E Managerssert
Shewing 110 14 of 14 Row count: 7%
b - TOTAL EVENTS 2 TOTAL INDICATOSS 2
Anarymization a
Command and Contral ]
Comprombed PE Certificate a
[a% Astack 1]

Exfiltration a

Hast Characteristics a

3. Click Add New Event Type.
The Add Event Type dialog box opens.

Add Event Type "

‘ Event Name

4. Enter a Event Name.
5. Click Add Type.

Editing an Event Type
You can edit user-generated event types.
A\ You cannot edit an Event Type provided by ThreatQ.

1. Navigate to Settings B3> Object Management.
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The Object Management page opens to the Indicator Statuses tab.

Object Management | asanewsons |

indicator Types Object Statuses Event Types Artribute Maragement

Enabling the Proted from Feed Override option for a status will prevent feeds from automatically updating the status of indicators. This can be useful for
Indicators with a specific status, such as Whitelisted, which you may want to prevent from Deing automatically updated w0 Active by a feed. How (U works

STATUSES = CES{RPTION 2 FROTECT FROM FEED OVERRIDE TOTAL INDIATORS 2
Poses a threat and is being exported to
At A5
2o detection tools (:)
Explired Mo longer poses a seriows threag {:’
. Aszociated to an active indicator or event
Indirect (L, pONS). a
Revview Requires further analysis a

2. Click the Event Types tab.
The Event Types tab opens.

Object Management

Indicates SatAEs Inclcates Types Dbfect Stahses Ev ] Auriibine Managerens
Showing 1to 14 of 14 Row count: 75 -
EVENT TYPES = TOTAL EVENTS & TOTAL INDICATORS &
Anomymization a
Command and Contral 1]
Compromised PEI Certificate a
[Zab astack a
Exfiltration 1]
Hast Characteristics 1]

3. Determine the Event Type you want to edit and click Edit in the far right column.
The Edit Event Type dialog box opens.

Edit Event Type

— Event Name
Ransomware
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4. Enter a new Event Name.
5. Click Save Changes.

Deleting an Event Type

A\ You cannot delete an Event Type provided by ThreatQ. Custom Event Types can only be
deleted if there are no events using that event type.

1. Navigate to Settings 3> Object Management.

The Object Management page opens to the Indicator Statuses tab.

Object Management A Noew Stass

ndicator Types Object Statuses Event Types Attribute Management

Enabling the Protect from Feed Override option for a status will prevent feeds from automatically updating the status of indicators. This can be useful for

Iindicators with a specific status, such as Whitelisted, which you may want to prevent from being automatically updated w Active By a feed. How it w

CESCRIPTION B FROTECT FROM FEED CVERRIDE TOTAL INDACATORS 2

Poses a threat and is being exported to

mdi detection tools (}

Expired Mo longer poses a seriows threat g
e Azzociated to an active indicator or event

Indirect (e, pONS) (]

R e Requires further analysis {:‘

2. Click the Event Types tab.
The Event Types tab opens.

Object Management

Indicanes SuMuses Incicanes Types Object Statuses . v Arribune Managersens

Shewing 1 to 14 of 14 Row count; 75 -

TOTAL EVENTS & TOTAL INDICATOES 2
Anamymization 1]
Command and Contral 1]
Compromsed PEI Certificate [n]
a5 aftack 1]
Exfiltration a
Hast Characteristics a

3. Determine the event type you want to delete and select the corresponding checkbox in the first
column.
4. Click the Delete icon in the upper right hand corner.
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A confirmation dialog box appears.

Are You Sure?

Are you sure? This action cannot be undone

5. Click Delete Types.
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Attribute Management

The Attribute Management page provides you with an overview of attribute data across the Threat
Library and allows you to filter this data by Source. In addition, this page allows you to refine and
consolidate your Threat Library by editing, merging, and deleting attribute keys and values associated
with system objects.

A\ When you edit, merge, or delete an attribute key or value, it may take up to one minute for
your changes to be reflected in the Attribute Management page and/or Threat Library.

Object Management

Indicators

Attribute Label Values
Keys

amjEcT

SoURCE C
COLNT

(=111 1 .
coumr

L 43

Examples:

+ If you have two attribute keys, "Country" and "Cuontry", you can use the merge attribute key
option to merge both attributes and their associated values into an attribute key of "Country".

+ If your Country attribute key contains values of "US", "U.S.", and "America", you can merge all of
these into an attribute value of "US".

Selecting an Attribute Key or Value

To make it easier to locate the attribute you want to update, the Attribute Management page allows
you to filter your view by object type, source, attribute key, and attribute value.

Tips and Tricks

* Click the up/down arrows next to a column name to sort a list in ascending/descending order.

+ Click the left/right arrows and page numbers below the attribute keys or values lists to view
additional list items.

+ Use the Rows per page field to select the number of attribute keys or values displayed on each

page.
* You can click on an attribute's object count to access the corresponding Threat Library object(s).
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1. By default, the Attribute Management page lists indicator attributes. To select another object
type, click the Select an object field and use one of the following methods to specify the object
type:

+ Select the object type from the dropdown list.
+ Begin typing the object type and click it when it is displayed below the field.

2. To filter the attributes listed by source, click the Source field and use one of the following
methods to specify the object source:

+ Select the source from the dropdown list.
+ Begin typing the source and click it when it is displayed below the field.

3. Repeat step 2 to select additional sources.

Each time you select a source, it is displayed to the right of the Source field. You can remove a
source by clicking the X to the right of the source name.

4. From the Attribute Keys list, use one of the following methods to locate the attribute type you
want to work with: The values for this attribute are displayed to the right of the Attribute Keys
list.

+ Browse the list of attribute keys and click the attribute key.
+ Begin typing the attribute key in the Search box and click it when it is displayed below the
field.

5. From the attribute values list, use one of the following methods to locate the value you want to
work with: The values for this attribute are displayed to the right of the Attribute Keys list.

+ Browse the list of attribute values and click the attribute key.
*+ Begin typing the attribute value in the Search box and click it when it is displayed below
the field.

Editing Attribute Keys

1. From the Attribute Keys list, click the checkbox next to the attribute type you want to edit.

ﬂ\ You can only edit one attribute type at a time. If you select more than one attribute
type, the Edit button is inactive.

2. Click the Edit button.
The Edit Attribute Key window is displayed.

Edit Attribute Key X

3. Enter your changes to the attribute key.
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4. Click the Save button.

Merging Attribute Keys

1. From the Attribute Keys list, click the checkbox next to the attribute types you want to merge.
2. Click the Merge button.
The Merge Attribute Keys window is displayed.

Merge Attribute Keys X

Existing Attributes

ATTRIBUTE KEY QBJECT COUNT
Modified At 279
Modified At 1

Updated Attribute Name

Modified At

3. If desired, enter a new attribute name for the merged attributes.
4. Click the Merge button.

Deleting Attribute Keys

1. From the Attribute Keys list, click the checkbox next to the attribute(s) you want to delete.
2. Click the trash can button.
3. The Are You Sure? window prompts you to confirm the deletion.

Are You Sure? x

::II."'II'-TII'IE this will rerngve the attribute from 1 anject This cannat be undone,

4. Click the Delete button.
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Editing Attribute Values

1. From the attribute values list, click the checkbox next to the attribute value you want to edit.

ﬂ\ You can only edit one attribute value at a time. If you select more than one attribute
value, the Edit button is inactive.

2. Click the Edit button.
The Edit Attribute Value window is displayed.

Edit Attribute Value

3. Enter your changes to the attribute value.
4. Click the Save button.

Merging Attribute Values

1. From the attribute values list, click the checkbox next to the attribute values you want to merge.
2. Click the Merge button.
The Merge Attribute Values window is displayed.

Merge Attribite Values

Ewistiregg Arteibuti

3. To specify a new attribute value name for the merged values , use one of the following
methods:
+ Click the Value field and use the Search for attribute values field to locate an existing
value.
+ Click the Add new value link and enter the new value in the Type new value field.
4. Click the Merge button.
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Deleting Attribute Values

1. From the attribute values list, click the checkbox next to the attribute value(s) you want to

delete.
2. Click the trash can button.
3. The Are You Sure? window prompts you to confirm the deletion.

Are You Sure? X

Deleting this will remowe the attribute from 1 cbject. This cannot be undone.

4. Click the Delete button.
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Reports

You can export a PDF Summary of an object from an object's details page or preview panel.

ﬂ\ Regardless of the alighnment you select in the Descriptions pane, images in an object's
description PDF report are displayed as left aligned.

Generating Reports

Complete the following steps to export a PDF summary of an object from an object's details page.

1. Access the system object's details page.

2. Click the Actions button.

3. Click the Generate PDF option.

4. In the Generate PDF window, select the information you want to include in the PDF.

ﬂ\ If your object has multiple descriptions, you can select all descriptions by checking the
Descriptions checkbox or select specific descriptions by checking the checkbox next to
the corresponding description source(s). If the object does not have a description, the
Descriptions section is not displayed.

The Generate PDF modal only displays sections that have contents. For instance, if an
object does not have any comments, the Comments section is not displayed.

)
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Generate PODF

5. Click the Generate PDF button.
The PDF summary downloads and opens in a new browser tab.

ﬂ\ Google Chrome Users: Google Chrome's pop-up blocker prevents
object PDF summary reports from downloading. We recommend changing your
browser settings to allow pop-ups from your ThreatQ instance. See Turning Off the
Pop-up Blocker in Chrome for more information.

A\ The generated PDF may contain active links to internal and external locations. Related
objects in the PDF link to an internal ThreatQ instance that may require
authentication. Please be aware of potential impacts before distribution of the
generated report.

Turning Off the Pop-Up Blocker in Chrome

By default, Google Chrome blocks pop-ups from automatically showing up on your screen. When a
pop-up is blocked, the address bar will display a pop-up blocked alert. This pop-up blocker will
prevent your PDF from being downloaded. Complete the following steps to allow pop-ups from
ThreatQ.

Procedure:

Go to ThreatQ where pop-ups are blocked.
In the address bar, click the Pop-up blocked alert icon.
Click the link for the pop-up you want to see.

To always see pop-ups for the site, select Always allow pop-ups from [your ThreatQ instance].
Click Done.

AN =
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Report Options

You can navigate to Settings > Report Options to customize the PDF reports that are generated.
Report options apply to all reports generated platform-wide. You can make the following
customizations:

Customizing the Report Header

1. Select the Settings icon > Report Options.
2. Under Header Banner, complete one of the following steps:
> Drag and drop the image you want to use as the header.
> Click Browse and navigate to the image you want to use as the header.
3. Optionally, click Restore header banner to defaults.
4. Click Save.

Customizing Report Text Colors

1. Select the Settings icon > Report Options.

2. Under Colors, use the drop down menus to select:
> Header Text
> Heading Text
° Body Text

3. Click Save.

Adding a Custom Disclaimer to a Report

You can add a custom disclaimer to include with your report to communicate any liabilities or
limitations to the end users of the report.

1. Select the Settings icon > Report Options.
2. Under Disclaimer, enter your disclaimer text and then use the formatting tools to customize

your message.
3. Click Save.

Previewing Report Customization

You can preview report customization to view a representation of a report's output.

1. Select the Settings icon > Report Options.
2. Under Customized PDF Reports, click Preview.

The sample report downloads to your computer.
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Server Administration

The Server Administration dropdown link is only accessible to users with Administrative and
Maintenance Accounts. Clicking on this option, found under the Settings, will open the ThreatQ
Monitoring Platform in a new tab/window.

ThreatQ Monitoring Platform

ﬂ\ The Server Administration dropdown link is only accessible to users with
Administrative and Maintenance roles.

The ThreatQ Monitoring Platform provides a way for users with Administrative and Maintenance roles
to monitor system resources and logs.

This feature is built upon Cockpit, a web-based interface that allows you to view the health of your
server, system resources, as well as adjust configurations. You can access the full documentation on
its operations at:

https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html-single/
getting_started_with_cockpit/index#using_cockpit

Creating a User Account for the ThreatQ Monitoring
Platform

Since you cannot use a root user account to access the Server Administration console, you may need
to use the About the Command Line Interface (CLI) to create a second non-root user account for
access. Depending on your business processes, you may decide to assign ThreatQ user accounts to a
specific group. However, you are not required to do so.

1. Optional Step. You do not have to create a group for non-root users. However, you can
create one by entering the following command::

<> groupadd <groupname>

groupadd cockpit

2. Use one of the following methods to create a user:
+ Create a user as a part of a group:

< >» adduser -G <groupname> <username>
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adduser -G cockpit testUser

« Create a user not assigned to a group:

< » adduser <username>

adduser testUser

3. Enter the following command to create a password for the user:

<> passwd <username>

passwd testUser

Changing password for user testUser.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.

4. Optional Step. Enter the following command to create an admin user by adding the user
account to the wheel group:

<» adduser -G wheel <username>

5. Use the new user account to log into the server administrator console.
Accessing the ThreatQ Monitoring Platform

| A\ Root user access is disabled for the ThreatQ Monitoring Platform.

1. Navigate to Settings £ > server Administration.
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The ThreatQ Monitor Platform will load in a new tab/window.

THREATQ) )

THREATQ MONITORING PLATFORM

Log in with your server user account.

Password

W Reuse my password for privileged tasks

2. Log into the platform using your user server credentials.
ﬂ These credentials are not the same credentials that you use to log into the ThreatQ Ul.

3. You will now be logged into the ThreatQ Monitoring Platform.
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Sharing

ThreatQ's sharing functionality allows you to control access to data collections, dashboards, and
investigations at the user level or give view-only access to all users. You can assign permissions when
you create a data collection, dashboard, or investigation and then update them at any time.

User Permission Levels
You can assign each user one of the following permission levels:

PERMISSION

LEVEL DESCRIPTION

Owner By default, the user who creates a data collection, dashboard, or
investigation is designated as the owner. However, ownership can be
reassigned by the owner at any time. If an owner selects a new owner,
the original owner becomes an editor. In addition, if you delete an
owner's user record, the system requires you to either reassign
ownership to another user or delete the owner's data collections,
dashboards, and investigations.

Users with owner-level permission can:

* Reassign ownership.

+ Change user and group permissions for the data collection,
dashboard, or investigation.

+ Remove a user's permissions.

+ Modify or delete the data collection, dashboard, or investigation.

+ Change the name of the data collection, dashboard, or
investigation.

+ Pin an investigation to the Investigations menu.

Editor Editors have similar permissions to owners but cannot re-assign

ownership of or delete the data collection, dashboard, or investigation.
In addition, they cannot change owner permissions.
Users with editor-level permissions can:

+ Change or remove user and group permission-levels for the

shared data collection, dashboard, or investigation.
+ Modify the data collection, dashboard, or investigation.
+ Pin an investigation to the Investigations menu.
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Viewer Viewers can access the data collection, dashboard, or investigation but
cannot change it. In addition, they can view user permissions for data
collections and investigations.

Private If a user creates a data collection, dashboard, or investigation and does
not assign permissions to a user or group, only that user (now the
owner) can access it.

User Permission Levels and User Roles

A user can assign any permission level to user accounts with the following user roles:

* Maintenance Account
« Administrative Access
+ Primary Contributor Access

However, the only permission level a user can assign to a Read Only Access user account is viewer
permission.

A\ Ownership and public viewing permissions are applied to all data collections created before
upgrading to version 4.54. Any data collections created by custom integrations (instead of
Threat Library) are assigned ownership permissions for the custom integration client, but
are not shareable. If you want to manage a data collection used by a custom integration in
Threat Library in the future, you must first create it in Threat Library and then reference it in
the custom integration.

View-Only Permissions for All Users

ThreatQ allows you to assign view-only permissions to all users. To do this, select a permission-level
of Everybody (Public). This assigns viewer permissions to all users unless they are assigned user-level
permissions that are greater. For example, if | have editor permissions for the Adversary Hunt data
collection and the other users have viewer permissions, when Bella (the owner) grants Everybody
(Public) permissions, | retain my editor permissions. Each individual viewer is now grouped together
as Everybody (Public) and no longer listed individually in the Sharing modal's Who has access list.

Sharing Notifications

The ThreatQ Notification Center alerts you about data collection, dashboard, or investigation
permission changes that affect you. As such, you receive a notification when:

+ Auser shares a data collection, dashboard, or investigation with you.

+ A user changes your permissions to owner, editor, or viewer.

+ Adata collection, dashboard, or investigation you own has been shared with another user.
* Your permissions to a data collection, dashboard, or investigation have been removed.
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+ A user requests access to an investigation you own.
See the Sharing Notifications topic for more details.

Permission Conversion

When you upgrade to version 4.54, ThreatQ updates your existing permissions as follows:

+ Data Collections - For an existing data collection, the creator is automatically assigned owner
permissions. All other users are assigned Everybody (Public) permissions.

+ Dashboards - All users are assigned viewer permissions for ThreatQ's default dashboards and
these permissions cannot be changed. All other user-created dashboards are assigned
permissions based on the previous permission model. Dashboard creators have owner
permissions. If a dashboard was shared with a user, the user retains the previously granted
editor or viewer permissions.

+ Investigations - Maintenance Account, Administrative Access, and Primary Contributor Access
users are given editor permissions for all existing investigations that have a Visibility of Shared.
Read Only Access users receive viewer permissions.

If a user that created a data collection, dashboard, or investigation was deleted prior to your upgrade
to 4.54/4.55, the corresponding object is assigned to the most recently created admin or super user.

Permission Levels and Integrations

User-managed integrations use data collections created and maintained in the Threat Library. As
such, user and group permission levels control access to these data collections.

Client-managed integrations are managed through the API. As such, user and group permissions do
not control a client's ability to view, add, update or delete these data collections.

Legacy, Client-Managed Data Collections

For existing, client-managed data collections, the user who created it is assigned owner-level
permissions. All other users are assigned view-only access through Everybody (Public) group
permissions.

Client-Managed Integrations

Through the API, clients have full access to all data collections (view, add, update, and delete). As a
result, the new permission levels (owner, editor, viewer) only apply when authenticating with
username and password credentials (for example, as a user accessing the user interface) as opposed
to authenticating with client credentials.

Legacy, User-Managed Data Collections

For each existing saved data collection, the user who created it has owner-level permissions. All other
users have view access through the Everybody (Public) group permission.

Air Gapped Data Sync (AGDS) and Investigation Sharing

The AGDS export process does not include data collections or dashboards, but it can include
investigations if the following command is included and set to Y:
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--include-investigations=Y

See the Air Gapped Data Sync (AGDS) section for more information.
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System Configuration

About System Configuration

The System Configurations page consists of the Proxy, Account Security, and General Settings tabs.
These tabs allow you to enable, disable, and update multiple system-level settings. When you access
the System Configurations page, the Account Security tab is displayed by default.

System Configurations

Proxy General
TAB DESCRIPTION
Account Configure the number of failed login attempts before a user is locked out and the
Security number of minutes a user will be locked out before being able to reattempt

login. You can also configure and enable/disable custom login banners.

Proxy Enable and disable proxy settings.
General Configure the date and time format, indicator parsing checkbox defaults, and
Settings enable/disable the sharing of analytics data with ThreatQuotient.
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Setting Account Lockout

The Enhanced Security section of the Account Security tab allows you to specify the number of failed
login attempts before a user is locked out and the number of minutes a user will be locked out before
he can attempt to log in again. By default, failed login attempts are set to five and the timeout period
is set to thirty minutes.

Configuring User Lockout Settings

1. Navigate to Settings 1> System Configurations.
The System Configuration page loads with the Account Security tab selected by default.

System Configurations

Account Security Proxy General

Enhanced Security

5

£

Mumber of consecutive falled ogin attempts before a user's account Is temporarily locked

Account Timeout

30

i¥

Number of minwtes an account will be locked

3. Enter your changes to the following fields:

FUNCTION DESCRIPTION
Login The number of consecutive failed login attempts before a user's
Attempts account is temporarily locked.
Account The number of minutes an account is locked after the specified
Timeout number of failed log in attempts.

4. Click the Save button to save your changes.
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Managing Custom Login Banners

The Require Disclaimer Acceptance section of the Account Security tab allows system administrators
to enable a custom message displayed to all users when logging into the ThreatQ Platform. When
enabled, ThreatQ users are required to review and accept the message.

In order to comply with government regulations, a customer could configure a custom
banner to display a message during login requiring users to accept additional privacy and
security terms.

Banner Behavior

The Require Disclaimer Acceptance toggle allows you to enable/disable the display of the custom
banner.

Require Disclaimer Acceptance @D enavied

et provided below in order

When the toggle is disabled:

* The banner title and body are visible to administrators in the Account Security tab, but the
banner is not displayed to users upon log in.
+ Users can access to the platform using only their credentials

When the toggle is enabled:

+ After a user enters their login and password, the custom banner displays. Users must click the
Accept and Continue button to access the platform.

+ If a user closes the banner without clicking the Accept and Continue button, he is returned to
the login screen and cannot access the platform until he clicks the Accept and Continue
button.

Users are required to click the Accept and Continue button each time they log into
platform.

+ If a useris logged out and enters a URL for a specific page in the platform, the custom banner is
displayed and he must click the Accept and Continue button to access the specified page.

Enabling a Custom Banner

ﬂ\ Only administrators have access to enable the custom banner configuration fields in the
Account Security tab on the System Configuration page.
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1. Navigate to Settings 1> System Configurations.
The System Configuration page loads with the Account Security tab selected by default.
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System Configurations

AnDianl Sedurity Pricy Gifier il

Enhanced Security
Lagin Aflempis
> =
Higmbatr of porbietive Telked ks SITempis Defodd 4 USer's Sount 1 nmpaorarily foded

scoount Timseout

30

ik

Kigmber of mirgied 0 scccaerd will B Ik

Require Disclaimer Acceptance pisabled (3P

Once enabled, all users will be required to accept the disdalmer text provided below noorder
ta b b o their SCoount.
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2. Click the toggle switch in the Require Disclaimer Acceptance section to enable the display of the
custom banner.

Enter the banner title to be displayed at the top of the banner in the Disclaimer Title field.

4. Enter the body of the message in the Description field.

w

Q The Description field supports standard text formatting as well as the use of links and
tables.

5. Click the Save button.
The next time a user logs in, he is prompted to review and accept the custom banner before
proceeding to the platform.
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Proxy

The Proxy configuration page allows you to enable or disable proxies.

A\ Users are required to set their proxy server settings to use http: for their https: traffic.

Accessing Proxy Configuration

1. Navigate to Settings £ > System Configurations.
The System Configurations page opens to the Account Security tab selected by default.

2. Click the Proxy tab.
The Proxy Configuration tab loads.

System Configurations

ALCownt Security Prosy Genaral

PROXY CONFIGURATION

Enable proxy for HTTP traffic

Enable proxy for HTTPS wraffic
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3. Select the checkboxes for HTTP and HTTPS traffic options to expand those fields.

PROXY COMNFIGURATION

B Enable prooy for HTTP traffic

Pratacol T
| seever | | =
http: =

| Proxy server requires passaord

B Enable proxy for HTTPS raffic

Pratecol

hilps ~

| Proxy server requires password

4. Enter your proxy server I[P Address and Port in the field provided for both HTTP and HTTPS
sections.

5. Optional - Select the Proxy Server Requires Password, if your server requires a username and
password, and complete the Username and Password fields. Leave the checkboxes unselected
and the username and password fields blank if your server does not require this information.

6. Click on Save Changes.

Setting Proxy Server Settings for Commands and Custom Connectors

PIP and YUM upgrade commands, as well as custom connectors and associated cron jobs, require
that you set your proxy information in your environment files. This does not replace the process
above but must be performed in addition in order to use custom connectors and the commands.
Before you begin, you should collect a list of proxy exceptions. These are entries that you do not want
to add to the proxy. The exceptions can be hostnames or FQDNSs. In the case where DNS is not
available, you can use the /etc/hosts to ensure hostname resolution is recommended.

1. SSH into your ThreatQ instance.
2. Open the environment file using the vi command:

vi /etc/environment
3. Pressthei character to enter insert mode. Enter your following entry into the file while

replacing the placeholders with your information. These settings are case-sensitive so you must
include both the lowercase, ex: http, and uppercase, ex: HTTP, versions.
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ﬂ\ You can add exceptions to the no_proxy strings to prevent specific entries that should
not be forwarded to the proxy. The minimal value for no_proxy should be the
loopback IP address and "localhost" plus the TQ entry for itself "threatq". Do not use
CIDR notation or wildcards with no_proxy entries as they are not accepted formats. In
that situation, list the IP addresses.

If Proxy Server Requires a Password

http_proxy=http://<username>:<password>@<Proxy IP>:<Proxy Port>
HTTP_PROXY=http://<username>:<password>@<Proxy IP>:<Proxy Port>
https_proxy=http://<username>:<password>@<Proxy IP>:<Proxy Port>
HTTPS_PROXY=http://<username>:<password>@<Proxy IP>:<Proxy Port>
no_proxy=localhost,127.0.0.1,threatq,<ThreatQ IP>, <ThreatQ Hostname>
NO_PROXY=localhost,127.0.0.1,threatq,<ThreatQ IP>, <ThreatQ Hostname>

If Proxy Server Does Not Require a Password

http_proxy=http://<Proxy IP>:<Proxy Port>
HTTP_PROXY=http://<Proxy IP>:<Proxy Port>
https_proxy=http://<Proxy IP>:<Proxy Port>
HTTPS_PROXY=http://<Proxy IP>:<Proxy Port>
no_proxy=localhost,127.0.0.1,threatq,<ThreatQ IP>, <ThreatQ Hostname>
NO_PROXY=1localhost,127.0.0.1,threatq,<ThreatQ IP>, <ThreatQ Hostname>

4. Press the ESC key and enter the following command to close the editor:
:wq <Enter Key>

The next several steps will show you how to ensure that custom connector CRON jobs are able
to use the proxy settings. This is achieved by sourcing the environment script so that it is
available to all child sessions and applications.

5. Open the proxy.sh file using the vi command:
vi /Jetc/profile.d/proxy.sh

6. Press theikey to enter Insert mode and enter the following lines:
set -a

source /etc/environment
set +a

This will ensure the automatic export of any variables created.
7. Press the ESC key and enter the following command to close the editor:

:wq <Enter Key>

8. Log out of your session and then log back in.

9. Run the following command to confirm your settings:
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printenv | grep -i proxy

10. Remove any other proxy-related files from the /etc/profile.d directory.
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Configuring Time and Date Settings

Configuring Time and Date Settings

3

1. Navigate to Settings 1> System Configurations.

If you make changes to the date and time format while another user is working in the same
ThreatQ installation, that user must refresh his browser for the changes to take effect.

2. Click the General tab.

System Configurations

ACCount Security Prooy

Date and Time

Date Farmat

@ MM/DDAYYY
DD MRS
Y MMIDD

Time Format

@ 12 hour

24 hour

Indicator Parsing

B Normalize URL Indicators

B Parse for FQDNs

Product Analytics

Disabled a
iTer ik 1, Thireard v

3. Select the desired Date Format. Options include: MM/DD/YYYY, DD/MM/YYYY, YYYY/MM/DD
4. Select the desired Time Format. Options include: 12 hour, 24 hours.
5. Click the Save button.
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Configuring Indicator Parsing Presets

Users with Maintenance and Administrator roles can configure the default state of the Normalize
URL Indicator and Parse for FQDNs checkboxes for the Parse for Indicators option of the Add
Indicators dialog box.

ﬂ Setting these default states does not lock the checkboxes. Users can select and deselect
each option when parsing for an indicator in the Parse for Indicators dialog box.

1. Navigate to Settings 1> System Configurations.
2. Click the General tab.

The General tab loads.
System Configurations

ACCOUNT SECurity Proogy

Date and Time

Date Format

@ MM/DDAYYY
DDMMAYYY
YOYY/MMADD

Time Format

@ 12 hour

24 hour

Indicator Parsing

B Normalize URL Indicators

B Parse for FQDNs

hecked, the Indaror Barser w

Product Analytics

Disabled a

3. Inthe Indicator Parsing section, set the following options:
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OPTION DESCRIPTION
Normalize URL When checked, parsed URLs will have ports and leading protocol
Indicators adjusted, as well as unneeded quotes and spaces removed.

Parse for FQDNs When checked, the Indicator Parser will parse FQDNs from the text

and derive FQDN indicators from URLs in the text.
Example (checked): URL: https://tgexample.com/table.jspa?
query_string_example
Indicators created:

O tgexample.com/table.jspa (the URL)

o tgexample.com (the derived FQDN from the URL)
When unchecked, the Indicator Parser will not generate FQDN
indicators from the parsed text.
Example (unchecked): URL: https://tgexample.com/table.jspa?
query_string_example
Indicator created:

O tgexample.com/table.jspa (the URL)

4. Click the Save button.

ThreatQ User Guide

Version 5.26.0 266



THREA TQM Opt In/Out of Product Analytics

Opt In/Out of Product Analytics

The Product Analytics toggle allows you to disable/enable the sharing of analytics data with
ThreatQuotient. Enabling analytics allows ThreatQuotient to collect anonymized data on user actions
to improve the overall user experience.

1. Navigate to Settings £ > System Configurations.
2. Click the General tab.

System Configurations

ACCOoUnt Security Prooy

Date and Time

Date Format

@ MMDDMYYY
DD/MMAYYY
Y /MMDD

Time Format

@ 12 hour

24 hour

Indicator Parsing

B Normalize URL Indicators

arsed LIRLS w

B Parse for FQDNs

hecknd, £l

Product Analytics

Disabled ()

3. Inthe Product Analytics section, click the toggle button to change the setting from Disabled to
Enabled or vice versa.
4. Click the Save button.

ThreatQ User Guide

Version 5.26.0 267



THR EA TQ M About System Objects

System Objects

About System Objects

System objects are threat data ingested or manually added to your Threat Library. ThreatQ is seeded
with the following system object types:

SYSTEM RELATED
OBJECT DESCRIPTION TOPICS
Adversaries Individuals or groups that attempt to perform malicious Adversaries

actions against other individuals or organizations.

Assets Tangible or intangible items of value to stakeholders. Assets
Attack Descriptions of methods used to exploit software. Attack
Patterns Patterns
Campaigns Groups of behaviors that describe malicious activities Campaigns

taken against specific targets over a period of time.

Courses of A combination of risk response measures taken to Courses of
Action address or prevent malicious attacks. Action
Events Objects that focus on temporal incidents that have About Events

significant security impact.

Exploit Targets Identified vulnerabilities in a system, software, or network Exploit Targets
that can be targeted by tactics, techniques, and
procedures (TTP).

Files Received from various intelligence providers and may Files

contain technical cybersecurity data such as Indicator,
Adversary , and Malware samples.
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About System Objects

SYSTEM
OBJECT

|dentities

Incidents

Indicators

Intrusion Sets

DESCRIPTION

Contain basic identifying information for targeted groups
such as information sources, threat actor identities, and
targets of attack.

Records of any violation of an organization's established
security/network policy that may compromise security,
integrity, or general access.

Information that describes or identifies methods used to
defeat security controls, exploit vulnerabilities, and gain
unauthorized access to an internal network. Indicators
can also describe malicious reconnaissance to gather
technical information, malicious cyber command and
control, and any other attribute of cyber security whose
disclosure is prohibited by law.

Grouped sets of adversarial behaviors and resources,
sometimes referred to as attack packages, used to target
an individual organization.

RELATED
TOPICS

Identities

Incidents

About
Indicators

Intrusion Sets

Malware Targets devices, services, and networks with the intent to Malware
gain unauthorized access or damage a network or
programmable device.

Notes STIX 2.1 objects that provide further context and/or Notes
additional analysis.

Reports Contain information and related details for a specific Reports
threat such as Malware .

Signatures Contain the blueprints or patterns associated with a Signatures
malicious attack on a network or system.

STIX Refers to data in the STIX (Structured Threat Information About STIX
eXpression) format. STIX is a standardized XML
programming language for conveying data about
cybersecurity threats.
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SYSTEM
OBJECT

Tasks

Tools

TTP

Vulnerabilities

DESCRIPTION

Allow you to create and assign tasks to yourself or other
users in the platform.

A legitimate application that can be leveraged to perform
malicious activities.

Describes how an intruder may attempt to access your
system.

Applications that can be exploited to infiltrate systems/
networks.

RELATED
TOPICS

Tasks

Tools

TTP

Vulnerabilities
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Adversaries

Adversaries

An Adversary is an individual or group that attempts to perform malicious actions against another
individual or organization.

Use the steps below to create, edit and delete an Adversary.
Adding Adversaries

1. Go to Create > Adversary.
The Add an Adversary window is displayed.

Add An Adversary

Description

Related Objects (optional)

~ Limit search to

All Objects

2. Enter a name.
3. Select a Source from the dropdown provided.
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You can also click the Add a New Source option if the desired source is not listed in the drop-
down list. If administrators have enabled TLP view settings, you can select a TLP label for the
new source in the dropdown list provided. See the Traffic Light Protocol (TLP) topic for more
information on TLP schema.

4. Enter a description.

ﬂ Any description you add during object creation defaults to a Source value of ThreatQ
System.

5. Select any Related Objects you need to link to the adversary. This field is optional.
6. Click the Add Adversary button.

Adding Context

See the About Object Details section and its topics for details on adding context to an object such as
adding sources, attributes, and related objects.

Editing Adversaries

1. Locate and click the adversary.
The Adversary Details page opens.

THREATQ 3 i\ Threat Library

Claw & Edit
ADVERSARY

Created: 04/17/2019  First Seen: 04/17/2019 06:17pm

@ Context

) Attributes (2) | [0 ATTRIBUTETYP

@ Attributes

33 Sources (1)
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Adversaries

2. Click on Edit next to the Adversary name.
The Edit Adversary dialog box opens.

Edit Adversary

‘ Claw

3. Make the desired change to the Adversary name.
4. Click the Save Adversary button.

Deleting Adversaries

1. Locate and click the adversary.
The Adversary Details page opens.

THREATO 3 if\ Threat Library

Claw & Edit
ADVERSARY

Created: 04/17/2019  First Seen: 04/17/2019 06;17pm

@ Context

@ Attributes (2) | O ATTRIBUTETYP

@ Attributes

3 Sources (1) Q Start typing

2. Click the Actions menu and select Delete Adversary.
A confirmation dialog box appears.
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Adversaries

Are You Sure?

Deleting this Adversary can not be undone.

Delete Adversary Cancel

3. Click the Delete Adversary button.
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Assets

Assets are tangible or intangible items of value to stakeholders. An asset's value is usually based on
the impact of the loss of use of the asset. For instance, a company's billing application is a high value
asset since the loss of access to this application impacts revenue.

Use the steps below to create, edit and delete Assets.
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Adding Assets

1. Go to Create > Assets.
The Add Assets window is displayed.

Add Assets

Add ngw

Related Objects foptional)

1 S@archn 1o

= Lim
| All Objects

2. Populate the following fields:
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FIELD DESCRIPTION
Title Add an asset title.
Description Enter a brief description of the asset.

G\ Any description you add during
object creation defaults to a Source
value of ThreatQ System.

Status Optional field. Click the Status field to assign
a status to the assets object.

G\ Asset statuses are configured in the
Object Statuses tab in the Object
Management page. If none are
configured, this field is not
displayed.

Point of Contact Optional field. Click the field to select the
ThreatQ display name of the point of contact
for the asset.

Source Select a Source from the dropdown list
provided.
You can also click the Add a New Source
option if the desired source is not listed in the
drop-down list. If administrators have
enabled TLP view settings, you can select a
TLP label for the new source in the dropdown
list provided. See the Traffic Light Protocol
(TLP) topic for more information on TLP
schema.

3. Select any Related Objects you need to link to the asset. This field is optional.
4. Click Add Assets.

Adding Context

See the About Object Details section and its topics for details on adding context to an object such as
adding sources, attributes, and related objects.
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Editing Assets

1. Locate and click the assets object.
The Assets Details page opens.

@ asset1 oo
ASSETS

Created: 01/04/2023 Last Modified: 01/04/2023 08:26pm

Actions

() Attributes (0)

@ Context
€2 Anributes (0) |

B Sources (1)

2. Click the Edit option next to the Assets object name.
The Edit Assets window is displayed.

Edit Assets

3. Make the desired change to the Asset name.
4. Click the Save Assets button.
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Deleting Assets

1. Locate and click the assets object.
The Asset Details page opens.

@ asset1 oo
ASSETS

Created: 01/04/2023 Last Modified: 01/04/2023 08:26pm

Actions

() Attributes (0)

@ Context
G‘ Attributes (0) |

B Sources (1)

2. Click the Actions menu and select Delete Assets.

The Are You Sure window prompts you confirm the deletion.

Are You Sure? X

Deleting this Assets cannot be undone

Delte Ascts

3. Click the Delete Assets button.
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Attack Patterns

Attack Pattern are descriptions of methods used to exploit software.

Use the steps below to create, edit and delete an Attack Pattern.

Adding an Attack Patterns

1. Go to Create > Attack Pattern.
The Add Attack Pattern window is displayed
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Add Attack Pattern

dd

Related Objects foptional)
~ Lifmig s2arch to

All Objects

2. Populate the following fields:

FIELD DESCRIPTION
Name Add an attack pattern name.
Description Enter a brief description of the attack pattern.
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FIELD DESCRIPTION

ﬂ\ Any description you add during
object creation defaults to a Source
value of ThreatQ System.

Status Optional field. Click the Status field to assign
a status to the attack pattern object.

G\ Attack pattern statuses are
configured in the Object Statuses
tab in the Object Management
page. If none are configured, this
field is not displayed.

Point of Contact Optional field. Click the field to select the
ThreatQ display name of the point of contact
for the attack pattern.

Source Select a Source from the dropdown list
provided.
You can also click the Add a New Source
option if the desired source is not listed in the
drop-down list. If administrators have
enabled TLP view settings, you can select a
TLP label for the new source in the dropdown
list provided. See the Traffic Light Protocol
(TLP) topic for more information on TLP
schema.

3. Select any Related Objects you need to link to the attack pattern. This field is optional.
4. Click Add Attack Pattern.

Adding Context

See the About Object Details section and its topics for details on adding context to an object such as
adding sources, attributes, and related objects.

Editing an Attack Pattern

1. Locate and click on the attack pattern.
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Attack Patterns

The Attack Pattern's detail page opens.

THREATQ 3 i\ Threat Library

T1182 - AppCert DLLs ¢ Edi
ATTACK PATTERN

Created: 01/11/2021 First Published: 01/16/2018 04:13pm

Actions

@ Attribu

2. Click on Edit next to the Attack Pattern's name.

The Edit Attack Pattern dialog box opens.

L]

L gl A PR

Edit Attack Pattern X

Name

T1182 - AppCert DLLs

3. Make the desired change to the Attack Pattern name and click Save Attack Pattern.

Deleting an Attack Pattern

1. Locate and click on the Attack Pattern.
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The Attack Pattern's details page opens.

THREATQ 3 i\ Threat Library

T1182 - AppCert DLLs ¢ Edi
ATTACK PATTERN

Created: 01/11/2021 First Published: 01/16/2018 04:13pm

Actions -
@ Attribu

2. Click on the Actions menu and select Delete Attack Pattern.

L]

L gl A PR

A confirmation dialog box appears.

Are You Sure? X

Deleting this Attack Pattern cannot be undone,

3. Click on Delete Attack Pattern.
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Campaigns

A Campaign is a group of behaviors that describes malicious activities taken against specific targets
over a period of time.
Use the steps below to create, edit and delete a Campaign.
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Adding a Campaign
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1. Go to Create > Campaign.
The Add Campaign window is displayed.
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Add Campaign

Threa
Versiq
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2. Populate the following fields:

FIELD DESCRIPTION
Name Add a campaign name.
Description Enter a brief description of the campaign.

G\ Any description you add during
object creation defaults to a Source
value of ThreatQ System.

Status Optional field. Click the Status field to assign
a status to the campaign object.

ﬂ\ Campaign statuses are configured
in the Object Statuses tab in the
Object Management page. If none
are configured, this field is not

displayed.
Objective Add a summary of the campaign's objective.
First Seen/Last Seen Select the first and last seen dates and times.
Point of Contact Optional field. Click the field to select the

ThreatQ display name of the point of contact
for the campaign.

Source Select a Source from the dropdown list
provided.
You can also click the Add a New Source
option if the desired source is not listed in the
drop-down list. If administrators have
enabled TLP view settings, you can select a
TLP label for the new source in the dropdown
list provided. See the Traffic Light Protocol
(TLP) topic for more information on TLP
schema.

3. Select any Related Objects you need to link to the campaign. This field is optional.
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4. Click the Add Campaign button.

Adding Context

See the About Object Details section and its topics for details on adding context to an object such as
adding sources, attributes, and related objects.

Editing a Campaign

1. Locate and click on the Campaign.

The Campaign's detail page opens.

THREAT(Q 3 ) Threat Library

Delta & Edit
CAMPAIGN

Created: 01/21/2021 First Published: 0172172021 0B:38pn

| cons - |
(D Context

(&) Attrib

2. Click on Edit next to the Campaign's name.

The Edit Campaign dialog box opens.

Edit Campaign x

3. Make the desired change to the Campaign name and click Save Campaign.
Deleting a Campaign

1. Locate and click on the Campaign.
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Campaigns

The Campaign's details page opens.

THREATQ 3 il Threat Library

Delta & Edit
CAMPAIGN

Created: 0172172021 First Published: 01/21/2021 08:38pn

@ Context

() Attrib

2. Click on the Actions menu and select Delete Campaign.
A confirmation dialog box appears.

Are You Sure? X

Celeting this Campalgn cannot be undone.

3. Click on Delete Campaign.
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Courses of Action

Courses of Action are a combination of risk response measures taken to address or prevent malicious
attacks.
Use the steps below to create, edit and delete a Course of Action.
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Courses of Action

Adding a Course of Action

1. Go to Create > Course of Action.

The Add Course of Action window is displayed.

Add Course of Action

Related Objects (optional)

= Limit 5
| All Objects

2. Populate the following fields:
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FIELD DESCRIPTION
Name Add the course of action's name.
Description Enter a brief description of the course of
action.

G\ Any description you add during
object creation defaults to a Source
value of ThreatQ System.

Status Optional field. Click the Status field to assign
a status to the course of action.

ﬂ\ Course of action statuses are
configured in the Object Statuses
tab in the Object Management
page. If none are configured, this
field is not displayed.

Point of Contact Optional field. Click the field to select the
ThreatQ display name of the point of contact
for the course of action.

Source Select a Source from the dropdown list
provided.
You can also click the Add a New Source
option if the desired source is not listed in the
drop-down list. If administrators have
enabled TLP view settings, you can select a
TLP label for the new source in the dropdown
list provided. See the Traffic Light Protocol
(TLP) topic for more information on TLP
schema.

3. Select any Related Objects you need to link to the Course of Action. This field is optional.
4. Click Add Course of Action.
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Courses of Action

Adding Context

See the About Object Details section and its topics for details on adding context to an object such as

adding sources, attributes, and related objects.

Editing a Course of Action

1. Locate and click on the Course of Action.

The Course of Action's detail page opens.

) il Threat Library s Investigations L Anahytics

T1181 - Extra Window Memory Injection
Mitigation
COURSE OF ACTION

Creaved: 01/11/2021 First Published: 107172018 12:14am Last Maditfied: 01721/2021 0715

@ Attributes (9)

@) context 0 ATTRIBUTE NAME =

2. Click on Edit next to the Course of Action's name.

The Edit Course of Action dialog box opens.

£F Edit

ATTRIBUTE'

Edit Course of Action

T1181 - Extra Window Memory Injection Mitigation

Save Course of Action Lance

3. Make the desired change to the Course of Action's name and click Save Course of Action.

Deleting a Course of Action

1. Locate and click on the Course of Action.
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Courses of Action

The Course of Action's details page opens.

3 i, Threat Library 2 Investigations el

T1181 - Extra Window Memory Injection & Edin
Mitigation
COURSE OF ACTION

Created: 1A11/2021 First Published: 10772018 12214am Last Madified: 0172172021 0715

@ Attributes (9)

@ Context {1 ATTRIBUTE NAME = ATTRIBUTE'

I Akl b as R I
2. Click on the Actions menu and select Delete Course of Action.
A confirmation dialog box appears.

Are You Sure? *

Deleting this Course of Action cannot be undone,

i
Delete Course of Action

3. Click on Delete Course of Action.
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Events

About Events

Events are objects that focus on temporal incidents that have significant security impact.

Use the steps below to create, edit and delete an Event.
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Adding Events

1. Go to Create > Event.
The Add Event window is displayed.

Add Event

~ Time Zong

— Tim
'||2A'||2'D?3 -||EH5:32PM © |UTE

Related Objects {aptiomal)

— it Sea|

All Objects - | ‘ Q. aAdd Relationship
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About Events

2. Populate the following fields:

FIELD

Type

Source

Status

Point of Contact

Date of Occurrence/Time/Time Zone

Title

Description

DESCRIPTION

Click this field to select the event type from
the dropdown list.

Select a Source from the dropdown list
provided.

You can also click the Add a New Source
option if the desired source is not listed in the
drop-down list. If administrators have
enabled TLP view settings, you can select a
TLP label for the new source in the dropdown
list provided. See the Traffic Light Protocol
(TLP) topic for more information on TLP
schema.

Optional field. Click the Status field to assign
a status to the event.

ﬂ\ Event statuses are configured in the
Object Statuses tab in the Object
Management page. If none are
configured, this field displays a
value of None.

Optional field. Click the field to select the
ThreatQ display name of the point of contact
for the event.

Use these fields to add the date and time of
the event.

Add an Event Title.

Enter a brief description of the event.
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FIELD DESCRIPTION

ﬁ Any description you add during
object creation defaults to a Source
value of ThreatQ System.

3. Select any Related Objects you need to link to the event. This field is optional.
4. Click Add Event.
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Importing Events with the Spearphish Parser

1. Go to Create > Spearphish Parser.
The Add Event window is displayed.

Add Event

Provide the content you'd like to be parsed for the spearphish event.

&

Drag your file here or

Copy/Paste content here

Supported files include: emi, emikx, msg and ot

Related Objects (optional}

All Objects

2. Populate the following fields:

FIELD DESCRIPTION

Type This field defaults to a value of Spearphish.
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FIELD DESCRIPTION

Source Select a Source from the dropdown list
provided.
You can also click the Add a New Source
option if the desired source is not listed in the
drop-down list. If administrators have
enabled TLP view settings, you can select a
TLP label for the new source in the dropdown
list provided. See the Traffic Light Protocol
(TLP) topic for more information on TLP
schema.

Status Optional field. Click the Status field to assign
a status to the event.

G\ Event statuses are configured in the
Object Statuses tab in the Object
Management page. If none are
configured, this field is not
displayed.

Point of Contact Optional field. Click the field to select the
ThreatQ display name of the point of contact
for the event.

3. Use one of the following methods to upload the file to be parsed:
O Drag the file to the window.
O Click the click to browse link to access your File Finder/File Explorer and select the file.
O Paste the email content into the text box on the right.

4. Select any Related Objects you need to link to the event. This field is optional.
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5. Click Add Event.
The Spearphish Parser page is displayed.

Spearphish Parser

Spearphith Information

Description

~ BT USs A~B~ & i==|F~

(7]

Extractied Indicators

Apply attributtes 1o o8 extracted indicatsry [opticnal)

Add Relationships

Eelate thiz ppesrpinh and everything extracted fo ansthar cject (e g. an indicater, svent. sdvernary, st |

m Tell wx about the kmports Review exiracted attriutes and indeatos

6. The Spearphish Parser page consists of three sections that allow you to review and update the
following information:

O Spearphish Information - Allows you to review and update the event information
extracted from the file you uploaded.

O Extracted Indicators - Allows you to specify the status and attributes to be applied to all
extracted indicators.

O Add Relationships - Allows you to add relationships to the spearphish event and any other
extracted object.
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7. Click the Next Step button.

The second Spearphish Parser page is displayed.
Spearphish Parser

m 015 a0 Tt g b STPRCDS STTFRIS a0 allatars

Adding Context

See the About Object Details section and its topics for details on adding context to an object such as
adding sources, attributes, and related objects.

Editing Events

The Edit Even window allows you to update an Event's title, type and date. You can also update the
Event's point of contact, status and type by clicking the corresponding fields located in the top-right of
the Event's Object Details page.

1. Locate and click on the event.
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The Event Details page opens.

THREATQ )

i\ Threat Library

Help Desk DoS Attack ¢edi
EVENT: DOS ATTACK

Created: 04/17/2019  Event Date: 04/17/2019 10:38am  F

@ Context

@ Attributes (1)

() Attributes (1)
| [0 ATTRIBUTE TYPE

& Sources (2) Q Start typing...

2. Click on Edit next to the Event name.
The Edit Event window is displayed.

Edit Event

— Title
‘ Login Compromise Event HORcAOuUL111

— Type
‘ Login Compromise

— Time

— Time Zone

— Event Date ( Y
‘ February - ‘ 5 -

‘ 05:37 PM

‘ 2022 v

@HUTC -

3. Enter your changes.
4. Click the Save Event button.

Deleting Events

1. Locate and click the event.
The Events Details page opens.
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About Events

THREATQ ) sy 4

Help Desk DoS Attack ¢ Edit
EVENT: DOS ATTACK

Created: 04/17/2019 Event Date: 04/17/2019 10:38am F

@ Context

@ Attributes (1) | 0 ATTRIBUTE TYPE

@ Attributes (1)

3 Sources (2) ), Start typing...
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2. Click the Actions menu and select Delete Event.

c (@ Context

© Add Attribute
& Add Comment
& Add Relationship

& Add Source

@ Create Task
Generate PDF

ey Start Workflow

& Start Investigation
Add to Investigation

] Delete Event L

A confirmation dialog box appears.

Are You Sure? X
Deleting this Event cannot be undone.
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3. Click the Delete Event button.
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Parsing for Events
ThreatQ gives you the option to import a file, parse it for events, and add those events to your Threat

Library. During the import process you can assign a source, status, point of contact and a relationship
to the imported events.

Importing Events with the Spearphish Parser

ﬂ\ During the import process you can click the Abandon this Import button to stop the import
process without adding any of the import file data.
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1. Go to Create > Spearphish Parser.
The Add Event window is displayed.

Add Event

Provide the content you'd like to be parsed for the spearphish event.

CopyrPaste

&

Drag your file here or

Supported files include: emi, emix, msg and ot
Related Objects (optiomal}

— Lirnie search ta

All Objects

2. Populate the following fields:

FIELD DESCRIPTION
Type This field defaults to a value of Spearphish.
Source Select a Source from the dropdown list
provided.
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FIELD DESCRIPTION

You can also click the Add a New Source
option if the desired source is not listed in the
drop-down list. If administrators have
enabled TLP view settings, you can select a
TLP label for the new source in the dropdown
list provided. See the Traffic Light Protocol
(TLP) topic for more information on TLP
schema.

Status Optional field. Click the Status field to assign
a status to the event.

G\ Event statuses are configured in the
Object Statuses tab in the Object
Management page. If none are
configured, this field is not
displayed.

Point of Contact Optional field. Click the field to select the
ThreatQ display name of the point of contact
for the event.

3. Use one of the following methods to upload the file to be parsed:
O Drag the file to the window.
O Click the click to browse link to access your File Finder/File Explorer and select the file.
O Paste the email content into the text box on the right.

4. Select any Related Objects you need to link to the event. This field is optional.
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5. Click Add Event.
The Spearphish Parser page is displayed.

Spearphish Parser

Spearphith Information

Extractied Indicators

Apply attributes to ol extracted indicators (optional)

Add Relationships

Eelate thiz ppesrpinh and everything extracted fo ansthar cject (e g. an indicater, svent. sdvernary, st |

m Tall s about the kmpert: Revdew exiracted attrbutes and

6. The Spearphish Parser page consists of three sections that allow you to review and update the
following information:
O Spearphish Information - Allows you to review and update the event information
extracted from the file you uploaded.
O Extracted Indicators - Allows you to specify the status and attributes to be applied to all
extracted indicators.
O Add Relationships - Allows you to add relationships to the spearphish event and any
other extracted object.
7. Click the Next Step button.
The second Spearphish Parser screen displays any attachments associated with the imported
email. You can import these attachments or remove them from the import by checking the
checkbox to the left of the attachment and clicking the Remove option.

ﬂ\ If the imported email did not include attachments, ThreatQ bypasses this screen and
takes you directly to the third Spearphish Parser page.
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Parsing for Events

Spearphish Parser

Wieve found the following attachments

m el st the impsel v Review aitacBmarts » Rrdew exlradled Albniboted Sl Sadid sl

8. Click the Next Step button.
The third Spearphish Parser page is displayed.

Spearphish Parser

m 8% B0 hek 10 ke E1FSC0EE 40T o S b st

9. The third Spearphish Parser page allows you to review the attributes and indicators to be
imported. From this page, you can:
O Add/remove an attribute - From the Spearphish Attributes tab, click the Add Attribute
button and enter the attribute details in the Add Attribute window. To remove an

attribute, check the checkbox located to the left of the attribute key. Then, click the
Remove option.
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o Add/remove an indicator - From the Extracted Indicators tab, click the Add Indicator
button and enter the indicator details in the Add Indicator window. To remove an
indicator, check the checkbox located to the left of the indicator value. Then, click the
Remove option.

o Add information to an indicator - Check the checkbox located to the left of the indicator
you want to update. Then, click the Add Info option to access the Add Info window. Enter
your changes in the Set Status or Add Comment tab and click the Add Attributes button.

10. Click the Create Spearphish button.
The spearphish event is ingested into the Threat Library.
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Files

Files are received from various intelligence providers and may contain technical cybersecurity data
such as Indicator , Adversary , and Malware samples.

Use the steps below to create, edit and delete a File.

Adding Files

1. Click Create > File.
The Add a File is displayed.

Add a File

Drag your file here or

2. Drag the file into the dialog box or browse and locate the file.
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The Add a File window displays additional fields.
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Add a File

— Title
Kpr.:-rtlco n.png

Source

Add new source

— Cate gory
CrowdStrike Intelligence

orr @

‘ B ‘ Enabling this will .zip files for safer download. To
unzip, use the password "infected".

ags(0

‘ Select an existing tag ~

Create a new tag

Related Objects (optional)

Limit search to

l All Objects - ‘ Q Add Relationship

ThreatQ User Guide
Version 5.26.0




THREAT() AR

w

Update the Title if desired.

4. Select a Source from the dropdown list provided.
You can also click the Add a New Source option if the desired source is not listed in the drop-
down list. If administrators have enabled TLP view settings, you can select a TLP label for the
new source in the dropdown list provided. See the Traffic Light Protocol (TLP) topic for more
information on TLP schema.

5. Select a Category.

6. Select whether to have the Malware Safety Lock on or off.

Enabling the safety lock will create a password-protected .zip file so any malware is
safer for download. The system default password is "infected."

7. Add any desired tags.

ﬂ\ Tags added will appear on the File's Details page.

(0]

. Select any Related Objects you need to link to the file. This field is optional.
. Click Save File.

O

Adding Context

See the About Object Details section and its topics for details on adding context to an object such as
adding sources, attributes, and related objects.

Editing Files

1. Locate and click on the file.

The File Details page opens.

THREATQ 3 i\ Threat Library

spam_email.txt & edit
FILE: GENERIC TEXT

Created: 03/12/2019 First Seen: 03/12/2019 07:27am

@ Attribute

@ Context

MO\ Avtvilabac (1) I m ATTRIBUTE TY

2. Click on Edit next to the File name.
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The Edit File dialog box opens.

Edit File *

Title
spam_email txt ‘

spam_email.txt ‘

m coneel

3. Make the desired change to the File Name.
4. Click on Save File.

Deleting Files

1. Locate and click on the file.
The File Details page opens.

THREATQ 3 if\ Threat Library

spam_email.txt ¢ edi
FILE: GENERIC TEXT

Created: 03/12/2019 First Seen: 03/12/2019 07:27am

@ Context

N Astribaitne (10 I M ATTRIBUTE TY

@ Attribute
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2. Click on Actions menu and select Delete File.

@ Context

)

@ Add Attribute

DI
2 Add Comment
al |
& Add Relationship
21
= Add Source
?
© Create Task
J |
Generate PDF ]
21

3' ] Delete File

A confirmation dialog box appears.

Are You Sure?

Deleting this File can not be undone.

3. Click on Delete File.
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Identities

An Identity contains basic identifying information for targeted groups such as information sources,
threat actor identities, and targets of attack.
Use the steps below to create, edit and delete an Identity.
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Adding an Identity
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1. Go to Create > Identity.
The Add Identity window is displayed.
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Add Identity

Related Objects foptional)

| Ml Objects - ” Q add Retationship
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2. Populate the following fields:

FIELD DESCRIPTION
Name Add an identity name.
Description Add a brief description of the identity object.
Status Optional field. Click the Status field to assign

a status to the identity.

G\ Indentity statuses are configured in
the Object Statuses tab in the
Object Management page. If none
are configured, this field is not

displayed.
Contact Information Enter any contact information for the identity.
Point of Contact Optional field. Click the field to select the

ThreatQ display name of the point of contact
for the identity.

Source Select a Source from the dropdown list
provided.
You can also click the Add a New Source
option if the desired source is not listed in the
drop-down list. If administrators have
enabled TLP view settings, you can select a
TLP label for the new source in the dropdown
list provided. See the Traffic Light Protocol
(TLP) topic for more information on TLP
schema.

3. Select any Related Objects you need to link to the Identity. This field is optional.
4. Click the Add Identity button.

Adding Context

See the About Object Details section and its topics for details on adding context to an object such as
adding sources, attributes, and related objects.
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Identities

Editing an Identity

1. Locate and click on the Identity.
The Identity's detail page opens.

THREATQ )  mme

NSOC <« Edit
IDENTITY

P

Created: 01/22/2021 First Published: 01/22.

Actions -

2. Click on Edit next to the Identity's name.
The Edit Identity dialog box opens.

Edit Identity

NSOC

3. Make the desired change to the Identity's name and click Save Identity.

Deleting an Identity

1. Locate and click on the Identity.
The Identity's details page opens.

THREATQ )  wme

NSOC ¢ Edit
IDENTITY

rA

Created: 01/22/2021 First Published: 01/22,

Actions -
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2. Click on the Actions menu and select Delete Identity.
A confirmation dialog box appears.

Are You Sure? X

Deleting this (dentity cannot be undone,

|

3. Click on Delete Identity.
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Incidents

Incident are records of any violation of an organization's established security/network policy that may
compromise security, integrity, or general access.
Use the steps below to create, edit and delete an Incident.
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Adding an Incident

1. Go to Create > Incident.
The Add Incident window is displayed.

Add Incident

= Time

2023 - | | 01:41 P

~Tiene -
2023 * | 01:41 PM

Saurce

A nEw FoArce

Related Objects (optional)

=~ Limit search to

All Objects - H el Add Relationship

2. Populate the following fields:
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FIELD DESCRIPTION
Name Add an incident name.
Description Enter a brief description of the incident.

G\ Any description you add during
object creation defaults to a Source
value of ThreatQ System.

Status Optional field. Click the Status field to assign
a status to the status object.

G\ Incident statuses are configured in
the Object Statuses tab in the
Object Management page. If none
are configured, this field is not

displayed.
First Seen/Last Seen Select the first and last seen dates and times.
Point of Contact Optional field. Click the field to select the

ThreatQ display name of the point of contact
for the incident.

Source Select a Source from the dropdown list
provided.
You can also click the Add a New Source
option if the desired source is not listed in the
drop-down list. If administrators have
enabled TLP view settings, you can select a
TLP label for the new source in the dropdown
list provided. See the Traffic Light Protocol
(TLP) topic for more information on TLP
schema.

3. Select any Related Objects you need to link to the Incident. This field is optional.
4. Click Add Incident.
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Adding Context

See the About Object Details section and its topics for details on adding context to an object such as
adding sources, attributes, and related objects.

Editing an Incident

1. Locate and click on the Incident.

The Incident's detail page opens.

THRE}q TQ 3 i} Threat Library

Data Center Email Download & &

INCIDEMNT
Created: 01,°25/72021 First Published: 0172572021 02:55pm Last bod
=3
) Attributes (0)
(i) context
B Attributes {0}

2. Click on Edit next to the Incident's name.

The Edit Incident dialog box opens.

Edit Incident w

Dats Conter Dl Dimriond

3. Make the desired change to the Incident's name and click Save Incident.

Deleting an Incident

1. Locate and click on the Incident.
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Incidents

The Incident's details page opens.

THREATQ ) m meseiny

Data Center Email Download & &
INCIDEMNT

Created: 01,°25/72021 First Published: 0172572021 02:55pm Last bod

(e o]

(i) context

B Aitributes 09

) Attributes (0)

2. Click on the Actions menu and select Delete Incident.

A confirmation dialog box appears.

Are You Sure? X

Deleting this Incident cannot be undone.

3. Click on Delete Incident.
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Indicators

About Indicators

An Indicator is information that describes or identifies methods used to defeat security controls,
exploit vulnerabilities, and gain unauthorized access to an internal network. Indicators can also
describe malicious reconnaissance to gather technical information, malicious cyber command and
control, and any other attribute of cyber security whose disclosure is prohibited by law.

Indicators can be scored to allow you to apply weighting using contextual information, such as
sources, attributes, and indicator types, as they are added to ThreatQ. You can also set a manual
score per indicator.

You can also apply expiration dates to an indicator to when it is determined to pose less of a threat to
your infrastructure than other indicators.

Adding an Indicator

1. Click on Create > Indicator.
The Add Indicators window is displayed.

Add Indicators

Parse For Indicators #Add Indicator

Related Objects (optional)

——— =
| All Objects - | =% Add Relatdonship

2. Enter a value in the Value field.
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w

Select the Type of Indicator.

4. Select a Source from the provided dropdown list.
You can also click the Add a New Source option if the desired source is not listed in the drop-
down list. If administrators have enabled TLP view settings, you can select a TLP label for the
new source in the dropdown list provided. See the Traffic Light Protocol (TLP) topic for more
information on TLP schema.

5. Select a Status for the indicator.

Select any Related Objects you need to link to the indicator. This field is optional.

7. Click Add Indicator.

o

Adding Context

See the About Object Details section and its topics for details on adding context to an object such as
adding sources, attributes, and related objects.

Editing Indicators

1. Locate and click on the indicator.

The Indicator Details page opens.

THREATQ 9 ii\ Threat Library

2.50.52.255 & Edit
INDICATOR: IP Address

Created: 04/17/2019  First Seen: 04/12/2019 07:49pi

2. Click on Edit next to the Indicator name.

The Edit Indicator dialog box opens.

Edit Indicator
zzygdx.com

FQDN

. - )

3. Make the desired change to the indicator Value and Type.
4. Click on Save Indicator.

Deleting an Indicator

1. Locate and click on the Indicator.
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The Indicator Details page opens.

Demo & Edit
INDICATOR: Email Subject

Created: 04/17/2019  First Seen: 04/17/2019 07:16pm  Expires: add date »

@ Context

@ Attributes

@ Add Attribute No attributes have
Click the Add button to add at

2 Add Comment

& Add Relationship
™ Add Source E
Sources

@ Create Task
ATTACK Tools

B Generate PDF

@ Delete Indicator
= O Tags

% Operations

Click on Delete this Indicator located to the top right of the page.

A confirmation dialog box appears.

Are You Sure?

Deleting this Indicator can not be undone.

Delete Indicator

3. Click on Delete Indicator.
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Parsing for Indicators

ThreatQ gives you the option to import a file, parse it for indicators, and add those indicators to your
Threat Library. During the import process you can assign a source, tag, and a relationship to the
imported indicators.

3

See the Importing Indicators via CSV topic for specific instructions and examples on parsing
indicators from a .csv file.

Selecting a File to Parse

1. Click the Create button, located at the top-right of the menu bar, and select the Indicator
Parser option.

Q You can also click on Create > Indicator and then select the Parse for Indicators
option at the top of the Add Indicators dialog box.

The Add Indicators dialog box will open.

Add Indicators

Parse For Indicators Add Indicator

Provide the content you'd like to be parsed for indicators.

{ |:|::,-'.'I?'-.'-I,:- content here..

server-apache.rules x

or

pparted files inchude: xmil, plaln text, c5v

Seledt the parser ;.'-Du'ﬂ like U use
Generic Text / PDF

Mormalize URL Indicators B Parse FQDNs

2. Select the file to upload by either:
+ Dragging and dropping the file into the dialog window
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+ Clicking on the Click to Browse option and locating the file on your local device
+ Copying and pasting the file's contents in the text field provided.
3. Select the type of parser to use. Options include
+ Cuckoo
+ Trellix Analysis
* Generic Text / PDF
+ Palo Alto Networks WildFire XML
+ ThreatAnalyzer Analysis
« ThreatQ CSV File - see the Importing Indicators via CSV topic for specific instructions on
using this parser.
4. Use the checkboxes to select your parsing options:

OPTION DESCRIPTION
Normalize URL When checked, parsed URLs will have ports and leading protocol
Indicators adjusted, as well as unneeded quotes and spaces removed.

Q Normalization also adds attributes for protocol and query
string.

See the Indicator URL Normalization topic for more details.

Parse FQDNs When checked, the Indicator Parser will parse FQDNs from the text
and derive FQDN indicators from URLs in the text.

Example (checked): URL: https://tgexample.com/table.jspa?
query_string_example

Indicators created:

O tgexample.com/table.jspa (the URL)
o0 tgexample.com (the derived FQDN from the URL)

When unchecked, the Indicator Parser will not generate FQDN
indicators from the parsed text.

Example (unchecked): URL: https://tgexample.com/table.jspa?
query_string_example

Indicator created:

O tgexample.com/table.jspa (the URL)

ﬂ\ Administrators can configure the default setting for these options under the General
Tab on the System Configurations page. See the Indicator Parsing Presets topic for
more details.

5. Click on Next Step.
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The Step 1 - Import Indicators form will load.

Import Indicators Abandon this import

Would you like to save this file?

O Yes, save this file. (Recommended)

Al indicatars extracted during this impart will be linked to this file for future reference,

File Title {required)
server-apache.rules

File Description (optional)
Since flle names aren't always desoriptive, use this 1o easily [dentify this file

File Category
Generic Text / PDF -

O No, delete this file after import.

Provide the source of this infermation.
Source -
Add new source

select a status to be applied to all extracted indicators

Review A
This will not override the status of any pre-existing Indicators.
Apply tags to all extracted indicators. (optional)

and press enter

Apply attributes to all extracted indicators. (optional)

Name - - Source - \I]

Add new name LIl Add new seurce

Add relationships to all extracted indicators. (optional)
Limit search to

All Objects A

— Add Relationship

Q

m Step 1: Tell us about the import » Step 2: Organize and classify

Step 1 - Import Indicators Settings

6. Select whether or not to save the import file. Saving the file will result in all extracted indicators
being linked to the file for reference. If you select Yes, review the File Title and File Category.
You can also add an option File Description.
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Would you like to save this file?

{3 Yes, save this file. [Recommended)

All Indicators extracted during this import will be linked to this file for future reference.

Flle Title {(required)

server-apache.rules @

File Description (optional)
Since file names aren't always descriptive, use this to easily identify this file

File Category
Generic Text / PDF -

) Mo, delete this file after import.

7. Select a Source for the extracted indicators.
You can also click the Add a New Source option if the desired source is not listed in the
dropdown list . If administrators have enabled TLP view settings, you can select a TLP label for
the new source in the dropdown list provided. See the Traffic Light Protocol (TLP) topic for more
information on TLP schema.

Provide the source of this Information,

Doarmain Tools
Emanging Thieats

MITRE Enterprine ATTALK
MITRE Mabde ATTACE

MITRE PRE-ATTELK
8. Select a Status for the extracted indicators.

Selagt 3 S1atus 1o be appled vo all exracted indicators
Review v

9. Enter any Tags to apply to the extracted indicators. This field is optional.

10. Select any attribute, attribute value, and attribute source to apply to the extracted indicators.
11. Add Relationships for the extracted indicators.
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ﬂ If you enter an object name that is not found, you can click the Create link to add the
new object. If you limited your search to a specific object type, you are linked to the
corresponding form. For example, if you limit your search to Adversaries, the Create
link opens the Add An Adversary form. If you leave the Limit search to field set to All
Objects, you can select the object type you want to create from a drop-down list.

12. Click on Next Step.

The Organize and Classify form will load.

Impart Indicators

e [ ————

Step 2 - Organize and Classify

13. You can review the original content of the file and the extracted indicators' information.

Filtering Extracted Indicators List
O The top tabs allow you to filter the list of indicators by New and Pre-existing. This allows
you isolate any indicators that already exist in the platform.
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[ All (263 M (1] Pre-Existing (263) ]
select - © Add Indicator
WALLE TYFE STATUS SOURTE

e
e

O <@g 323;3341 84%e19a23728d5edade MDS Indiract amy pand
O &g Egggglﬁﬂf}tgiE?4f994?3..!3u1L‘E Pre-Existing @ MD5 Indiract amy pand
O «&¢ gg:ﬁ?ﬁ-[lﬂbﬁﬂﬂﬂdﬂﬂm‘ﬂﬁ1EEI'$I Pre-Existing @ MD5 Indirect amy pand
O <@g Eif:gghfﬁl]cd‘ianﬂdedaﬂﬂ-ﬁ!&eﬁd Mos Indirect amy pend
O &g gg:}{:‘-b—dc a434c10862e42ce015 Pre-Existing @ MOS Indirect amy pond
O @& Eﬁli’g-;b31d.}9cc3ﬂﬁﬂ-55e1TEBd‘S{ MOS Indiract amy pond
O «<&# .;gj?,}:wfdm]ga'?whﬁdmw“’ﬂ Prefxiszing @ MDE Indirect arny pend

Pre-existing indicators will also be marked with a Pre-existing label in the list. You can
click this label to view the preview panel for the object.

O <@ 6}1323;53418-49&19323?23d5&434e MDS5

O You can click on the Select dropdown to automatically select indicators by sub-type.

Select
O Al
] None
byping...
] Filename (18)
LJFQDN (1)
itmil
LJURL (1) r-howto.html

A\ Selecting All will select all extracted indicators, not just the ones in your current
filtered view (New, Pre-Existing).

Adding Indicators
O You can click on the Add Indicator option, located to the top-right of the list, to add an
indicator to the extracted list. You can add further context to the new indicator using the
Editing Extracted Indicators actions listed below.
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Add Indicator

‘ Value ‘

‘ Type

|

Editing Extracted Indicators
O Clicking on the “= icon will show you where the indicator appeared in the Original
Content window.
O Clicking on the & icon will open the Edit Indicator dialog box and allow you to edit the
indicator value and indicator sub-type.

Edit Indicator

— Value
‘ s2-032.html ‘

— Type
‘ Filename

L -
O Selecting one or more indicators and clicking on Add Info option allows you to perform
the following actions:

ACTION DETAILS
Add You can add an attribute to one or more extracted indicators.
Attribute Select the checkbox next to the indicator(s) to update and then

click on the Add Info option. The Add Attributes tab will be
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ACTION DETAILS

selected by default. Select an Attribute Name, Value, and
Source to apply to the selected indicator(s).

Set/Update You can update the status of one or more extracted indicators.

Status Select the checkbox next to the indicator(s) to update and then
click on the Add Info option. Click on the Set Status tab and
select your new status.

Create You can link one or more extracted indicators to another system
Relationship object. Select the checkbox next to the indicator(s) to update and
then click on the Add Info option. Click on the Set
Relationship tab and set the relationship. When you add a
relationship, it is displayed in the indicator list and you can click it
to view its details in a preview panel.

G\ If the object you want to link is not found, you can you
can click the Create link to add the new object. If you
limited your search to a specific object type, you are
linked to the corresponding form. For example, if you
limited your search to Adversaries, the Create link
opens the Add An Adversary form. If you leave the Limit
search to field set to All Objects, you can select the
object type you want to create from a drop-down list. In
the Add form, the indicators you selected in the second
step of the import process are listed in the Create
Relationship section.

Add You can add a comment to one or more extracted indicators.

Comment Select the checkbox next to the indicator(s) to update and then
click on the Add Info option. Click on the Set Comment tab and
enter your comment.
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Add Info X

Add Artributes Ser Stas Create Relationship Add Comment

Marme - - Source - l:l

Add new name 4 A reew Source

Removing Extracted Indicators
O You can delete one or more extracted indicators. Select the checkbox next to the
indicator(s) to delete and then click on the Remove icon.

A\ Selecting All from the Select dropdown will select all extracted indicators, not
just the ones in your current filtered view (New, Pre-Existing).

14. When finished editing the extracted indicators list, click Finish Export to complete the process.
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Importing Indicators via CSV
You can parse a CSV file for indicators using the ThreatQ CSV File Parser.
Q A CSV example file is available for download to serve a reference as you build your own CSV.
Download CSV Example

CSV Files with 1000+ Rows

+ Attempt to break the file into smaller parts and import.
+ If you cannot break down the file, contact ThreatQ Customer Success about implementing a
dedicated parser using the Configuration Driven Feed (CDF) framework.

CSV Columns

The column headers marked with an * in the table below are required for the CSV file. Failure to
include these required columns will result in the import process failing. All other column headers are
optional and will not cause the import process to fail if not included.

ﬂ\ Object and Attribute Sources cannot be added through the CSV file itself. A source value is
added in the Step 7 of the import process, listed below, and is selected by the user.

A\ The ThreatQ parser is case sensitive. When creating your CSV file, confirm that you are
using the correct spelling and case for column headers as listed below.

COLUMN
HEADER DETAILS
*Indicator This field identifies the indicator name/value.

ThreatQ requires that the Indicator column be included in the CSV file and
that each entry have a value.

Example

A B c D E F
1 §Indicator Type Status Attribute::Country  Attribute::State  Comments
2 Jrrustme @ refundszus.com | Email Address  Active USA MA Phishing attempt
3 | officer@irspolice.com Email Address Active UsA MD Fradulant rebocall
4 | 6c277b5ea2B178c5 MDS Review UsA CcA
5 |172.54.542.236 P Address Active USA co
6 [39.38.116.53 IP Address Active UsA FL
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*Type

*Status

Attribute

This field identifies the indicator type.

ThreatQ requires that the Type column be included in the CSV file and that
each entry have a value.

ﬂ\ You must use a type that already exists in your ThreatQ instance. If
you are unable to provide an Indicator Type for each indicator, you
can use the Generic Text/PDF parsing option that attempta to
identify indicator type values automatically.

Example

A B c D E F
1 |Indicator Type Status Attribute::Country  Attribute::State  Comments
2 trustme@refundszus.com | Email Address JActive UsA MA Phishing attempt
3 |officer@irspolice.com Email Address JActive UsA MD Fradulant robocall
4 |6c277b5ea2B178c5 MDS Review UsA CcA
5 |172.54.542.236 IP Address Active USA co
6 39.38.116.53 |P Address Active UsA FL

The Status column is required. You must use a status that already exists in
your ThreatQ instance. You can review your existing status by clicking on the
Settings gear icon and selecting Object Management.

ﬂ\ The status supplied in the CSV overrides the status selected during
the import process.

Example

A B c D E F
1 Indicator Type Status Attribute::Country  Attribute::State  Comments
2 trustme@refundszus.com Email Address | Active UsSA A Phishing attempt
3 officer@irspolice.com Email Address | Active USA MD Fradulant rebocall
4 |6e277b5ea2B178c5 MDS Review USA CcA
5 172.54.542.236 IP Address Active UsA co
6 39.38.116.53 IP Address Active UsA FL

The Attribute columns are optional. You can apply one or more attributes to
an indicator by adding an Attribute column.

Attribute keys are case and space sensitive, ‘MalwareFamily’ and ‘malware
family’ will generate a separate key in ThreatQ. In order to map to an existing
Attribute Key in ThreatQ, you must match it exactly.

Each attribute column heading must use the follow format:

Attribute: :<Attribute Name>
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|‘:|' ThreatQuotient recommends you review existing attribute keys and
values in ThreatQ prior to importing so that you can maintain
consistent and normalized attribute data.

Example
A B e D E F
1 Indicator Type Status Attribute::Country | JAttribute::State | Comments
2 trustme@refundszus.com Email Address  Active USA MA Phishing attempt
3 |officer@irspolice.com Email Address Active UsA MD Fradulant robocall
4 | bc277b5eab178c5 MD5 Review USA CA
5 172.54.542.236 IP Address Active USA co
6 39.38.116.53 |P Address Active USA FL
Comments The optional Comments column allows you to add a comment for the
indicator.

The ThreatQ user that performs the import process is marked as the author
of the comment in ThreatQ.

£ Comments (1)

0 threatq@threatg.com aminute ago
Phishing attempt

Edit Delete
Example

A B c D E F
1 |Indicator Type Status Attribute::Country  Attribute::State  |Comments
2 trustme@refundszus.com Email Address  Active USA MA Phishing attempt
3 |officer@irspolice.com Email Address Active UsA MD Fradulant robocall
4 |6c277b5ea2B178c5 MDS5 Review UsA CcA
5 |172.54.542.236 IP Address Active USA co
6 39.38.116.53 IP Address Active UsA FL

Parsing a ThreatQ CSV File and Adding Context

1. Click the Create button and select Indicator Parser under the Import heading.

The Add Indicators dialog box opens with the Parse for Indicators tab selected.
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Add Indicators

Parse For Indicators Add Indicator

Provide the content you'd like to be parsed for indicators.

& :

Drag your files here or click to brows

9 Normalize URL Indicators (9 Parse FQDNs

2. Upload your CSV file by either:

+ Dragging and dropping your file into the window

+ Clicking the Click to Browse option and uploading your file
3. Select ThreatQ CSV File as the parser to use.
4. Use the checkboxes to select your parsing options:

OPTION DESCRIPTION
Normalize URL When checked, parsed URLs will have ports and leading protocol
Indicators adjusted, as well as unneeded quotes and spaces removed.

G\ Normalization also adds attributes for protocol and query
string.

See the Indicator URL Normalization topic for more details.

Parse FQDNs When checked, the Indicator Parser will parse FQDNs from the text
and derive FQDN indicators from URLs in the text.

Example (checked): URL: https://tgexample.com/table.jspa?
query_string_example

Indicators created:

O tgexample.com/table.jspa (the URL)
O tgexample.com (the derived FQDN from the URL)

When unchecked, the Indicator Parser will not generate FQDN
indicators from the parsed text.
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Example (unchecked): URL: https://tgexample.com/table.jspa?
query_string_example

Indicator created:
O tgexample.com/table.jspa (the URL)

ﬁ Administrators can configure the default setting for these options under the General
Tab on the System Configurations page. See the Indicator Parsing Presets topic for
more details.

5. Click Next Step.
6. Select whether or not to save the CSV file. Saving the file will result in all extracted indicators

being linked to the file for reference.

Import Indicators

Would you like to save this file?
O Yes, save this file. (Recommended)

All indicators extracted during this import will be linked to this file for future reference.

File Title {required)

cvsexample.csv ]
File Description (optional)

Zince fllg names arent ahways descriptive, ue this 1o casily identity this file

File Category

ThreatQ CSV File N

Mo, delete this file after import.

7. Select a Source for the extracted indicators.
You can also click the Add a New Source option if the desired source is not listed in the
dropdown list. If administrators have enabled TLP view settings, you can select a TLP label for
the new source in the dropdown list provided. See the Traffic Light Protocol (TLP) topic for more
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8.

10.
11.

information on TLP schema.

Provide the scurce of this Information,

Emanging Thieats
MITRE Enderperigs ATTLCK
RUTRE Mobde ATTELE

MITRE PRE-ATTEOE

Select a Status for the extracted indicators. The indicator's Status value supplied in the CSV
overrides this value.

SeElnLl A status o be apgked o all enracted indicators

Review -

Enter any Tags to apply to the extracted indicators. This field is optional.
Select any attribute, attribute value, and attribute source to apply to the extracted indicators.
Add Relationships for the extracted indicators.

ﬂ\ If you enter an object name that is not found, you can click the Create link to add the
new object. If you limited your search to a specific object type, you are linked to the
corresponding form. For example, if you limit your search to Adversaries, the Create
link opens the Add An Adversary form. If you leave the Limit search to field set to All
Objects, you can select the object type you want to create from a drop-down list.

12. Click on Next Step.

The Step 2: Organize and Classify page will load.

Import Indicators

- S o RN
13. You can review the extracted indicators' information and attributes.
You can perform the following actions:
ACTION DETAILS
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Add Indicator You can add additional indicators by clicking on the Add Indicator
button.

Edit Indicator You can edit the Indicator Type by clicking on the Pencil icon next to

Type and the indicator name. The Edit Indicator screen will load. You can edit

Value the extracted indicator's value and type from this box.

Set/Update You can update the status of one or more extracted indicators. Select

Status the checkbox next to the indicator(s) to update and then click on the
Add Info option. Click on the Set Status tab and select your new
status.

Add Attribute You can add an attribute to one or more extracted indicators. Select

the checkbox next to the indicator(s) to update and then click on the
Add Info option. The Add Attributes tab will be selected by default.
Select an Attribute Name, Value, and Source to apply to the selected
indicator(s).

Create You can link one or more extracted indicators to another system

Relationship object. Select the checkbox next to the indicator(s) to update and then
click on the Add Info option. Click on the Set Relationship tab and
set the relationship. When you add a relationship, it is displayed in the
indicator list and you can click it to view its details in a preview panel.

ﬂ\ If the object you want to link is not found, you can you can
click the Create link to add the new object. If you limited
your search to a specific object type, you are linked to the
corresponding form. For example, if you limited your search
to Adversaries, the Create link opens the Add An Adversary
form. If you leave the Limit search to field set to All Objects,
you can select the object type you want to create from a
drop-down list. In the Add form, the indicators you selected
in the second step of the import process are listed in the
Create Relationship section.

Add Comment You can add a comment to one or more extracted indicators. Select
the checkbox next to the indicator(s) to update and then click on the
Add Info option. Click on the Set Comment tab and enter your
comment.

ThreatQ User Guide

Version 5.26.0 351



THREA TQM Importing Indicators via CSV

Delete You can delete one or more extracted indicators. Select the checkbox
Extracted next to the indicator(s) to delete and then click on the Remove icon.
Indicator

14. Click Finish Export.
Troubleshooting

If the CSV fails to parse please review the following points:

+ Verify that the file is a CSV.

+ Verify that column headers are spelled exactly as they are listed, the parser is case sensitive.
+ Verify that all rows have a value for Indicator and Type.

+ Verify that all Type and Status values are valid and exist in ThreatQ.

If you have previously hit a failed parse run and believe you have fixed the error but
the file will still not parse, logout of TQ, log back in and attempt to parse again.
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Indicator URL Normalization

Remove Quotes from the Beginning and/or End of an Indicator

Single and double quote characters are removed if they are the first or last character of an indicator.
Remove Unneeded Spaces found within an Indicator

All spaces irrelevant of their position in the Indicator value are removed (when applicable).

Adjust Leading Protocol from Indicators

Indicators with a leading protocol [http://, https://, ftp://, or ftps://] are extracted and included as an
attribute. When applicable, this indicator adjustment could change the indicator type from URL to
FQDN.

Original URL indicator of http://evilsubdomain.no-ip.biz/ would convert to a FQDN =
evildomain.no-ip.biz.

Adjust the Port from an IP Address

An IP address with a port [ex. 199.7.136.88:8143] will be truncated to the IP address and the port
assignment will be added as an attribute.

Using the previous example the following indicator/attribute will be created:

FIELD VALUE

URL 199.7.136.88

Attribute > Port 8143

Adjust Defanged/Neutered Indicators

Indicators that have been defanged/neutered in order to “safely” share them (i.e. www [dot] 3322
[dot] org or badguy [at] gmail.com) need to be adjusted during import in order to ensure the
indicators are properly deployed.

Create an IP Address from a URL (when applicable)

Using the previous example the following indicators will be created:

FIELD VALUE

URL 51.255.131.66/civis/viewforum.php

|P Address 51.255.131.66

Create a FQDN from a URL (when applicable)
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When a URL contains a domain [ex. bat99-11611.co/gate777.php] a second indicator will be created
for the domain [bat99-11611.co].

Using the previous example, the following indicators will be created:

FIELD VALUE

URL bat99-11611.co/gate777.php

FQDN bat99-11611.co

Extract HTTP Parameters from a URL Indicator

HTTP parameters [chained.j3oilgasinc.net/civis/viewforum.php?keywords=9obo&amp;fid0=c27] are
important but can significantly limit pattern-matching detection capabilities due to the likelihood of
parameter deviations, as well as, hamper the volume of URL indicators being deployed. To increase
the probability of detection the http parameters are extracted and created as attributes.

In this example:

FIELD VALUE

URL 10C chained.j3oilgasinc.net/civis/viewforum.php

Attribute = HTTP Parameter = keywords 9obo&amp;fid0=c27

Maintain “WWW"” on FQDN Indicators
When parsing or importing a FQDN the “www” will be maintained.

Replace and/or Remove Special Characters

CHARACTER REPLACEMENT

ASCII Values < 32 <space>
ASCIl Values > 127

Ascii 96 -

Ascii145 '

Ascii146 '
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Ascii147 "

Ascii148 "

Ascii151 -

carriage return and line feed <space>

Control Characters Remove

Convert to UTF8 Remove leading and trailing space, tab, newline, carriage return,
vertical tabs and null characters.
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Supported Defanging Techniques

The table below lists all supported indicator defanging techniques.

[] =>

[dot] =>
(dot) =>
[d] ==
-dot- =>
_dot_ =>
[:] =>
[://] =>
hxxp:// =>
hxxx:// =>
hxxps:// =>
hxxxs:// =>
[hxxp] =>
hxtp:// =>
htxp:// =>
hxtps:// =>

W/

http://

http://

https://

https://

http

http://

http://

https://
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htxps:// =>
[http] =>
[http://] =>
[https] =>

[https://] =>

[at] ==
-at- =>
_at_ =>
-@- =>
_@_ =&
[@] =>
[www] =>

https://

http

http://

https

https://

@

www
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Indicator Expiration

Expiration ("Expired") is a status that can be assigned to an indicator. The expired status should be
used when an indicator is deemed by an analyst to pose less of a threat to their infrastructure than
other indicators.

ﬂ\ See the Indicator Expiration Policies topic for more information on setting up automatic
expiration policies for indicators.

Ways an Indicator can Expire

+ An analyst manually changes an indicator(s) status to "Expired"

This can be achieved by visiting an individual indicator's details page, then using the Status
dropdown in the top right hand corner of the page to change the status.

If the analyst wishes to change the status of multiple indicators at the same time, they can use
the advanced search tool to find the indicators they'd like to update, then click the Bulk Update
button found directly to the right above the search results.

« An analyst manually sets an expiration date for a specific indicator

Each indicator has the option to have an expiration date set, which once past, will toggle the
status of that indicator from it's current status to "Expired".

+ An expiration policy has been applied to the source reporting an indicator and therefore
an expiration date is automatically set for that indicator during ingestion

Using the “Expiration” tab on the Indicator Management page, a ThreatQ admin has the ability
to apply expiration policies to all ingested information, both new and existing, coming from a
specific intelligence source. See the Indicator Expiration Policies topic for more details.

ThreatQ User Guide

Version 5.26.0 358



THREA TQM Indicator Expiration

Changing the Expiration Date for an Individual Indicator

When viewing a specific indicator, its expiration date can be changed by clicking on the link next to the
expiration information.

THREATO 3 if\ Threat Library A Investigations Lul Analytics

195.123.245.83:447/tt0002/william-
pc_w629200.f71819bb1edf5078c2b2ab2aff931102/5/bcclientdll64/

INDICATOR: URL

Created: 05/09/2019  First Seen: 05/09/2019 07:31am  Expires: add date ~
Add 7 days
@ Attributes (10) Add14 days
@ Context Pratect from auto-expiration
& Attributes (10) | O ATTRIBUTETYPE = Remove current expiration date JE =
Options include:

OPTION DESCRIPTION
Add 7 Days This will extend the current expiration date by 7 days.
Add 14 Days This will extend the current expiration date by 14 days.
Protect from This will set the indicator to "Never Expire". Once set, this indicator will be
Auto- exempt from all automated expiration processes regardless of
Expiration circumstances. The only way for this indicator to expire moving forward is by

analyst choice.

Remove This will remove the currently set expiration date. If this indicator is reported
Current by an intelligence feed (with an expiration policy) in the future, a new

Expiration Date expiration date will be added at that point in time.

Changing the Expiration Date for Multiple Indicators

You can apply expiration changes for a set of indicators using the Bulk Action function. See the Bulk
Actions topic for further details.
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Indicator Scoring
Indicator scoring allows you to apply weighting to indicators and their contextual information, such as
sources, attributes, and indicator types, as they are added to ThreatQ. Indicator scoring allows you to

set manual scores or rely on ThreatQ's scoring algorithm to calculate scores. After scores are
calculated, you can change the score to your custom value or accept the calculated value.

Building a Scoring Algorithm

You can build a scoring algorithm that automatically assigns an indicator score based on user-
designed criteria. See the Scoring Algorithms topic for further details.

Setting a Manual Indicator Score

Q You can use this process to override an individual indicators score set by the scoring
algorithm.

1. Navigate to an Indicator's Details page.
2. Click the Score dropdown and select a score.

THREATQ 3
Edit
Demo ¢ SCORE: O« Wery Law - i STATUS: thee
INDICATOR: Email Subject
10 - Very High
Created: 0471 7/2019 First Seen: 0471772019 07:16pm Expires: add date - A Watchlist
- High -

@ Attributes © Add
¥ - Medium

@ - “
S Low

B Sources (1) =] sources © dd
- Very Low

B

w

W ATTACK Tach - Wery Low

[

- Wery Low

(5’ Relationships

Wery Low

() Tags

{2 comments (0) 0 - Wery Law

2,-& Operations
3 AuditLog

(& Description & Edi
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ﬂ Optionally, you may revert to the calculated score by clicking on the Score dropdown
and selecting Generated Score.

SCORE: (i) STATUS: Active ~

I 10 - Very High

 Add to Watchlist

9 - High

, © Add
7 - Medium

| 8 - Medium
6 - Low
5-Low

© Add
4 -Very Low
3 -Very Low
2 -Very Low

1 -Very Low

0 - Very Low

10 - Generated Score
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Indicator Status
All Indicator in the system have statuses.
“Q Most exports in ThreatQ are configured to use the Active status to signal deployment to

external devices. However this can be modified and each status can be used however your
organization sees fit.

Default Statuses

The default statuses that ship with a standard installation of ThreatQ are as follows:

STATUS DESCRIPTION
Active Poses a threat and is being exported to detection tools.
Indirect Associated to an active indicator or event (i.e. pDNS).
Review Requires further analysis.

Whitelisted Poses NO risk and should never be deployed.

Expired Indicator has reached its expiration and has been is deemed by an analyst to
pose less of a threat to their infrastructure than other indicators.

Custom Statuses

You can create custom statuses for use in your ThreatQ instance. See the Indicator Statuses topic for
more details.

Changing the Status of an Individual Indicator

Changing an indicator’s status is straightforward, except in the case of whitelisting CIDR Block
indicators. When Whitelisting a CIDR Block indicator, this process generates a whitelisting rule. See the
Whitelisted Indicators topic for more information.

1. Locate and click the indicator to open its details page.
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2. Click the status dropdown menu, and select the desired status.

SCORE: o0-VeryLow =~ (i) STATUS: | Active ~

Expired

No longer poses a serious threat.

Indirect

Associated to an active indicator or event (i.e. pDNS).

Review
Requires further analysis.

ided. Whitelisted
to this object. Poses NO risk and should never be deployed.

The status will be updated.

ﬂ If an Administrator or the Primary Contributor are whitelisting a CIDR BLOCK
indicator, there is a different process, as this actually generates a whitelisting rule. For
more information, see the Creating a Whitelist Rule section of the Whitelisted

Indicators topic.

Changing the Status for Multiple Indicators

You can change the status for multiple indicators using the Bulk Status Change. See the Bulk
Actions topic for more information.
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Intrusion Sets

An Intrusion Set is grouped sets of adversarial behaviors and resources, sometimes referred to as
attack packages, used to target an individual organization.
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Adding an Intrusion Set

1. Go to Create > Intrusion Set.
The Add Intrusion Set window is displayed.

Add Intrusion Set

Source

Add new source
Related Objects foptional}

— Limit search tp ———————
All Objects - Q Add Relationship

2. Populate the following fields:
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FIELD DESCRIPTION
Name Add an intrusion set name.
Description Enter a brief description of the intrusion set.

G\ Any description you add during
object creation defaults to a Source
value of ThreatQ System.

Status Optional field. Click the Status field to assign
a status to the intrusion set.

G\ Intrusion set statuses are
configured in the Object Statuses
tab in the Object Management
page. If none are configured, this
field is not displayed.

First Seen/Last Seen Select the first and last seen dates and times.

Point of Contact Optional field. Click the field to select the
ThreatQ display name of the point of contact
for the intrusion set.

Source Select a Source from the dropdown list
provided.
You can also click the Add a New Source
option if the desired source is not listed in the
drop-down list. If administrators have
enabled TLP view settings, you can select a
TLP label for the new source in the dropdown
list provided. See the Traffic Light Protocol
(TLP) topic for more information on TLP
schema.

3. Select any Related Objects you need to link to the Intrusion Set. This field is optional.
4. Click Add Intrusion Set.

ThreatQ User Guide

Version 5.26.0 366



THREA TQM Intrusion Sets

Adding Context

See the About Object Details section and its topics for details on adding context to an object such as
adding sources, attributes, and related objects.

Editing an Intrusion Set

1. Locate and click on the Intrusion Set.

The Intrusion Set's detail page opens.

THREATQ &) =

Bad Day  ¢Edi
INTRUSION SET

Created: 01/28/2021 First Published: 0
Actions =

2. Click on Edit next to the Intrusion Set's name.

The Edit Intrusion Set dialog box opens.

Edit Intrusion Set *

3. Make the desired change to the Intrusion Set's name and click Save Intrusion Set.

Deleting an Intrusion Set

1. Locate and click on the Intrusion Set.
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Intrusion Sets

The Intrusion Set's details page opens.

THREATQ 3

Bad Day  ¢Edi
INTRUSION SET

Created: 01/28/2021 First Published: 0

Actions -

2. Click on the Actions menu and select Delete Intrusion Set.

A confirmation dialog box appears.

Are You Sure?

Creleting this Intrusion 5S¢t cannot be undone,

3. Click on Delete Intrusion Set.
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Malware

Malware , short for malicious software, targets devices, services, and networks with the intent to gain
unauthorized access or damage a network or programmable device.

Use the steps below to create, edit and delete a Malware object.
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Adding a Malware Object

1. Go to Create > Malware.
The Add Malware window is displayed.

Add Malware

Name

Description

Paragraph

L € IOUMCE

Related Objects (optional)

~ Limiz search 1o ——— [ _
All Objects . H Q. add Relationship

2. Populate the following fields:
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FIELD DESCRIPTION
Name Add a malware name.
Description Enter a brief description of the malware
object.

G\ Any description you add during
object creation defaults to a Source
value of ThreatQ System.

Status Optional field. Click the Status field to assign
a status to the malware object.

ﬂ\ Malware statuses are configured in
the Object Statuses tab in the
Object Management page. If none
are configured, this field is not
displayed.

Point of Contact Optional field. Click the field to select the
ThreatQ display name of the point of contact
for the malware object.

Source Select a Source from the dropdown list
provided.
You can also click the Add a New Source
option if the desired source is not listed in the
drop-down list. If administrators have
enabled TLP view settings, you can select a
TLP label for the new source in the dropdown
list provided. See the Traffic Light Protocol
(TLP) topic for more information on TLP
schema.

3. Select any Related Objects you need to link to the Malware. This field is optional.
4. Click Add Malware.
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Adding Context

See the About Object Details section and its topics for details on adding context to an object such as
adding sources, attributes, and related objects.

Editing a Malware Object

1. Locate and click on the Malware.

The Malware's detail page opens.

THREATQ 3 Lu Dashboards i) Threat Library

Ghosthunter & Edit
MALWARE

Created: 04/19/2021 First Published: 04/19/2021 07:53pm Last Modified:

Actions =
@ Attributes (0)

@ Context

2. Click on Edit next to the Malware's name.

The Edit Malware dialog box opens.

Edit Malware

Ghosthunter

e
Ty
m—p

3. Make the desired change to the Malware name and click Save Malware.

Deleting a Malware Object

1. Locate and click on the Malware.
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Malware

The Malware's details page opens.

THREATO D Lu Dashboards il Threat Library

Ghosthunter ¢ Edit
MALWARE

Created: 04/19/2021 First Published: 04/19/2021 07:53pm  Last Modified:

@ Attributes (0)

@ Context

2. Click on the Actions menu and select Delete Malware.

A confirmation dialog box appears.

Are You Sure?

Deleting this Mabware cannot be undone.

m :: e

3. Click on Delete Malware.
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Notes

Notes objects are STIX 2.1 objects that provide further context and/or additional analysis. You can
export a Note object to PDF or CSV.
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Adding Notes

1. Go to Create > Notes.
The Add Notes window is displayed.

Add Notes

| o'l Author

Description

Related Objects (optional)
~ Limit sgarch to

All Objects

2. Populate the following fields:
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FIELD DESCRIPTION
Value Add a descriptive name for the note.
Note Author Enter the name of the note author.
Description Enter the note's description. If you do not

select a source during object creation, the
description source defaults to ThreatQ
System.

Point of Contact Optional field. Click the field to select the
ThreatQ display name of the point of contact
for the note.

Source Select a Source from the dropdown list
provided.
You can also click the Add a New Source
option if the desired source is not listed in the
drop-down list. If administrators have
enabled TLP view settings, you can select a
TLP label for the new source in the dropdown
list provided. See the Traffic Light Protocol
(TLP) topic for more information on TLP
schema.

3. Select any Related Objects you need to link to the note. This field is optional.
4. Click Add Notes.

Adding Context

See the About Object Details section and its topics for details on adding context to an object such as
adding sources, attributes, and related objects.
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Editing Notes

1. Locate and click the Notes object.
The Notes Details page opens.

Edin
Additional Context

NOTES
Created: 012970024 First Published: 01,/29/2024 01:30pm Last Modified: 0172502024 01 :30pm
(~) Attributes (0)
@ Context

S attributes (0) |

B Sowrces (1)
ﬁ Sources (1)

7 Tags [0}

2. Click the Edit option next to the Notes object name.
The Edit Notes window is displayed.

Edit Notes b

Intel Analysis

acine -

3. Make the desired change to the Note name.
4. Click the Save Notes button.
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Notes

Deleting Notes

1. Locate and click the Notes object.
The Asset Details page opens.

Edit
Additional Context
NOTES
Created: 012970024 First Published: 01,/29/2024 01:30pm Last Modified: 0172502024 01 :30pm
(~) Attributes (0)
@ Context
S attributes (0) |
B Sowrces (1)
ﬁ Sources (1)
7 Tags [0}

2. Click the Actions menu and select Delete Notes.
The Are You Sure window prompts you confirm the deletion.

Are You Sure? E

Deleting this Mates cannot be undone

3. Click the Delete Notes button.
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Reports

Report contain information and related details for a specific threat such as Malware .

Use the steps below to create, edit and delete a Report.
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Adding a Report

1. Go to Create > Report.
The Add Report window is displayed.

Add Report

Description

Status

| Faint Of Contact

Related Objects (optionol)
= LIMIE S|arch to

| All Objects

2. Populate the following fields:
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FIELD DESCRIPTION
Name Add a report name.
Description Enter a brief description of the report.

G\ Any description you add during
object creation defaults to a Source
value of ThreatQ System.

Status Optional field. Click the Status field to assign
a status to the report.

G\ Report statuses are configured in
the Object Statuses tab in the
Object Management page. If none
are configured, this field is not
displayed.

Point of Contact Optional field. Click the field to select the
ThreatQ display name of the point of contact
for the report.

Source Select a Source from the dropdown list
provided.
You can also click the Add a New Source
option if the desired source is not listed in the
drop-down list. If administrators have
enabled TLP view settings, you can select a
TLP label for the new source in the dropdown
list provided. See the Traffic Light Protocol
(TLP) topic for more information on TLP
schema.

3. Select any Related Objects you need to link to the Report. This field is optional.
4. Click Add Report.

Adding Context

See the About Object Details section and its topics for details on adding context to an object such as
adding sources, attributes, and related objects.
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Reports

Editing a Report

1. Locate and click on the Report.
The Report's detail page opens.

THREATO 3 i Dashboards

PRCJ2 ¢ Edit
REPORT

Created: 04/19/2021 First Published: 04/19/2021 08

Actions -

() At

2. Click on Edit next to the Report's name.

The Edit Report dialog box opens.

Edit Report

PRC)2

==

3. Make the desired change to the Report name and click Save Report.

Deleting a Report

1. Locate and click on the Report.
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Reports

The Report's details page opens.

THREATO 3 l.ul Dashboards

PRCJ2 &
REPORT

Created: 04/19/2021 First Published: 04/15/2021 Q8

Actions =

) At

2. Click on the Actions menu and select Delete Report.
A confirmation dialog box appears.

Are You Sure?

Deleting this Report cannot be undone.

3. Click on Delete Report.
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Signatures

Signatures contain the blueprints or patterns associated with a malicious attack on a network or
system.

ThreatQ provides you with the ability to ingest and manage Signatures, such as Snort, YARA, and
OpenlOC. While importing, ThreatQ parses the signature file for Indicators to add. Once signatures
are included in your deployment, you can add contextual information and correlate them with
Indicator , Events , Adversary, and Files .

Adding a Signature

1. From the main menu, choose Create > Signature.

The Add Signatures dialog box opens.
Add Signatures

LG

B Farse signatune Tor iLators

Extracted Signatures

Apply sitribates to all exiracted signatures. (aptional)

Relate sipratures to arather abject (0.0 an indicator, srent. adversary, #8c...]

2. Choose the type of signature from the dropdown .

3. Select a Source from the dropdown provided.
You can also click the Add a New Source option if the desired source is not listed in the
dropdown list . If administrators have enabled TLP view settings, you can select a TLP label for
the new source in the dropdown list provided. See the Traffic Light Protocol (TLP) topic for more
information on TLP schema.
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4. Do one of the following:
O Drag your file(s) into the left pane.
O Click click to browse, and locate the file you wish to upload.
O Copy/paste content into the right pane.

5. Optionally, select to parse the signature for indicators.

6. Choose a Signature Status from the drop-down menu.
7. Optionally, Apply attributes to all extracted signatures:

O Select an Attribute Type.
O Enter an Attribute Value.
O Enter an Attribute Source.

Q You can click on the Add icon for additional attributes.

8. Optionally, relate the signature to another object by entering the object in the Relate
signatures to another object field.

ﬁ If you enter an object name that is not found, you can click the Create link to add the
new object. If you limit your search to a specific object type, you are linked to the
corresponding form. For example, if you limit your search to Adversaries, the Create
link opens the Add An Adversary form. If you leave the Limit search to field set to All
Objects, you can select the object type you want to create from a drop-down list.

9. Click Next Step