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About the ThreatQ Platform

ThreatQ is a cyber threat intelligence platform that focuses on centralizing, structuring, and
strengthening a security organization's intelligence-driven defensive posture against attacks.

Concept

The following describes how ThreatQ helps organizations manage threat intelligence, allowing
them to defend against sophisticated cyber-attacks.

Threat Library

A central repository combining global and local threat data to provide relevant and contextual
intelligence that is customized for your unique environment. Over time, the library becomes
more and more tuned to your environment and fills in the intelligence gaps created by
different sources, all providing only some pieces of the puzzle.

Adaptive Workbench

An open and extensible work area for security experts across the organization to work within
your processes and tools. A customizable workflow and customer-specific enrichment
streamlines investigations and analysis, and automates the intelligence life cycle.

Open Exchange

ThreatQ is the only threat intelligence platform specifically designed for customization to meet
the requirements of your unique environment. Get more from your existing security
investments by integrating your tools, teams and workflows through standard interfaces and
an SDK/API for customization.
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Accessing the Platform

To access the ThreatQ web Ul, you must authenticate yourself with a username and password.
You can use the main menu to access ThreatQ functionality.

User sessions time out after 60 minutes of inactivity. Users with administrator and
maintenance roles can update this setting or, disable session timeouts for that specific user,

by viewing the user's account profile. See the Editing a User section of the Managing User
Accounts topic for more details.

ﬂ\ The initial account created when installing ThreatQ does not have a set session time
by default. This setting can be updated as well from the user profile account.
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Authentication Methods

There are three authentication methods that can used to access your ThreatQ platform:

METHOD DESCRIPTION REFERENCE

Local User accounts are created and maintained

Authentication manually within in the platform. Username,
passwords, and permission roles are
configured within ThreatQ. Administrators
can edit a user's profile including email,
password, and permission role in ThreatQ.

« User
Management

 Accessing the
Platform

Local users will log in using the local user
login method for the ThreatQ platform.

LDAP User accounts are created and authenticated . LDAP
Authentication outside of the ThreatQ platform and user Authentication
roles are mapped from the user's Active
Directory. Due to this nature, user accounts
cannot be modified within the ThreatQ
platform (User Management page).

LDAP users will log in using the local user
login option for the ThreatQ platform -
see Local Login.

SAML User accounts are created and authenticated « SAML
Authentication outside of the ThreatQ platform and user Authentication
roles are mapped from the user's Active
Directory. Due to this nature, user accounts
cannot be modified within the ThreatQ
platform (User Management page).

SAML does not allow user role mapping for
maintenance accounts.

SAML users will log in using the single sign-on

ThreatQ User Guide
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METHOD DESCRIPTION REFERENCE

(SSO) login option for the ThreatQ platform -
see SSO Login.

Transitioning Authentication Methods

The following scenarios will detail how authentication methods can be transitioned in the
ThreatQ platform.

CURRENT NEW
METHOD METHOD DETAILS
Local SAML Current ThreatQ accounts will be mapped using the user's

email address and users will use SSO to log into the platform
- see SSO Login. Local Maintenance Accounts will not be
mapped in SAML and will continue to use the local login
method. See the Configuring SAML topic for details on this
setup process.

A\ ThreatQuotient strongly recommends that you
perform a full backup before changing your
authentication method.

SAML Local Contact ThreatQ Support.

Local LDAP Current ThreatQ accounts will be mapped using the user's
email address and users will continue to use the local login
method - see Local Login. See the LDAP Authentication topic
for details on this setup process.

A\ ThreatQuotient strongly recommends that you
perform a full backup before changing your
authentication method.

ThreatQ User Guide

Version 4.51.0 15



THREATQ A~

Authentication Methods

CURRENT
METHOD

LDAP

LDAP

SAML

NEW
METHOD

Local

SAML

LDAP

DETAILS

Contact ThreatQ Support.

LDAP must be disabled before enabling SAML. No account
updates are required if the unique account identifier for
LDAP was the user’'s email address. The LDAP group that is
mapped to the ThreatQ Maintenance role will have to be
mapped to different user role as SAML does not allow
maintenance account mapping.

SAML must be disabled before enabling LDAP. No account
updates are required if the unique account identifier for
SAML was the user’s email address.
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Platform Login

When you installed ThreatQ, you defined an IP address for the web Ul, and set up the
Maintenance Account and password.

There are two methods that can be used to log into your ThreatQ instance:

* Local Log In
+ Single Sign-On (SSO)

Local Log in
User accounts using local authentication and LDAP will log in using this method.

1. Navigate to your ThreatQ instance - https://your-ThreatQ-web-ip-address.

THREATQ )

2. Enter your username (email address) and password.
3. Optionally, if you have 2-step verification enabled, complete the following steps:

> Enter your verification code from Google Authenticator.
> Optionally, choose to Remember this computer for 30 days.

4. Click Login or Submit.

Single Sign-On (SSO)

Users using SAML authentication will use this log in method.

ThreatQ User Guide
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[‘_‘T SAML users are required to add their email address to their user profiles in order to
use the SSO. As part of the integration process, the ThreatQ platform expects that the
user's email address has already been added to their IdP. See the Setting up LDAP
Users/Groups for SAML topic for more details.

observer Properties 7%

Q  MemberOf Dabin Enveonment Sessors
4 Remote control Remate Desidop Services Prefle oM.
Generdl  Addmss  Acourt  Profle  Telephones | Orgenasion

| 3. cbserver

1. Navigate to your ThreatQ instance - https://your-ThreatQ-web-ip-address.

If SAML is enabled, you will see a Single Sign-On option.

THREATQ )

2. Click on Log in Using SSO.

You will navigate to your third-party authenticated site to log in. Once that has been
completed, you will be automatically sent back to the ThreatQ instance.
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2-Step Verification

When you enable 2-Step Verification (also known as two-factor authentication), you add an
extra layer of security to your account. After 2-Step Verification is active, you sign in with your
password and a code sent to your mobile device.

The 2-Step Verification option is not available for users using SAML Authentication and the
Single Sign-On (SSO) process.

Enabling 2-Step Verification

1. Click on your avatar icon, located to the top-right of the platform, and select My Account.
2. Under Enable 2-Step Verification, click Enabled.
3. In the Enable 2 Step Verification dialog box, complete the following:
a. Scan the gr code using your Google Authenticator mobile app.
b. Enter the validation code delivered to your mobile device via Google Authenticator.
c. Click Submit.
4. Click Save.

What to do next

The next time you log in, you must use the newest verification code.
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Air Gapped Data Sync (AGDS)

Air Gapped Data Sync (AGDS) allows you to transfer data from a source ThreatQ installation to
a target air-gapped ThreatQ installation. ThreatQ defines an air-gapped system as one that is
not connected to a public network. This means that external feed ingestion will not occur on
the air-gapped installation.

You should consult with ThreatQ Support or a Threat Intelligence Engineer prior to performing
an Air Gapped Data Sync.

Air Gapped Data Sync consists of two synchronization commands:

« threatq:sync-export: the read command that copies data from the source ThreatQ
installation

« threatq:sync-import: the write command that copies data to the target ThreatQ
installation

If you are using LDAP or SAML authentication on your Source ThreatQ instance, and require
users transferred via import to have authentication capabilities on your Target ThreatQ
instance, then you must enable the same authentication method on your Target ThreatQ
instance prior to performing import.

This section includes deployment details and configurations that should not be deviated from
or changed without first consulting with ThreatQuotient. Any deviation of the ThreatQuotient
recommended settings could result in system and platform instability, may render the system
non-operational, and are not supported.

System Requirements

To use Air Gapped Data Sync, ThreatQ installations must meet the following requirements:

« ThreatQ v4.15 or later must be installed.

« All ThreatQ installations must run the same software version.

+ All ThreatQ installations must be set to the correct time, time zone, and date, and using a
clock source available to all. UTC is recommended.
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Executing Air Gapped Data Sync

Using artisan commands at the command line of the ThreatQ installation, you execute air
gapped data sync in two steps:

1. You run the threatq:sync-export command on the source ThreatQ installation; see
Understanding threatq:sync-export.

2. You run the threatqg:sync-import command on the target ThreatQ installation, see
Understanding threatq:sync-import.

Running the threatq:sync-export Command

To run the threatq:sync-export command, complete the following steps:
1. SSH to your ThreatQ installation.

2. Navigate to the api directory using the following command:

<> cd /var/www/api

3. Run the following command appended by the necessary parameters, as described in
Parameters: section of the threatq:sync-export topic.

<> sudo ./artisan threatq:sync-export

4. Review the Output and Sync report; see the Output and Sync Report section of the
threatq:sync-export topic.

Running the threatq:sync-import Command

To run the threatqg:sync-import command, complete the following steps:
1. SSH to your ThreatQ installation.

2. Navigate to the api directory using the following command:

<> cd /var/www/api
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3. Run the following command appended by the necessary parameters:

<> sudo ./artisan threatqg:sync-import

4. Review the Output and Sync report; see threatqg sync-imprt File Output and Sync Report.
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threatq:sync-import

The purpose of this command is to process the tarball of object data created by the
threatq:sync-export command. Temporary sync tables are created on the target to house this
object data, and integrity checks are run against existing data to verify IDs and check for
duplicate objects. Duplicate objects from the source ThreatQ installation are updated, and
new objects are inserted. The temporary sync tables are dropped when data processing is

complete. Each run of this command also generates a sync report without output logs for the
run.

Parameters

The following table outlines the parameters for the command. With the exception of --file,
which is required, all parameters for the threatq: sync-import command are optional.

PARAMETER EXPLANATION

--file
File path to the tarball created by the threatq:sync-export command. This
command is required to run the threatq:sync-import command.

example: --file=/tmp/tqSync-19-01-16-1547660837-8345.tar.gz

--keep-

creatzd-at Determines whether the oldest created_at date between the source and
target ThreatQ installations should be maintained, or a new created_at is
set on the target system. The default if this option is not provided by the
user is for the oldest created_at date to be maintained. This value is
required. Options are Y(es) or N(0).

Default: Y

example: --keep-created-at=N
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PARAMETER EXPLANATION

--object-limit
Integer value used as the limit for the number of objects updated or
inserted at a time. This value is required. When using this option, the size
of the data sets on both source and target ThreatQ installations should
be taken into account. Setting the limit too high may hinder performance.

Default: 1000

example: --object-limit=50000

--memory-
limit Sets the PHP memory limit in Megabytes or Gigabytes. This value is
required.
Default: 2G
example: --memory-limit=4G
--override-
description Determines whether or not the descriptions on existing objects on the
target ThreatQ installation will be updated. If an existing object has a
NULL description, it will be updated regardless of the use of this flag.
Default: Y
example: --override-description=N
Examples

This command should be run from inside the /var/www/api directory.

Basic Run
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<> sudo ./artisan threatq:sync-import
-—file=/tmp/tgSync-19-01-16-1547660837-8345.tar.gz

This example will process all the data in the tarball provided in the --file option, using an
object limit of 1000 for all inserts and updates. The created_at date of all transferred objects
will be updated on the target ThreatQ installation if it is older than the current created_at date
(if the object is already present on the source ThreatQ installation). Newly inserted objects will
keep the created_at date of the source ThreatQ installation.

Set New created_at Dates on the Write System

<> sudo ./artisan threatqg:sync-import
-——file=/tmp/tgSync-19-01-16-1547660837-8345.tar.gz
—-—keep-created-at=N

This example will process all the data in the tarball provided in the --file option using an
object limit of 1000 for all inserts and updates. The created_at date of all transferred will be
left alone in the case of object updates, and to the current time in the case of new object
inserts.

Increase the Object Limit

<> sudo ./artisan threatq:sync-import
-—file=/tmp/tgSync-19-01-16-1547660837-8345.tar.gz
—-—-0object-1imit=50000

This example will process all the data in the tarball provided in the --file option using an
object limit of 50000 for all inserts and updates. The --keep-created-at option has been left
out, so it will use the default setting of Y(es) and created_at dates will be maintained from the
read system.

Initial Setup

You must run the threatq:fill-sync-hash-column command, before running the threatq:sync-
import command on an air gapped ThreatQ installation. This command prepares the database
of an air gapped installation to run the threatq:sync-import command. Upon upgrade to
ThreatQ version 4.17 and later, several tables will include a sync_hash column, which stores an
MD5 hash of the unique fields for records in each table. This command fills in the data in this
column, before attempting an Air Gapped Data Sync import. Data added after upgrade will

ThreatQ User Guide

Version 4.51.0 25



THREAT() /i~ threatq:sync-import

automatically have their sync_hash columns populated on insert and update, so it is only
necessary to run this command once.

The threatq:sync-import command checks for any NULL values in the sync_hash column in the
events, indicators, and object_links tables before importing any data, and will fail if any NULL
values are found. If the threatq:fill-sync-hash-column command is not run and sync_hash
columns are found on the indicators, events, or object_links tables, the import will fail and ask
you to run the command to fill that column before continuing.

Running the threatq:fill-sync-hash-column Command

SSH to your target ThreatQ installation.
Change directories to /var/www/api.

Run php artisan down to place ThreatQ into maintenance mode.

A W=

Run the following command:
sudo ./artisan threatq:fill-sync-hash-column

5. Run php artisan up to bring ThreatQ out of maintenance mode.

Run Scenarios

Success

When a run of this command completes successfully, a report will appear in the directory the
command was run in (/var/www/api). There will also be a record in the database
synchronizations table for the run. Both of these will contain data describing performance
metrics and object counts.

Excluded Files

If the --ignore-file-types option was used during creation of the export tarball, then the
physical files associated with File objects that have the File Types specified in that option will
not be available during the import of those objects. If the import command detects that a file
is missing from the export tarball, it will create a placeholder file under the same file path as
was set on the read box (this is defined in the path field of the File). This placeholder file will
be a simple text file with the phrase "File excluded from export.". Please be aware that
because the original physical file associated to the File object has been replaced, it will no
longer be possible to open the physical file on the Details page for that File object.

Errors
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If a run of this command fails before completion, error messages will not appear in the report
file - though they will appear in the laravel log and in the console. There is not currently a
means of restarting the command from where it left off. The command will need to be
restarted and will run through all the data again. Any data from the tarball that was written
during the previous failed run will simply be updated (rather than inserted again), meaning the
end result will be the same - all data will be transferred from the tarball to the target system.

Data Processing

Data found in CSV dump files for a table from the tarball provided in the --file option is
inserted into a corresponding sync table. A sync table is just a copy of a base table, with
column structure maintained but indexes excluded. Indexes are added to unique columns on
sync tables (which will later be used in table joins and where clauses) once data insertion from
dump files is complete, since indexes slow the insertion process down.

The naming convention for a sync table is sync_import_<base table name>_<process id>.

Base table: adversaries

Sync table: sync_import_adversaries_12345

All sync tables are removed from the target ThreatQ installation's database once data
processing is complete.

Basic Table

A basic table has no foreign keys pointing to other tables in the database. It has a single
identifier (id) column for each record. Once all the data stored in the tarball for a basic table
has been transferred to a sync table, the sync table has an existing_id column added with a
default value of NULL for each record. This column is used to determine whether the record
already exists on the target ThreatQ installation. The id for the record on the target system
may be different from that of the record from the source ThreatQ installation, so this
existing_id column ensures that data integrity is maintained between the two.

Sample Basic Table:
attachment_types - (id, name, is_parsable, parser_class, created_at, updated_at, deleted_at)

Sample Sync Table created from Basic Table:
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sync_import_attachment_types_12345 - (existing_id, id, name, is_parsable, parser_class,
created_at, updated_at, deleted_at)

Tables with Pivots

A pivot table has one or more foreign keys pointing to other tables in the database. Once all
the data stored in the tarball for a table with pivots has been transferred to a sync table, the
sync table has an existing_<pivot>_id column added for each foreign key column, as well as
an existing_id column for the record itself (all set to a default value of NULL).

File Output

threatq sync-import File Output and Sync Report

Once all data has been processed, a Sync Report will be generated in the /var/www/api
directory (where the command is run). This file will be named after the tarball used in the run,
with the extension "-sync-import.txt"

Tarball used: tqSync-19-01-16-1547660837-8345.tar.gz

Sync Report name: tqSync-19-01-16-1547660837-8345-sync-import.txt

threatqg:sync-import Command Line Output

Command line output displays command progress and object totals. It will be similar to the
output in the Sync Report.

Synchronizations

Table
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synchronizations

id - The auto-incremented id for the Synchronization record

type - The Synchronization direction (options are "export" or "import")
started_at - The date and time the command run was started
finished_at - The date and time the command run completed
config_json - AJSON representation of the command run configuration

report_json - A JSON representation of the command run parameters (command line
options, object counts, tables created, etc)

pid - The process id of the command run
hash - Unique identifier for a command run (md5 hash of the config_json column)
created_at - The date and time the Synchronization record was created

updated_at - The date and time the Synchronization record was updated

Record Handling

Hash

The Synchronization record hash column is automatically calculated as an md5 of the
config_json column on record creation.

Initial Creation

A Synchronization record is created at the beginning of a command run, right after all
command line options have been processed. Initial creation only covers the type, started_at,
pid, and config_json columns. For this command (threatq:sync-import), the type will be
"import". The command line option portion of the report_json is added as well, but this
column will not be complete until the record is finalized. The finished_at column remains
NULL.

Finalization

A Synchronization record is finalized when the command run has completed. At this time, the
finished_at column is filled with the completion date and time, and the report_json column is
updated to include information about the run (object counts, tables created, etc).
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threatq:sync-export

The purpose of this command is to pull all objects, object context, tags, and object links from
the source ThreatQ installation and then store them in CSV data dump files. You can specify
which objects are pulled, based on a date or via configuration. All data pulled into the CSV
data dump files can then be transferred to a target air-gapped ThreatQ installation for
validation and import. Each run of this command also generates a sync report with output
logs for the run.

Parameters

The following table outlines the parameters for the command. All parameters for the threatq:
sync-export command are optional. If you do not set any parameters, the system runs a
default configuration as explained in threatqg:sync-export Configuration.

PARAMETER EXPLANATION

--target
Target directory where the output file should be placed. This value is
required.

Default: /tmp

example: --target=/my/directory

--start-date
The start date for data selection. This value is required.

ex: --start-date="2018-01-01 00:00:00"

--end-date
The end date for data selection. This value is required. Applies only to
objects themselves, not object context or object links.

example: --end-date="2018-01-02 00:00:00"
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PARAMETER

--include-
deleted

--include-
investigations

--meta-only

--memory-limit

--object-limit

EXPLANATION

Determines whether objects that have been soft-deleted are included
in the result set. Options are Y(es) or N(0).

Default: N

example: --include-deleted=Y

Determines whether Investigations and Tasks are included in the
result set. This value is required. Options are Y(es) or N(0).

Default: N

example: --include-investigations=N

If present, tells the command to only include meta data (no object
data) in the result set. No value necessary.

Sets the PHP memory limit in Megabytes or Gigabytes. This value is
required.

Default: 2G

example: --memory-limit=4G

Sets the limit on the number of objects selected at a time.
Recommended use is to set the limit to a number smaller than the
default (50,000) on boxes with very large data sets.
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PARAMETER EXPLANATION

Default: 50,000

example: --object-limit=10000

--ignore-file-

types Defines a comma-delimited list of ThreatQ File Types for which
physical files stored on the source ThreatQ installation should not be
transferred to the target air-gapped ThreatQ installation. Database
records are still included in the export tarball.

example: --ignore-file-types="Malware Analysis Report"

example: --ignore-file-types="Malware Analysis Report,Malware
Sample"

Examples

This command should be run from inside the /var/www/api directory. The following examples
provide use cases for air gapped data sync.

No Time Limit, Default Configuration

<> sudo ./artisan threatqg:sync-export

This example will pull all objects in the system (with the exception of Investigations, Tasks, and
soft-deleted Objects). The output will appear in /tmp.

Meta Data Only

<> sudo ./artisan threatqg:sync-export --meta-only

This example will pull only meta data objects from the system (Attributes, Sources, Object
Statuses and Types, and so on).
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Time Limit
<> sudo ./artisan threatq:sync-export --start-date
="2018-10-01 00:00:00" --end-date="2018-11-01 00:00:00"

This example will pull objects whose updated_at or touched_at occurs between the start and
end date.

Exclude Malware Files

<> sudo ./artisan threatqg:sync-export --ignore-file-types="Malware
Sample"

This example will pull all objects, but will exclude the physical files attached to any File objects
with the type Malware Sample. The File objects themselves (as well as their context and
relationships) will still be included in the export tarball.

Any File Type can be used with this option, and multiple File Types can be included as a
comma-delimited list.

<> sudo ./artisan threatqg:sync-export --ignore-file-
types="STIX, PDF,Malware Sample"

Cron Configuration

<> sudo ./artisan threatqg:sync-export
--target=/my/directory --include-deleted=Y
-—-include-investigations=N

This example will do a search for a previous synchronization record with the same hash
(comprised of the three options provided). If any hash matches are found, the run will use the
started_at date of the most recent previous record as the start date for the current run.

If you do not require soft-deleted Objects, Investigations, or Tasks to be transferred to the
target ThreatQ installation, then only the --target option is necessary (as the defaults for the
other two options are both (N)o).
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Initial Cron for First Time Use

Determine what the cron configuration options should be:

* target directory
« whether investigations/tasks should be included

« whether deleted objects should be included

The cron configuration options must be the same for every run, but they only need to be
specified if different from the defaults.

Run the command with the cron configuration options:

<> php artisan threatqg:sync-export
--target=/my/directory --include-investigations=Y
-—-include-deleted=N

Instructions for Larger Data Sets (Starting from the Beginning of Time)

For larger data sets, it is undesirable to do a full run from the beginning of time (performance
will suffer).

A\ ThreatQuotient recommends that you use the --end-date option to specify an upper
limit on the date range pulled. Multiple runs will be necessary to process all data up
to the current date.

Determine what the cron configuration options should be:

* target directory
« whether investigations/tasks should be included

« whether deleted objects should be included

The cron configuration options will need to be the same for every run, but they only need to
be specified if different from the defaults.

For each of the runs, provide the configuration options along with the --end-date option:
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<> php artisan threatqg:sync-export
--target=/my/directory --include-investigations=Y
-—-end-date="2017-01-01 00:00:00"

Once the current date has been reached, the --end-date option will no longer be necessary.
Instructions for Larger Data Sets (Starting from a Specified Date)

For larger data sets, it is undesirable to do a full run from the beginning of time (performance
will suffer).

A\ ThreatQuotient recommends that you use the - -end-date option to specify an upper
limit on the date range pulled. Multiple runs will be necessary to process all data up
to the current date.

If only a subset of data needs to be processed up to the current date, then you should use the
--initial-start-date option.

Determine what the cron configuration options should be:

* target directory
« whether investigations/tasks should be included

« whether deleted objects should be included

The cron configuration options will need to be the same for every run, but they only need to
be specified if different from the defaults.

For the first run, provide the configuration options along with the --initial-start-date option.

<> php artisan threatqg:sync-export
--initial-start-date="2017-01-01 00:00:00" --target=/my/directory
--include-investigations=Y --end-date="2017-02-01 00:00:00"

For each of the runs, provide the configuration options along with the --end-date option:

<> php artisan threatqg:sync-export
--target=/my/directory --include-investigations=Y
-—end-date="2017-01-01 00:00:00"

Once the current date has been reached, the --end-date option will no longer be necessary.
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Run Scenarios

Success

When a run of this command completes successfully, a tarball of data will appear in the target
directory you specified (or /tmp by default). A report file describing the run will be available in
the data tarball, under the /sync directory. There will also be a record in the database
synchronizations table for the run.

Errors

If a run of this command fails before completion, the tarball will not be created. There will be a
data directory in the target directory (where the data is stored before it is compressed) that
contains all the data that was processed before the failure. The report file will appear in this
directory under /sync. Error messages will not appear in the report file - though they will
appear in the laravel log and in the console.

Regardless of whether the run was part of a cron configuration, it can simply be restarted. The
cron configuration will look for the last completed run to find the next start date.

Dates

Start Date

A start date is applied to objects according to the column available - touched_at or updated_at.
touched_at Objects

Adversaries, Attachments, Events, Indicators, Signatures, Custom Objects

updated_at Objects

Investigations, Tasks, Object Links, Tagged Objects

End Date

An end date is applied only if you provide one at run time. It is applied everywhere a start date
is used.
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Configuration

The configuration used for each run of this command consists of the --target, --
include_deleted, and --include_investigations command line options and is stored in the
config_json column of the Synchronization record. The hash column of each Synchronization
record is a md5 hash of the config_json column.

Default
The default configuration is used if the command is run with no options provided:

* target_directory = /tmp
 include_deleted = false

* include_investigations = false
In this configuration, the initial run start date will default to 1970-01-01 00:00:00.
Cron

If the command is run with the --target, --include_deleted, and --include_investigations
parameters, the hash of these values will be compared against the hash column of previous
runs. Using these three options on every run allows for the command to be incorporated into
a scheduled task.

If any hash matches are found, the start date for the run will be set to the started_at date in
the Synchronization record of the previous run with the same hash.

If no hash matches are found, the start date will be set to 1970-01-01 00:00:00.
Start Date Provided

If a start date is included in the command run using the --start-date option, any other options
also provided will be honored. However, if the --target, --include_deleted and --
include_investigations options are also included, a Cron check against the hash of these three
options will not occur. The start date provided will be included in config_json as the
manual_start_date so that the run does not collide with any Cron-related runs.

If a "beginning of time" run is necessary, use the option as --start-date="1970-01-01
00:00:00".
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Output and Sync Report

The following sections detail the data you may find in the export output and sync report.

Meta Data

Meta data is transferred with every run of this command by default. You can specify that only
meta data (no object data) should be pulled in a run by using the --meta-only option.

Meta data includes information about Sources, Attributes, Tags, as well as Object Statuses and
Types (both seeded and user-provided).

While meta data like Connectors and Operations are included in this list, they are not installed
on the target ThreatQ installation as part of the air gapped data sync process. They are only
placed in the requisite tables for use as Sources of Objects that are transferred. The same is
true of any Users that are copied - these will not be enabled Users on the target installation;
they will be transferred as disabled.

Meta Data Objects

* Attributes

* Clients

« Connectors

« Connector Categories
« Connector Definitions
« Content Types

* Groups

* Investigation Priorities
* <Object Type> Statuses
+ <Object Type> Types
+ Other Sources

* Operations

* Sources

« Tags

« TLP
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* Users

Objects

This command covers any objects installed on the system by default, and any custom objects
that have been installed by the user. The only objects that can be excluded are Investigations
and Tasks (using the --include-investigations command line option).

A\ Custom Objects that are installed on a source ThreatQ installation that have NOT
been installed on a target ThreatQ installation will NOT be installed by the air gapped
data sync process. If an object is included in the export data, but is not found on the
target, it will be ignored.

Default Objects:

« Adversaries

« Attachments (Files)
* Events

* Indicators

* Signatures

« Campaigns

+ Courses of Action
* Exploit Targets

* Incidents

« TTPs

Storage:

The data for each object is copied as a dump file in CSV format using "SELECT * INTO
OUTFILE..." MariaDB syntax. The full query for the data is built up using the options you
provided (start date, end date, etc).

Dump files contain a maximum object limit of 50,000 (set in the Synchronization base class).
Dump files are created (with a counter appended to the file name) until the entire object result
has been covered.
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To ensure that any Objects present in Object Context (Attributes, Comments, and Sources),
Object Links, Tagged Objects, or Investigation Timeline Objects are also included in the base
Object data, CSV dump files for each Object type are also created from queries against each of
these tables. This is necessary because of the differing date columns used in each query (an
object may appear in an Object Link in the specified date range according to the Object Link's
updated_at date, even though the Objects themselves saw no change to their touched_at date
in that date range). When the data from all of these object files is transferred to the target
ThreatQ installation, any duplicates across dump files will be consolidated. Files that contain
Object data will always include "_obj_" in the file title.

Sample Object File List (all of these files will contain Adversary records):
+ adversaries/adversaries_obj_0.csv
+ adversaries/adversaries_obj_attributes_0.csv

* adversaries/adversaries_obj_comments_0.csv
« adversaries/adversaries_obj_investigation_timelines_0.csv
* adversaries/adversaries_obj_object_links_dest_0.csv

+ adversaries/adversaries_obj_object_links_src_0.csv
* adversaries/adversaries_obj_sources_0.csv

+ adversaries/adversaries_obj_tags_0.csv

Object Context

The date range for queries on Object Context tables uses the updated_at date column, with the
exception of Adversary Descriptions, which uses the created_at date column.

Adversary Descriptions are handled as part of the Object Context gathering process. The
adversary_descriptions table is queried using the created_at date column, and the entirety of
the adversary_description_values table is pulled, as it doesn't have a date column.

Not all Objects have all Object Contexts (Attributes, Attribute Sources, Comments, and
Sources). Tables are only polled if they exist.
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Tables Covered for each Object Type:

+ <object type>_attributes
*+ <object type>_attribute_sources
« <object type>_comments

*+ <object type>_sources
Sample Object Context File List (Indicator Object Type):

* indicators/indicator_attribute_sources_0.csv
* indicators/indicator_attributes_0.csv
* indicators/indicator_comments_0.csv

* indicators/indicator_sources_0.csv

Other Data

Attachment Files

Physical files for all attachments included in the date range are copied into the attachments/
files directory of the data tarball.

Object Links
The date range for queries on Object Links uses the updated_at date column.
Tables Covered (Object Links and Object Link Context):

* object_links

* object_link_attributes

« object_link_attribute_sources
* object_link_comments

* object_link_sources
Sample Object Link File List:

* object_links/object_links_0.csv
+ object_links/object_link_attributes_0.csv

+ object_links/object_link_attribute_sources_0.csv
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* object_links/object_link_comments_0.csv

* object_links/object_link_sources_0.csv
Tags
The date range for queries on Tagged Objects uses the updated_at date column.
Tables Covered (Tags themselves are covered in the Meta Data):
tagged_objects
Sample Tagged Objects File List:
tagged_objects/tagged_objects_0.csv
Spearphish
The date range for queries on Spearphish uses the updated_at date column.
Tables Covered:
spearphish
Sample Spearphish File List (Spearphish files are stored with Event data):
events/spearphish_0.csv
Investigations

The date range for queries on additional Investigation context tables uses the updated_at
column.

Tables Covered:

* investigation_nodes

* investigation_node_properties
* investigation_timelines

* investigation_timeline_objects

* investigation_viewpoints
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Sample Investigation additional context File List:

investigations/investigation_node_properties_0.csv
investigations/investigation_nodes_0.csv
investigations/investigation_timeline_objects_0.csv
investigations/investigation_timelines_0.csv

investigations/investigation_viewpoints_0.csv

File Output

Data Tarball

Once all data has been processed, a tarball is created containing all output files. This tarball
will be dropped in the directory specified in the --target option, or the /tmp directory by
default.

Tarball Naming Convention: tqSync_<run date>.tar.gz

tqSync-19-01-16-1547649934-0849.tar.gz

Sync Report

The output for each run is stored in a Sync Report output file, which is located in the sync

directory of the data tarball. The file is always named sync-export.txt.

Command Line Output

Command line output displays command progress, object totals, and files written.

Synchronizations

Table
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id - The auto-incremented id for the Synchronization record

type - The Synchronization direction (options are "export" or "import")
started_at - The date and time the command run was started
finished_at - The date and time the command run completed
config_json - AJSON representation of the command run configuration

report_json - A JSON representation of the command run parameters (command line
options, object counts, files created, etc)

pid - The process id of the command run
hash - Unique identifier for a command run (md5 hash of the config_json column)
created_at - The date and time the Synchronization record was created

updated_at - The date and time the Synchronization record was updated

Record Handling

Hash

The Synchronization record hash column is automatically calculated as an md5 of the
config_json column on record creation.

Initial Creation

A Synchronization record is created at the beginning of a command run, right after all
command line options have been processed. Initial creation only covers the type, started_at,
pid, and config_json columns. For this command (threatq:sync-export), the type will be
"export". The command line option portion of the report_json is added as well, but this
column will not be complete until the record is finalized. The finished_at column remains
NULL.

Finalization

A Synchronization record is finalized when the command run has completed. At this time, the
finished_at column is filled with the completion datetime, and the report_json column is
updated to include information about the run (object counts, files created, etc).
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Upgrading an Air Gapped ThreatQ Instance

ﬂ\ Contact ThreatQ Support if you encounter any issues during the upgrade or require
assistance.

1. Log into the ThreatQ download repository, https://download.threatqg.com, using your
YUM credentials.

Locate and download the appropriate airgap upgrade file.
ee & Index of |

€ C @& download.threatq.com

H} 4.17.2-airgap tar.gz 2019-04-09 15:57 1.0G
¥} 4.180-airgaplacgz  2019-05-07 17:03 1.0G
N} 4.19.1-airgaptargz  2019-05-31 18:34 1.0G
§ ) 4.20.0-airgap tar.gz 2019-06-05 17:56 1.0G
¥} 4201 -airgaptargz  2019-06-19 15:37 1.0G
N ¥ 421 0-airgaptargz  2019-07-0217:11 1.0G
b ¥ 420.1-airgaptargz  2019-07-31 16:36 1.0G
l} 421 2-airgap largz 2019-08-19 17:17 1.0G
N} 4.220-airgaplargz  2019-08-29 18:28 10G
)} 423.0-airgaptargz  2019-09-1300:53 1.1G

3. Open the CLI of the device to upgrade and run the following:
<> mkdir /var/tmp/upgrade

4. Copy the upgrade file you downloaded in step 2 to the newly created directory /var/tmp/
upgrade using the scp client of your choice.

5. Return to the CLI of the device and confirm that the upgrade file is present.

6. Use the following commands to unpack and run the upgrade file:

<> sudo su -
screen -S threatqg
cd /var/tmp/upgrade
1ls -al
tar -xzvf /var/tmp/upgrade/<upgrade filename>
/var/tmp/upgrade/upgrade.sh
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7. Allow the upgrade process to complete. When complete, the output should resemble the
following:

Installed:
chrony.x86_64 0:3.2-2.el7
device-mapper-event .x86_64 7:1.02.149-10.e17_6.7
device-mapper-event-1ibs.x86_64 7:1.02.149-10.¢17_6.7
device-mapper-persistent-data.x86_64 0:0.7.3-3.el7
dnsmasq.x86_64 0:2.76-7.el7
gnutls.x86_64 9:3.3.29-9.el7_6
gsettings-desktop-schemas.xB86_64 9:3.28.0-2.el7
libXfont.x86_64 @:1.5.4-1.el7
libgnome-keyring.xB86_64 0:3.12.0-1.el7
libgudevl.xB6_64 ©:219-62.e17_6.6
libldb.x86_64 0:1.3.4-1. el7
librabbitmg-devel .x86_64 0:0.8.0-2.el7
libtalloc.xB86_64 ©:2.1.13-1.el17
libtdb.x86_64 0:1.3.15-1.el7
libtevent.x86_64 0:0.9.36-1.el7
libtirpc.x86_64 0:0.2.4-0.15.el7
libzip-last.x86_64 ©0:1.1.3-1.el7.remi
Ilm_sensors.x86_64 0:3.4.0-6.20160601gitf9185e5.e17
lvm2.x86_64 7:2.02.180-10.e17_6.7
lvm2-1ibs.xB6_64 7:2.02.180-10.e17_6.7
mlocate.xB86_64 0:0.26-8.el7
net-snmp-libs.x86_64 1:5.7.2-37.el7
net-snmp-utils.x86_64 1:5.7.2-37.el7
nettle.x86.64 0:2.7.1-8.el7
postgresql-libs.x86_64 0:9.2.24-1.el7_5
python-markdown.noarch 0:2.4.1-2.el7
rpcbind.x86_64 0:0.2.0-47.el7
samba-common.noarch @:4.8.3-4.el7
trousers.x86_64 0:0.3.14-2.el7

Complete!

[root@support@2 upgradel#
[root@support®2 upgrade]#
[root@support®Z upgrade]#

A\ If your terminal session should end prematurely at any point during the
upgrade, you can return to it by logging back into the CLI and running the
command below.

<> screen -r threatqg
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Backup and Restore

The following describes how to back up and restore a ThreatQ instance.

ThreatQ Backup

Before performing a backup of a ThreatQ instance, note the following:

* The backup process stops and starts all ThreatQ services automatically in order to
prevent modifications to the file system and database. Requests made during this time
are queued and resumed once the backup process completes.

« The time it takes to back up ThreatQ depends primarily on the size of the database. For
this reason, we recommend performing a backup when system availability is not critical,
such as during a scheduled maintenance window.

* The resulting backup file can be large. We recommend that you write it to a mounted
drive or file location rather than the local file system. For instructions on how to mount a
network-available drive, contact ThreatQ Support. If the backup file must be stored
locally, you should move it off the local file system at the earliest opportunity.

« By default, the system creates a backup of the threat intelligence data index required for
improved search performance and includes it in the backup file. This operation may take
hours. You can omit this portion of the backup by running the backup command with the
--exclude-solr option. However, this means that your threat intelligence data must be
re-indexed during or after the restore process.

To perform a ThreatQ backup:

1. SSH to the ThreatQ command line and elevate your user privilege to root or sudo.
2. Change the directory to /var/www/api.
3. Choose one of the following options:

> To create a backup that includes a Threat Library re-index, run the following
command:

<> sudo php artisan threatqg:backup

> To create a backup that excludes a Threat Library re-index, run the following
command:

<> sudo php artisan threatqg:backup --exclude-solr
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4. When prompted, provide the root mysql password you configured during first boot.

You will only be prompted for a password and file path with the first initial backup. You
will not be prompted for either of these items for any subsequent backups. Contact
ThreatQ Support if you need to update either of these items.

5. Provide the path to the file location where you want to create the backup.

The script generates a backup file in the specified file location. The name of the file will be
threatq_backup_x.x.x_yyyy-mm-dd.tgz, where x.x.Xx is the TQ version and yyyy-mm-dd is the
date when the backup was performed.

ThreatQ Restore

To restore from a ThreatQ backup, note the following:

+ The target machine must be an existing ThreatQ instance running the same version of
the instance captured in the backup.

* The restore process completely overwrites the current installation.

« The backup file needs to be accessible by the target ThreatQ instance, either locally or on
a mounted drive.

* The backup file will be unzipped in the same directory where it resides. Ensure that the
available disk has sufficient space to hold both the backup archive and the extracted
directory. The extracted directory can be removed after the restore is complete.

+ Depending on the size of the instance being restored, the process can take a while.

« The machine running the target ThreatQ instance automatically restarts once the restore
process is complete.

To restore from a ThreatQ backup, perform the following procedure on the target ThreatQ
instance.

1. Complete the first boot process on the new host by navigating to its IP address in a web
browser and entering your credentials. If this step is not completed, the remaining steps
are not successful.

2. SSH to the command line and elevate your user privileges to root or sudo.

3. Verify that you have the necessary utilities in place by running: yum install
policycoreutils-python-2.2.5-20.el7.x86_64.

4. Change directory to /var/www/api.

5. Issue the following commands:
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<> php artisan threatqg:restore </path/to/backup file>
php artisan threatqg:update-events

6. When prompted, provide the root mysql password you configured during first boot.

7. If the backup file does not include the intelligence data index required for improved
search performance, the system prompts you to either allow an automatic re-index or
manually perform it later.

| This operation may take hours.

8. After the restore completes, you should reboot the target ThreatQ system to ensure that
the system processes start up correctly.
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Command Line Interface (CLI)

You can use the CLI to perform tasks and initiate specific platform processes.
Important Notes
* You should SSH into your ThreatQ installation as root or have sudo permission.

« Some CLI commands require you to be in a specific directory to execute. Review the help
center topic for each command before running.

« Most CLI commands require that the ThreatQ application be placed into maintenance
mode before proceeding. Placing the application in maintenance mode allows you to
perform operations which would be delayed or otherwise impeded by regular API
operation. Review the Maintenance Mode section below before executing CLI
commands.

Maintenance Mode

Command Line Interface (CLI) commands and other processes, such as backup and restore,
require that you place the ThreatQ application into maintenance mode. Placing the application
in maintenance mode allows you to perform operations which would be delayed or otherwise
impeded by regular API operation.

Some CLI commands will automatically place the ThreatQ application into maintenance mode
when executed. The help center topics for these commands will indicate if the command will
automatically place the ThreatQ application into maintenance mode.

Placing the ThreatQ Application into Maintenance Mode

1. SSH to your ThreatQ installation.

2. Navigate to the api directory using the following command:
<> cd /var/www/api
3. Run the following command:

<> sudo php artisan down
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The platform will now be in maintenance mode.
[root@techpubstg apil# php artisan down

[rootRtechpubstg apll# I

Taking the ThreatQ Application out of Maintenance Mode

ﬂ\ The following steps assume you are already in the CLI. If not, complete steps 1-2 from
above before proceeding.

1. While under the /var/www/api directory, run the following command:

<> sudo php artisan up

The platform will now be out of maintenance mode.
[root@techpubstg apll# php artisan up

Application 1s now live.

[root@techpubstg apilé §
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Commands

This topic contains a list of useful CLI commands.

Auto Configuration MariaDB Command

The Auto Configuration MariaDB command will execute a script that will update your MariaDB
configurations based on your available system resources. The script is executed automatically
during the platform install/upgrade process but can executed manually by using the
command below. You will typically use this command after making a change to the size of
your ThreatQ instance or system memory.

‘ ﬂ MariaDB will need to be restarted after the script has completed its updates.

<> /etc/my.cnf.d/config gen/mysgl config generator

System ThreatQ Purge

A\ Read this section carefully before running the ThreatQ Purge Command. After
running this command, your threat intelligence data cannot be recovered.

The ThreatQ Purge command will permanently delete all object-related threat intelligence
data from your ThreatQ installation, including audit logs. It will maintain any configuration-
related settings, such as expiration, scoring, and so on.

Running the ThreatQ Purge Command

The ThreatQ Purge command will permanently delete all object-related threat intelligence
data from your ThreatQ installation, including audit logs. It will maintain any configuration-
related settings, such as expiration, scoring, and so on.

1. SSH to your ThreatQ installation.

2. Navigate to the api directory using the following command:

<> cd /var/www/api
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(O8]

. Place the application into maintenance mode - see the Maintenance Mode section.

4. Run the following command:

<> sudo php artisan threatqg:purge-threat-intelligence

5. You will be presented the following prompt:

<> You are about to erase all of your data, are you sure?

6. Enter Yes or No.

7. Bring the application out of maintenance mode - see the Maintenance Mode section.

Add/Upgrade CDF

Use the steps below to add or upgrade a Configuration Driven Feed (CDF) using the Command

Line Interface (CLI). The command creates connectors for each feed defined in the feed
definition file.

To install a CDF:
1. SSH to your ThreatQ installation.

2. Navigate to the api directory using the following command:

<> cd /var/www/api

3. Place the application into maintenance mode - see the Maintenance Mode section.

4. Run the following command:
<> sudo php artisan threatqg:feed-install <Feed Definition File>

ﬂ\ The application will notify you if the feed(s) in the feed definition file already
exists in the system and will cancel the installation. See the To Upgrade a CDF
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and Changes in User Configurations sections below for more information.
threatq:feed-install 6266 Started > 2019-02-21 18:47:24

threatq: feed-install 6266 Command failed:

The provided definition file contains the following installed feeds:

Testing at 5 AM. Proceed with the update by using the --upgrade flag.

5. Bring the application out of maintenance mode - see the Maintenance Mode section.
To Upgrade a CDF

This command can be used to update a feed's Category and Namespace. If the category exists
on the appliance, the command will update both fields and link the feed to the designated
category. ThreatQ will confirm that the defined category exists before completing the update
command. If the category does not exist, ThreatQ will not update the feed.

—_—

. SSH to your ThreatQ installation.

N

. Navigate to the api directory using the following command:

<> cd /var/www/api

3. Place the application into maintenance mode - see the Maintenance Mode section.

4. Run the following command:

<> sudo php artisan threatqg:feed-install <Feed Definition File>
—-—upgrade

5. Bring the application out of maintenance mode - see the Maintenance Mode section.
Changes in User Configurations

When upgrading an existing feed using the --upgrade flag, the application will compare the
existing version of the feed with the new version for differences in the user configuration. If a
difference is detected, the application will inform you that the current user configuration for
that feed will be overwritten. The application will require user input to continue with the feed
upgrade.

threatq:feed-install 6266 Started > 2019-02-21 18:47:24

threatq: feed-install 6266 Command failed:

The provided definition file contains the following installed feeds:
Testing at 5 AM. Proceed with the update by using the --upgrade flag.
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It is recommended that you create a copy of the existing configuration values before
proceeding with the upgrade.

Command Flag Help

You can also see a full list of command flags using the following command while under the /
var/wwwy/api directory:

<> sudo php artisan threatq:feed-install --help

Source Consolidation

Use the steps below to consolidate/deduplicate similarly named sources and to remove
unused sources from the ThreatQ application. A source that have been removed or merged
will have its data mapped to a new source.

The command does not require recalculation of scoring.
1. SSH to your ThreatQ installation.

2. Navigate to the api directory using the following command:

<> cd /var/www/api

3. Place the application into maintenance mode - see the Maintenance Mode topic.

4. Run the following command:

<> sudo php artisan threatqg:consolidate-sources

5. Bring the application out of maintenance mode - see the Maintenance Mode topic.
Example Scenario:

1. User manually adds ABC as a source.
2. User enables ABC.

There are now two ABC sources in the system.

3. User runs consolidation command.
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4. The application merges the sources and remaps any items linked to the correct source.

Source Merge

Use the steps below to merge a user-created source (source origin) with another source
(source destination). After merging, the source origin will be deleted and source changes will
be reflected in the Audit log (Example: Source A become Source B).

The command does not affect date stamps nor does it require a recalculation of scoring.

1. SSH to your ThreatQ installation.

N

. Navigate to the api directory using the following command:

<> cd /var/www/api

3. Place the application into maintenance mode - see the Maintenance Mode section.

4. Run the following command:

<> sudo php artisan threatg:merge-sources --origin-
source=%“"<source a>"” --destination-source=%“<source b>"

5. Bring the application out of maintenance mode - see the Maintenance Mode section.

Example Scenarios:

SCENARIO DETAILS

Merge user-created source 1
(origin source) with a system
source (destination source).

. User places the platform into maintenance
mode.

2. User runs Source Merge command.

3. User is presented with merge confirmation
dialog.

4. User consents to the merge.
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SCENARIO DETAILS

5. The platform will merge the origin source into
the destination source and then delete the
origin source after completion.

6. The platform will record the source merge in
the audit log for affected data.

7. The user receives a command success message.

8. The user brings the platform out of
maintenance mode.

Merge system source (origin 1
source) with a user-created
source (destination source).

. User places the platform into maintenance
mode.

2. User runs Source Merge command.

3. The platform will inform the user that a system
source cannot be merged into another source.

4. The user brings the platform out of
maintenance mode.

Merge user-created source 1
(origin source) with a system
source (destination source) with
duplicate records.

. User places the platform into maintenance
mode.

2. User runs Source Merge command.

3. The platform will inform the user that there are
duplicate records between the two sources and
prompt the user to run the Source
Consolidation command before proceeding
with the merge.

4. User runs the Source Consolidation command.
5. User runs Source Merge command.

6. User is presented with merge confirmation
dialog.

7. User consents to the merge.

8. The platform will merge the origin source into

the destination source and then delete the
origin source after completion.
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SCENARIO
0.
10.
11.
Merge user-created source 1

(origin source) with a system
source (destination source) with
an assigned TLP.

DETAILS

The platform will record the source merge in
the audit log for affected data.

The user receives a command success message.

The user brings the platform out of
maintenance mode.

. User places the platform into maintenance

mode.

2. User runs Source Merge command.

3. User is presented with merge confirmation

dialog.
User consents to the merge.
The platform will merge the origin source into

the destination source, and then delete the
origin source after completion.

The platform will then apply the destination
source's default TLP settings to the merged data
and record the source merge in the audit log for
affected data.

The user receives a command success message.

8. The user brings the platform out of

Historic Pull

maintenance mode.

If not called out specifically in Historic Feed Pulls, use the following commands at the
command line to run historic pulls for most other connectors, including most TAXII feeds.

1. Run the following command to determine the feed name ($FEEDNAME):

<> tgconnector -h

Take note of the desired feed name.
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2. Run the following command to run the historic pull, substituting your desired start and
end date:

<> sudo -u threatq tgconnector -f SFEEDNAME -s MM-DD-YYYY -e MM-
DD-YYYY

Merge Attributes

The Merge Attributes command allows you to merge an existing attribute to a new or
different existing attribute name. This is useful in the case that an attribute key is outdated or

entered incorrectly.

ﬂ If the MERGE-NAME attribute in the command does not exist, it will be automatically
created upon executing the command.

You can also filter the command to only merge attributes that have a specific source(s) using
an optional --source argument. If the source identified in the command does not exist, or the
argument is not included, the command will merge all oLD-NAME attributes into MERGE-Name.

—_—

. SSH to your ThreatQ installation.

2. Navigate to the api directory using the following command:
<> cd /var/www/api

3. Place the application into maintenance mode - see the Maintenance Mode topic.

4. Run the following command:

<> sudo threatg:merge-attributes --old-name='OLD-NAME' --merge-
name="'MERGE-NAME' --source='SOURCE'

Q The --source argument is optional. You can omit this parameter in order to
target all attributes with the oLD-NAME.

5. Bring the application out of maintenance mode - see the Maintenance Mode topic.

Example - Merge Attribute without using --source option
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sudo threatqg:merge-attributes --old-name='Cuontry' --merge-name='Country'

In the example above, the attribute cuontry would be merged into the country attribute. So if
you have an any instance of this attribute name (with value), cuontry: us, on an object, after
running the command, the attribute value would appear as country: us on that object.

Example - Merge Attribute using --source option

sudo threatq:merge-attributes --old-name='Cuontry' --merge-name='Country' --

source="'CrowdStrike'

In the example above, the attribute cuontry , if it has a source of crowdstrike, would be merged
into the country attribute. So if you have an instance of this attribute name (with value),
Cuontry: US, on an object, after running the command, the attribute value would appear as
Country: Us on that object.

Example - Merge Attribute using --source option (multiple sources)

sudo threatq:merge-attributes --old-name='Cuontry' --merge-name='Country' --

source="'CrowdStrike' --source='McAfee ATD'

In the example above, the attribute cuontry , if it has a source of crowdStrike Or McAfee ATD,
would be merged into the country attribute. So if you have an instance of this attribute name
(with value), cuontry: us, on an object, after running the command, the attribute value would
appear as country: Us on that object.

iSight Historic Pull

To run an iSight historic pull, run the following command from the command line, substituting
your desired start and end date:

<> sudo isight connector -s MM-DD-YYYY -e MM-DD-YYYY
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Threat Intelligence Services Custom Feeds Historic Pull
Commands

Custom feeds provided by Threat Intelligence Services provide a mechanism for you to
generate a historic pull during the initial feed run. After the initial feed run, feeds typically
perform an hourly pull, but can be adjusted within cron.

Refer to the documentation for your custom feed or integration for more information.

Reset User Password

ﬂ You cannot reset a SAML nor LDAP user's password from the command line.

If you have root access to your ThreatQ installation, you can reset any user's password from
the command line.

1. SSH to your ThreatQ installation as root.

2. Navigate to the api directory:
<> cd /var/www/api

3. Run the following command:

<> php artisan threatq:password-reset

4. At the prompt, enter the email address for the user whose password you are resetting.
5. At the prompt, enter the new password.

6. At the prompt, re-enter the new password to confirm.

Update TLP Designations

Use the following command to update the TLP schema for an Object Source or Object
Attribute Source with the source's default TLP designation.

ﬂ See Traffic Light Protocol (TLP) topic for more details on setting a default
TLP designation for a source.
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You should use this command to update your system to match default TLP configurations,
specifically attributes and sources that were added to the Threat Library prior to the release of
the TLP feature introduced with ThreatQ 4.11. This command will override previous

TLP schema settings for a source including ones set by users. You will be prompted to confirm
the action after entering the command. All updates will be recorded in the audit log.

ﬂ The command will update using the default TLP designation. If a default designation is
set to None, all references to the source will be updated to None.

Update All Sources
1. SSH to your ThreatQ installation.

2. Navigate to the api directory using the following command:

<> cd /var/www/api

3. Run the following command:

<> sudo php artisan threatqg:apply-tlp-defaults

4. The application will warn you that this action is not reversible and will require user
confirmation before proceeding.

5. Type Yes to confirm and proceed with the action.
ﬂ The application will automatically be placed into maintenance mode. After the

command has completed its operation, the application will be automatically be
brought out of maintenance mode.

Update a Specific Source
1. SSH to your ThreatQ installation.

2. Navigate to the api directory using the following command:

<> cd /var/www/api

3. Run the following command:

ThreatQ User Guide

Version 4.51.0 62



THREAT() /iR~ Commands

<> sudo php artisan threatqg:apply-tlp-defaults --sources="<your
source>"

ﬂ\ You can apply the command to multiple sources by listing the sources in a
comma-delimited format.

Example: --sources="CrowdStrike, AlienVault"

4. The application will warn you that this action is not reversible and will require user
confirmation before proceeding.

5. Type Yes to confirm and proceed with the action.
ﬂ\ The application will automatically be placed into maintenance mode. After the

command has completed its operation, the application will be automatically be
brought out of maintenance mode.

Convert TLP

Use the following command to update all object sources and object attribute sources that
have TLP stored as an object attribute. This command will not affect TLP attributes that have
already been converted. Users should use this command for new incoming data, such as
migrating data into the system, which has TLP attributes but no TLP set.

1. SSH to your ThreatQ installation.

2. Navigate to the api directory using the following command:

<> cd /var/www/api

3. Place the application into maintenance mode - see the Maintenance Mode section.

4. Run the following command:

<> sudo php artisan threatqg:convert-tlp-attributes

5. Bring the application out of maintenance mode - see the Maintenance Mode section.

Use Scenarios:
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Object has one or more TLP Attributes with an invalid TLP (not currently in the TLP options)

* If the Object has just one TLP Attribute - none of its Sources or Attribute Sources will be
updated.

* If the Object has more than one TLP Attribute - any Sources or Attribute Sources that
match the Attribute Source of the TLP Attribute will not be updated.

Object has a single valid TLP Attribute

« All of the Object Sources and Object Attribute Sources will be updated to match the value
of the TLP Attribute.

Object has multiple TLP Attributes

« Each TLP Attribute will be evaluated separately.

« Any Object Sources or Object Attribute Sources whose source matches that of the TLP
Attribute will be updated with the value of the TLP Attribute.

« Any Object Sources or Object Attribute Sources whose sources do not match will not be
updated.

« If there are no matches at all between the source of the TLP Attribute and any of the
Object Sources or Object Attribute Sources, a new Object Source will be added using the
Attribute's TLP value. Each of the Object Attributes will receive a new Object Attribute
Source with the TLP value as well.

View Feed Queues

When upgrading a feed, it is recommended to allow the previous implementation the feed to

complete processing of the data it has already downloaded, prior to upgrade, to avoid any
data loss.

Perform the following steps to confirm that the queues have been cleared.
1. Run the following command:

<> /var/www/api/artisan threatqg:list-queues -p feeds

2. Locate and confirm that the feed's Indicators and Reports rows display a value of "0" for
the Messages Ready and Messages Unacknowledged columns.

ﬂ The queues should be cleared, reporting 0 values, before proceeding with the
update.
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Airgap Import
See the threatg:sync-import topic.
Airgap Export
See the threatq:sync-export topic.
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Dashboards

Upon install, the system default ThreatQ dashboard serves as your initial landing page when
you log into ThreatQ.

While this dashboard cannot be modified, you can create your own data-driven dashboards.

Users with roles of Primary Contributor, Administrators, and Maintenance can create custom
dashboards that can be shared with other users.
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Default Dashboard

The system default dashboard, Overview, displays metrics and visualizations to provide at-a-

glance views of your threat intelligence data.
THREATQ )  womeens .

v

Overview

@ Orveryis

Widgets include:

* Overview of intelligence by score
+ Watchlist activity
* Incoming intelligence

* Open assigned tasks

Overview by Intelligence Score

This dashboard graph provides a summary of indicator scoring in the system. It lists total
indicators by score in the following order:

* Very High
* High
* Medium

* Low
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* Very Low
* Not Scored

You may click on the percentage/number of indicators to launch an advanced search based on
that criteria.

e Overview of Intelligence

VERY HIGH

MEDIUM

LOW

VERY LOW

NOT SCORED

Incoming Intelligence

This dashboard graph provides a view of threat intelligence from all incoming feeds.

@ Incoming Intelligence

Feed Mame Total & Active & = Daily &
All Feeds 188,5M 16,027

DeepSight Advanced IP Reputation Attack XM.,.. 70,443 13,645

DeepSight Advanced IP Raputation CnC XML ... 3,861 2,481

iSight Partnars 40 40

SecureWorks Abuse.ch Fecdo IP Tracker 0

Emerging Threats IQRisk Rep List FQDNs

DigitalShadows

DeepSight Advanced IP Raputation Frawd XM...

DeepSight Advanced |P Raputation Bot XML F...

CrowdStrike
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The system categorizes threat intelligence by:

* Feed Name

Total number of indicators reported by a source

Indicators reported by a source with a status of active

All indicators reported by a source per day (includes existing indicators)

Clicking on the Total and Active values will navigate you to the Threat Library Advanced Search
page with the appropriate filters applied

Watchlist Activity

This dashboard section provides a view of the intelligence data that you selected to watch. You
may click on any accompanying link to view the details page of the item being watched.

) Watchlist Activity (3 Since Wednesday v

Adversaries (1/1) Files (1/1) Indicators (6/G)

(M 156.201.135.172

Activity Source When

Manual Score added CrowdStrike 04/12/2018 06:05pm
Generated Score added CrowdStrike 04712720138 06:05pm

googleads2 . publicym.com linked CrowdStrike 047122018 06:05pm

Source added CrowdStrike 04/12/2018 06:05pm

Class added CrowdStrike 04122018 06:04pm

See the Add/Remove an Object to the Watchlist topic for steps on how to add an object to
your watchlist.
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Tasks

This dashboard widget provides a view of all open tasks in the platform. You can view your
open tasks or view all open tasks. Tasks on the dashboard are categorized by:

« Task ID

« Task Name

 User the Task is Assigned To
* Due Date

« Status
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Custom Dashboards

You can create and share multiple custom dashboards to be used on the ThreatQ landing
page.

Tech Pubs =

Bar Chart Example

Each dashboard is comprised of system widgets which are populated by data derived from
data collections - see Managing Search Results topic for more details. You can click on an
individual segment of data within a widget to view it in the ThreatQ Threat Library.

With the dashboard sharing option, you can determine which dashboards you want to share
with other users and which ones you want to keep private. See the Dashboard Sharing topic
for more details.

You can control which shared dashboards created by other users appear in your view.
Dashboards added to your view will appear dashboard horizontal menu as well as the
Dashboards dropdown menu. You can also remove your own dashboards from your view
without deleting them from the platform. See the User View Management topic for more
details.

Topics covered in this section include:

SECTION DETAILS
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Custom Dashboards

Analytics
Dashboards

Dashboard
Widgets

Dashboard
Management

Dashboard
Sharing

User View
Management

Deploy pre-configured dashboards for Adversaries, Events, Files,
and Indicators.

You can add the following widgets to your custom dashboards: Bar
Chart, Description, Line Chart, Pie Chart, Count, and Table.

You can create, edit, and delete your own custom dashboards.

You have the ability to configure how your custom dashboards are
shared across the ThreatQ platform.

Add, remove, and reorder dashboards that you created or have
been shared with you.
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Analytics Dashboards

You can deploy preconfigured dashboards, formerly known as Analytics, to your dashboard
view.

ﬂ\ Analytics dashboards cannot be edited.

Options include:

SECTION DETAILS
Adversaries The Adversaries dashboard provides an overview of all the adversaries within
Analytics ThreatQ as well as overlapping use of specific indicators.
Events The Events dashboard provides a high-level view of what types of events have
Analytics occurred and how frequently they are occurring.
Files Analytics The Files dashboard provides you with a pie chart displays the percentage of

different types of files within the system and a table that lists the files, the date and
time they were created, their title, their source, their category, and associated

keywords.
Indicators The Indicators Dashboard provides an insight into what indicators have been
Analytics added to the system within the last 15 days, as well as an overview of how many

indicators fall under each indicator type.
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Adversaries Analytics Dashboard

The Adversaries dashboard provides an overview of all the adversaries within ThreatQ as well
as overlapping use of specific indicators.

Adversaries Summary Table

The Adversaries Summary table lists adversaries by name, number of indicators, date created,
and the most recent event date associated with the adversary.

ADVERSARIES

Showing 1 to 10 of 92 Row count: 10 &
ADVERSARY MAME = NUMEER OF INDICATORS & DATE CREATED # MOST RECENT EVEMT DATE &
Adversary Bravo 03/18/2019 01:05pm
Agitated Rhinoceros 03/18/2019 01.09pm
Ajax Team 03/18/2019 01:24pm
Albino Rhina 03/18/2019 01:18pm
ANCHOR PR DA, 03/15/2019 06:31pm 11:4

ANDROMEDA SPIDER 03152019 0631 pm D&M /2018 09:00pm
Appetizing Ferret 03/18/2019 01:09pm
APT1 03/18/2019 01:04pm
Astorishing Pheasant 03/18/2019 01:03pm
BERSERK BEAR 035152019 0B 32pm 101192018 Da:42ar7

The following functions are available:
FUNCTION DETAILS
Opening the Adversary Click the name in the Adversary Name column.
Details page for an
adversary
Performing a search for Click the number in the Number of Indicators column to
related indicators set the adversary name as a search criterion and open

the Advanced Search page.
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FUNCTION

Opening the Event Details
page for an adversary event

Changing the number of
entries displayed in the table

Sorting the table by a
column

Searching within the
Adversary Name column

Adversaries Overlap Table

DETAILS

Click the date in the Most Recent Event Date to open the
Event Details page.

Click the paging batch option located to the bottom-right
of the table.

Click the column header. To reverse the column sorting
order, click the header a second time.

Click within the search box at the top of the column, and
enter your search criteria.

The Adversary Overlap table lists adversaries, the date and time they were created, their type,

and any overlapping indicators.

ADVERSARY OVERLAP

DATE = OVERLAPPING ADVERSARIES ADVERSARY NAMES % TFE ¥ CVERLAPPING INDICATOR %

O40ZF2019 021 0pm F

Emall Subject

The following functions are available:

FUNCTION

DETAILS

Opening the Adversary Details page for Click the name in the Adversary Name

an adversary column.
Opening the Indicator Details page for Click the identity in the Overlapping Indicator
an overlapping indicator column.
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FUNCTION

Changing the number of entries
displayed in the table

Sorting the table by a column

Searching within a column

Indicator Distribution Pie Chart

DETAILS

Click the paging batch option located to the
bottom-right of the table.

Click the column header. To reverse the
column sorting order, click the header a
second time.

Click within the search box at the top of the
column, and enter your search criteria.

The Adversary Overlap table lists adversaries, the date and time they were created, their type,

and any overlapping indicators.

INDIGATOR DISTRIBUTION

LN Candor
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The following functions are available:

FUNCTION

DETAILS

Viewing more information Hover over a colored section of the pie chart to open a

about a selected value

popup identifying the indicator.
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FUNCTION

Hiding or unhiding one of
the values from the pie
chart

Adjusting the time frame
of the information
displayed

Printing the graph or
saving it as a PNG, JPEG,
PDF, or SVG

DETAILS

The number of times the indicator was found within the
specified time frame, and what percentage of the total
number of indicators it represents.

Click the indicator on the left of the pie chart to remove it;
click a second time to reinstate it.

Click the dropdown menu at the top right and select the
desired timeframe.

You can select from:

+ Last 24 Hours
+ Last 7 Days

+ Last 30 Days
* LastYear

* User-set custom range

Click the hamburger menu = and select the desired
option.
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Events Analytics Dashboard

The Events dashboard provides a high-level view of what types of events have occurred and

how frequently they are occurring.

Events Overview

Analytics Mew Evants

2
.
18 L]
[
15 L]
L] ] L]
-] il n .
% 1 . : L P « . . . .
] . - :
. . s v
" " . " s
L] L] n = . LI ]
] ] L]
[} - L] .
3 I - s =
s * = .
0 = L] ] ] [ ] [ | - L] L] [ - ] - ] ] [ ] ]
Dec1d Dec20 Dec2z Dec 24 Dec26 Decid Dac 30 Jan 1 Jan 3 Jan 5 dan7 Jan 9 Jan 11 Jan 13 Jan 15 Jan 17

MONTHLY HEATMAP [ Last Year =

i 20 Mar 2 Apr 200& iy 20 b Jul 20 Aug 2018 Sep 2018 Ot 200 Nov 2018 e DO1E Jam 3019
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Events History Scatter Plot

The scatter plot points are plotted by date (x-axis) and hour (y-axis). The legend under the
scatter plot identifies the different kinds of events shown.

EVENTS TIMELINE O Last 30 Days =

b
2
18
|
1§
] .
i n :
i I " ]
L] ]
Ll ]
[ ]
" [ ]
& [
L ] .'.
3 1 z
]
0 = [ | . 1 =

Doc18  Decdd DecZZ  Dec2d Decd6  DaciB

The following functions are available:

FUNCTION

Viewing an event's name, date
and time, and source

Opening the Event Details
page for one of the events

[] ) . "o
L
= []
L L - ]
" [
o [l
|| " L] L]
s = "
L] u L [}
L L] L] . L] L} L] L ] L]
Janti Jdan 3 Jan§ Jdan 7 Jan § Jan 11 Jan 13 Jan 15 Jan 17
# Incidan B Saink

Hover your mouse over an event on the scatter plot to
see its name, date and time, and source.

EVENTS TIMELINE

24

21
Issues detected with the certificate issued to dion;
Date: 12/23/2018 12:54pm
Sources: DigitalShadows

aea.carnivore.it with common name Nepenthes Development Team ¥

Click the event in the scatter plot.

For more information, see Object Details.
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FUNCTION DETAILS
Hiding or unhiding one or Click the event type in the legend immediately below
more of the event types the scatter plot to remove it from the graph; click it

again to reinstate it.

Adjusting the time frame of Click the dropdown menu at the top right and select
the information displayed the desired time frame.

You can select from:

+ Last 24 Hours
+ Last 7 Days

*+ Last 30 Days
* Last Year

* User-set custom range

Printing or downloading the 1. Click the hamburger menu = and select the
scatter plot as a PNG, JPEG, desired option.

PDF, or SVG file

Monthly Heatmap

The Monthly Heatmap table lists events that happened per adversary each month. Shading of
the monthly totals is used to allow you to quickly scan for patterns in the events and to quickly
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detect events with higher monthly counts.

MONTHLY HEATMAP {3 Last Yaar =
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The following functions are available:

FUNCTION DETAILS

Viewing an event's name and 1. Hover your mouse over an event on the
monthly count heatmap to see its name and monthly count.

MONTHLY HEATMAP

Jan 2018 Feb 2018 Mar 2018 Apr 2018 May 2018 Jun
338 team o anonymous: 2 o 0 o
anonplus ° February 2018 P 0 0
anonymous o 2 o o 0
apt 1 1 [\] o o [
apt-28 0 1 o 0 0
apt-37 /] 1 o o 0
cyber-berkut o 1 0 0 0
fancy bear o o o o [
group 123 o “ o 0 0
hidden cobra o o o o 1
oilrig o] 1 o 0 0
operation darkseoul [ 0 [] ] 1
scarcruft o 1 o o o
stone panda ] 0 o 0 1

{Adjusting. the ’:ime frame of the 1. Click the dropdown menu at the top right and
information displayed select the desired time frame.

You can select from:

o Last 24 Hours
o Last 7 Days
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FUNCTION DETAILS

> Last 30 Days
o Last Year

> User-set custom range

Printing the graph or saving it as 1. Click the hamburger menu = and select the
a PNG, JPEG, PDF, or SVG desired option.

New Events Summary

The New Events Summary table provides a breakdown of events by date, type, title, and

DATE = ™WPE = TiImEe = SOURCES
¥ i

11/21/2018 02:44pm Exfiltration Attack Event: 110 Jehrryu
11/19/2018 12:44am Login Compromise Attack Event; 109 Johnryl
11/17/2018 D8:44pm ‘Watchlist Attack Event: 107 Jehrryl
11112018 07 44am o5 Attack Attack Event: 108 JOhﬂh}'U
11/06/2018 05:44am SQL Injection Attack Attack Event: 112 JohnmyU
11/03/2018 11:44pm Malware Attack Event: 106 Johrnmyl
11/03/2018 12:44am Command and Cantral Attack Event: 111 Jahnnyl
10/28/2018 D5:44pm Login Compromise Attack Event: 102 Jehrryl
10/26/2018 01:44pm Exfiltration Jehnmyl
10/19/2018 04:44am Command and Control Attack Event: 104 JohnryU
<l 2 3 45 6 7 » Rowsperpage 10 »

sources.

The following functions are available:

Opening the Event Details page for Click the event title.

one of the events
For more information, see Object Details.
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FUNCTION DETAILS
Changing the number of entries Click the dropdown menu at the top right of the
displayed in the table table, and select the desired option.
Sorting the table by a column Click the column header. Click on the header a

second time to reverse the sort order.

Searching within a column Click within the search box at the top of the
column, and enter your search criteria.
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Files Analytics Dashboard

The Files dashboard provides you with a pie chart displays the percentage of different types of
files within the system and a table that lists the files, the date and time they were created,
their title, their source, their category, and associated keywords.

Files Overview

CVERVIEW

ThreatQ C5V File: 1% Cuckoo: 1% =
Crowdstrike intelligence: 2%
FireEye Analysis: 3%

Generic Text: ™

]

=

S

STIN: BE%
DATE = TILE = SOURCE CATEGORY KEYWORDS
& Filter by date 1 Start typing L Start typing, H Start typing,

03/20¢2019 05:33pm Eenerate_campaign.py threatg@threatg.com CrowdStrike Intelligence -3
03/20/2019 05:30pm techsupport.txt threatq@threats.com Crowdstrike Intelligence &y

tgt_threatq et-cabbb0d2-2f16-43

21-89cc-b33415363891 xm SUPSTBLIERATT o L [

0371820719 01:4%pm
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Files Pie Chart

The File Types pie chart displays the percentage of different types of files within the system.

OVERVIEW

Chchoi: 1%

Threatd CSV File: 1% \I
Crowdstrike Intelligance: 2%

Thisatt, C5 File
FirgEye Analysis: 3%

Files: 1

Generic Teat: 7%

Values

STIX; 86%

The following function is available:

FUNCTION DETAILS

Hover over a colored section of the pie chart to open a

Viewing more information
popup that gives the number of attachment types.

about a selected file

Cuckoo: 1% FireEye Analysis
Files: 3 29%

Crowd$

FireEye Analysis: 3%

Generic Text: 7%

Printing the graph or saving it Click the hamburger menu = and select the desired

as a PNG, JPEG, PDF, or SVG option.
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Files Table

Immediately below the Browse pie chart is a table that lists the files, the date and time they
were created, their title, their source, their category, and associated keywords.

-

03/20/2019 05:33pm

03/20/2019 05:30pm

03/18/2019 01:45pm

03/18/2019 01:4%9pm

03/18/2019 01:49pm

03/18/2019 01:48pm

03/18/2019 01:48pm

03/18/2019 01:47pm

03ME/2019 01:47pm

03/18/2019 0n:46pm

SOURCE

threatg@threatg.com

threatg@threatg.com

Super@threatqg.com

Super@threatq.com

Super@threatg.com

Super@threatq.com

Super@threatqg.com

Super@threatqg.com

Super@threatg.com

Super@threatq.com

<n2 3 45 6 7 .. 11 > Rowsperpage 10 -

The following function is available:

FUNCTION

Opening the File Details page for a file

Changing the number of entries
displayed in the table per page

Sorting the table by a column

Searching within a column

CATEGORY KEYWORDS

Crowdstrike Intelligence &
CrowdStrike Intelligence i
STIX o
STIX &
STIX &
STIX ey
STIX iy
STIX i
STIX i
STIX &

Click the name in the Title column.

Click the paging batch option located to the
bottom-right of the table.

Click the column header. Click on the header a
second time to reverse the column sorting
order.

Click within the search box at the top of a
column, and enter your search criteria.
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FUNCTION DETAILS

Downloading a file Click the download * icon.
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Indicators Analytics Dashboard

The Indicators Dashboard provides an insight into what indicators have been added to the
system within the last 15 days, as well as an overview of how many indicators fall under each
indicator type.

Recently Created Indicators Histogram

The histogram is organized by date. Daily indicator totals are at the top of each column. Each
bar is broken down into colors, one for each indicator type.

RECENTLY CREATED INDICATORS

25k

20,691
2 18,590

16,384

14,796 15,176
15K 2
13,845 13,138
o674 11247
I I I
K
ok
Oct 1

Sep23 Sep24  Sep2% Sep26  Sep27 Sep28  Sep29  Seps0

15,404

10,850
8,635
6,860 I
oOcta Oct 5 oct6 oct 7

[2l=¥.

15,267
13,412

Oct2 Qe 3

FUNCTION DETAILS

Indicators Created
=
=

wn

The following functions are available:

Hover over a colored section to view a popup showing

Viewing the number of how many attempts of a particular type (for example,
indicators created each day MD5, SHA-1, SHA-256) were made on that date.
by type REGENTLY CREATED INDICATORS

20,691
18,550

16,384
15,176 15,267
et 13,138 13,412
10,674 1247 10,850
’3 10k

a 697 B,635

i I

Sep26  Sep27  Sep2é  Sep2d  SepaE0  Cot octs ooe s34 Qs
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FUNCTION

Zooming in for a closer view

Printing the histogram or
downloading it as a PNG,
JPEG, PDF, or SVG file

DETAILS

1. Drag your mouse over a section of the histogram,

and your view will be magnified.

RECENTLY CREATED INDICATORS

25k

12,657

/iu
I 4,566 062 1 523

4947 4767 16!
p26  Sep2a so act1

15K
58I!

RECENTLY CREATED INDICATORS

Indicators Created

) I =
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4 ,026

otz o3 n(u o5

4,523

Sep 20

7,022

I"
a6

, 96
I 2409
car s

Reseizoom =

4,947

oct1

2. Click Reset Zoom to return to the full histogram.

Click the hamburger menu =, and select the desired

option.
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Most Recent 100 Indicators

The Most Recent 100 Indicators list displays the 100 most recently reported indicators.

Most Recent 100 Indicators

Showing 1 ta 25 of 100 Row count: | 25
Date - Indicator Soore Type Status Source
10072018 05:30pm Bc1423c4c7906e2dal 2030905 50b3 503 o KOS Arlive CrowdSinke
100082018 05:30pm dbclals bTcSded SdbTETa%060M B4 2288 0 SHA-1 Active CrowdSirike
10082018 05:30pm SHA-256 Aclive CrowdSlike
TH0E2016 05:30pm [t} SHA-256 Arlive Crowastke
10062016 05 30pm 165122515 o MDS ACiive CrowdStike
10/0E/Z018 05:30pm dSae3c2 o SHA-1 Aciive CrowdSinke
10/0&72018 05:30pm o SHA-256 Aclive CrowdSinke
100062018 05:30pm HdbbEbMIBEZ2cA57 2323704 2868 de 0 MD5 Active CrowdSirike
100082018 05:30pm 13791801 312156023193167a150950e 308000 103 0 SHA-236 AClive CrowadSiike

B05acee909916C
10/0E2018 05 30pm Oa4riTayse7 Srnef2T T202ME07 3404 27 08189 o SHA-1 Arlive Crowastnke
10/0E/2018 05 30pm TBAZ MDhACADDCEIEAChE. 1a7 o MDS ACive CrowdStrke
10/0E/2018 D8:30pm ededaalabciEZaiabidcblaBbialardscalia o] BHA1 Active CrowdSinke
10/06/2018 05:30pm 74664b62415ac 213113264 2aM7 TedAdaT i 1cafe 56637 SeSefb 0 SHA-256 Active CrowdSirike
49313
10/08/2018 05:30pm BlbdS3cledsatel 9bEIE2 0 MD5 Aclive CrowdShike

The following functions are available:

FUNCTION DETAILS

Resort the Table Click on the different table headings to resort that table by
that column.

Search and Filter Table Click on one of the search boxes at the top of the columns
Results and enter a keyword to filter the results.

You can use the supplied dropdown selections for the Status
and Type columns to filter by system-available values.

Modify the Number of Click on the Row Count icon located to the top-right of the
Rows Displayed chart and select a new display count from the dropdown.

ThreatQ User Guide

Version 4.51.0 20



THREAT() /iR~ Indicators Analytics

FUNCTION DETAILS
Access the Indicator Click on the specific Indicator to review to open the Indicator's
Details Page for a Details page.

Specific Indicator

Attributes Table

The attributes list on the left side displays attributes related to indicators in your system.

ATTRIBUTES

Select an attribute below:

Showing 1 to 10 of 30 Row count 10 v

Tyee = Haes Please select an attribute on the left.

Allack Phase 526,415 >

Audience 221,038 »

Compile Time

Confidence

CFE

CrowdStike Domain Type

Crowdgstnke Intel News

1,523,494 >

192 802 >

121 »

T2

€ >

CrowdStrike IP Address Type T
Crowdstike Status 140 ¥

CrowdStnke Tnreat Typs 1,853,100 >

The following functions are available:

FUNCTION DETAILS
Change the Number of Click the Row Count icon located to the top-right of the
Entries Displayed in the chart and select a new display count from the dropdown.

Table

Search/Filter Attributes and Click within the search box at the top of the column, and
Values enter your search criteria.

ThreatQ User Guide
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FUNCTION

View More Information
About a Selected Attribute

DETAILS

1. Click on an attribute row in the table to view
additional information in the right pane.

ATTRIBUTES

Select an attribute below:
Attack Phase

Showing 11010 of 30 How count. 1

Type - Values

192,302 >
72
62
Ty

140 > Showing 1167 0f 7 Roweount| 10 =

Threal Type 1863,100 >
Value Indicators.

Ot

2. Hover the mouse over different portions of the pie
chart to reveal the segment's value.

3. Click on an Attribute Value in the summary table
below the pie chart to open the Advanced Search
page with those attribute values applied.
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Recent Sources

The Recent Sources Scatter plot displays how many indicators were provided by a given
source each day within a specified time frame.
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The following functions are available:

DETAILS

FUNCTION

1.

View the Date and Number
of Indicators from a Given

Source

Hover the mouse over one of the scatter plot circles

to view a popup with the Source, Date, Time and

Number of Indicators.
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2. Click on the one of the scatter plot circles to open

the Advanced Search page with the specific filter

settings used for that selection.
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FUNCTION

Adjust the Date Range of the
Information Displayed

Hide Values from the
Scatterplot

Attack Phases

DETAILS

The default date range is 30 days.

1. Click the date range icon located to the top-right of
the chart and use the dropdown menu select the
desired range.

You can select from:

o Last 24 Hours

o

Last 7 Days
Last 30 Days
Last Year

o

o

o

User-set custom range
1. Click on a source in the legend under the scatter
plot to hide it.

The Source will be removed from the scatter plot
and the source in the legend appear grayed out.

2. Click on the source again to add it back to the
scatter plot.

Attack Phases are the ways an indicator might be used and are listed as indicator attributes.
The Attack Phases pie chart displays the number of indicators that fall under each attack
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phase.

ATTACK PHASES ) Last 30 Days =

The following functions are available:

FUNCTION

View the Number of
Indicators for an Attack
Phase

Adjust the Date Range for
the Information Displayed

DETAILS

1. Hover the mouse over a portion of the pie chart to
view a popup the Attack Phase and number of
indicators associated with it.

2. Clicking on a pie chart section will open the Advanced
Search page with the specific filter settings used for
that selection.

The default Date Range is 30 days.

1. Click the date range icon located to the top-right of
the chart and use the dropdown menu select the
desired range.

Users can select from:

Last 24 Hours

o

o

Last 7 Days
Last 30 Days
Last Year

o

o
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FUNCTION

Hide a Values from the Pie
Chart

DETAILS

o User-set custom range

. Click on a Attack Phase in the legend to the left of the

pie chart to hide it.

The Attack Phase will be removed from the pie chart
and the source in the legend appear greyed out.

. Click on the Attack Phase again to add it back to the

pie chart.

ThreatQ User Guide
Version 4.51.0

96



THREAT() /iR~ Dashboard Widgets

Dashboard Widgets

You can use the following widgets to build your custom dashboards: Bar Chart, Description,
Line Chart, Pie Chart, Count, and Table.

Bar Chart

ﬂ You can click on individual bars within the chart to view those results in the Threat
Library.

Complete the following fields to add a Bar Chart widget to your custom dashboard.

TechPubs © AddWidget ~ il Delete Dashboard

New Bar Chart Widget 0 @

MITRE Enterprise
ATT&CK

MITRE PRE-ATT&CK

MITRE Mobile ATT&CK

ThreatQ User Guide
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FIELD DESCRIPTION
Title The title that will appear above the widget.
Automatically The refresh time for the data. Options include:
Update
* 15 Minutes
* 30 Minutes
+ 60 Minutes
* None
Data Collection Select the data collection to populate the data.
Object Select a specific object type to display.
Group By Select a data column to sort the information such as source, tags,
etc.
Visual Display Select whether to show the bar chart horizontally or vertically.
Show Top Options Select the number of results to display. Options include:
* Top 5
+ Top 10

ThreatQ User Guide
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Description

The Description widget allows you to provide further context and additional instructions for
your custom dashboard. You can use the supplied editor to format your content.

Description

Line Chart

The Line Chart widget displays object information in a linear graph using the following date
stamps:

+ Date Created (all object types)
+ Last Modified (all object types

+ Expiration Date (indicators only)

ThreatQ User Guide
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Complete the following fields to add a line chart widget to your custom dashboard.
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FIELD DESCRIPTION
Title The title that will appear above the widget.
Automatically The refresh time for the data. Options include:
Update
* 15 Minutes
+ 30 Minutes
+ 60 Minutes
* None
Data to Show in Select the data collection to populate the data.
Widget
Object Select a specific object type to display.
Date Metric The date stamp to use with the line chart. Options include:

+ Date Created (all object types)
+ Last Modified (all object types)

*+ Expiration Date (indicators only)

Time Range The time range from today to be displayed. Options include:

* 1 Week
* 3 Months
* 6 Months

* 1 Year

Time Segments Select how the dates will be displayed on the line chart. Options
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Count

The Count widget displays the total number a specific object type. You can configure the
widget to display a different background color if the total number of objects associated with
the widget is above or below a specific value.

532,814

Count Example

Complete the following fields to add a Count widget to your custom dashboard.

FIELD DESCRIPTION

Title The title that will appear above the widget.
Automatically The refresh time for the data. Options include:
Update

* 15 Minutes

* 30 Minutes

* 60 Minutes

* None
Data to Show in Select the data collection to populate the data.
Widget
ThreatQ User Guide 102
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FIELD DESCRIPTION
Object Select a specific object type to display.
Emphasize Data Check this box to use different colors to highlight the widget if the
Using Color count is less than or greater than a specific value.

If checked, you will be prompted to select a count value and
background color.

Pie Chart

] You can click on individual segments within the chart to view those results in the
Threat Library.

Complete the following fields to add a Pie Chart widget to your custom dashboard.

FIELD DESCRIPTION

Title The title that will appear above the widget.
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FIELD DESCRIPTION
Automatically The refresh time for the data. Options include:
Update

* 15 Minutes
+ 30 Minutes
+ 60 Minutes
* None
Data Collection Select the data collection to populate the data.
Object Select a specific object type to display.
Group By Select a data column to sort the information such as source, tags,
etc.

Table

Table widgets allow you to add as many column fields as needed. You can click on a row's
value entry to view it in the ThreatQ Threat Library. You can also click on the eye & icon for a
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row to view a preview of the system object.

Tier Review

PREVIEW VALUE = -
@ 186.53.170.104 11/20/2019 03:10pm
186.53.106.171 11/20/2019 03:10pm
186.50.102.130 11/20/2019 03:10pm
186.5.109.211 11/20/2019 03:10pm

186.48.45.105 11/20/2019 03:10pm

<12 3 45 6 7

Complete the following fields to add a Table widget to your custom dashboard.

FIELD DESCRIPTION

Title The title that will appear above the widget.
Automatically The refresh time for the data. Options include:
Update

* 15 Minutes

+ 30 Minutes

* 60 Minutes

* None
Data Collection Select the data collection to populate the data.
Object Select a specific object type to display.
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FIELD DESCRIPTION
Group By Select a data column to sort the information such as source, tags,
etc.
Manage Columns Select the data columns to display in the table.
Sorting Select the column to sort the table and the order (ascending/

descending).
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Dashboard Management

Users with permission roles of Primary Contributor Access, Administrative Access,
Maintenance Account can add, edit, and delete custom dashboards. See the Dashboard
Sharing topic for dashboard sharing information.

ﬂ Users with the Read-Only Access role cannot create custom dashboards but can add
shared dashboards to their view.

Accessing a Dashboard

You can access a specific custom dashboard using the following methods:

+ Clicking on the Dashboards link in the top navigation and selecting a dashboard from the
dropdown menu.

THREATO 3 Lul Dashboards i\ Threat Library

Overview

Adversary Analytics

+ If currently viewing a dashboard, you can select the desired dashboard listed above. If
you are not viewing a dashboard at the time, you can click on the ThreatQ logo to load
your default dashboard.
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THREATQ 3 .4l Dashboards i\ ThreatL

Overview Adversary Analytics X © Add Dashboard

Creating a Dashboard

Perform the following steps to create a custom dashboard:

1. Navigate to the ThreatQ landing page.
2. Click on Create New Dashboard.

THREATO 3 L Dashboards iff\ Threat Library

Overview © Add Dashboard

Overview

ﬂ\ If there are available shared dashboards or if you have any of your own
dashboards that are not part of your current view, the Create New Dashboard
link will be replaced with Add Dashboard. Clicking on the Add Dashboard link
will open the dashboard dialog box with a list of available dashboards not
current part of your view. Click on the Create New Dashboard link at the bottom

of the dialog box.

3. Enter the Dashboard Name.

debvariing by b DarRrd O id Dakdcird
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4. Click on Add Widget and select the type of widget to add.

Overview Adversary Analytics New Dashboard Q& Add Dashboard

NSOC O AddWidget
Bar Chart

Count

Description

Line Chart
Pie Chart

Table

5. After adding a widget, you can resize it by clicking and dragging the mouse on the
bottom-right grey corner.

6. You can move the widget around the dashboard by clicking on the widget header and
dragging it around the page.

7. Click on the Sharing dropdown and select whether the new dashboard will be private or
public. See the Dashboard Sharing topic for more details.

Adversary Analytics @ Add Dashboard

© AddWidget = 3% Public =

& Private
2% Privately Shared

‘@ Public
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8. Click on Done Editing to save the dashboard.

Editing a Dashboard

You can only edit a Dashboard that you have created. If you are viewing a dashboard created
by another user, you will see a View Only icon in place of the Edit Dashboard link.

1. Switch to the custom dashboard to edit.

2. Click on Edit.

3. Make your desired changes to the dashboard then click on Done Editing to save all

updates.

You can click on the gear B icon in the header of a widget to edit individual widget
settings. You can click on the delete [l icon to delete the widget.

Deleting a Dashboard

This action will delete the dashboard from the platform. You can also remove a dashboard
from your view without completely deleting it from the platform. See the User View

Management topic for more details.
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You can not delete the default system dashboard or dashboards created by other users.

1. Switch to the custom dashboard to edit.
2. Click on Edit Dashboard.

O A Db

Reassigning a Dashboard of a Deleted User

Publicly and Privately Shared dashboards that are owned by a user being deleted from the
platform can be reassigned during the deletion process.

ﬂ\ Private Dashboards will be deleted along with the user.

When deleting a user, the ThreatQ platform will notify the administrator if the user has any
shared (sharing setting of Public or Privately Shared) dashboards in use. The administrator at
that point can decide whether to delete the dashboards associated with that user or

ThreatQ User Guide 111
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reassigned ownership to another user.

Delete User

User 1 has shared dashboards, how would you like to proceed?

[ Reassign to another user

]E[ Do not reassign. Delete these dashboards.

. Allison Abraham

See the Managing User Accounts topic for more details.

ThreatQ User Guide

Version 4.51.0 12



THREATQ A~

Dashboard Sharing

Dashboard Sharing

You have the ability to configure how your dashboards are shared across the ThreatQ

platform.

ThreatQ provides three sharing options:

SHARE
OPTION

Private

Privately
Shared

Public

DESCRIPTION

Only the dashboard owner can view and edit the dashboard. This is the

default sharing setting.

Only individuals selected by the dashboard owner can add the
dashboard to their view.

Only the dashboard owner can edit the dashboard and the sharing
control.

All users can add the dashboard to their view. Only the dashboard
owner can edit the dashboard. All custom dashboards created before
ThreatQ version 4.25 will be set to Public by default.

Setting Dashboard Sharing

You can update sharing settings for a dashboard at any time.

To update a dashboard's sharing setting:

1. Enter a dashboard's Edit view.
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2. Click on the Sharing dropdown and select a sharing option.

© AddWwidget =~ B Private -
& Private

Tier Review 22a Privately Shared

PREVIEW VALUE = 282 Public

L O 176.100.75.27 11/20/2019 03:17pm

3. If you selected Private or Public, click on Done Editing to save changes. If you selected
Privately Shared, continue to step 4.

4. The Sharing dialog box will open. You can view who currently has access to the
dashboard.

Sharing

Invite people:

Search by name...

Who has access

0 threatg@threatg.com (you)
is owner
threatq@threatq.com

5. Enter a user's name in the Invite People field. The platform will return system users that
fit the name criteria. Click on the correct user.
6. The user will now appear under the Who has access section of the dialog box.

‘ ﬂ Repeat steps 5-6 to share with additional users.

7. Click on Apply.
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You will now see Shared with x user text next to the sharing dropdown where the x is the
number of users the dashboard is currently being shared with. You will also see an Edit
link next to the text that will allow you to further edit the list of users.

22 Privately Shared = Shared with 1 user

Tier Review * [ﬁl

PREVIEW VALUE =

-
@ 176.100.75.27 11/20/2019 03:17pm
195.254.134.10 11/20/2019 03:17pm
50.7.240.10 11/20/2019 03:17pm
104.20.22.42 11/20/2019 03:17pm

5.167.71.210 11/20/2019 03:17pm

<gg2 3 45 6 7 1627 >

8. Click on Done Editing to save changes.

Editing Privately Shared Users

You can add and remove user access for privately shared dashboard.
To edit the privately shared list of users:

1. Enter a dashboard's Edit view.
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2. Click on Edit link to the right of the Sharing button.

22 Privately Shared = Shared with 1 user

Tier Review ¢ [ﬁl

PREVIEW VALUE = A
@ 176.100.75.27 11/20/2019 03:17pm
195.254.134.10 11/20/2019 03:17pm
50.7.240.10 11/20/2019 03:17pm
104.20.22.42 11/20/2019 03:17pm

5.167.71.210 11/20/2019 03:17pm

< 2 3 45 6 7 1627 >

The Sharing dialog box will open. You can view who currently has access to the
dashboard.

P —————
Sharing *
Invite people:

Search by name...

Who has access

0 threatq@threatg.com (you)

is owner
threatq@threatg.com
e Joe Carroll f
) [
joec@threatq.com

3. Use the Invite People field to share with additional users.
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4. Click on the Delete icon next to user under the Who has access section to revoke an
individual's access.

5. Click on Apply and then Done Editing to save the changes.

Shared Dashboards of a Deleted User

In the scenario where a user with shared dashboards is deleted from the platform, ThreatQ
will automatically reassign dashboard ownership to another user. This ensures that users can
continue using those shared dashboards. See the Dashboard Management topic for more
details.
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Dashboard Export

When you select a custom dashboard, the PDF Preview button gives you the option to export

a PDF copy of all the widgets in the dashboard. The PDF preview window allows you to

rearrange the widget order before you print and/or save the PDF.

ﬂ You cannot export the default dashboard or the Analytics dashboards to PDF.

Creating a Dashboard PDF

1. Navigate to the ThreatQ landing page.
2. Click a custom dashboard.
3. Click the PDF Preview button.

PDF Preview

Malware Contributors

Sergey Parsikeow, C...
Jonathan Shimonov....
Jirg Abraham, Ecle...
Lubkei? Srefanko, ESET

THREAT() o 1\

Aviran Hazum, Che... |

30,788

Indicatar Count

Recenthy Modified Indicators

Date Created

Malware Table

PRAEW  WALLE = -

Corona Updates SRR e ) By

+tfl 2 3 4 5 6 7

4. Review the layout of the PDF. You can use the following methods to customize the

widget display:
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ﬂ ThreatQ saves your changes locally so that you do not have to repeat the
process the next time you generate a PDF for the dashboard.

* Click a widget header then drag and drop to move it to a new location on the page.
* Resize a widget by clicking and dragging the bottom-right grey corner.

5. Click the Export to PDF button.
The system exports the dashboard widgets to a PDF file which you can save and/or
print. The PDF file name defaults to dashboard.pdf. The PDF title includes the ThreatQ
logo and the name of your dashboard.

A\ Do not attempt to resized your browser window during PDF generation.

Sample PDF:
THREAT() /A Head Office

New Bar Chart Widget

IP Address 1 30
Indicator Count

Recently Modified indicators Malware Table
PREVIEW  VALUE 2 -
Haid OAN021 DEXApm

Mov Dec Jan

Date Last Modified cBl2 34567 29 3

Adverzaries by External Reference

i 1y (Cikathon: Crowds
.

(Cinaton: Crowds..
(Citation: F=%ecur,

(Citatbon: F=Secur...
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User View Management

The User View refers to your individual view of the ThreatQ landing page. You can create
custom dashboards and manage which dashboards, both shared and your own custom ones,
appear in your view.

ﬂ\ Any dashboard that is part of your User View will also be listed in the Dashboards
dropdown menu.

Adding a Dashboard to Your View

You can add dashboards that have been shared with you as well as your own private
dashboards that not currently part of your view.

ﬂ\ You cannot edit nor delete a dashboard that has been shared with you.

Perform the following steps to add a dashboard to your view:

1. Navigate to the ThreatQ landing page.
2. Click on Add Dashboard.

THREATQ 3 lnl Dashboards i\ ThreatLibrary

Overview & Add Dashboard

Overview

ﬂ\ If there no available shared dashboards, the Add Dashboard link will be replaced
with Create New Dashboard.
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The dashboard dialog box opens.

Add Dashboard %

NAME =+ OWNER LAST MODIFIED ~

threatg@threatg.co 11/15/2019 06:49p
m m

a ncident Response

a P Reviews I[,::rea[q@thr'eatq.co :n1.f151‘2019 03:43p

ﬂ\ The dialog box contains a list of dashboards that have been shared with you and
your own dashboards that are not currently part of your view.

3. Click on a dashboard in the list to add it to your view.

Removing a Dashboard from Your View

You can remove a shared dashboard created by another user from your view as well as your
own dashboards. The process listed below does not delete the dashboard from the platform.
See the Dashboard Management topic for instructions on how to delete a dashboard.

Perform the following steps to remove a dashboard to your view:
1. Hover your cursor over the name of the dashboard to remove.

An Xicon will appear to the right of the dashboard name.

THREATO 3 st Dashboards il Threa

Overview Adversary Analytics x © Add Dashboard

2. Click on the X to remove the dashboard from your view.

Changing Dashboard Order

You can change the order of dashboard tabs listed in your view, including the default
Overview tab.
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Perform the following steps to add a dashboard to your view:

1. Navigate to a custom dashboard.
2. Click and hold the mouse down over a dashboard tab.

3. Drag the tab to your desired order and release the mouse button.

ﬂ\ Order changes will automatically save. This will also update the order in the
Dashboards dropdown menu.
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Data Controls

The Data Controls section of the ThreatQ platform allows you to setup and configure:

SECTION DETAILS

Indicator Configure expiration policies to automatically deprecate stale

Expiration intelligence as it becomes less relevant.

Scoring Configure scoring to filter through the millions of indicators your

Algorithms platform has ingested to focus on the data that really applies to your
environment while retaining all other indicators and context for threat
research.

Traffic Light Configure your Traffic Light Protocol (TLP) schema to provide a set of

Protocol (TLP) designations to ensure that sensitive information is shared with the

appropriate audience.

Whitelisted Identify non-malicious indicators using the Whitelist feature.
Indicators
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Indicator Expiration

Automatic expiration allows you to deprecate stale intelligence based on a set of defined
criteria. As the data becomes less relevant, ThreatQ sets the status to Expired, which relieves

the data burden on your team or infrastructure.

Accessing the Indicator Expiration Page

1. From the navigation menu, click on Threat Library and select Indicator Expiration under

the Data Controls heading.

The Data Controls page will open with the Indicator Expiration tab selected by default.

THREATQ 3

Data Controls

Scoring e Whitelisted Indiators

Indicator Expiration

Unburden your team from the task of manually deprecating intelligence, Based on a set of criteria defined and controlled by you, threat intelligence will automatically expire a5 it becomes less relevant

o your Ream and infrastructure. How it w

Domain Tools Don't automatically expire Excaptions ¥
Emerging Threats Don't automatically expire Exceptions ¥
MITRE Enterprise ATTECK Dont automatically expire E!ccpnor\s L]
NM1 Don't automatically expire Exceptions »
threatg@threatq.com | Don't automatically expire ] Exceptions ¢
“ Afver chiciing apply, these changes will take timse 10 process and will not immediately taive effect.
How ThreatQ Calculates Expiration Dates
SCENARIO DESCRIPTION
Indicator Reported by If an indicator has an expiration date and it's reported by a
Source with an new source that has an expiration policy, ThreatQ will set the

Expiration Policy
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Indicator Report by a
Source with an
Expiration Policy of
Never Expire

Indicator Reported by
a Source with an
Exception for that
Indicator

Indicator Reported by
Two Different Sources

Indicator Reported by
Two Different Sources,
one with an Exception

expiration date using the policy with the greater expiration
date.

If an indicator has an expiration date and it's reported by a
new source that has an expiration policy of Never Expire,
ThreatQ sets that indicator to Never Expire.

If an indicator is reported by a source that has an exception for
the indicator, the exception expiration date will be used
regardless of the greater expiration date.

An exception takes precedence over the source’s expire policy.

If an indicator is reported by a source with an Expiration Policy
and then reported by a second source with another Expiration
Policy, the greatest expiration date is selected to set the
expiration date. The expiration date will be set based on the
date the second source reported the indicator.

If an indicator is reported by a source that has an exception for
the indicator and then reported by a second source, the
greatest expiration date is selected despite the exception. The
expiration date will be set based on the date the second
source reported the indicator.

Selecting an Expiration Policy per Feed

You can choose from three options when configuring an expiration policy for a source of

intelligence:
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OPTION DESCRIPTION
Don't ThreatQ sets all feeds to Don't Automatically Expire until an analyst
automatically decides otherwise. When set, indicators reported from this specific

expire (No policy feed do not have an expiration date automatically applied to them.
set)
If an indicator is reported by Source A (an intelligence feed without
an expiration policy), and is later reported by Source B (an
intelligence feed that expires data in 7 days), ThreatQ sets the
indicators to automatically expire in 7 days.

Automatically When setting a specific intelligence feed to Automatically Expire

Expire Indicators Indicators, ThreatQ requires you to provide a specific number of
days. After you configure this setting, it applies to all intelligence
currently in the system, as well as new intelligence as it is ingested.
ThreatQ calculates the appropriate expiration date based on the
number of days from ingestion. Once an indicator's expiration date
is met, its status changes to Expired.

Automatic Expiration

Unburden yaur tearn from the task of manually deprecating intelligence. Based on a set of criteria defined and contralled by you, threat intelligence will automatically
expire as it becomes less relevant to your team and infrastructure. Haw it wor

abuse.ch S5LBL IP Blacklist Don't automatically expire @ Exceptions =

Binary String Expire | 25 days after ingestion. Delate

© Add Exception

Never Expire Using this setting ensures that all intelligence reported by a specific
feed is protected from automatic expiration, regardless of scenario.
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Adding Exceptions

ThreatQ allows you to add exceptions based on specific indicator types within in a feed in
addition to setting an expiration policy at a global level for all intelligence ingested by a
specific feed.

1. From the navigation menu, click on Threat Library and select Indicator Expiration under
the Data Controls heading.

The Data Controls page will open with the Indicator Expiration tab selected by default.
THREATQ )  wommorss i meestiiroy

Data Controls

Indscator Expiration Seoding e whatelisted Indicators

Indicator Expiration

Unburden your team from the task u' manual lydcprecal ng intelligence. Based on a set of criteria defined and controlled by you, threat intelligence will automatically expire as it becomes less relevant
to your Rearm and infrastaucture. b

Domain Tools Don't automaticalty expire o Exceptions »
Emerging Threats Don't automatically expire - Exceptions »
MITRE Enterprise ATTECK Don't automatically expire - Exceptions b
NM1 Don't automatically expire - Exceplions »
threatq@threatq.com . Don't automatically expire - Exceptions ¢

“ Afver chgiing apply, these changes will take tirme 1o p 2l will oA i nedy effedn,

2. Locate the source.

3. Click Exceptions to expand the option.
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The Exceptions option menu opens.
Data Controls

Indicator Expiration

Uinisaangien youe team from the Gk of manualy deprecating inteligence. Baved on 3 vet of Oritavia defined and controled by you, thest inteSgence wil Jfomatcally expine 34 i baoomas kvt relevant
1 el RE A el I D,

Ol I wplian

Q The number of existing exceptions for a source will be listed next to its
Exceptions link.

€ Exceptions »

4. Click Add Exception.
5. Select the Indicator Type from the dropdown.

6. Enter the number of days after the item has been ingested before expiring.
Repeat steps 4-6 to add multiple

7. Click on Delete next to the row to delete an exception.
8. Click on Save.

Applying Expiration Policy Changes to Data

When updating an expiration policy, the system now applies the update to all selected
existing data in the platform to honor the new policy. This process can take a while based on
system resources and the number of indicators in the system.
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Refer to the following table for estimates on the total time required for the system to apply
the selected policy to existing data, based on the following criteria:

+ Dataset: 6 Million Indicators
+ System Specifications: 32GB VM 4 vCPU

INDICATORS TO RESET RESET AND
EXPIRATION OUT OF 6M RECALCULATE INIE?E??([E)RS T%Tség;gTE
TOTAL INDICATORS EXPIRATION
50,000 3 hours and 30 53 seconds 3 hours 31
minutes minutes
100,000 4 hours and 51 1.8 minutes 4 hours 53
minutes minutes
200,000 10 hours 20 minutes 3.5 minutes 10 hours 24
minutes
1.2 million 2 days 7 hours 4 35 minutes 2 days 7
minutes hours 40
minutes
3.1 million 3 days 16 hours 42 3.5 hours 3 days 20
minutes hours
5.3 million 4 days 7 hours 17 4.7 hours 4 days 12
minutes hours
ThreatQ User Guide 129

Version 4.51.0



THREATQ ™

Indicator Expiration

Common Expiration Policy Scenarios

SCENARIO

An indicator is reported by a
single source (with an expiration

policy)

An indicator is reported by
Source A (with an expiration
policy of 7 days) and 3 days later
is reported by Source B (with an
expiration policy of 10 days).

An indicator is reported by
Source A (with an expiration
policy of 7 days) and is later
reported by Source B (with an
expiration policy of Never
Expire).

An indicator is currently set to
Expired and is reported by
Source A (with an expiration
policy of 7 days).

DESCRIPTION

. On 10/1, Source A reports the indicator and the

expiration date is set to 10/8.

. When the date switches from 10/7 to 10/8, this

indicator is queued to have its status changed
to Expired.

. On 10/1, Source A reports the indicator and the

expiration date is set to 10/8.

. Source B reports the same indicator 3 days later

(10/4). The indicator's expiration date is set
using the greatest expiration date between the
two sources. In this example, the new
expiration date will be 10/14 (10 days from
when it was reported by Source B).

. When the date switches from 10/14 to 10/15,

this indicator is queued to have its status
changed to Expired.

. On 10/1, Source A reports the indicator and the

expiration date is set to 7 days.

. Source B reports the same indicator 3 days later

with a policy of Never Expire. The indicator’s
expiration date is removed and the indicator is
now set to Protect from auto-expiration.

. On 10/1, an indicator is in ThreatQ with a status

of Expired.

. On 10/1, Source A reports the indicator. The

status of the indicator changes to whatever the

ThreatQ User Guide
Version 4.51.0

130



THREATQ A~

Indicator Expiration

SCENARIO

An indicator is currently set to
Expired and is reported by
Source A (with an expiration
policy of Never Expire).

A FQDN indicator is reported by
Source A (with an expiration
policy of 10 days with an
exception for 5 days for FQDN
indicators) and is later reported
by Source B (with an expiration
policy of 15 days).

DESCRIPTION

default status is for Source A and the expiration
date is set to 10/8.

. When the date switches from 10/7 to 10/8, this

indicator is queued to have its status changed
to Expired.

. An indicator is in ThreatQ with a status of

Expired.

. Source A, with an expiration policy of Never

Expire, reports the indicator. The expiration of
that indicator changes to Protect from auto-
expiration.

. On 10/1, Source A reports the FQDN indicator

and the expiration date is set to 10/6.

An exception takes precedence over the
source’s expire policy.

. Source B reports the same indicator 1 day later

(10/2). The indicator's expiration date is set
using the greatest expiration date between the
two sources. In this example, the new
expiration date will be 10/17 (15 days from
when it was reported by Source B).

. When the date switches from 10/17 to 10/18,

this indicator is queued to have its status
changed to Expired.
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Scoring Algorithms

As indicators are added to the system, ThreatQ's scoring algorithm automatically calculates
and assigns a score based on the weighting you established.

By configuring scoring, you can filter through the millions of indicators it may have collected to
focus on the 10% that really apply to your environment while still retaining all other indicators
and context for threat research.

Accessing the Scoring Sensitivity Page

1. From the navigation menu, click on Threat Library and select Scoring under the Data
Controls heading.

The Data Controls page will open with the Scorlng tab selected by default.

Data Controls
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coring Criteria

As you build a scoring algorithm, you influence indicator scores based on the following
criteria:

* Indicator Type
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* Indicator Source
« Attributes

 Adversary Relationship

Configuring Your Scoring Algorithm

1. Select the criteria tab to influence your scoring.

2. Use the slider to determine the sensitivity of the criterion you select.

ﬂ\ By default, the slider is positioned in neutral position, which in isolation
produces an indicator score of zero.

3. Use the sliders to increase or decrease the weighting for the criteria.

ﬂ\ You may increase the score up to 10, which creates a score of Very High. You
may also decrease the score, which creates a score of Very Low.

4. Click on Apply to save changes.
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Traffic Light Protocol (TLP)

Traffic Light Protocol (TLP) schema provides a set of designations used to ensure that sensitive
information is shared with the appropriate audience. ThreatQ provides a method for
designating the availability of intelligence information by their sources. Users can also use TLP
schema to filter objects when creating an export - see the Adding an Export section in the
Managing Exports topic for more details.

@ Administrators have the ability to configure TLP visibility settings for the ThreatQ
application.

Designations

TLP employs four lights to indicate the expected sharing boundaries for data:

LIGHT  DESIGNATION DESCRIPTION

@ Red Not for disclosure, restricted to participants only.
Amber Limited disclosure, restricted to participant's organizations.
Green Limited disclosure, restricted to the community.
White Disclosure is not limited.

TLP Assignment Hierarchy

The ThreatQ TLP assignment hierarchy is as follows (highest to lowest precedence):

METHOD DETAILS

Manually Set Using the Add New Source option when creating an object will allow
you to select a TLP designation.
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Source TLP information received from ingested data.
Provided Data

Source Default Administrators can set a source's default TLP designation. See the Add
TLP to Source section.

No TLP A TLP designation has not been set for the source.

Access TLP Settings

Users can manage TLP settings for system sources by accessing the TLP tab under the Data
Controls page.

1. From the navigation menu, click on Threat Library and select TLP under the Data
Controls heading.

TLP tab selected by default.

) tegrates | Homs

The Data Controls page will load with
THREATQ ) wowsws  Biwwiswy A g

Data Controls
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Configure TLP Visibility

System administrators can set visibility settings to either hide or show TLP designation lights
to users.
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Enabled indicates that TLP designations are visible to users.

1. Click on the Enable/Disable toggle switch located to the top-right of the TLP page.

Data Controls

Pum it [ g # vy g | L B

TLF [Traffic Light Protocel) D rrazies
TLP ki@ it of dheaiphad o uniepd 10 i Khal il el ot b ahaeed with L agpeopean suderon; iU pedriales @ fptheed o drapaating e avlabaing of il tifpenor infosmalion Loy Lhisr
el TP drrphoy Mol soiddd bt il cate tahen i Ahriag Do amdietid Mor das. e I weig

ot Hadtel Ceefami TLP

Do W2 . P

] Administrators will not need to click on the Save button, changes will be made
upon clicking on the switch.

Apply a TLP Designation to Source

1. Locate the source to update from the list provided.

Q You can use the Filter by Source Name field to locate the desired source.

TLP (Traffic Light Protocol)

TLP is a set of designations used to ensure that sensitive information is shared with the appropriat:
sources. TLP employs four colors to indicate expected sharing boundaries for data. How it works

Source Name Default TLP
da
TLP Status
Domain Tools = MONE -
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2. Click on the TLP dropdown to the right of the source and select the appropriate TLP

designation.

TLP (Traffic Light Protocol)

TLP is a set of designations used to ensure that sensitive information is shared with the approprial
sources, TLP employs four colors to indicate expected sharing boundaries for data. How it works

Source Mame Default TLP
Filter by Source Mame...
~— TLP Status
Domain Tools () NOMNE -
@ RED
@ GREEN
This Platform WHITE -
(¥} NOME
© TLP Status
threatg@threatg.com (%) NONE -
~— TLP Status
(=) NONE -

VirusTotal

3. Click on Save.

ﬂ You can override a source-default TLP designation when manually adding a
source to an object. See the Adding a Source to an Object topic for more details
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Whitelisted Indicators

There are some indicators that should be considered to be whitelisted, or non-malicious, and
we do not want those indicators going out to other systems. For example, a company’s own
domain name would never need to be blocked.

The whitelisting process creates rules that apply to particular indicators, so that when those
indicators come in in the future, they will be automatically whitelisted.

Accessing the Whitelisted Indicator Rules

1. From the navigation menu, click on Threat Library and select Whitelisting under the Data
Controls heading.

The Data Controls page will open Wlth the Whitelisted Indicators tab selected by default.

Data Controls

rdera Dprees Larrg e
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Creating a Whitelisted Rule

ﬂ\ ThreatQ prevents you from creating duplicate whitelist rules through the user
interface or an API. If you attempt to do so, the system returns an error message.

From the Whitelisted Indicators Page:

1. Click Add Rule.
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The Add Whitelist Rules dialog box opens.

Add Whitelist Rule

Which indicator type will this rule apply to?
CVE

— Rule Value

CVE-2015-1461

2. Select the Indicator type the rule will apply to.
3. Add a Rule Value.
4. Click Next.

Affected indicators are listed in the dialog box.

Add Whitelist Rule

This rule will affect 1 indicators.

___________________________________________________________________________________________________________

Continue Editing This Rule

5. Review the affected indicators to determine if you are satisfied with the rule.
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ﬂ The rule has not been applied yet, so you still have time to edit it based on
whether you are satisfied with how it affects the indicators.

6. Click Continue Editing this Rule.
7. If you are satisfied with the rule, click Add Rule.

The rule is applied to existing indicators, and it is entered into the Whitelisted Rules
table.

ﬁ Any new indicators will also have the rule applied to them as they enter the
system.

Editing a Whitelisted Rule

1. In the Whitelisted Rules table, locate the rule you wish to edit.
2. Click Edit.

The Edit Whitelist Rule dialog box opens.

Edit Whitelist Rule

Which indicator type will this rule apply to?

CVE

— Rule Value

CVE-2015-1461

3. Make the desired edits and click Next.
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Affected indicators are listed in the dialog box.

Edit Whitelist Rule *

Continue Editing This Rule

4. Review the affected indicators to determine if you are satisfied with the rule.

ﬂ The rule has not been applied yet, so you still have time to edit it based on
whether you are satisfied with how it affects the indicators.

5. If you are satisfied, click Edit Rule.

The rule is applied to existing indicators, and it is updated in the Whitelist Rules table.

ﬁ Any new indicators will also have the rule applied to them as they enter the
system.

Removing a Whitelisted Rule

1. Locate and select the rule(s) from the Whitelisted Indicators table that you wish to
remove.

2. Click on the delete Icon 8.
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A confirmation dialog box opens, asking if you are sure.

Are You Sure?

This action cannot be undone.

The status of each indicator will remain whitelisted until manually changed.

Delete Whitelist Rule

3. Click Delete Whitelist Rule.

The rule be now be removed.
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Exports

Exporting is one of the most important ThreatQ features, as it allows you to output non-
whitelisted indicators to an external threat detection system.

ThreatQ provides a number of standard system exports that have previously been identified
as useful. You have the option to use those and create your own. ThreatQ Exports are built on

the Smarty PHP Template Engine; see https://www.smarty.net/.

A\ You should NOT attempt to export all of your threat intelligence data with a single
export. Attempting to do so will cause system degradation and the export will not

complete.
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Managing Exports

Accessing the Exports List

1. Select the Settings 4 icon >Exports.

The Exports page appears with a table listing all exports in alphabetical order.

Exports M : . Add New Export.

Viewing an Export
1. Select the Settings £ icon >Exports.
The Exports page appears with a table listing all exports in alphabetical order.

2. Click the desired URL.

A new tab opens in your browser, and you are taken to the data returned from that
export.

The load time may be lengthy depending on the amount of data being returned.

Enabling/Disabling Exports

1. Select the Settings 4 icon >Exports.
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The Exports page appears with a table listing all exports in alphabetical order.

2. Locate the export you wish to enable/disable.

3. Toggle the switch in the On/Off column to enable/disable the export.

A confirmation of your action appears in an alert bar at the top of the page.

Adding an Export

The Filter by TLP option will only appear if administrators have enabled TLP viewing. See the
Traffic Light Protocol (TLP) topic for more information.

1. Select the Settings 4 icon >Exports.

The Exports page appears with a table listing all exports in alphabetical order.
2. Click + Add Export.

The Connection Settings dialog box opens.

3. Enter the Export name.
4. Verify or edit the token.
5. Click Next Step.

The Output Format dialog box opens.

For detailed information on formatting the Output Format dialog box, see Editing an
Export's Output Format.

6. Select which type of information you would like to export from the first dropdown menu.
7. Select the Output type from the second dropdown menu.

8. Un-select any of the checkboxes under the Filter by TLP section to exclude data by its
source TLP classification. All classifications will be selected (included in the export) by
default.

9. (Optional) Enter special parameters.

10. Customize the Output Format Template by putting your cursor where you want the
variable to go and selecting the variable you'd like to use from the Insert Variable select
box.

11. Verify the information entered.
12. Click Save Settings.
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The export you just created appears at the bottom of the Exports table, and a
confirmation alert appears in an alert bar at the top of the page.

By default, the new export is toggled Off.

Duplicating an Export
Duplicating an export allows you to have a version that you can edit.
1. Select the Settings B4 icon >Exports.
The Exports page appears with a table listing all exports in alphabetical order.

2. Locate the Export you wish to duplicate.
3. Click duplicate in the Actions column.

4. The duplicate appears at the bottom of the Exports table. A confirmation of the
duplication appears in an alert bar at the top of the page.

By default, the copy you just created is toggled Off.

Editing an Export's Connection Settings

Connection settings are available for each of the exports. The Connection Settings dialog box
contains the name of the export as well as the token you'll need to use when connecting a
device to ThreatQ.

While you cannot edit or delete any of the exports originally supplied by ThreatQ, you can edit
exports you have added to ThreatQ or copies of the original exports.

1. Select the Settings 4 icon >Exports.
The Exports page appears with a table listing all exports in alphabetical order.

2. Locate the export you wish to edit.
3. Click connection settings in the Connection column.

The Connection Settings dialog box opens.
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Connection Settings

VOWmMOmMRCESFARTHYTUEKM|PBwWhYICpKt

4. Make the desired edits.
5. Click Save Settings.

The settings are saved, and a confirmation alert appears in an alert bar at the top of the
page.

Editing an Export's Output Format

While you cannot edit or delete any of the exports originally supplied by ThreatQ, you can edit
exports you have added to ThreatQ or copies of the original exports.

1. Select the Settings £ icon >Exports.
The Exports page appears with a table listing all exports in alphabetical order.

2. Locate the export you wish to edit.
3. Click output format in the Output Format column.
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The Output Format dialog box opens.

OUTPUT FORMAT

Which type of information would you like 1o expart?

Inchcators

Output typa

text/plain

Special Parameters (optional):
Provicie LIAL Paramatars 1o futhar reding information baing exponed: Soe asampd

ndicator. deleted=Nandicator type=MDS&indicator. class=networkistabes=Active

Output Format Template: Insart Yariable

{foreach Sdata as Sindicator)
{&indicator.value}.{foreach Sindicator. Sources ilem=souwrce name=Sources}

Save Setfings el

3. Select which type of information you would like to export from the first dropdown
menu.

Output Format

¥ Indicators
Adversaries
Events
Signatures
Campaign
Course Of Action
Exploit Target
Incident
TP
Aftack Pattern
Intrusion Set
Malware
Tool
Identity
Report
Vulnerability

Provide URL Parameters to further refine information being exported: See examples,

Insert Variable -

4. An admin has the ability to choose between the following options:

o Adversaries > |ndicators
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o Attack Pattern ° Intrusion Set
o Campaign o Malware

o Course of Action > Report

> Events > Signatures

> Exploit Target > Tool

o ldentity o TTP

° Incident > Vulnerability

5. Select the Output Type from the second dropdown menu.

This sets the content type of the export response to a specific value (e.g. text/
plain, text/json). Output Type does not have an impact on how the data is
formatted but it does affect the content type within the header of the exported
document. For example, if you select Output Type = text/json, when viewing the
source of the export, the header will contain a Content Type = text/json attribute.

Please see http://www.w3.0org/Protocols/rfc1341/4_Content-Type.html for more
information.

6. (Optional) Enter special parameters. There are two ways to do this:

- Adding Special Parameters within ThreatQ - One advantage of using this
option is that the URL for the export remains non-specific and therefore you
can change what is being exported without having to manage each external
device individually.

- Customizing the Output Format Template - Choosing this option means you
lose the ability to have one place to manage what is being exported.

ﬂ\ Details on both methods are detailed in the Output Format Options

topic.

Deleting an Export

While you cannot delete any of the exports included with your ThreatQ installation, you can
delete any exports you have added or copies of the default exports.

1. Select the Settings B icon >Exports.

The Exports page appears with a table listing all exports in alphabetical order.
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2. Locate the export(s) you wish to delete.
3. Select one or more exports.

4. Click the delete icon at the top right of the Exports table.
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Output Format Options

Customizing the Output Format Template

You can customize the output format template for an custom or duplicated export.
1. Select the Settings icon >Exports.
The Exports page appears with a table listing all exports in alphabetical order.

2. Locate the export for which you want to customize the output format template.
3. Click output format.

4. In the Output Format dialog box, customize the output format template by putting your
cursor where you want the variable to go and selecting the variable you'd like to use
from the Insert Variable select box.

This template provides you with the ability to format exactly how your data is printed out
within an export.

Important: When formatting your output template, you must wrap all of your
declarations within a loop. Please refer to the following as an example:

<> {foreach $data as $indicator}
Your variables go here

{/foreach}

The Output Format Template is populated based on your selection.
5. Verify the information entered.

6. Click Save Settings.

Adding Special Parameters

This is where an admin can provide additional parameters to further specify which data will be
output via this export. Here are some examples.
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TO EXPORT ALL INDICATORS WITH
AN ACTIVE STATUS

To export all CIDR Block indicators
that have an active status

To export all CIDR Block indicators
and IP Addresses that have an
active status

To export all indicators with a score
greater than or equal to 7

INDICATOR.STATUS=ACTIVE

Indicator.Status=Active&Indicator.Type=cidr block

Indicator.Status=Active&Indicator.Type=cidr
block&Indicator.Type=ip address

Indicator.Score>=7

A wide range of filtering parameters are available:

> Indicator

<> indicator.type id
indicator.status id
indicator.value
indicator.description
indicator.hash
indicator.last detected at

indicator.

indicator
indicator

expires at

.expired at
.touched at
indicator.
indicator.
indicator.
indicator.
indicator.
indicator.
indicator.
indicator.
indicator.
indicator.
indicator.

deleted at
deleted

sources count

id
status
type

sincedeleted
whitelisted *

score
created at
updated at
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indicator.
indicator.

Sources
Attributes

* Using the indicator.whitelisted=Y flag allows whitelisted indicators to be exported.
It does not filter indicators by the whitelisted status. For that option, use the
indicator.status=whitelistedflag. Additionally, to include only whitelisted indicators

in your export, you will need to use both flags:
indicator.status=Whitelisted&indicator.whitelisted=Y

> Indicators - Related Objects

<>

be used in output templates.

indicator.
.Adversaries
indicator.
.Attachments
indicator.
indicator.
indicator.
.Campaign
indicator.
indicator.
indicator.
indicator.
.Attack pattern
indicator.
indicator.

indicator

indicator

indicator

indicator

indicator

indicator

>Adversary

<>

adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.

Indicators
Events

Signatures
Investigations
Tasks

Course of action
Exploit target
Incident

Ttp

Identity
Intrusion set

.Malware
indicator.
indicator.
.Vulnerability

Report
Tool

name
touched at
deleted at
deleted
sources count
id
description
created at

A\ The following fields are not available for use in the Special Parameters section but can
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<> event.

adversary.
adversary.
.Attributes

adversary

adversary.
.Adversaries

adversary

adversary.
.Attachments
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
adversary.
.Attack pattern
adversary.
adversary.
.Malware

adversary

adversary

adversary

adversary.
adversary.
.Vulnerability

adversary

updated at
Sources

Indicators
Events

Signatures
Investigations
Tasks

Campaign
Course of action
Exploit target
Incident

Ttp

Identity
Intrusion set

Report
Tool

type id

event.title
event.happened at
event.hash
event.description

event.deleted at
event.deleted
event.sources count
event.id

event.type
event.touched at
event.created at
event.updated at
event.Sources
event.Attributes
event.Indicators
event .Adversaries
event.Events
event.Attachments
event.Signatures
event.Investigations
event.Tasks
event.Campaign
event.Course of action

ThreatQ User Guide

Version 4.51.0 154



THREATQ ™

Output Format Options

event.Expl
event.Inci
event.Ttp

oit target
dent

event.Attack pattern
event.Identity
event.Intrusion set
event.Malware

event .Repo
event.Tool

rt

event.Vulnerability

> Signature

<> signature.

signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature
signature.
signature
signature.
signature
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature.
signature
signature.
signature.
signature
signature.

description

hash

last detected at

name
status id
touched at
type id
value
deleted at
deleted

sources count

id

status
type
created at
updated at
sources

Attributes

Indicators

.Adversaries

Events

.Attachments

Signatures

Investigations

Tasks
Campaign

Course of action
Exploit target

Incident
Ttp

.Attack pattern

Identity

Intrusion set
.Malware

Report

ThreatQ User Guid
Version 4.51.0

e

155



THREATQ ™

Output Format Options

signature.Tool
signature.Vulnerability

>Campaign

campaign
campaign
campaign

campaign

campaign

campaign

campaign

> Course of Action

<> campaign.
campaign.
campaign.
campaign.
campaign.
campaign.
campaign.
campaign.
campaign.
campaign.
campaign.
campaign.
campaign.
campaign.
campaign. _
.updated at
campaign.
.Attributes
campaign.
.Adversaries
campaign.
.Attachments
campaign.
campaign.
campaign.
campaign.
campaign.
campaign.
campaign.
campaign.
.Attack pattern
campaign.
campaign.
.Malware
campaign.
campaign.
.Vulnerability

value
status_id
type id
description
objective
started at
ended at
deleted at
deleted
sources count
id

status

type
touched at
created at

Sources
Indicators
Events
Signatures
Investigations

Tasks
Campaign

Course of action

Exploit target
Incident
Ttp

Identity
Intrusion set

Report
Tool

<> course of action.value

course of action.status id
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<> exploit target.

course of action.
course of action.
course of action.
course of action.
course of action.
course of action.
course of action.
course of action.
course of action.
course of action.
course of action.
course of action.
.Attributes
course of action.
.Adversaries

course of action

course of action

course of action.
.Attachments
course of action.
course of action.
course of action.
course of action.
course of action.
course of action.
course of action.
course of action.
.Attack pattern

course of action

course of action

course of action.
course of action.
.Malware

course of action

course of action.
course of action.
.Vulnerability

course of action

> Exploit

type id
description
deleted at
deleted
sources count
id

status

type
touched at
created at
updated at
Sources

Indicators
Events

Signatures
Investigations
Tasks

Campaign
Course of action
Exploit target
Incident

Ttp

Identity
Intrusion set

Report
Tool

value

exploit target.status id
exploit target.type id
exploit target.description
exploit target.deleted at
exploit target.deleted
exploit target.sources count
exploit target.id

exploit target.status
exploit target.type
exploit target.touched at
exploit target.created at
exploit target.updated at
exploit target.Sources
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exploit target.Attributes
exploit target.Indicators
exploit target.Adversaries
exploit target.Events

exploit target.Attachments
exploit target.Signatures
exploit target.Investigations
exploit target.Tasks

exploit target.Campaign
exploit target.Course of action
exploit target.Exploit target
exploit target.Incident
exploit target.Ttp

exploit target.Attack pattern
exploit target.Identity
exploit target.Intrusion set
exploit target.Malware
exploit target.Report

exploit target.Tool

exploit target.Vulnerability

> Incident

<> incident.
incident.
incident.
incident.
incident.
incident.
incident.
incident.
incident.
incident.
incident.
incident.
incident.
incident.
incident.
incident.
incident.
incident.
incident.
incident.
incident.
incident.
incident.
incident.
incident.
incident.

value
status_id
type id
description
started at
ended at
deleted at
deleted
sources count
id

status

type
touched at
created at
updated at
Sources
Attributes
Indicators
Adversaries
Events
Attachments
Signatures
Investigations
Tasks
Campaign
Course of action
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incident.Exploit target
incident.Incident
incident.Ttp
incident.Attack pattern
incident.Identity
incident.Intrusion_ set
incident.Malware
incident.Report
incident.Tool
incident.Vulnerability

>TTP

ttp
ttp

ttp

ttp

ttp

ttp

<> ttp.
ttp.
ttp.
ttp.
ttp.
ttp.
ttp.
ttp.
ttp.
ttp.
ttp.
ttp.
ttp.
ttp.
.Attributes
ttp.
.Adversaries
ttp.
.Attachments
ttp.
ttp.
ttp.
ttp.
ttp.
ttp.
ttp.
ttp.
.Attack pattern
ttp.
ttp.
.Malware
ttp.
ttp.
.Vulnerability

value
status id
type id
description
deleted at
deleted
sources count
id

status

type
touched at
created at
updated at
Sources

Indicators
Events

Signatures
Investigations
Tasks

Campaign
Course of action
Exploit target
Incident

Ttp

Identity
Intrusion set

Report
Tool

ThreatQ User Guide
Version 4.51.0

159



THREATQ ™

Output Format Options

> Attack Pattern

<> attack pattern.value

attack pattern.
attack pattern.
attack pattern.
attack pattern.
attack pattern.
attack pattern.
attack pattern.
attack pattern.
attack pattern.
attack pattern.
attack pattern.
attack pattern.
attack pattern.
.Attributes
attack pattern.
.Adversaries
attack pattern.
.Attachments
attack pattern.
attack pattern.
attack pattern.
attack pattern.
attack pattern.
attack pattern.
attack pattern.
attack pattern.
.Attack pattern

attack pattern
attack pattern

attack pattern

attack pattern

attack pattern.
attack pattern.
.Malware
attack pattern.
attack pattern.
.Vulnerability

attack pattern

attack pattern

status_id
type id
description
deleted at
deleted
sources count
id

status

type
touched at
created at
updated at
Sources

Indicators
Events

Signatures
Investigations
Tasks

Campaign
Course of action
Exploit target
Incident

Ttp

Identity
Intrusion set

Report
Tool

> [dentity

<> identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.

value

status_id

type id

description

contact information
deleted at

deleted

sources count

id
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identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.
identity.

2 Intrusion Set

status

type
touched at
created at
updated at
Sources
Attributes
Indicators
Adversaries
Events
Attachments
Signatures
Investigations
Tasks

Campaign
Course of action
Exploit target
Incident

Ttp

Attack pattern
Identity
Intrusion set
Malware

Report

Tool
Vulnerability

<> intrusion set.value
intrusion set.status id
intrusion set.type id
intrusion set.description
intrusion set.started at
intrusion set.ended at
intrusion set.deleted at
intrusion set.deleted
intrusion set.sources count
intrusion set.id
intrusion set.status
intrusion set.type
intrusion set.touched at
intrusion set.created at
intrusion set.updated at
intrusion set.Sources
intrusion set.Attributes
intrusion set.Indicators
intrusion set.Adversaries
intrusion set.Events
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intrusion_set

intrusion_ set

intrusion_ set.
intrusion_set.
.Malware

intrusion_ set

intrusion_set.
intrusion_set.
.Vulnerability

intrusion set

.Attachments
intrusion_ set.
intrusion_set.
intrusion_ set.
intrusion_ set.
intrusion_set.
intrusion_ set.
intrusion_ set.
intrusion_set.
.Attack pattern

Signatures
Investigations
Tasks

Campaign
Course of action
Exploit target
Incident

Ttp

Identity
Intrusion set

Report
Tool

>Malware

<> malware.
malware.
malware.

malware

malware

malware.
.Adversaries
malware.
.Attachments
malware.
.Investigations
malware.
malware.
.Course of action
malware.
malware.
malware.
.Attack pattern
.Identity

malware.

malware

malware

malware

malware

malware
malware

value
status id
type id

.description
malware.
malware.
malware.
malware.
malware.
malware.
malware.
malware.
malware.
malware.
.Attributes

deleted at
deleted
sources count
id

status

type
touched at
created at
updated at
Sources

Indicators
Events
Signatures

Tasks
Campaign

Exploit target

Incident
Ttp

Intrusion set
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malware
malware
malware
malware

? Report

<> report.
report.
report
report.
report.
report.
report.
report.
report.
report
report.
report.
report.
report.
report
report.
report
report.
report
report
report.
report.
report.
report.
report.
report.
report.
report
report.
report.
report
report.
report.
report

> Tool

.Malware
.Report

.Tool
.Vulnerability

value
status id

.type id

description
deleted at
deleted
sources_ count
id

status

.type

touched at
created at
updated at
Sources

Attributes

Indicators

.Adversaries

Events

.Attachments
.Signatures

Investigations
Tasks

Campaign
Course of action
Exploit target
Incident

Ttp

.Attack pattern

Identity
Intrusion set

.Malware

Report
Tool

.Vulnerability

<> tool.value

tool.st

atus id

tool.type id
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tool.description
tool.deleted at

tool.deleted

tool.sources count

tool.id
tool.status
tool. type

tool.touched at
tool.created at
tool.updated at

tool.Sources

tool.Attributes
tool.Indicators
tool.Adversaries

tool.Events

tool.Attachments
tool.Signatures
tool.Investigations

tool.Tasks
tool.Campaign

tool.Course of action
tool.Exploit target

tool.Incident
tool.Ttp

tool.Attack pattern

tool.Identity

tool.Intrusion set

tool.Malware
tool.Report
tool.Tool

tool.Vulnerability

> Vulnerability

<> vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
.Attributes

vulnerability

value
status_id
type id
description
deleted at
deleted
sources count
id

status

type
touched at
created at
updated at
Sources
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vulnerability.
.Adversaries
vulnerability.
.Attachments
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
.Attack pattern

vulnerability

vulnerability

vulnerability

vulnerability.
vulnerability.
.Malware
vulnerability.
vulnerability.
.Vulnerability

vulnerability

vulnerability

Indicators
Events

Signatures
Investigations
Tasks

Campaign
Course of action
Exploit target
Incident

Ttp

Identity
Intrusion set

Report
Tool

Adding Differential Flags

You can use a differential flag in the Special Parameters section of your export output format
to limit the output to new data. This will allow you to include only new data each time the
export is run opposed to exporting all data.

Include the following to limit exports to new data only:

<> differential=1

If you have multiple systems pulling from the same Export, each system should use a unique

differential value.

external system 1

https://{tg-host}/api/export/c2ab6df72e67ee13cef90f0e00981b62/?

token=npc6z01 pFXwfHYb5tm51hMvKQJNYecTG& differential=1

external system 2

https://{tg-host}/api/export/c2ab6df72e67ee13cef90f0e00981b62/?

token=npc6z01pFXwfHYb5tm51hMvKQJNYecTG& differential=2
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Adding Parameters to the end of the URL

You can append the same parameters listed above to the end of any export URL to achieve
the same results. By pursuing this option, you will lose the option of having one place to
manage what is being exported via that export.

Using Logical Operators in Export Filters

You can configure exports to output objects matching filter conditions that use logical AND
and OR operators. Exports allow the following filters:

1. Searching using greater than, less than, or equal to

o Examples in special parameters string section:

<> indicator.score>=5

<> indicator.score<=5

- Examples in request URI:

<> &indicator.score=>=5

<> &indicator.score=<=8

2. Adding multiple criteria for a single field using an OR comparison

o Example in special parameters string section:

<> indicator.score=5&indicator.score=8

o Example in request URI:

<> &indicator.score[]=5&indicator.score[]=8

3. Adding multiple criteria for a single field using an AND comparison

o Example in special parameters string section:
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<> indicator.score>=5&indicator.score<=8

o Example in request URI:

<> &indicator.score[]=>=5&indicator.score[]=<=8
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Output Format Templates

The following section contains templates that you can use to customize an export's output
format.

The Output Format Template field for an export is found under its Output Format modal. You
can access this by clicking on the Output Format link for an export from the main exports page

A\ Important: When formatting your output template, you must wrap all of your
declarations within a loop.

Adversaries Template

<> {foreach S$data as Sadversary}
ID: {Sadversary.id}
Name: {Sadversary.name}
Description: {Sadversary.description}
Created At: {Sadversary.created}
Updated At: {Sadversary.updated at}
Touched At: {Sadversary.touched at}
Deleted At: {$adversary.deleted_at}
Deleted: {Sadversary.deleted}

Your variables go here

{/foreach}

Events Template

<> {foreach S$data as S$Sevent}

{Sevent.title} ID: {Sevent.id}
Title: {Sevent.title}

Type: {Sevent.type}

Happened: {Sevent.happened at}
Description: {Sevent.description}
Created At: {Sevent.created}
Updated At: {Sevent.updated at}
Touched At: {Sevent.touched at}
Deleted At: {Sevent.deleted at}
Deleted: {Sevent.deleted}
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Your variables go here

{/foreach}

Indicators Template

<> {foreach S$data as $indicator}

{Sindicator.value}
ID: {Sindicator.id}

Value: {$indicator.value}
Type: {S$indicator.type}
Status: {$indicator.status}

Class: {$indicator.class}
Description: {$indicator.description}
Score: {$indicator.score}

Hash: {$indicator.hash}

Source Count: {S$indicator.sources count}

Whitelisted: {Sindicator.whitelisted}

Last Detected At: {S$indicator.last detected at}

Created At: {Sindicator.created at}
Updated At: {S$indicator.updated at}
Touched At: {Sindicator.touched at}

Since Deleted: {$indicator.sincedeleted}

Deleted At: {$indicator.deleted at}
Deleted: {$indicator.deleted}

Your variables go here

{/foreach}

Signatures Template

<> {foreach S$data as Ssignature}

{S$signature.name}
ID: {S$signature.id}
Name: {S$signature.name}

Value: {$signature.value}
Type: {S$Ssignature.type}
Status: {$signature.status}

Description: {$signature.description}
Hash: {S$signature.hash}

Detected At: {$signature.last detected at}
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Touched At: {Ssignature.touched at}
Created At: {Ssignature.created}
Updated At: {$signature.updated at}
Deleted At: {S$signature.deleted at}
Deleted: {S$signature.deleted}

Your variables go here

{/foreach}

Template Variables

The following items are variables that can added to the templates provided above.

Source Variable

<> {foreach $adversary.Sources item=source name=Sources}
{$source.value} {if !empty($source.tlp)} ({$source.tlp}){/1if}
{/foreach}

Attribute Variable

<> {foreach S$adversary.Attributes item=attribute name=Attributes}
Name: {Sattribute.name}
Value: {Sattribute.value}
{/foreach}

Adversary Variable

<> {foreach $adversary.Adversaries item=adversary name=Adversaries}
Name: {Sadversary.name}
Value: {$adversary.value}
{/foreach}
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Attachment Variable

<> {foreach $adversary.Attachments item=attachment name=Attachments}
Name: {Sattachment.name}
Value: {Sattachment.value}
{/foreach}

Event Variable

<> {foreach $adversary.Events item=event name=Events}
Name: {$event.name}
Value: {Sevent.value}
{/foreach}

Indicator Variable

<> {foreach S$adversary.Indicators item=indicator name=Indicators}
Name: {$indicator.name}
Value: {Sindicator.value}
{/foreach}

Investigation Variable

<> {foreach S$adversary.Investigations item=investigation
name=Investigations}
Name: {$investigation.name}
Value: {$investigation.value}
{/foreach}

Signature Variable

<> {foreach S$adversary.Signatures item=signature name=Signatures}
Name: {S$signature.name}
Value: {$signature.value}
{/foreach}
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Task Variable

<> {foreach $adversary.Tasks item=task name=Tasks}
Name: {S$task.name}
Value: {$task.value}
{/foreach}
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Specific Indicator Exports

The following topics provide instructions on how to export specific indicators for use with an
external threat detection system.

See Managing Exports and Output Format Options for more details about configuring exports.

» Cisco TID Exports

* Filelis Exports

*» Fortinet Fortigate Exports
* Lancope Exports

* Netwitness Exports

* OpenlOC Signatures Exports
+ Palo Alto Exports

* Reservoir Labs Exports

* Splunk Exports

» Symantec ProxySG Exports
» Tenable Exports

+ Zeek Exports
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Cisco TID Exports

The exports and configurations below enable IOCs to be exported to Cisco TID via the Cisco
FMC to be published to Cisco FTD Devices.

The constraints of the Cisco Threat Intelligence Director will only allow the following ThreatQ
exports to be used:

« SHA-256
* Domain (FQDN)
* URL
* IPv4
* IPv6
« Email
> To
> From
> Sender
> Subject
1. Log into your ThreatQ instance.

2. Select the Settings icon >Exports.

The Exports page appears with a table listing all exports in alphabetical order.
3. Click Add New Export.

The Connection Settings dialog box appears.

4. Enter an Export Name from the tables listed below.
5. Click Next Step.

The Output Format dialog box appears.

6. If using TLP, deselect any TLP grade(s) that you do not wish to export.

7. Use the tables below to provide the special parameters and output format template:
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operators in exports.

above are exported.

ﬂ\ See the Output Format Options topic for more information on using logical

If a specific score or ranges of scores is required, then the following should be
added to the end of the special parameters configuration.

In the example below, this will ensure only IP Address loCs that are equal to 7 or

indicator.status=Active&indicator.deleted=N&
indicator.type=IPAddress&indicator.class=network&amp;indicator.score>=7

SHA-256

FIELD

Export Name

Which type of information would you
like to export?

Output Type

Special Parameters

Output Format Template

FQDN

FIELD

Export Name

ENTRY

Cisco TID - SHA-256

Indicator

Text/plain

indicator.status=Active&indicator.deleted
=N&indicator.type=SHA-256

{foreach $data as $indicator}
{$indicator.value}
{/foreach}

ENTRY

Cisco TID - FQDN
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FIELD

Which type of information
would you like to export?

Output Type

Special Parameters

Output Format Template

URL

FIELD

Export Name

ENTRY

Indicator

Text/plain

indicator.status=Active&indicator.
deleted=N&indicator.type=FQDN&indicator.class=
network&indicator.score>=11

{foreach $data as $indicator}
{$indicator.value}
{/foreach}

ENTRY

Cisco TID - URL

Which type of information would you like to export?  Indicator

Output Type

Special Parameters

Output Format Template

IPv4 Address

Text/plain

indicator.status=Active
&indicator.type=URL&
indicator.class=network

{foreach $data as $indicator}
{$indicator.value}
{/foreach}
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FIELD

Export Name

Which type of
information would you
like to export?

Output Type

Special Parameters

Output Format Template

ENTRY

Cisco TID - IPv4

Indicator

Text/plain

indicator.status=Active&indicator.deleted=N&indicator.t
ype=IP Address&indicator.class=network

{foreach $data as $indicator}
{$indicator.value}

{/foreach}
IPv6 Address
FIELD ENTRY
Export Name Cisco TID - IPv6
Which type of information would Indicator
you like to export?
Output Type Text/plain

Special Parameters

Output Format Template

Indicator.Status=Active&Indicator.Type=IPv6
Address

{foreach $data as $indicator}
{$indicator.value}
{/foreach}
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Email Address

FIELD

Export Name

Which type of information would
you like to export?

Output Type

Special Parameters
Email Address

> To
> From

> Sender

Output Format Template

ENTRY

Cisco TID - Email Address

Indicator

Text/plain

indicator.status=Active&indicator.type=Email
Address&
indicator.class=network

{foreach $data as $indicator}
{$indicator.value}
{/foreach}

8. Click on each of the URL's for the exports. A new browser widow will open displaying the
first 10 results, make a note of this URL and the IoCs it is associated with it. The URL is

made up off the following sections

<> https://<TQ Server>/api/export/<endpoint>/?
limit=10&token=<token>

9. Remove the limit section and trailing &amp; symbol, examples are below.

<> https://192.168.1.85/api/export/9bc092cele318f6c0d10009228729ad6/?
token=uEyVyzIeYRGBAF2VKcHO9WKYDJVNftSo

This new URL format is needed to configure Cisco TID
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10. Click Save Settings.

<> https://192.168.1.85/api/export/9bc092cele318f6c0d10009228729ad6/?
token=uEyVyzIeYRGBdF2VKcHo9WKYDJVNftSo

11. Under On/Off, toggle the switch to enable the export.

Cisco FMC Configuration:

1
2
3.
4
5

. Navigate to the Intelligence director on the Firepower Management Center.
. Choose Intelligence > Sources.

Click the add icon (+).

FIELD

Type

Content

URL

Self-Signed
Certificate

Name

. Choose URL as the Delivery method for the source.

. Complete the Add Source form.

ENTRY
Flat File

Select a Content type that describes the data contained within the
source.

Use the URL format outlined in step 8 of the To export to Cisco TID
steps.

Toggle the Self-Signed Certificate to active.

Use a descriptive name as we used on the ThreatQ exports.

Example: ThreatQ - IP Address

G\ This will help simplify sorting and handling of incidents
based on TID indicators, use a consistent naming scheme
across sources.
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FIELD ENTRY
Action You can either Block or Monitor.

Update Every Select a time in minutes that the source is to be updated (the
minimum is 30 mins, Maximum is 14,400).

TTL
Specify the number of days for the TTL interval.

o TID deletes all the source's indicators that are not included in
subsequent upload.

- All observables not referenced by a surviving indicator.

6. Confirm that the Publish toggle is set to Active if you want to immediately being
publishing to elements.

ﬂ\ If you do not publish the source at ingestion, you cannot publish all source
indicators at once later. Instead, you must publish each observable individually.

7. Click Save.
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Fidelis Exports

ThreatQ exports to send indicators of compromise (Email Address, IP Address, MD5, URL and
FQDN) to Fidelis Elevate. Elevate has the capability to ingest IOCs from external threat feeds
and use them to create rules and policies, and define the reaction by the sensors if such a
policy is violated. The exports defined here are in an XML format, although Elevate offers also
the option to ingest feed in CSV format.

More details about custom threat feeds and their configuration in Elevate can be found on the
help pages of a Fidelis Elevate device: https://<Fidelis Elevate Host or IP>/help/MyWebHelp/
Content/FidelisCreatePoliciesHelpVersion/P_InsightCustomFeed.htm

Configuring exports in ThreatQ

Review the Managing Exports topic for a detailed description no how to create and manage
exports. If you need further assistance, please open a support ticket with ThreatQ Support.

To export Email Addresses:

1. Select the Settings icon > Exports The Exports page appears with a table listing all
exports in alphabetical order.

2. Click Add New Export The Connection Settings dialog box appears.
3. Enter an Export Name

o Click Next Step
> The Output Format dialog box appears

Provide the following information:
FIELD VALUE

Type of information you would like to export? Indicators

Output type text/plain
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FIELD VALUE

Special Parameters indicator.status=Active&indicator.
deleted=N&indicator.type=
Email Address&indicator.
class=network&differential=1

Under Output Format Template, enter:

<ThreatQEmailAddressFeed>
<description>Email addresses feed from ThreatQ</description>
<entries>
{foreach $data as $indicator}
<entry>
<email>{$indicator.value}</email>
<extra_info>{$indicator.id}</extra_info>
</entry>
{if !'$indicator.last}{/if}
{/foreach}
</entries>
</ThreatQEmailAddressFeed>

4. Click Save Settings
5. Under On/Off, toggle the switch to enable the export

6. Click on the export URL with the data. Make sure to delete from the URL this parameter
limit=10&. The URL should be similar to this one https://<ThreatQ Host>/api/export/

<export ID>/?token=<Authentication Token>
To export IP Addresses:

1. Select the Settings icon > Exports The Exports page appears with a table listing all
exports in alphabetical order.

2. Click Add New Export The Connection Settings dialog box appears.
3. Enter an Export Name

o Click Next Step
> The Output Format dialog box appears

Provide the following information:
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FIELD

Type of information you would like to export?
Output type

Special Parameters

Under Output Format Template, enter:

<ThreatQIPAddressFeed>
<description>IP address feed from ThreatQ</description>
<entries>
{foreach $data as $indicator}
<entry>
<ip>{$indicator.value}</ip>
<extra_info>{$indicator.id}</extra_info>
</entry>
{if !$indicator.last}{/if}
{/foreach}
</entries>
</ThreatQIPAddressFeed>

4. Click Save Settings

VALUE

Indicators

text/plain

indicator.status=Active&indicator.delet
ed=
N&indicator.type=IP Address&indicator.

class=network&differential=1

5. Under On/Off, toggle the switch to enable the export

6. Click on the export URL with the data. Make sure to delete from the URL this parameter
limit=10&. The URL should be similar to this one https://<ThreatQ Host>/api/export/

<export ID>/?token=<Authentication Token>

To export MD5 hashes:

1. Select the Settings icon > Exports The Exports page appears with a table listing all

exports in alphabetical order.

2. Click Add New Export The Connection Settings dialog box appears.

3. Enter an Export Name

o Click Next Step

> The Output Format dialog box appears
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Provide the following information:

FIELD

Type of information you would like to export?

Output type

Special Parameters

Under Output Format Template, enter:

<ThreatQMD5Feed>
<description>MD5 feed from ThreatQ</description>
<entries>
{foreach $data as $indicator}
<entry>
<md5>{$indicator.value}</md5>
<extra_info>{$indicator.id}</extra_info>
</entry>
{if !$indicator.last}{/if}
{/foreach}
</entries>
</ThreatQMD5Feed>

4. Click Save Settings

VALUE

Indicators

text/plain

indicator.status=Active&indicator.
deleted=N&indicator.type=MD5&
indicator.class=network&differential=1

5. Under On/Off, toggle the switch to enable the export

6. Click on the export URL with the data. Make sure to delete from the URL this parameter
limit=10&. The URL should be similar to this one https://<ThreatQ Host>/api/export/

<export ID>/?token=<Authentication Token>

To export FQDNs and URLs:

1. Select the Settings icon > Exports The Exports page appears with a table listing all

exports in alphabetical order.

2. Click Add New Export The Connection Settings dialog box appears.

3. Enter an Export Name

o Click Next Step
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> The Output Format dialog box appears

Provide the following information:

FIELD VALUE
Type of information you would like to export?  Indicators
Output type text/plain
Special Parameters indicator.status=Active&indicator.delet
ed=N
&indicator.type=URL&indicator.type=FQDN
&

indicator.class=network&differential=1

Under Output Format Template, enter:

<ThreatQFQDNURLFeed>
<description>Threat feed from ThreatQ with FQDNs and URLs</description>
<entries>
{foreach $data as $indicator}
<entry>
<url>{$indicator.value}</url>
<extra_info>{$indicator.id}</extra_info>
</entry>
{if !'$indicator.last}{/if}
{/foreach}
</entries>
</ThreatQFQDNURLFeed>

4. Click Save Settings
5. Under On/Off, toggle the switch to enable the export

6. Click on the export URL with the data. Make sure to delete from the URL this parameter
limit=10&. The URL should be similar to this one https://<ThreatQ Host>/api/export/

<export ID>/?token=<Authentication Token>
Adding the exports as custom threat feeds in Fidelis Elevate

For a detailed description of the configuration steps, visit the following page on your Fidelis
Elevate CommandPost appliance: https://<Fidelis Elevate Host>/help/MyWebHelp/Content/
FidelisCreatePoliciesHelpVersion/P_InsightAddCustomFeed.htm.
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To add a new feed:

1. Go to Policies -> Threat Feeds -> Feed Config and click on Add Feed

2. Enter the name of the feed. The entered name must be unique among all custom feeds
on CommandPost

3. Optional: Add a description that will be displayed in the list of feeds on the Feed Config
page

Select XML as the feed format

Enter entry for the XML format descriptor

Click the Add button

On the detailed configuration page, enter a Description of the feed

Select the feed content for the indicator type that is being ingested

O O N ok

Make sure the following boxes are checked at a minimum

> Enable

> Dynamic

o Verify SSL Certificate
10. Select the Refresh Frequency that is needed for the environment
11. In the Location (URL) box enter the ThreatQ export URL

Click the Save button to save the configuration. To test the feed click on the Download Now
button

* .
| Custom feeds can be set up for a one-time manual upload, manual refresh, or
automated refresh.
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Fortinet Fortigate Exports

This topic describes the implementation between ThreatQ and the Fortinet FortiGate firewall.
The implementation is done using the Threat Feed Connectors feature available in FortiOS
v6.0 and above. An export with I0Cs is first created on ThreatQ and the export URL is installed

FortiGate appliance.
ﬂ\ This integration only works on FortiOS v6.0 and above.

Before starting the integration, users are encouraged to familiarize themselves with the
following documents:

* Fortinet Fortigate cookbook on blocking malicious domains using threat feeds - https://
docs.fortinet.com/document/fortigate/6.0.0/cookbook/85580

* Using Threat Feed Connectors in FortiOS v6.0 and above - https://help.fortinet.com/
fos60hlp/60/Content/FortiOS/fortigate-security-profiles/Web_Filter/
Overriding%20FortiGuard%20website%20categorization.htm#External

* The Exports section of the ThreatQ Help Center.

Confirm that there is a route between both hosts before you begin the integration between
FortiGate and ThreatQ.

Create an Export in ThreatQ

The export is a dynamic list of IOCs which should be configured on ThreatQ and provided to a
FortiGate instance to read from. To create an export in ThreatQ follow the steps in
the Managing Exports topic.

Use the following information to configure the export:

FIELD SELECTION
Type of information you would Indicators
like to export
Output Type text/plain
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Special Parameters

Output Template

There are two options for special parameters:

If security policy of your organization requires that all

IP Addresses and FQDNs are sent to FortiGate, use
these filters for the special parameters:

<> indicator.status=Active&indicator.
deleted=Né&indicator.type=IP
Addressé& indicator.type=FQDN

To send only the I0Cs that have a custom status, e.g.

Send to FortiGate, use the special parameters below
To create the custom status:

1. Follow the steps in the Indicator Status topic to
create a status called Send to FortiGate.

2. Use the following special parameter:

<> indicator.status=Send to
FortiGate

<> {foreach S$data as S$indicator}
{$indicator.value}

{/foreach}
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Once configured, the export will look similar to the snapshot below.

»
Output Format
Type of information you would like to export?
‘ Indicators -
Output type
‘ text/plain -

Filter by TLP
Red
Amber
Green
White
None

~ Special Parameters (optiona)
indicator status=Send to FortiGate|

wide URL Parameters tao further refine Information being exported: See examples

Insert Variable v

o i F SFmat TErv ] -
{foreach %data as $indicator}

{$indicator.value}

{fforeach}

Configure FortiGate to Download Indicators from ThreatQ
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The following detailed steps have been copied from the FortiGate support center and
provided here for convenience. The source is https://docs.fortinet.com/document/fortigate/
6.0.0/cookbook/85580

Blocking malicious domains using threat feeds

This example uses a domain name threat feed and FortiGate DNS filtering to block malicious
domains. The text file in this example is a list of gambling site domain names.

Threat feeds allow you to dynamically import external block lists in the form of a text file into
your FortiGate. These text files, stored on an HTTP server, can contain a list of web addresses
or domains. You can use threat feeds to deny access to a source or destination IP address in
Web Filter and DNS Filter profiles, SSL inspection exemptions, and as a source/destination in
proxy policies. You can use Fabric connectors for FortiGate that do not belong to a Fortinet
Security Fabric.

1. Create an external block list. The external block list should be a plain text file with one
domain name per line. The use of simple wildcards is supported. You can create your
own text file or download it from an external service. Upload the text file to the HTTP file
server.

100casinopicks.com
10Bkcasino.com
10@pourl@@-gratuit.com
101@casino.com
123gambling.com
123onlinecasino.com

2. Configure the threat feed:
1. In FortiOS, go to Security Fabric -> Fabric Connectors. Click Create New.
2. Under Threat Feeds, select Domain Name.

3. Configure the Name, URI of external resource, and Refresh Rate fields. In the URI of
external resource field, enter the location of the text file on the HTTP file server. By
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default, the FortiGate rereads the file and uploads any changes every five minutes.

Threat Fooch

Resource raeme will appesr i an “Remote Category” in DMNS Filter

O profiles

URI of external rnesource httpu1 7225175 22 2 fexternal-resourn

Refresh Rate 5

Comments

Lt Upcate O 2010807091947 I View [ntries
Status ©

[ o [

4. Click View Entries to see the text file's domain list.

Domain Name Threat Feed “gambling-domains* x
Search Q €D valid © Invalid
Entry Validity
100casinopicks.com v Valid
100kcasino.com v Valid
100pour100-gratuit.com + Valid
1010casino.com v Valid
123gambling.com + Valid
123onlinecasino.com v Valid
5. Click OK.

3. Add the threat feed to the DNS filter:
1. Go to Security Profiles -> DNS Filter.

2. Scroll to the list of preconfigured FortiGuard filters.
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3. The resource file uploaded earlier is listed under Remote Categories. Set the action
for this category to Block.

= @ Remote Categories v
- @ gambling-domains v

? O @ Allow :

o ® bntent

Qo @ Biack  pming
@ _

o r - Personal

4. Configure the outgoing Internet policy:

1. Go to Policy & Objects -> IPv4 Policy.

2. Enable the DNS Filter under the Security Profiles.

3. From the SSL Inspection dropdown list, select an SSL inspection profile.
5. View the results:

1. Visit a domain on the external resource file. This example visits 123gambling.com. A
Web Page Blocked! message appears.

i) 123gambiing.com w @ 0

Web Page Blocked!

You have tried 1o access a web page which belongs 1o a category that is blocked.

2. In FortiOS, go to Log & Report -> DNS Query. The logs show that the
123gambling.com domain belongs to a blocked category.

[ e T e T Tepw T e bogee Chaery Fypm  Plicy
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Lancope Exports

These Steps explain how to export Lancope indicators for use with an external threat
detection system. Follow the instructions below configure an export for your data.

To export to Lancope:
1. Select the Settings icon E<1 >Exports.
The Exports page appears with a table listing all exports in alphabetical order.
2. Click Add New Export.
The Connection Settings dialog box appears.

3. Enter an Export Name.
4. Click Next Step.

The Output Format dialog box appears.

5. Provide the following information:

FIELD ENTRY
Which type of information would you like to Indicators
export?
Output Type text/csv; charset=utf-8

Special Parameters
<> indicator.status=A

ctive&indicator.
deleted=Né&indicato
r.type=IPAddressé&
indicator.type=CID
R
Blocké&indicator.cl
ass=network

Under Output Format Template, enter:
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<> RECORD NUMBER, GROUP NAME, GROUP ID,NETWORK DEFINITION, PARENT NA
MESPACE

0, ThreatQ, -1,,/
{foreach $data as $indicator}

0,"{foreach S$indicator.Sources item=source name=Sources }

{$source.value}{if S$smarty.foreach.Sources.last != true}, {/if}
{/foreach}", -1,

{$indicator.value|regex replace:"/[\r\t\n]/":""|
replace:"\"":"'"},"/ThreatQ/"

{/foreach}

6. Click Save Settings.
7. Under On/Off, toggle the switch to enable the export.
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Netwitness Exports

This topic explains how to export Netwitness indicators for use with an external threat
detection system. Follow the instructions below to export your data for:

* Netwitness FQDN

* Netwitness IP
To export to Netwitness FQDN:
1. Select the Settings icon £ >Exports.
The Exports page appears with a table listing all exports in alphabetical order.
2. Click Add New Export.
The Connection Settings dialog box appears.

3. Enter an Export Name.
4. Click Next Step.

The Output Format dialog box appears.

5. Provide the following information:

FIELD ENTRY
Which type of information would you like to Indicators
export?
Output Type text/csv; charset=utf-8

Special Parameters
<> indicator.status

=Active&indicato
r.
deleted=N&indica
tor.type=FQDN&in
dicator.
class=network
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Under Output Format Template, enter:

<> {foreach S$data as S$indicator}

{Ssource.value},

{foreachelse}{/foreach}", "https://{$http host}/indicators/
{Sindicator.id}/details"

{/foreach}

6. Click Save Settings.
7. Under On/Off, toggle the switch to enable the export.

To export to Netwitness IP:
1. Select the Settings icon E<1 >Exports.
The Exports page appears.
2. Click Add New Export.
The Connection Settings dialog box appears.

3. Enter an Export Name.
4. Click Next Step.

The Output Format dialog box appears.

5. Provide the following information:

FIELD ENTRY
Which type of information would you like to Indicators
export?
Output Type text/csv; charset=utf-8

"{Sindicator.value}","{foreach $indicator.Sources as S$source}
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Special Parameters
<> indicator.status=Act

ive&indicator.
deleted=N&indicator.
type=IP
Addressé&indicator.cl
ass=network

Under Output Format Template, enter:

<> {foreach $data as $indicator}

"{$indicator.valuel}","{foreach $indicator.Sources as $source}
{$source.value}, {foreachelse}{/foreach}", "https://
{$http host}/indicators/{$indicator.id}/details"

{/foreach}

6. Click Save Settings.
7. Under On/Off, toggle the switch to enable the export.

ThreatQ User Guide
Version 4.51.0

197



THREATQ ™

OpenlOC Signatures Exports

OpenlOC Signature Exports

This topic explains how to export OpenlOC signatures for use with an external threat
detection system. Follow the instructions below to export your data.

To export to OpenlOC CSV:

1. Select the Settings icon E<1 >Exports.

The Exports page appears with a table listing all exports in alphabetical order.

2. Click Add New Export.
The Connection Settings dialog box appears.

3. Enter an Export Name.
4. Click Next Step.

The Output Format dialog box appears.

5. Provide the following information:

FIELD

Which type of information would you like to export?

Output Type

Special Parameters

Under Output Format Template, enter:

<> {foreach S$data as S$signature}

ENTRY

Signatures

text/csv

<> signature.status
=Active&signatur
e.

deleted=N&signat

ure.type=0penIOC

"{$signature.name|replace:'""':"\""}","{$signature.value]
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replace:""":"\""}"
{/foreach}

6. Click Save Settings.
7. Under On/Off, toggle the switch to enable the export.
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Palo Alto Exports

1. Select the Settings icon E<1 >Exports.

The Exports page appears with a table listing all exports in alphabetical order.
2. Click Add New Export.

The Connection Settings dialog box appears.

3. Enter an Export Name.
4. Click Next Step.

The Output Format dialog box appears.

5. Provide the following information:

FIELD ENTRY

Which type of information would you like to export?  Indicators
Output Type text/plain

Special Parameters
<> indicator.status

=Active&indicato
r.
deleted=N&indica
tor.type=FQDN&
indicator.class=
network

Under Output Format Template, enter:
<> {foreach S$data as $indicator}

{Sindicator.value}

*.{Sindicator.value}
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{/foreach}

6. Click Save Settings.
7. Under On/Off, toggle the switch to enable the export.

Palo Alto: PANOS and Panorama Exports

This topic describes the implementation between ThreatQ and Palo Alto firewall. The
implementation is done using Palo Alto’s External Dynamic List (EDL) functionality. An export
with IOCs is first created on ThreatQ and the export URL is provided to Palo Alto as an EDL.
The following details go over the steps to create, and add the EDL to ThreatQ.

Prerequisites

Before you begin the integration between Palo Alto and ThreatQ, confirm that there is a route
between both hosts.

Create an export in ThreatQ

The export is a dynamic list of IOCs which should be configured on ThreatQ and provided to a
Palo Alto instance to read from.

The following link lists the guidelines for the format of the export list in ThreatQ.
There are separate guidelines for IP, FQDN and URL lists.
These guidelines are both for PANOS and Panorama.:

https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-admin/policy/use-an-external-dynamic-
list-in-policy/formatting-guidelines-for-an-external-dynamic-list.ntml

Configure an External Dynamic List (EDL) in PANOS
To add the dynamic list to Palo Alto, follow the instructions from here.

https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-admin/policy/use-an-external-dynamic-
list-in-policy/configure-the-firewall-to-access-an-external-dynamic-list.html

Configure an External Dynamic List (EDL) in Panorama

1. Navigate to Device Groups > Objects, and then click on the External Dynamic List in the
left pane, about half way down.
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2. Add a new dynamic list by clicking on the Add button at the bottom of the screen.

3. Provide a Name, Type, and for source provide the ThreatQ exports URL.

T
| =]

4. Click OK.
Retrieve an External Dynamic List from the Source
Once the list has been configured you can retrieve the indicators from that list.
Follow the steps from here: https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-admin/
policy/use-an-external-dynamic-list-in-policy/retrieve-an-external-dynamic-list-from-the-web-
server.html
Enforce Policy on an External Dynamic List
To create a policy to enforce rules for the indicators from the EDL, follow the steps from here:

https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-admin/policy/use-an-external-dynamic-
list-in-policy/enforce-policy-on-an-external-dynamic-list.ntml
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Reservoir Labs Exports

This topic explains how to export Reservoir Labs indicators for use with an external threat
detection system. Follow the instructions below to export your data.

To export to Reservoir Labs:

1. Select the Settings icon E<1 >Exports.

The Exports page appears with a table listing all exports in alphabetical order.

2. Click Add New Export.
The Connection Settings dialog box appears.

3. Enter an Export Name.
4. Click Next Step.

The Output Format dialog box appears.

5. Provide the following information:

FIELD

Which type of information would you like to export?
Output Type

Special Parameters

Under Output Format Template, enter:

ENTRY

Indicators

text/plain

<> indicator.status
=Active&indicato
r.

deleted=N

° <> #fields{Stab}lindicator{$tab}indicator type{Stab}

meta.source{Stablmeta.url

{foreach $data as $indicator}
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{if $indicator.type eqg "CIDR Block"}{continue}{/if}
{if Sindicator.type eq "SHA-1"}{continue}{/if}

{if S$indicator.type eq "SHA-256"}{continue}{/if}
{if $indicator.type eq "SHA-384"}{continue}{/1if}
{if Sindicator.type eqg "SHA-512"}{continue}{/if}
{Sindicator type=""}

{Ssource found=0}

{if Sindicator.type eqg "IP Address"}
{Sindicator type="Intel::ADDR"}({/if}

{if Sindicator.type eq "URL"}
{Sindicator type="Intel::URL"}{/if}

{if $indicator.type eq "Email Address"}
{Sindicator type="Intel::EMAIL"}{/if}

{if Sindicator.type eg "FQDN"}
{Sindicator type="Intel::DOMAIN"}{/if}

{if Sindicator.type eq "MD5"}
{Sindicator type="Intel::FILE HASH"}{/if}

{if $indicator.type eq "Filename"}
{$indicator type="Intel::FILE HASH"}{/if}

{if Sindicator type ne ""}
{Sindicator.value}{Stab}{Sindicator type}{$Stab}{foreach
Sindicator.Sources item=source name=Sources}{if

Ssmarty.foreach.Sources.first == true}

{Ssource.value} {$source found=1}{/if}{/foreach}{if
$source found == 0}-{/if}

{Stab}https://{$http host}/indicators/{$indicator.id}/
details

{/if}

{/foreach}

6. Click Save Settings.
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7. Under On/Off, toggle the switch to enable the export.
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Splunk Exports

This topic explains how to export indicators for use with an external threat detection system.

Follow the instructions below to export your data.
To export to Splunk:

1. Select the Settings icon E<1 >Exports.

The Exports page appears with a table listing all exports in alphabetical order.

2. Click Add New Export.
The Connection Settings dialog box appears.

3. Enter an Export Name.
4. Click Next Step.

The Output Format dialog box appears.

5. Provide the following information:

FIELD

Which type of information would you like to export?

Output Type

Special Parameters

Under Output Format Template, enter:

{foreach $data as $indicator}

ENTRY

Indicators

text/plain

<> indicator.sinced
eleted=Y

<> #indicator{Stabl}indicator type{Stab}last modified{Stab}
reference url{Stab}source{Stab}campaign{Stab}status
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{S$indicator.value} {S$tab}{$indicator.type}
{Sindicator.updated at}

{Stab}https://{Shttp host}/indicators/{$indicator.id}/
details{$tab}{foreach $indicator.Sources iltem=source
name=Sources} {$source.value}{if $smarty.foreach.Sources.last
== false}, {/if}{/foreach}{S$Stab} {foreach
Sindicator.Adversaries item=adversary name=Adversaries}
{Sadversary.value}{if Ssmarty.foreach.Adversaries.last ==
false}, {/if}{/foreach}{$tab}{$indicator.status}

{/foreach}

6. Click Save Settings.
7. Under On/Off, toggle the switch to enable the export.
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Symantec ProxySG Exports

This topic describes the implementation between ThreatQ and the Symantec ProxySG
appliance. The implementation is done using the Local Database Content Filtering
functionality available in the ProxySG. An export with IOCs is first created on ThreatQ and the
export URL is installed on the proxy.

Before starting the integration, users are encouraged to familiarize themselves with the
following documents:

* Symantec ProxySG CLI:
https://symwisedownload.symantec.com/resources/sites/SYMWISE/content/live/
DOCUMENTATION/10000/DOC10456/en_US/6.7CLI.pdf?

__gda_ =1582794846_0c0b5ae73454290ea953391b8aa5f508

* Local Content Filtering Database:
https://origin-symwisedownload.symantec.com/resources/webguides/
managementcenter/2.0.1.1/Content/ConfigurationManagementGuide/6_Policy/
local_db.htm

Before you begin the integration between Symantec ProxySG and ThreatQ, confirm that there
is route between both hosts.

Create an Export in ThreatQ

The export is a dynamic list of IOCs which should be configured on ThreatQ and provided to a
ProxySG instance to read from. To create an export in ThreatQ follow the steps in the Adding
an Export topic on the ThreatQ Help Center.

The export script should be the following. This will strip the port and URL path from the 10Cs.

<> define category threatg iocs
{foreach $data as S$indicator}
{assign var=parts value="/"|explode:$indicator.value}
{assign var=hostname value=":"|explode:Sparts[2]}
{assign var=fgdn value=":"|explode:S$parts[0]}
{if S$fgdn[0] eqg "http" or $fgdn[0] eg "https"}
{assign var=domain value=S$hostname[0]}
{else} {assign var=domain value=$fqgdn[0]}{/if}
{Sdomain}
{/foreach}
end
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Configure ProxySG to Download Indicators from ThreatQ
There are two methods to install the dynamic list in the ProxySG -

* via the Management Console

* via the Proxy's CLI
The management console Ul can accept only a single block list. Starting with ProxySG v6.7.4,
you can configure the proxy to read from up to seven dynamic lists. The following two sections
go over the methods for installing dynamic block lists.
Via the Management Console
1. Open the ProxySG management console.

2. Navigate to Configuration > Content Filtering Local Database.

The following screen will load.

 Syrantec

[—— =

_'{'S'nml.ﬂll{
3. Insert the export URL from TQ in the URL space and click on the Download now button.

This will initiate a pull of the indicators from the ThreatQ into the proxy. To check on the
status of the download, click on View Download Status. Any download related messages
will be shown in the download status window.

Via the ProxySG CLI

In addition to the Management Console Ul, the proxy has a CLI which provides more
configuration options. In the reference section at the end of this document, you can find a PDF
document with the CLI commands. To help with testing of the integration below is a sequence
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of commands that allows a user to install the exports from ThreatQ in a local content
database on the proxy.

1. Log into the Blue Coat CLI:

<> ssh <username>@<BlueCoat Hostname/IP>

G‘ Use the password set in the initial configuration.

2. Enable the admin mode:

<> enable

ﬂ You will be prompted for a password which is usually the account password.

3. Enter the following command access the config model of the appliance.

<> config

4. Select TERMINAL at the prompt.

5. Start working with the content filtering database:
<> content-filter

6. Enter the Local Content Filtering DB mode.

<> local

7. Create a new database name if needed.

<> create tqg test

8. Enter db edit mode to download the URL.
<> edit tg test

9. Bind the URL of the ThreatQ export to the content database on the ProxySG.

A\ Put double quotes around the URL.

<> download url "https://<TQ>/api/export/<hash>/?
limit=1000&token=<token>"

10. Download the database now.
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<> download get-now

11. View the status of the current, and older, download
<> view
12. Show the contents of the downloaded local database file.

<> Source

13. If you want to configure auto downloads there are various options available. To list all
the download options use the following command

<> download ?

Create and Install a Content Filtering Policy

The final step is to install a content filtering policy using the indicators from the ThreatQ
export which are being downloaded to a content filtering database on the proxy.

1. Open ProxySG (the example here uses the virtual proxy appliance).
2. Navigate to Configuration Policy > Visual Policy Manager and click on Launch Java VPM.

wisual Policy Manager

Java Viswal Policy Manager

3. From within the VPM, create a new Web Access Layer by navigating to Policy Add > Web
Access Layer. .
L BN Proxy Visual Policy Manager (10.13.0.24 - Blue Coat SG-VA Sevies)

File Edit [ Configuration View Help

JRREY] ¢ e v .. RSP Ty [T

Add Admin Access Layer...

e e ————— et g = e iy e m g o m— o e

Web Acce
Add_Admin Login Banner Layer...
Ko. | Soul Add DNS Access Layer... Time Action Track Comment
1 AnY  add SOCKS Authentication Layer... A € Deny Mone

Add S5L |ntercept Layer...

Add S5 Access Layer...

Add Web Authentication Layer...
Add Web Access Layer...

Add Web Content Layer..

Add ‘Web Request Layer...

Add Forwarding Layer,

Add CPL Layer...
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4. Assign a name for the new layer, and after it's created right click on the Destination
object and select Set.

5. Under the drop down in the modal window select All (sort by object name) and then click

on Edit in the lower right corner.

[ ] [ ] Set Destnation Object
Existing Destination Objects

Shaw: Al (vort by object-name) -
I8 “M (sort by object-name)
All (som by object-type) ~
Apparent Data Type Deitination Objects
Apphcaison Alribute {:lh_||t|;-.-|.
Apphcamon Croups
Applhc e Marms {)ﬁ‘l'{ 141
Apphcanon Operabion Objects

D stination Host/Port Dbjects

This will open a new window, in which you can select all the categories to be blocked by
the ProxySG appliance. The list of URLs exported from ThreatQ will be available under
the Local category.

6. Expand Local and select the name you've given the export from ThreatQ. In this example,
the name is tq_malicious_url.

L ] [ 3 (2 “EI:]I.I'.'!; URL Cabeggosy Ciiajraci €
Mame: RegquestIRl Catrgony |

Categories: Selecied Categori..

Catogories o mallchous_url

Palicy
v Local
v Fa_malirinus_un
= MF
= flue Coat
|q_h.;|ﬂ urh__vrli
= fyLrem

7. Click OK, and then again OK to go back to the VPM.

8. Highlight the newly created policy layer, and click on the Install policy button in the upper
right corner.
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A\ Before installing the policy, make sure that the type of Action on the policy is
Deny. If it shows Allow, make sure to change it to Deny. The action instruction
what type action ProxySG should enforce when it detects that a user sends a
request to any of the indicators in the list exported from ThreatQ.

[ N Proxy Visual Policy Manager (10.13.0.24 - Blue Coat 5G-VA Serias)
File Edit Policy Configuration Yiew Help
[ asorie | . Dot )|
Web Access Layer MCAP Scan - CAS  ThreatQ
Ho. Source Destination  Service Time Action Track Comment
1 Any & Reques... Any fury abenf Mone

9. The new policy is now installed and any active indicators exported from ThreatQ will be
blocked by the ProxySG.
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Tenable Exports

This topic explains how to export Tenable indicators for use with an external threat detection
system. Follow the instructions below to export your data for:

« Tenable FQDN
* Tenable IP Address
* Tenable MD5 Address

To export to Tenable FQDN:
1. Select the Settings icon E<1 >Exports.
The Exports page appears with a table listing all exports in alphabetical order.
2. Click Add New Export.
The Connection Settings dialog box appears.

3. Enter an Export Name.
4. Click Next Step.

The Output Format dialog box appears.

5. Provide the following information:
> For Which type of information would you like to export? Choose Indicators.
- For Output type, choose text/plain.
> Under Special Parameters, enter:

indicator.status=Active&indicator.deleted=N&indicator.type=FQDN&indicator.class=networl
- Under Output Format Template, enter:

{foreach $data as $indicator}

{$indicator.value},{foreach $indicator.Sources item=source name=Sources}

{$source.value}{if $smarty.foreach.Sources.last == false}/{/if}{/foreach}

{/foreach}
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6. Click Save Settings.
7. Under On/Off, toggle the switch to enable the export.

To export to Tenable IP Address:

Select the Settings icon E<1 >Exports.

The Exports page appears.

Click Add New Export.

The Connection Settings dialog box appears.
Enter an Export Name.

Click Next Step.

The Output Format dialog box appears.

© N ok W=

Provide the following information:
> For Which type of information would you like to export? Choose Indicators.
> For Output type, choose text/plain.
> Under Special Parameters, enter:

indicator.status=Active&indicator.deleted=N&indicator.type=IP
Address&indicator.class=network

- Under Output Format Template, enter:
{foreach $data as $indicator}
{$indicator.value},{foreach $indicator.Sources item=source name=Sources}
{$source.valueXif $smarty.foreach.Sources.last == false}/{/if}{/foreach}
{/foreach}

9. Click Save Settings.
10. Under On/Off, toggle the switch to enable the export.

To export to Tenable MD5 Address:
1. From the navigation menu, choose the gear icon > Exports.
The Exports page appears.

2. Click Add New Export.
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The Connection Settings dialog box appears.

Enter an Export Name.
Click Next Step.
The Output Format dialog box appears.

A A T

Provide the following information:

FIELD

Which type of information would you like to export?

Output Type

Special Parameters

Under Output Format Template, enter:

<> {foreach Sdata as $indicator}

name=Sources }

if}{/foreach}

{/foreach}

7. Click Save Settings.
8. Under On/Off, toggle the switch to enable the export.

ENTRY

Indicators

text/plain

<> indicator.status
=Active&indicato
r.
deleted=N&indica
tor.type=MD5&ind
icator.
class=network

{Sindicator.value}, {foreach $indicator.Sources item=source

{Ssource.value}{if S$smarty.foreach.Sources.last == false}/{/
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Zeek Exports

* .
1 Brois now known as Zeek.

These steps explain how to export Zeek indicators for use with an external threat detection
system. Follow the instructions below to export your data.

1. Select the Settings icon E1 >Exports.

The Exports page appears with a table listing all exports in alphabetical order.
2. Click Add New Export.

The Connection Settings dialog box appears.

3. Enter an Export Name.
4. Click Next Step.

The Output Format dialog box appears.

5. Provide the following information:

Which type of information would you like to export?  Indicators
Output Type text/plain

Special Parameters
<> indicator.status

=Active&indicato
r.deleted=N

Under Output Format Template, enter:

<> #fields{Stab}lindicator{$tab}indicator type{S$tab}
meta.source{S$tablmeta.url

{foreach S$data as $indicator}

{Sindicator type=""}
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{Ssource found=0}

{if Sindicator.type eg "CIDR Block"}
{Sindicator type="Intel::SUBNET"}{/if}

{if $indicator.type eq "IP Address"}
{Sindicator type="Intel::ADDR"}{/if}

{if Sindicator.type eq "URL"}{S$indicator type="Intel::URL"}{/
if}

{if Sindicator.type eq "Email Address"}
{Sindicator type="Intel::EMAIL"}{/if}

{if S$indicator.type eg "FQDN"}
{$indicator type="Intel::DOMAIN"}{/if}

{if Sindicator.type eq "MD5"}
{Sindicator type="Intel::FILE HASH"}({/if}

{if Sindicator.type eq "SHA-1"}
{Sindicator type="Intel::FILE HASH"}({/if}

{if S$indicator.type eqg "SHA-256"}
{Sindicator type="Intel::FILE HASH"}({/if}

{if S$indicator.type eqg "SHA-256"}
{Sindicator type="Intel::FILE HASH"}({/if}

{if S$indicator.type eqg "SHA-384"}
{Sindicator type="Intel::FILE HASH"}({/if}

{if S$indicator.type eqg "SHA-512"}
{Sindicator type="Intel::FILE HASH"}({/if}

{if Sindicator.type eq "Filename"}
{Sindicator type="Intel::FILE HASH"}({/if}

{if S$indicator type ne ""}
{Sindicator.value}{Stab}{Sindicator type}{Stab}{foreach
Sindicator.Sources item=source name=Sources}{if

Ssmarty.foreach.Sources.first == true}

{Ssource.value} {$source found=1}{/if}{/foreach}{if
$source found == 0}-{/if}

{Stablhttps://{$http host}/indicators/{$indicator.id}/details

{/if}
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{/foreach}

6. Click Save Settings.
7. Under On/Off, toggle the switch to enable the export.
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ntegrations Management

ﬂ ThreatQuotient does not issue API keys for third-party vendors. Contact the specific
vendor to obtain APl keys and other integrated-related credentials.

The My Integrations page allows you to add, remove, and configure feeds, custom connectors,
and operations that you have downloaded from the ThreatQ Marketplace or are seeded in
ThreatQ.
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From the My Integrations page, you can view all integrations installed on your ThreatQ
instance.

There are several filters available that allow you to narrow down your integrations. The
platform will remember your filter selections for the duration of your session. These filters
include:

FILTER DETAILS

Keyword Filter the integrations list by keyword.
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Type
Filter the integrations list by integration type. Options include:
* Intelligence Feeds and Connectors
+ Operations
Category Filter the list by the category of integration: Labs, Commercial, OSINT,
STIX/TAXIL.
Status Filter the list of installed integrations by status: enabled or disabled. A
(All/Enabled/ count of integrations appears next to each tab and reflects any filter that
Disabled is selected.
tabs) .
1 The All tab, which displays both enabled and disabled
integrations, is selected by default.
Clear Search Clears the current search filters that are currently in use.
Filters

Accessing Integrations Management

1. Navigate to your ThreatQ instance.

2. Click on the Integrations option in the main navigation and select one of the following
options:

ﬁ Integrations

Marketplace
My Integrations

Feeds & Connectors

Operations

MENU OPTION DETAILS
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Marketplace Opens the ThreatQ Marketplace in a new tab.

My Integrations Opens the My Integrations page.

Feeds and Opens the My Integrations page filtered to only display feeds

Connectors and connectors.

Operations Opens the My Integrations page filtered to only display
operations.

The My Integrations page will load based on your selection. All integrations currently
installed on your platform, both enabled and disabled, can be found on this page. The
All status tab will be selected by default.
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Integration Types

ThreatQ integrations include threat intelligence feeds, custom connectors, and operations.
This topic will highlight specific information about each type of integration.

ﬂ Custom connectors typically fall under the Labs category of Threat Intelligence Feeds.

Threat Intelligence Feed Categories

Threat Intelligence feeds are organized into the following categories:

CATEGORY DETAILS

Commercial Commercial feeds are provided by paid feed providers as a service. To
enable these feeds in ThreatQ, you will need an API ID or APl Key from
the provider. Commercial feeds typically provide highly contextual threat
intelligence data. You can learn more about these feeds on their
vendor's websites.

OSINT or OSINT feeds are open source threat intelligence feeds. Open source
Open Source  feeds are free to use, but some may require you to register with the feed
provider to attain an API Key.

STIX/TAXII STIX stands for Standard Threat Information Expression, it is an
emerging standard for the sharing of machine readable intelligence and
incident data. A STIX package is an XML document that can contain many
indicators and related context information. For the automated sharing of
STIX packages, a protocol called TAXII (Trusted Automated eXchange of
Indicator Information) is used to provide a feed to consumers. ThreatQ
provides a feature for consuming STIX/Taxii feeds.

Labs Labs are driven by ThreatQuotient's Threat Intelligence Services Team.
Labs feeds provide a solution for data ingestion that is not provided by
the feeds pre-configured with the ThreatQ platform. You should inquire
with a Threat Intelligence Engineer to see what Labs are available.
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Operations

Operations enhance your threat intelligence data by allowing you to add attributes, as well as
related indicators, from third party security services, both commercial and open source. You
accomplish this by creating objects to connect to a desired service, receive threat intelligence,
and display that threat intelligence in ThreatQ.

To develop custom operations, you should possess a basic functional knowledge of Python
version 3 development.

ThreatQ operations are written in Python v3.5.5. We recommend allocating a non-production
ThreatQ appliance for Operations development. You may use this development appliance to
troubleshoot your operations before deploying them to production. You may also set up a
local Python environment, write your script, and then copy it onto your ThreatQ appliance.
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Managing Integrations

You can add/remove, enable/disable, and configure integrations from the My Integrations
page.

3

ﬂ ThreatQuotient does not issue API keys for third-party vendors. Contact the specific
vendor to obtain API keys and other integrated-related credentials.

Steps may slightly differ depending on the individual integration. Refer to the
integration's individual guide for specific details.

Adding Integrations

ﬂ ThreatQuotient does not issue API keys for third-party vendors. Contact the specific
vendor to obtain API keys and other integrated-related credentials.

You can add integrations using the My Integration page. The steps for upgrading an
integration are the same as adding an integration.

] Some custom connectors cannot be installed via the ThreatQ Ul. See your connector’s
documentation for specific installation steps.

Log into https://marketplace.threatq.com.
Locate and download the desired integration file.

Navigate to your ThreatQ instance.

W=

Click on the Integrations option in the main navigation and select My Integrations.

ﬁ Integrations

Marketplace
My Integrations

Feeds & Connectors

Operations
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5. The My Integrations page will load. All integrations currently installed on your platform,
both enabled and disabled, can be found on this page. The All tab will be selected by

default.
THREATQ) ) e owsvowss i et
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6. Click on the Add New Integration button located to the top-right of the page.
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The Add New Integration dialog box will open with the Add New Integration option select
by default.

Add New Integration

Add New Integration Add New TAXII Feed

Some integrations (connectors) aren't able to be installed using this interface. If you're unsure,
please refer to the doctumentation for your integration on the ThreatQ) Marketplace.

Drag your integration package here or click to browse

Supported files include: yaml, whl

7. Upload the integration file using one of the following methods:
> Drag and drop the integration file into the dialog box

> Select Click to Browse to locate the integration file on your local machine

ﬂ ThreatQ will inform you if the integration already exists on the platform and will
require user confirmation before proceeding. ThreatQ will also inform you if the
new version of the integration contains changes to the user configuration. The

new user configurations will overwrite the existing ones for the integration and
will require user confirmation before proceeding.
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8. If the integration file contains multiple feeds, you will be prompted to select which feeds
to install. Select the feeds to include and click on Install.

Add New Feed

& 8feeds have been found.

Select the feeds you'd like to install;

abuse.ch Feodo Tracker Botnet C2 Blocklist

& ©

abuse.ch Feodo Tracker Malware Hashses

abuse.ch SSLBL IP Blocklist

Q|

abuse.ch SSLBL Response Policy Zones (RPZ)

a

abuse.ch S55LBL S5L Blacklist

®

abuse.ch URLhaus Database Dump

Q)

abuse.ch URLhaus Plain-Text URL List

Q)

abuse.ch URLhaus Response Policy Zones

The integration will now be installed on the platform. You will still need to configure and
enable the integration before it can be used.
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Adding STIX/TAXII Integrations

ﬂ ThreatQuotient does not issue API keys for third-party vendors. Contact the specific
vendor to obtain APl keys and other integrated-related credentials.

1. Click on the Integrations option in the main navigation and select My Integrations.

ﬁ Integrations

Marketplace
My Integrations
Feeds & Connectors

Operations

The My Integrations page will load. All integrations currently installed on your platform,
both enabled and disabled, can be found on this page. The Enabled tab will be selected

by default.
My Integrations 0 KT
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2. Click on the Add New Integration button located to the top-right of the page.
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The Add New Integration dialog box will open with the Add New Integration option select
by default.

Add New Integration

Add New Integration Add New TAXII Feed

Some integrations (connectors) aren't able to be installed using this interface. If you're unsure,
please refer to the doctumentation for your integration on the ThreatQ) Marketplace.

Drag your integration package here or click to browse

Supported files include: yaml, whl

3. Click on the Add New TAXII Feed option.
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The Add TAXII Feed form will load.
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Add New Feed %

Add New Feed Add TAXIl Feed

What would you like to name this feed?

— How often would you like to pull new data from this feed?
Every Hour v

TAXII Connection Settings

TAXIl Server Version
( 2.0 v ‘

The version of the TAXIl Server to poll for data.

‘ Discovery URL ‘

Path to the TAXII Server's Discovery Service

‘ Poll URL (Optional) 1

Optional URL specifying a specific endpoint on the TAXII Server to poll for data. If not supplied, the
TAXII Client will attempt to determine the appropriate path via the Collections Service.

l Collection Name ‘

Name of the collection to poll data from

O Disable Proxies

If true, specifies that this feed should not honor any proxies setup in ThreatQuotient.

Login Credentials (if applicable)

— Username
threatq@threatg.com l

Basic Authentication Username

Password
( (AR R RN R RN R R AR RRT Y] @ J

Basic Authentication Password 232
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4. Complete the following fields:

FIELD

What would you like to
name this feed?

How often would you like to
pull new data from this
feed?

TAXIl Connection Settings

TAXII Server Version

Discovery URL

Poll URL

Collection Name

INSTRUCTIONS

Enter the feed's name that will be displayed
throughout ThreatQ. The name must be at least 5
characters long

It does not need to match the Collection Name.

Choose Every Hour or Every Day.

Options include: 1.0, 1.2, 2.0.

This field is required.

This is where the TAXII server can be reached.

This field is required.

An optional URL that specifies a specific endpoint
on the TAXII Server to poll for data.

The name of the collection of data in the feed you
will access.

This field is required.
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FIELD

Client User Authentication

Username

Password

Client TLS/SSL Authentication

Client Certificate

Client Key

Server Authentication

Verify SSL

Host CA Certificate Bundle

5. Click on Add TAXII Feed.

INSTRUCTIONS

Enter a username if required for the feed.

Enter a password if required for the feed.

Enter a certificate if required for the feed.

Enter a private key if required for the feed.

Leave the checkbox checked to require that the
TAXII client verify the provider's SSL certificate.

The provider's CA Certificate used to verify SSL.

The Host CA Certificate Bundle will not be honored
if the Verify SSL option is not selected.

The TAXII/STIX feed will be added to the Integrations page. You will still need to configure

and enable the integration.
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Configuring an Integration

The integration must already be installed in order to access it's configuration. See the Adding
Integrations topic for more details.

1. Click on the Integrations option in the main navigation and select My Integrations.

ﬁ Integrations

Marketplace
My Integrations
Feeds & Connectors

Operations

The My Integrations page will load. All integrations currently installed on your platform,
both enabled and disabled, can be found on this page. The All tab will be selected by

default.
THREA ',"{':.i 3 I Dushhaets Y Trosst Leary
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2. Locate and click on the integration to load its details page.

< Cybercrime Tracker

{ : crfiguration Actwity Log
hittpeffoybercrimee-tracker.net/all. php
) enabled Every Day

Additional Infarmation
= Send a natification when this feed encounters issues,

Integration Typa: Feed
Version: 1.0.0

The integration details page will load. Integration details, such as the author, required
ThreatQ version and targeted object types will be listed to the left. The Configuration and
Activity Log (if the integration is a feed) will be listed to the right. If the integration is a
feed, the Activity Log will load after the initial run.

3. Enter the integration’s required configuration parameters and then click on Save.

ﬂ\ For feeds and some connectors, you can configure feed run frequency and
default object status (if the object is an indicator or signature). Refer to the
integration's user guide for more details. For instructions on performing a
manual feed run - see Performing Manual Runs (feeds).

You can also enable feed health notifications for that specific feed. See the Feed
Health Notifications for more information.

4. Click on the Enable/Disable toggle switch to enable the integration.

ﬂ\ After being enabled, the Feed will automatically start a run.

The integration has now been configured and enabled for use.
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Feed Health Notifications

Feed Health Notifications allows the ThreatQ application to send you, and other designated
users, email and in-app notifications when a feed encounters an issue.

The in-app notifications will appear in Notification Center for users with an administrator or
maintenance account.

NOTIFICATION CENTER MAAK ALL AS READ

SYSTEM NOTIFICATION

A 'AlienVault OTX' has encountered errors

2 hours ago
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The emails, sent to users designated on the Notification Settings page, will contain useful
information such as connection information, data ingested, and an ingestion summary.

THREATQ

NOTICE

Your incoming feed, MITRE Enterprise ATT&CK, has encountered errors.
Feed run details are below.

Details

Connection Information
Run Started: 09/09/2019 02:11pm

Response Received
09/09/2019 02:11pm

Data Ingested
Run Completed: N/A

Ingestion Summary

Feed run was terminated (user demand or process shutdown)

HELP CENTER -« SUPPORT

Copyright ©® 2019, ThreatQuotient, Inc. All Rights Reserved.

See the Notification Settings topic for more information.
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Enabling/Disabling Integrations

You can enable and disable installed integrations for an integration's details page. Disabling

an integration allows you deactivate an integration without completely removing it from your
instance.

ﬂ The integration must already be installed in order to access it's configuration. See the
Adding Integrations for more details.

1. Click on the Integrations option in the main navigation and select My Integrations.

ﬁ Integrations

Marketplace
My Integrations
Feeds & Connectors

Operations

The My Integrations page will load. All integrations currently installed on your platform,
both enabled and disabled, can be found on this page. The All tab will be selected by

default.
My Integrations E==0 KRR
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2. Locate and click on the integration to load its details page.

< Cybercrime Tracker

o>

) enabled
Urirstal

Additional Infarmation

Integration Type: Feed
Version: 1.0.0

Corfiguration Actesity Log

Feed URL
http:/feybercrime-tracker.net/all php

Heowe fraquaent should we o 1fnrmation from this feed

Every Day

ot Indlcatar status ke
Ative -

= Send a natification when this feed encounters Ssuss.

The integration details page will load. Integration details, such as the author, required
ThreatQ version and targeted object types will be listed to the left. The Configuration and
Activity Log (if the integration is a feed) will be listed to the right. If the integration is a
feed, the Activity Log will load after the initial run.

3. Click on the Enable/Disable toggle switch to either enable or disable the integration.

Enabled integrations will have a green header and an Enabled banner on the My

Integrations page.

Cybercrime Tracker

Category: OSINT

verslon: 1.0.0

E
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Removing an Integration

Removing an integration will uninstall an integration for your instance. All previously ingested
data will remain in the system. You can also disable an integration, which will deactivate it
without completely removing the integration from your instance.

1. Click on the Integrations option in the main navigation and select My Integrations.

ﬁ Integrations

Marketplace
My Integrations
Feeds & Connectors

Operations

The My Integrations page will load. All integrations currently installed on your platform,
both enabled and disabled, can be found on this page. The All tab will be selected by

default.
THREATQ )  wwowsmwes i moosinny
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2. Locate and click on the integration to load its details page.

< Cybercrime Tracker

Configuration Actesity Log
Feed URL
http:-'-'-::.-tler-:nrne-l:ra-:r:er.ner.-'all ohp

Herwe fra quaent encaulo we pull information from this fend?

) enabled Every Day

Ative -

Additional Infarmation
= Send a natification when this feed encounters Ssuss.

Integration Type: Feed
Version: 1.0.0

ﬂ There are several filter options to assist in locating the integration including a
key word filter, integration category, and integration status (enabled, disabled).

3. Click on the Uninstall button located below the Enable/Disable toggle.

The Uninstall dialog box will open asking you to confirm the uninstall selection.
e —————

Uninstall Feed X

Are you sure you want to uninstall AlienVault OTX?

Uninstall | Cancel

4. Click on Uninstall to confirm and remove the integration.
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Performing Manual Runs (feeds)

* q q
| Not every feed integration allows users to perform a manual run.

To initiate a manual feed integration run:

1. Click on the Integrations option in the main navigation and select My Integrations.

ﬁ Integrations

Marketplace
My Integrations
Feeds & Connectors

Operations

The My Integrations page will load. All integrations currently installed on your platform,
both enabled and disabled, can be found on this page. The All tab will be selected by

default.
THREATQ 3 (ol Dushosard: [ Thnat Lbeary
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2. Locate and click on the integration to load its details page.

< MITRE PRE-ATT&CK

Configuration Activity Log

Activity Log Details

Scheduled Run
110242020 10:00pm

@) enavled

Uninstall

Additional Information

Integration Type: Feed
Version: 1.0.0

ﬂ There are several filter options to assist in locating the integration including a
key word filter, integration category, and integration status (enabled, disabled).

3. Confirm that the integration is enabled.
4. Click on the Run Integration button located beneath Enable/Disable toggle switch.

.3

ﬂ If the Run Integration button is not visible, the integration does not support
manual runs.
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The Trigger Manual Run dialog box will open.

Trigger Manual Run

»Lart Lkt me

Qctober 3 - 0242 PM

End Date e
October - 0342 PM

5. Select a Start Date, Start Time, and Time Zone for your run.

6. Select an End Date, End Time, and Time Zone for your run.

Some feed integrations only support a Start Date.

Trigger Manual Run

w Ll e me
October - 12 = 2020 - 03:45 PM

NOTE

@

This feed only supports a Start Date for manual runs and will use the current time as the End Date.

7. Click on Queue Run.

Running an Operation Integration

Depending on the operation, steps may differ based on the individual operation. See the

operation’s individual user guide for specific details.
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Operations are designed to work with specific object types and sub-types. The operation's
details page provides you with list of object types that work with operation.

< Emerging Threats

=

O Bypass system prosy configuration for this operation

Digabled l::‘

Additienal Infarmation
Integration Type: Operation
Authar: Threatc)

Description: Enrichment data from
Emerging Threats IQRisk

Viersion: 1.001
Regquired Threat() Version: 2.1

‘Works With:
B ndicator

FEjDh
IP Aidress

MDOS

1. Navigate to the Threat Library and locate a system object your operation works with.
2. Click on the object to access it's details page.

3. Scroll down to the Operations pane on the details page.

You can also click on the Operations heading located in the left-hand menu to jump the
operations pane.

A list of available operations will be listed in the pane.
}E Operations

a )
L = | Emerging Threats: Domain Select an aperation on the left hand side to load results in this panel,
Infa
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4. Click on an operation to run it.

& Operations

{3 Ereprgmreasooman

Info Running the Requested Operation...

Integration-Related Commands

The following integration-related commands can be found in the Command Line Interface
(CLI) section:

+ Add/Update a CDF

+ Source Consolidation

* Source Merge

* View Feed Queues

* Historic Feed Pulls

+ iSight Historic Feed Pulls

* TIS Custom Connector Historic Feed Pulls
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Activity Log (feeds)

The Activity Log provides you with details regarding recent runs performed by an feed
integration.

Activity Log Details

(]

schieduled Run Completed b
05:0 3

Scheduled Run Completed b

YOM4/2020 051 3pr

Scheduled Run Completed ¥

. ——

cheduled Run Completed ’
05: 1 3pm

Scheduled Run Ak Completed with errors ¥

Log Details include run details that include:
LOG DATA DETAILS

Type of Run Whether the run was scheduled or triggered manually.
Date and Time  When the run, data and time, was initiated.

Outcome Whether the run completed successfully or if it encountered errors.

You can click on the arrow icon next to the output to view run details such as an ingestion
summary of objects ingested, download files (stored files), and additional timestamps
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regarding the run.

Configuration

Activity Log Details =
scheduled Run & Completed -
W0A/ 3020 05:F5pm
a Data Requested a Response Recelved -~ Data Ingested
Run Scarmed: 10808 000 05 250m 1008 200 OS5 25pm Compleed: | 07082000 05 Spm
Qu Ery Riﬂgl? stored Files |I'|EPETIDF‘| summary
After 107072020 05:25pm Download 2 files 0 25 Adversaries
Password: threatq 0 522 Adversary Attributes
5 1392 Attack Pattern
Antributes
FIELD DESCRIPTION

Run Started The timestamp of when the run was initiated.

Response The timestamp when the feed endpoint responded.

Received

Data Ingested The timestamp when the run was completed and intel data was

ingested.

Query Range The time frame for the data ingested.

Store Files Zipped password-locked file(s) of the ingested data.

Ingested A summary of ingested object types.

Summary
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Accessing an Intel Feed's Activity Log

The Activity for a feed will appear after the feed has performed an initial run.

1. Click on the Settings E< gear icon and select My Integrations.

Lizer Managermant

My Integrations

Data Management
Exports

Report Options
Systern Configurations

Maotification Settings

Job Managerment

About

The My Integrations page will load. All integrations currently installed on your platform,
both enabled and disabled, can be found on this page. The Enabled tab will be selected

by default.
THREATQ) ) i oussens
My Integrations R
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2. Locate and click on the integration to load its details page.
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The integration details page will load.

Configuration Activity Log

Activity Log Details

Scheduled Run
VOMS/2020 051 3pm

Scheduled Run
102020 15:1 3pm

Scheduled Run
12020 05:1 3pm

Scheduled Run

& Completed

® Completed

& Completed

& Completed

[ ]

100272020 05:13pm,

Scheduled Run A\ Completed with errors J

3. Select the Activity Log tab if not already selected.

4. Click on the arrow icon located next to a run’s outcome status to view additional details
regarding the run.

Configuration MAtivity Log

(]

Activity Log Details

Scheduled Run & Completed -
NOD8/I020 05:T5pm

a Data Requested ﬁ Response Recelved G Data Ingested
RuN SCarmed; 1GAGE/ 3000 O5:25pm 1EVDR/ 00 05:25pm CompieTsd; 1A0M0 05:26pm
Query Range stored Files Ingestion Summary
After 107072020 05:25pm Download 2 files ﬂ 25 Adversaries

| g 522 Adversary Attributes

& 1892 Attack Pattern
Artributes
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Job Management

ﬂ The Job Management page is only accessible to users with Administrator or
Maintenance accounts.

The Job Management page allows you to view the status and outcome of Bulk Actions.

To access the Job Management page:

1. Navigate to Settlngs B3> job Management
THREATQ 3 R

Job Management E=n

TR BT A O £ v

The Job Management page allows you to view the following details about a Bulk Action job:

FIELD DESCRIPTION
Job ID The unique ID assigned to the job.
Author The user that initiated the job.
Action The Bulk Action selected.
Search The search filters used to select the system objects for the job.
Criteria
Updates

The Bulk Action being performed on the system objects selected.
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FIELD

Status

Completed

Total

PID

Percent
Completed

Estimated
Time
Remaining

Date Created

DESCRIPTION

Example: If you were to run a Bulk Action on a set of indicators to expire
on 2-29-2020, the Updates field will display: indicator: {"expires_ats" :
"2020-02-29"}

The current status of the job.
Possible statuses include:

* Created - The job has been queued.
* In-Progress - The job is running.
* Error - The job failed.

+ Waiting - The job is waiting for indexing to be complete. This only
applies to the Bulk Change process.

« Completed - The job has completed.

The timestamp of when the job completed.

The total number of objects included in the job.

The process ID of the worker executing the job.

This represents the amount of system objects associated with the job
that have been processed.

Example: 100 indicators out of the 1000 associated with the job have
been deleted = 10%.

The estimated time remaining until the job is complete.

The timestamp of when the job was created and queued.
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FIELD

Updated At

Start Time

Completed At

Failed At

DESCRIPTION

The timestamp of when the job or an system object associated with the
job was last updated.

The timestamp of when the job was started.

The timestamp of when the job completed.

If the job failed. the timestamp of when it failed.
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Licensing

Your ThreatQ deployment requires a license to initialize the platform. ThreatQ Support
provides the initial license and any subsequent licenses provided to maintain the platform.
You apply the initial ThreatQ license during first boot, as described in the Installation. Any
subsequent license updates can be applied in the ThreatQ user interface.

Access to additional ThreatQ products, such ThreatQ Investigations and ThreatQ Data
Exchange, are tied to your ThreatQ platform license. Adding these features will result in
ThreatQ Support issuing a new license to apply to your platform.

ﬂ\ ThreatQ licenses are not perpetual.

Managing Your ThreatQ License

You can view and update your ThreatQ license using the ThreatQ user interface.

Viewing License Status

1. Click on the Settings B icon and select About.

The License information window loads. You can also view additional licensing-based
ThreatQ products, such as ThreatQ Investigations and ThreatQ Data Exchange (Publisher
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license).

Version 4.44.1-911

REGISTERED TO

jhasslin

PLATFORM
Expires 02/18/2021 (in 21 days)

INVESTIGATIONS
Expires 02/18/2021 (in 21 days)

Updating a License

If you receive a new license from Support, apply the new license by accessing the About page.
1. Click on the Settings £ icon and select About.
The License information window loads.

2. Select the Update License option.
3. Enter the new license key.
4. Click on Submit.
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Navigation Menu

The table below outlines the ThreatQ navigation menu and its related processes.

THREATQ) g, oo

# NAME

1 ThreatQ Icon

2 Dashboards

3 Threat Library

4 Investigations

i Threat Library

#5 Data Exchange t ] Integramions

DESCRIPTION

Clicking on the ThreatQ icon will
navigate you back to the home page
and dashboard.

The Dashboards link in the top
navigation bar allows you to access a
drop-down list of your dashboards.

Access and search the Threat Library
and view system object details.

Navigates to ThreatQ Investigations, a
cybersecurity situation room that
enables collaborative threat analysis,
investigation, and coordinated
response.

N/A

REFERENCES

Dashboards

Threat Library

Building
Searches with
Filter Sets

Object Details
Bulk Actions

Data Controls

ThreatQ
Investigations
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# NAME

5 Data
Exchange

6 Integrations

7 Create Button

8 Search Icon
9 Message
Center Icon

DESCRIPTION

Allows the bi-directional sharing of
threat intelligence across multiple
ThreatQ instances.

Allows you to access the Marketplace
as well as you integrations.

Create system objects.

Perform a basic search for a system
object.

Receive in-app notifications of system
job processes such as Bulk Actions.

Administrator and Maintenance
account users will also receive feed
health notifications.

REFERENCES

Integrations
Management

Integrations
Management

Adversaries
Events

Files
Indicators
Signatures
STIX

Building
Searches with
Filter Sets

Notification
Center
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# NAME

10 Help Icon

11 Site Settings

12 User Icon

DESCRIPTION

Click the Help icon to quickly access
the Help Center, Product Updates,
Getting Started Guides, and Video
Demos. The search field at the top of
the menu also gives you the option to
search the Help Center.

Allows you to manage your ThreatQ
application settings as well as view
your version and licenses.

Access your user profile.

REFERENCES

Product Updates
Installation

Videos

Exports
Job Management

Object
Management

Reports

Server
Administration

System
Configuration

User
Management

Licensing

User
Management
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Notifications

The ThreatQ platform offers platform-related alerts in the form on in-app notifications, via the
Notification Center, and feed health emails.

In-app notifications include Bulk Action updates and feed health alerts.

ﬂ\ Only users with Administrator and Maintenance roles will receive in-app feed health
alerts via the Notification Center.

Administrators and Maintenance account users can subscribe users to Feed Health Email
Notifications . These users will receive an email when a feed encounters an error when

preforming a run.
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Feed Health Email Notifications

Feed Health Notifications allows the ThreatQ platform to send you, and other designated
users, email notifications when a feed encounters an issue.

The emails, sent to users designated on the Notification Settings page, will contain useful
information such as connection information, data ingested, and an ingestion summary.

THREATQ 3

NOTICE

Your incoming feed, MITRE Enterprise ATT&CK, has encountered errors.
Feed run details are below.

Details

Connection Information
Run Started: 09/09/2019 02:11pm

Response Received
09/09/2019 02:11pm

Data Ingested
Run Completed: N/A

Ingestion Summary
Feed run was terminated (user demand or process shutdown)

HELP CENTER -+ SUPPORT

Copyright © 2019, ThreatQuotient, Inc. All Rights Reserved.

Configuring Mail Server

You must enter your mail server information on the Mail Server Configuration tab before
enabling Feed Health Notifications.

ﬂ\ In the event that you have completed the mail server configuration and are still not
receiving emails, your email provider may have marked the activity as suspicious.
Some services, such as Gmail, will require you to confirm the activity, via an email
message, before allowing the ThreatQ application to continue to use the server to
send emails. A common symptom found in the error log is that you will receive an
“incorrect password” error. If you are certain that the password you provided is
correct, your mail service is likely blocking the service and requires your confirmation
to proceed.
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To Configure Mail Server:

1. Click on the System Settings [ gear icon and select the Notification Settings option.

The Notification Settlngs page loads.

THREATQ ) m e

Notification Settings

ail Server Configuration

Feed Health Notifications

In App Notifications @O enabled

All users that are part of the Maintenance and Administrative Access groups will receive in-
app notifications regarding feed health,

Email Notifications Disabled ()

After enabling Feed Health Netifications, the accounts listed below will now receive system
and email natifications related to feed health

Enabled / Disable Per Feed
@D abuse.ch Feodo Tracker Botnet C2 IP Blocklist

@0 Alenvaul 0T

o Bambenek Consulting - Geodo Master

2. Click on the Mail Server Configuration tab.

The Mail Server Configuration page loads.
THREATO 3 ify Threat Library A Investigations Lut Analytics

Notification Settings

Notification Management Mail Server Configuration

Connection Settings

Server Name

SSL Method - Port #

Test Email

Destination Email Address

i Save and Send Test Email

3. Complete the following fields:
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FIELD DESCRIPTION

Server Name  The address of your mail server.

SSL Method The SSL method used. There are three options:

o SSL
o TLS

> None

The mail server port.

Port #

The mail server account username.
User name

The mail server account password.
Password
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4. Enter an email in the Test Email field and click Save and Send Test Email to confirm that
the settings are correct - this is optional. You will receive a setup confirmation email.

THREATQ 3

NOTICE

This email confirms that ThreatQ email notifications have been configured
successfully.
Go to notification center

HELP CENTER + SUPPORT

Copyright © 2019, ThreatQuotient, Inc. All Rights Reserved.

5. If you did not use the Save and Send Test Email option, click on Save Changes to save
your settings.

Enabling Feed Health Notifications

There are two different types of Feed Health Notifications that can be enabled on this page: In-
App and Email. While you can enter the email address for a user to receive Email Notifications,
only users with administrator and maintenance roles will receive In-App Notifications.

If using Email Notifications, the Mail Server Configuration tab must completed before you
enable the feature.

ﬂ\ In the event that you have completed the mail server configuration and are still not
receiving emails, your email provider may have marked the activity as suspicious.
Some services, such as Gmail, will require you to confirm the activity, via an email
message, before allowing the ThreatQ application to continue to use the server to
send emails. A common symptom found in the error log is that you will receive an
“incorrect password” error. If you are certain that the password you provided is
correct, your mail service is likely blocking the service and requires your confirmation

to proceed.

To Enable Feed Health Notifications:

1. Click on the System Settings [ gear icon and select the Notification Settings option.
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Feed Health Email Notifications

The Notification Settings page loads.
THREATQ ) A imesigaions s

ons L Anabytics

Notification Settings

Mail Server Configuration

Feed Health Notifications

In App Notifications

@D Enabled

Allusers that are part of the Maintenance and Administrative Access groups will receive in-
app notifications. rega fﬂll\& feed health,

Email Notifications

oisabled D)

After enabling Feed Health Notifications, the accounts listed below will now recefve system
and email natifications related to feed health

Enabled / Disable Per Feed

@) abuse.ch Feodo Tracker Botnet C2 IP Blocklist

@0 Alenvault 0T

o Bambenek Consulting - Geodo Master

2. Perform the following steps to enable email and in-app notifications:

« >Enable In-App Feed Health Notifications

a. Click on the Enable toggle switch for In App Notifications.

» >»Enable Feed Health Email Notifications

a. Enter an email address in the account field and press the <Enter> or <Return>
key.

b. Click on the Enable toggle switch for Email Notifications.

Feed Health Notifications
In App Motifications @ Enabled

All users that are part of the Maintenance and Administrative Access groups will receive in-
app notifications regarding feed health,

Email Motifications Disabled 1)

After enabling Feed Health Motifications, the accounts listed below will now receve system
and emall notifications related to feed health.

pechpubs@threatg oom
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3. Use the toggle switch next to each feed to enable/disable notifications for individual
feeds.

THREATQ &  m mrescinny

Notification Settings

Mail Server Configuration

Feed Health Notifications

In App Notifications @D Enabled

All users that are part of the Maintenance and Adminkstrative Access groups will receive in-
app natifications regarding feed health,

Email Notifications @O navled

After enabling Feed Health Notifications, the accounts listed below will now receive system
and emall natifications related to feed health.

techpubs@threatq.com
Enabled / Disable Per Feed -
@D sbuse.ch Feodo Tracker Batnet €2 1P Blocklist

@ wienvaul oTX

@0 Bambenek Consulting - Geodo Master

ﬂ You can also enable/disable individual CDF feed notifications by clicking on the
feed under Integrations and checking/unchecking the notifications checkbox.
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Notification Center

The icon is located on the navigation menu for the platform. This allows you to monitor
system processes while working within ThreatQ.

The Notification Center alerts you, via an in-app notification icon, when a platform process,
such as a Bulk Action job, has been queued and/or completed.

NOTIFICATION CENTER
[ Clear

SYSTEM NOTIFICATION
©  Bulk Status Job #1 queued.

afew seconds ago

ﬂ\ Administrator and maintenance accounts can also receive feed health notifications
via the Notification Center. See Enabling Feed Health Notifications section in

the Feed Health Email Notifications topic.

NOTIFICATION CENTER MARK ALL AS READ

SYSTEM NOTIFICATION

A 'AlienVault OTX' has encountered errors

2 hours aga
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Object Management

The Object Management section of the ThreatQ platform allows you work with:

SECTION DETAILS
Indicator Statuses Management  Create and edit custom indicator statuses.
Indicator Types View your platform's indicators types.

Event Types Create and edit custom event types.
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Indicator Statuses Management

The Indicator Statuses page allows you to view, duplicate, add, edit, and delete available
system-wide indicator statuses. You cannot edit or delete indicator statuses provided by
ThreatQ (Active, Expired, Indirect, Review, Whitelisted), but you can add, edit, and delete your
custom statuses.

Indicator Status Assignment

Multiple factors affect the indicators created from the relations on an individual object in a
request. When using API/Indicators/Consume, each individual object in the request JSON is an
indicator, and each indicator can have additional indicator relations stored under an
indicators field in that object. As a result, the status of an indicator depends on the
configuration of the request JSON.

Indirect Indicator Status

When you set up a default status of Indirect, the system assigns this status to indicators in the
following scenarios:

* A status or status_id field is not provided for the parent object.
A status or status ID is not provided for the additional indicator relations of the object.

« The JSON request body includes duplicate indicators and one of the duplicates has a
default status ID. If none of the duplicates has a default status ID, the system uses the
status ID of the last duplicate.

Currently, the Indirect Indicator status only applies to 10Cs related to a main indicator.

Protected Indicator Statuses

When doing insertions, ThreatQ determines if the indicator already exists and the Indicator
status is a protected status, If so, the system retains the status.

Viewing Indicator Statuses

1. Navigate to Settings 1> Object Management.
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The Object Management page opens to the Indicator Statuses tab.
THREATQ B

Object Management e

W A Ty et Tats

Enabiing the Probect froen Fead Dwerride option for 3 siaéun will prevend Areds oo g ol updating the sistun of indicaion. This can b vl for indicaton with 2 15l slafun, tuch s
AP, WP a8 PP W 10 DR fromm beng Stomaticaly updsted to At by 3 feed How

St FRQIECE IRCA DD OWEREIDE FOTa mebaiaioE] #
Arthe Poset 3 thigst and it being exported 5o deteion ol

Exgenid By BT DR A TR0, T

IS ASASCAEES 1 B BTN INORIR0S &F il [Le. pOS)

oM NN°No

ﬂ\ Statuses found within ThreatQ are listed by status, number, and description
within the Indicator Statuses table.

2. Optionally, to sort the table by a column, click the column header. To reverse the column
sorting order, click the header a second time.

Indicator Statuses Table Options:
FUNCTION DESCRIPTION

Status Filter Enter a keyword in the text field to filter the table by status name. You
can click on the Statuses header to sort the table by alphabetical order.

Description Enter a keyword in the text field to filter the table by status description.
Filter You can click on the Description header to sort the table by
alphabetical order.

Protect from Clicking on the toggle switch in this column will enable/disable the
Feed Override Protect from Feed Override option for that status. See the Suppressing
Indicator Status Updates section below for more details on this feature.

Total The number of indicators currently using the status. Clicking on the
Indicators value will open the Threat Library filtered to that status. Clicking on the
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FUNCTION DESCRIPTION

Total Indicators heading will sort the table in ascending/descending
order.

Suppressing Indicator Status Updates

Enabling the Protect from Feed Override option for a status, prevents feeds from
automatically updating indicators with this status to another. Any status with a green toggle
switch is currently protected from status updates. Those with grey toggle switches are not.

@ Use Case: You have a well-vetted set of whitelisted indicators that you do not want to
update without internal review and discussion. To protect these indicators from
automatic status updates from feeds, toggle the Protect from Feed Override switch
for the Whitelisted status to green (active). After you make this change, ThreatQ
retains the status of Whitelisted for any indicator to which it is assigned and
suppresses any updated status information received from a feed.

1. Navigate to Settings B > Object Management.
The Object Management page opens to the Indicator Statuses tab.

2. In the Protect From Feed Override column, click the toggle switch corresponding to the
status to change it from grey (status updates allowed) to green (status updates
suppressed).

Adding an Indicator Status

1. Navigate to Settings B > Object Management.
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The Object Management page opens to the Indicator Statuses tab

THREATQ )
Object Management N

Enabiing the Probect Broem Fead Dwerride opiion for 5 sbadun will prevens freds B o god oot sy 1 pd.r'\-}; Far st off indic aton. This cin b sl for indlcadon with 3 1paific Slaut, tuch o
PR, whischy YO T W 10 (e Ty Dt SUADmanCaly Updlied Do A by 3 feed. How 3

AT - SN § FROTRCE G DD SvERDDE fOTAL podCaTOE] &
Arthe Poset 3 thigst and it being exported 5o deteion ol ':}
Eapred By BT (e & B, T I:)
[ Adiaciited 18 B BT INIMARSS BF Evend [LE. PONSL o
s s furthe Bt > ]
Wragiised Pt NG Tk e thesd rever B depiaynd €O

2. Click Add New Status.

The Add a Status dialog box opens.

Add a Status *

‘ Status Name

l Status Description

3. Enter a Status Name.
4. Optionally, enter a Status Description.
5. Click Add Status.

Editing an Indicator Status

A\ You cannot edit an indicator status provided by ThreatQ.

1. Navigate to Settings B > Object Management.
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The Object Management page opens to the Indicator Statuses tab
THREATQ ) : -
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2. Determine the indicator you want to edit and click Edit in the far right column.

The Edit Status dialog box opens.

Edit Status *

Status Name

Demo

— Status Description

‘ This is a demo

3. Optionally, enter a new Status Name.
4. Optionally, enter a new Status Description.
5. Click Save Changes.

Deleting an Indicator Status

A\ You cannot delete indicator statuses provided by ThreatQ. Custom statuses can only
be deleted if there are no indicators using that status.

1. Navigate to Settings B > Object Management.
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The ObJect Management page opens to the Indicator Statuses tab

Object Management N
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2. Determine the indicator you want to delete and select the corresponding checkbox in
the first column.

3. Click the Delete icon in the upper right hand corner.

A confirmation dialog box appears.

Are You Sure?

Are you sure? This action cannot be undone

Delete statuses

4. Click Delete Statuses.
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Indicator Types

The Indicator Types table allows you to view a list of indicator types found in ThreatQ and the
total number of indicators associated with each type.

To view Indicator Types found within ThreatQ:

1. Navigate to Settings E1 > Object Management.

The Object Management page opens
THREATQ ) : vetptrs
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2. Click the Indicator Types tab.

The Indicator Types tab opens
THREATQ )  womeowrs o mresine

Object Management
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Event Types Table Functions:

FUNCTION DESCRIPTION
Changing the number of entries Click the dropdown menu at the top right of the
displayed in the table table and select the desired option.
Filter table by Indicator Type Enter a keyword in the text field provided to filter

the table by indicator type.

Sort table by Total Indicators Click the Total Indicators column header to sort the
table by ascending/descending order.
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Event Types

The Event Types page allows you to view, add, edit, and delete system events.
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ﬂ Event Types provided by ThreatQ cannot be edited or deleted, but you can add, edit,
and delete your own custom event types.

System provided Event Types include:

* Anonymization * Malware

+ Command and Control « Sighting

« Compromised PKI Certificate * Spearphish

+ DoS Attack * SQL Injection
* Exfiltration « Attack

* Host Characteristics + Watchlist

* Incident « Watering Hole

* Login Compromise
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Viewing Event Types

1. Navigate to Settings E1 > Object Management.

The Object Management page opens.
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2. Click the Event Types tab.

The Event Types tab opens.
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Event Types Table Functions:
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FUNCTION DESCRIPTION

Changing the number of Click the dropdown menu at the top right of the table
entries displayed in the table and select the desired option.

Filter table by Event Type Enter a keyword in the text field provided to filter the
table by event type.

Sort table by Total Events Click on Total Events column header to sort the table by
ascending/descending order.

Sort table by Total