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Warning and Disclaimer
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Introduction

The following provides an introduction to the ThreatQ platform.

« ThreatQ Introduction

o Concept Overview

ThreatQ Introduction

ThreatQ is a cyber threat intelligence platform that focuses on centralizing, structuring, and

strengthening a security organization's intelligence-driven defensive posture against attacks.

Concept Overview

The following describes how ThreatQ helps organizations manage threat intelligence, allow-

ing them to defend against sophisticated cyber-attacks.

o Threat Library

o Adaptive Workbench

« Open Exchange

Threat Library

A central repository combining global and local threat data to provide relevant and con-
textual intelligence that is customized for your unique environment. Over time, the library
becomes more and more tuned to your environment and fills in the intelligence gaps created

by different sources, all providing only some pieces of the puzzle.
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Adaptive Workbench

An open and extensible work area for security experts across the organization to work within
your processes and tools. A customizable workflow and customer-specific enrichment

streamlines investigations and analysis, and automates the intelligence life cycle.
Open Exchange

ThreatQ is the only threat intelligence platform specifically designed for customization to
meet the requirements of your unique environment. Get more from your existing security
investments by integrating your tools, teams and workflows through standard interfaces and

an SDK/API for customization.
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System Access

The following describes how to login and log out of the platform.

o System Access Overview

« System Login

« Managing your User Account

« 2 Step Verification

System Access Overview

To access the ThreatQ web Ul, you must authenticate yourself with a username and pass-

word. You can use the main menu to access ThreatQ functionality.

System Login

When you installed ThreatQ, you set up the default user account, Maintenance Account,

which you can use to log into the web UL.

Using this account, you can create additional user accounts.

Passwords must be 15 characters or longer. There is no limit on the character type.
Logging into ThreatQ

When you installed ThreatQ, you defined an IP address for the web Ul, and set up the Main-

tenance Accountand password.

1. In your web browser, navigateto https://your-ThreatQ-web-ip-

address.
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THREAT() IR

Password

Login

2. Enter your username (email address) and password.

3. Optionally, if you have 2-step verification enabled, complete the following steps:
« Enter your verification code from Google Authenticator.
« Optionally, choose to Remember this computer for 30 days.

4. Click Login or Submit.

Session Timeout

User sessions time out after 30 minutes of inactivity.

Managing your User Account

When you choose the Settings icon > My Account, the system directs you to the Edit User
page for your current login. From here, you can edit your user account, set up 2-step veri-

fication, or view your login history.
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Procedure

1. Choose the Settings icon > My Account.

Users that have upgraded to ThreatQ 4.1 will see an avataricon in
place of the My Account link. Click on the icon and select My
Account.

2. On the User Profile tab, you can edit the following settings of your user account:
« Name
o Title
o Email
« Password

3. You can update your user avatar; see Update User Avatar.

ﬂ\ The User Avatar feature is only available with ThreatQ 4.1 and later.

4. Optionally, you can set up 2-step verification; see 2 Step Verification.

5. Optionally, on the Login Activity tab, you can view:
« The last date and time you logged in.
« The IP Address where you logged in.
« Whether the login was successful or not.

6. Click Save.

User Avatar Icons

G\ The User Avatar feature is only available with ThreatQ 4.1 and later.

User avatar icons provide a personalized look to your ThreatQ dashboard. Clicking on the

avatar icon will reveal the My Account and Log out options.
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Users can update their avatars by clicking on the avatar and selecting My Account.

« Update User Avatar Graphic

Update User Avatar Graphic

[ G The User Avatar feature is only available with ThreatQ 4.1 and later.

1. Click on avatar icon located to the top-right on the screen and select My Account.

The Edit Userform will load.

2. Click on the green Add User Avatar button and select the icon graphic to upload.

{ ﬂ Users can also click and drag the new icon graphic onto the page

3. Click on Save at the bottom of form.

2 Step Verification

When you enable 2-Step Verification (also known as two-factor authentication), you add an
extra layer of security to your account. After 2-Step Verification is active, you sign in with your

password and a code sent to your mobile device.

o Enabling 2 Step Verification

Enabling 2 Step Verification
Procedure:

1. Choose the Settings icon> My Account.
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Users that have upgraded to ThreatQ 4.1 will see an avataricon in
place of the My Account link. Click on the icon and select My
Account.

2. Under Enable 2-Step Verification, click Turn On.
3. Inthe Enable 2 Step Verification dialog box, complete the following:
« Scan the gr code using your Google Authenticator mobile app.

« Enter the validation code delivered to your mobile device via Google

Authenticator.
o Click Submit.
4. Click Save.

What to do next

The next time you log in, you must use the newest verification code.

ThreatQ User Guide, Version 4.16
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Licensing

The following provides an overview of licensing for the ThreatQ platform.

o Licensing Overview

o Viewing the License Status

« Updating a License

Licensing Overview

Your ThreatQ deployment requires a license to initialize the platform. ThreatQ Support
provides the initial license and any subsequent licenses provided to maintain the platform.

You apply the initial ThreatQ license during first boot, as described in the ThreatQ Getting

Started Guide. Any subsequent license updates can be applied in the ThreatQ user inter-

face.

Viewing the License Status

ThreatQ licenses are not perpetual. To view the license expiration date, complete the fol-

lowing steps:
Procedure

Choose the Help icon >About .

Updating a License

If you receive a new license from Support, apply the new license by accessing the About

page.

Procedure
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1. Choose the Help icon >About .
Choose Update License.

Enter the new license key.

W N

Click Submit.
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User Management

The following describes how to manage user accounts.

o User Management Overview

« User Account Creation

« User Account Modification

User Management Overview

ThreatQ uses role-based access control to manage user accounts. The system provides sev-
eral user roles, each containing a set of permissions for accessing system functionality. You
create user accounts, and assign them to a user role. The user role determines each

account's set of permissions.

After you create a user account, you can modify the user role group, full name, and email

address.
« User Roles
User Roles

The following details the user roles and their associated permissions.

User Role Permissions

Members have access to the
Maintenance Account entire ThreatQ user interface and

can edit all data.
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User Role Permissions

Note: This account can

not be deleted

Members have access to the
Administrative Access entire ThreatQ user interface

and can edit all data.

Members have access to most of
the ThreatQ user interface, except

for:

User Management

Incoming Feeds

o Exports

Operations Management

Primary Contributor Access QAR [ G

System Configurations

Members can edit:

Their own user info

« Whitelist Management

Operations Management

Object meta data

Saved Searches
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User Role Permissions

Members have access to most of
the ThreatQ user interface, except

for:

User Management

« Incoming Feeds

« Indicator Management

« Whitelist Management
Read Only Access . Exports
« Operations Management

o OAuth Management

« System Configurations
Members cannot edit any data.

Members can export search res-
ults.

User Account Creation

When you firstinstall ThreatQ, the system creates a default user account, the Maintenance
Account. You cannot delete this account, and you can use it to initially create other user

accounts. Each user account must have a unique username.

Only the Maintenance Account and Administrative Access user role have permissions to
access user management functionality. You can only create new user accounts if logged in

as one of these roles.
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o User Account Properties

« Adding a User

User Account Properties

. full name of the user asso-  any alphabetic character and
ame
ciated with this account spaces

. . . any alphabetic character and
Title optional user title
spaces

roles which this user
Group at least one role selected
account belongs to

Email email address associated  valid email address, such as user-
mai
with this account @domain.com

initial password asso-
Password _ . all characters
ciated with the username

Adding a User

1. From the main menu, choose the Settings icon > User Manangement.
Click Add User.
Enter the user's Name.

Optionally, enter the user's Title.

o &~ B

Select the level of access for the user from the Group drop-down menu.

Choose from the following options:

ThreatQ User Guide, Version 4.16 35



THREA TQ H User Management

« Maintenance Account
o Administrative Access
« Primary Contributor Access
o Read Only Access
Enter the user's Email address.
Enter a password for the user.

Retype the password.

© o N o

Click Add User.

User Account Modification

After you create a user account, you can modify the account's role group, full name, title,

email address, and password.

o Editing a User

o Resetting User Passwords from the Command Line

« Deleting a User

Editing a User

1. From the main menu, choose the Settings icon > User Manangement.

2. Click the name of the user whose profile you wish to edit.
The Edit User page appears.

3. Editthe user fields as desired; see User Account Properties.

4. To change the password, click Change Password.

5. Click Save.
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Resetting User Passwords from the Command Line

If you have root access to your ThreatQ installation, you can reset any user's password from

the command line.

1. Login to the ThreatQ command line as root.

2. Navigate to the api directory:
cd /var/www/api
3. Run the following command:
sudo php artisan threatqg:password-reset

4. Atthe prompt, enter the email address for the user whose password you are reset-
ting.
5. Atthe prompt, enter the new password.

6. Atthe prompt, re-enter the new password to confirm.

Deleting a User
Deleting a user cannot be undone.

1. From the main menu, choose the Settings icon > User Manangement.
2. Select the user(s) you wish to delete.

3. Click the Delete. icon.
A confirmation dialog box appears, asking if you are sure.

4. Click Delete Users.
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System Configurations

The following describes how to manage various system configurations in ThreatQ.

o System Configuration: Indicator Statuses

System Configuration: Indicator Types

System Configuration: Event Types

System Configuration: Proxy

LDAP Authentication

System Configuration: Date and Time Format

System Configuration: Indicator Statuses

The System Configuration: Indicator Statuses page allows you to view, duplicate, add, edit,
and delete available system-wide indicator statuses. You cannot edit and delete indicator
statuses provided by ThreatQ, but you can add new statuses and edit or delete your custom

statuses.

Indirect Indicator Status

For feeds that set multiple statuses, A status of Indirectis assigned to indicators that meet the

following criteria:
« Indicators created from the relations array are imported with a status of Indirect.

« Ifanindicator already exists, its original status value will remain the same. However, if
the status is Indirect, and itis received as a parent indicator, its value will be updated

as defined in the connector configuration.

Currently, this status only applies to CrowdStrike and iSight feeds, where:
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« For CrowdStrike, Indirectindicates that ThreatQ received the indicator from the

relations list for the parent indicator.

« ForiSight Partners, Indirectindicates that ThreatQ received an indicator that does

not have an attribute of Attack or Compromised.

Viewing Indicator Statuses
To view existing indicator statuses, complete the following procedure.
Procedure:
1. Choose the Settings icon > System Configurations.
The System Configurations page opens to the Indicator Statuses tab.

Statuses found within ThreatQ are listed by status, number, and description within the

Indicator Statuses table.

2. Optionally, to sort the table by a column, click the column header. To reverse the

column sorting order, click the header a second time.

Adding an Indicator Status

To add an indicator status that can be applied to any system indicator, complete the fol-

lowing procedure.
Procedure:
1. Choose the Settings icon > System Configurations.
The System Configurations page opens to the Indicator Statuses tab.

Click Add New Status.
Enter a Status Name.

Optionally, enter a Status Description.

o &~ B

Click Add Status.
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Editing an Indicator Status

To edit an existing indicator status, complete the following procedure. You cannot edit indic-

ator statuses provided by ThreatQ.
Procedure:
1. Choose the Settings icon > System Configurations.
The System Configurations page opens to the Indicator Statuses tab.

2. Determine the indicator you want to edit and click Edit in the far right column.
3. Optionally, enter a new Status Name.

4. Optionally, enter a new Status Description.

5

. Click Save Changes.

Deleting an Indicator Status

To delete an indicator status, complete the following procedure. You cannot edit and delete
indicator statuses provided by ThreatQ. Custom statuses can only be deleted if there are no

indicators using that status.
Procedure:
1. Choose the Settings icon > System Configurations.
The System Configurations page opens to the Indicator Statuses tab.

2. Determine the indicator you want to delete and select the corresponding checkbox

in the first column.
3. Click the Delete icon in the upper right hand corner.

4. Click Delete Statuses.
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System Configuration: Indicator Types

The Indicator Types table allows you to view a list of indicator types found in ThreatQ and

the number of those indicators within the system.
To view Indicator Types found within ThreatQ:
1. Go to ThreatQ Configuration > System Configurations.
The System Configurations page opens.
2. Click the Indicators sub-tab.
The Indicator Types page opens.
From the Indicators sub-tab, the following functions are available:
« Viewing existing indicators by type and number

Indicators found within ThreatQ are listed by type and number in the Indicator Types
table.

System Configuration: Event Types

The System Configuration: Events page allows you to view, add, and delete system events.
Event types provided by ThreatQ cannot be edited or deleted, but you can add new event

types and edit or delete your event types.
Custom statuses can only be deleted if there are no indicators using that event type.
To view Event Types found withing ThreatQ:

1. Go to ThreatQ Configuration > System Configurations.

The System Configurations page opens.
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2. Click the Events sub-tab.
The Event Types page opens.
From the Events sub-tab, the following functions are available:

Viewing existing events by type and number

Events found within ThreatQ are listed by type and number in the Event Types table.

Adding an event type

At the top right of the Event Types table, click + Add, and follow the steps.

Editing an event type

Editable events have an edit option in the Event Types table. Click edit, and follow the

steps.
« Deleting an event type

Select the event type(s) you wish to delete, and click Delete at the top right of the

Statuses table.

Changing the number of entries displayed in the table

Click the dropdown menu at the top right of the table and select the desired option.

Sorting the table by a column

Click the column header. To reverse the column sorting order, click the header a

second time.

System Configuration: Proxy

The System Configuration: Proxy page allows you to enable or disable proxies.
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A Users are required to set their proxy server settings to use http: for their
https: traffic. The ThreatQ Proxy Configuration page can be found by nav-
igating to Settings > System Configuration > Proxy.

Access Proxies
To access proxies:
1. Go to ThreatQ Configuration > System Configurations.
The System Configurations page opens to the Statuses sub-tab.
2. Click the Proxy sub-tab.
The Proxy Configuration table appears.
From the Proxy sub-tab, the following functions are available:
« Enabling a proxy for HTTP or HTTPS traffic

Check the correct proxy type and enter configuration details. Click Save Changes.

ThreatQ will check that the proxy has been configured properly.

« Disabling a proxy for HTTP or HTTPS traffic

Uncheck the proxy you wish to disable, and click Save Changes.

LDAP Authentication

ThreatQ allows you to configure system access via LDAP, the Lightweight Directory Access
Protocol. You can configure a basic LDAP or configure a secure connection to your LDAP

server.

When configuring LDAP, it is important to note the following:
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« Local users and LDAP users may exist on the same system.

« ThreatQ will check the LDAP user table first for any attempted login, then fall back

to the local user table if no entry is found in the LDAP directory.

Note: Currently, ThreatQ supports LDAP authentication on LDAP servers run-
ning OpenLDAP 2.4, Active Directory 2008, and Active Directory 2012. If you

are using a different configuration, please contact ThreatQ Support.

« Required Information for Creating LDAP Authentication

« Configuring LDAP

o Configuring Secure LDAP

Required Information for Creating LDAP Authentication

Before you configure a connection to your LDAP server, you should work with your LDAP

administrator to collect, at minimum, the following information:

« the server name or IP address for the server where you plan to connect

« the server type of the server where you plan to connect, typically LDAP for basic
and LDAPS for secure LDAP

« if possible, the base distinguished name for the server directory where the user

names reside

Configuring LDAP

For ThreatQ to identify different user types, your LDAP server should include groups under

an organizational unit, OU, for each user role:

« Maintenance Account

« Administrative Access
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« Primary Contributor Access

o Read Only Access

Note: Only users with an Administrative or Maintenance account can access

LDAP settings.

Procedure:

1. Choose the Settings icon > System Configurations.
2. Choose LDAP from the System Configurations toolbar.

3. Configure the following server settings:

Enter the name of the server where LDAP is hosted.

Server Address

For example, Idap://[servername]
Port # Typically, enter 389 for LDAP.

Enter the domain for which LDAP is configured to
LDAP Domain authenticate.

For example: threatq.com

Choose from the following options:

Append Domain to
« Yes for most Active Directory servers

Username
« No for most Open Ldap servers
This field is specific to your LDAP directory con-
Filter Field Name gt

Forexample:
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Group Field Name

Use RDN?

Organizational Unit
(OU)

User Lookup Name

« memberuid

e uid
This field is specific to your LDAP directory con-
figuration.
Forexample:
e CN
« memberof
Choose from the following options:
« Yes to use Relative Distinguished Names.

« No to use full Distinguished Names

This field is specific to your LDAP directory con-
figuration. Your LDAP administrator should provide

the correct value for this field.

This field is specific to your LDAP directory con-

figuration.
Forexample:

« memberUid, for Active Directory

« uid, for Open LDAP

4. Next, Map Your Permission Levels to LDAP, using the user groups that your

LDAP administrator established for each user role. For roles not mapped, you

should enter a hyphen: "-." You cannot save the configuration without entering a
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value in each field.

Note: You can not list the same LDAP User Group for multiple permission

levels.

« For OpenLDAP, consider the following example:

Maintenance Account IdapSuper
Administrative Access administrator
Read Only Access IdapObserver

Primary Contributor Access = IdapAnalyst

« For Active Directory, consider the following example:

Main-
tenance CN-=read-only,CN=Builtin,DC=yourdomain,DC=com

Account

Admin-
istrative CN=linux-admins,CN=Builtin,DC=yourdomain,DC=com

Access

Read Only CN=tg-maintenance,CN=Builtin,DC=yourdomain,DC=c-

Access om
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Primary Con- _ . . _
_ CN=primary-contributor, CN=Builtin,DC=yourdomain,DC-
tributor
=com
Access

5. Click the LDAP toggle switch to enable your LDAP configuration.
6. Click Save Changes.

If your LDAP fails to enable or fails to function properly, validate your inputs. If the con-

figuration continues to fail, please contact ThreatQ Support.

Configuring Secure LDAP
To configure secure LDAP, you must complete the following steps:

1. Enter your LDAP settings in the ThreatQ user interface.
2. Access the ThreatQ appliance command line as root and edit openldap.conf.

3. If necessary, run the ThreatQ LDAP utility, to retrieve your LDAP binding strings.

For ThreatQ to identify different user types, your LDAP server should include groups under

an organizational unit, OU, for each user role:

« Maintenance Account
« Administrative Access
« Primary Contributor Access

o Read Only Access

Note: Only users with an Administrative or Maintenance account can access

LDAP settings.

Procedure:
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1. Choose the Settings icon > System Configurations.

2. Choose LDAP from the System Configurations toolbar.

3. Configure the following server settings:

LDAP Domain

Server Address

Port #

Organizational Unit
(OU)

User Lookup Name

Use RDN?

Enter the domain for which LDAP is configured to

authenticate.

For example: threatq.com

Enter the name of the server where LDAP is hosted.

For example, Idaps://[servername]

Typically, enter 636 for Idaps

This field is specific to your LDAP directory con-
figuration. Your LDAP administrator should provide

the correct value for this field.

This field is specific to your LDAP directory con-

figuration.

Forexample:
« memberUid, for Active Directory
« uid, for Open LDAP

Choose from the following options:

« Yes to use Relative Distinguished Names.

« No to use full Distinguished Names
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Choose from the following options:

Append Domain to

Username « Yes for most Active Directory servers

« No for most Open Ldap servers

This field is specific to your LDAP directory con-

figuration.

Group Field Name For example:

e CN

« memberof

This field is specific to your LDAP directory con-

figuration.

Filter Field Name For example:

« memberuid

e uid

4. Next, Map Your Permission Levels to LDAP, using the user groups that your
LDAP administrator established for each user role. For roles not mapped, you
should enter a hyphen: "-." You cannot save the configuration without entering a

value in each field.

Note: You can not list the same LDAP User Group for multiple permission

levels.
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« For OpenLDAP, consider the following example:

Maintenance Account IdapSuper
Administrative Access administrator
Read Only Access IdapObserver

Primary Contributor Access = IdapAnalyst

« For Active Directory, consider the following example:

Main-
tenance CN-=read-only,CN=Builtin,DC=yourdomain,DC=com

Account

Admin-
istrative CN=linux-admins,CN=Builtin,DC=yourdomain,DC=com

Access

Read Only CN=tg-maintenance,CN=Builtin,DC=yourdomain,DC=c-

Access om
Primary Con- _ . o .
_ CN=primary-contributor, CN=Builtin,DC=yourdomain,DC-
tributor
=com
Access

5. Click the LDAP toggle switch to enable your LDAP configuration.
6. Click Save Changes.

7. Access the ThreatQ command line as root.
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8. Use vi to edit /etc/openldap/ldap.conf. Make sure that your settings are as follows:

#
# LDAP Defaults

#

# See ldap.conf(5) for details

# This file should be world readable but not world writable.

BASE dc=[your domain],dc=com

URI ldap://[your servername]:389 ldaps://[your servername] :636

#SIZELIMIT 12
#TIMELIMIT 15

#DEREF never
TLS_CACERTDIR /etc/openldap/certs

# Turning this off breaks GSSAPI used with krb5 when rdns =
false
SASL NOCANON on

TLS REQCERT allow

Caution: ThreatQ recommends that you edit Idap.conf on the appliance,
rather than editing off box and uploading it. If you do edit the file off box,
ensure that you use a linux editor. Windows and Mac editors may corrupt
the file.

If your LDAP fails to enable or fails to function properly, validate your inputs. If the con-

figuration continues to fail, please contact ThreatQ Support.
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System Configuration: Date and Time Format

You can configure the date and time format of your choice system-wide within the ThreatQ

platform.

Note: If you make changes to the date and time format while another user is

working concurrently in the same ThreatQ installation, that user must refresh

their browser for the changes to take effect.

o Configuring Date and Time Format

Configuring Date and Time Format

1.

From the navigation menu, choose the gear icon > System Configurations.

. From the System Configurations menu, choose General.
. Select the desired Date Format.

2
3
4,
5

Select the desired Time Format.

. Click Submit to save your settings.
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Traffic Light Protocol (TLP)

Traffic Light Protocol (TLP) classification provides a set of designations used to ensure that
sensitive information is shared with the appropriate audience. ThreatQ provides a method
for designating the availability of intelligence information by their sources. Users can also

use TLP classifications to filter objects when creating an export - see the Adding an Export

topic for more details.

Administrators have the ability to configure TLP visibility settings for the ThreatQ application.
THREAT(J 3 ome I & Investigations

Data Management

Automatic Expiration Seoring

TLP (Traffic Light Protocol) Classification

TLP iz a sat of designations used to ensure that sensitive information is shared with the appropriate audience; it provides a method for
designating the availability of intelligence information by their sources. TLP employs four colors to indicate axpected sharing boundaries for
data,

TLP Definitions
TLP RED TLP AMBER
Mot for dischosura, restricted 1o particpants anky. Limited disclosung, resticted to parbcipant’s organizations

@ TLP GREEN TLP WHITE
S Limited disclosure, restricied 1o the community. Disclosure (s not limited.

Source MName Defaul TLP

Domain Toolks NOMNE
Emearging Threats MNOME

Rhineahey S inre . com MNOME

TLP employs four colors to indicate the expected sharing boundaries for data:

Color| Classification Description

o Red Not for disclosure, restricted to participants only.
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Amber Limited disclosure, restricted to participant's organizations.
Green Limited disclosure, restricted to the community.
White Disclosure is not limited.

TLP Assignment Hierarchy

The ThreatQ TLP assignment hierarchy is as follows (highest to lowest precedence):

Method Details
Manually Using the Add New Source option when creating an object will allow
Set you to select a TLP classification.
Source
Provided TLP information received from ingested data.
Data
Source Administrators can set a source's default TLP classification. See the
Default Apply TLP Classification to Source topic for more details.
No TLP A TLP classification has not been set for the source.
Access TLP Settings

Users can manage TLP settings for system sources by accessing the TLP tab under the

Data Management page.

G The Indicator Management option is now Data Management.
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1. From the navigation menu, click on the gear icon 1 and select Data Management.

The Data Management page will load with Automatic Expiration tab selected by
default

2. Click on the TLP tab.

The TLP Setting page will open.
THREATG 3 ome 4 Thire f & Investigations

Data Managermenl

Auttomatic: Exparation Secoring

TLP (Traffic Light Protocol) Classification

TLF iz a set of designations used to ensure that sensitive information is shared with the appropriate audience; it provides a mathod for
designating the availability of intelligence information by their sources. TLP employs four colors to indicate expected sharing boundaries for
data,

TLP Definitions

TLP RED TLP AMBER
Mot for disclosure, restricled 1o participants ondy. Limited disclosune, restiched to participant’s organizations

@ TLP GREEN TLP WHITE
S Limited disciosure, restricted 1o the community. Disclosure i nat limited.

Source MNarme Default TLP

Domain Tools NONE
Emerping Threats NONE

threalq @ threain.com NONE

Apply TLP Classification to Source

From the TLP Settings Page (see the Access TLP Settings topic):
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1. Locate the source to update from the list provided.

* : :
Q You can use the Filter by Source Name field to locate the desired
source.
THREATQ 3
nent
Adlomatic Exgiration Scoring  TLP
TLP (Traffic Light Protocol) Classification
TP ' ura that i i
the vy e
TLP Definitions
. I;':l‘uﬁjlifggugune. restriclad (o panicipants only. I!_nfeuAqu:sEfz reatriclad lo particigant's organizationg.
TLP GREEN TLF WHITE
Limitad disclosura, restrictad 10 e SOMmLnty. Désclosura |5 nat lmted.
Source Name Default TLP
emer
Emarging Throats AMBER
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2. Click on the TLP dropdown to the right of the source and select the appropriate

TLP classification.
THREAT()

Mudomatic Expiration Scoring

TLP (Traffic Light Protocol) Classification

f naficn d b th tive infarmation is shared with the &
by their

TLP Definitions
. TLP RED TLF AMBER
Not for disclosure, restricted o participants enly. Limited disclosure, restrcted to participant's organizetions.
TLP GREEN TLP WHITE
Limited disclosure, restricted to the comenunity Disclosure is not limited.
Source Name Default TLP
RED
GREEM
WHITE
Damain Tools « WONE
Emerging Threats NONE
threstg Ethreatg.com NONE
WinisTotal NONE

3. Click on Save.

Configure TLP Visibility

System administrators can set visibility settings to either hide or show indicator classification

lights to users.

From the TLP Settings Page (see the Access TLP Settings topic):

1. Click on the Show/Hide toggle switch located to the left of the TLP Classification

definition.

ThreatQ User Guide, Version 4.16 58



THREAT() /i~ Traffic Light Protocol (TLP)

THREATQ ) @ rome o0 mattivay -

Automatic Expiration Scoring TLP

TLP (Traffic L

TLP is a set of designations
designating the availability o
data.

TLP Definitions

TLP RED

Not for disclosure, restricted to participants only.

O TLP GREEN

Limited disclosure, restricted to the community.

Source Name

"l

Administrators will not need to click on the Save button, changes
will be made upon clicking on the switch.
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Update TLP Classification using TLP Default - Command

Use the following command to update the TLP classification for an Object Source or Object

Attribute Source with the source's default TLP classification.

See Apply TLP Classification to Source topic for more details on setting a
default TLP classification for a source.

You should use this command to update your system to match default TLP configurations,
specifically attributes and sources that were added to the Threat Library prior to the release
of the TLP feature introduced with ThreatQ 4.11. This command will override previous

TLP classification settings for a source including ones set by users. You will be prompted to

confirm the action after entering the command. All updates will be recorded in the audit log.

The command will update using the default TLP classification. If a default
classification is set to None, all references to the source will be updated to
None.

All Sources

sudo /var/www/api/artisan threatq:apply-tlp-
defaults

Update a Specific Source

sudo /var/www/api/artisan threatqg:apply-tlp-

defaults —--sources="your source"

Example
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sudo /var/www/api/artisan threatqg:apply-tlp-

defaults —--sources="CrowdStrike"

You can apply the command to multiple sources by listing the sources in a comma-delimited

format.

Example

sudo /var/www/api/artisan threatqg:apply-tlp-

defaults --sources="CrowdStrike,DigitalShadows"

Convert TLP Command

Use the following command to update all object sources and object attribute sources that
have TLP stored as an object attribute. This command will not affect TLP attributes that have
already been converted. Users should use this command for new incoming data, such as

migrating data into the system, which has TLP attributes but no TLP set.

sudo /var/www/api/artisan threatqg:convert-tlp-

attributes

Use Scenarios:

Object has one or more TLP Attributes with an invalid TLP (not currently in the TLP
options)

« Ifthe Object has just one TLP Attribute - none of its Sources or Attribute Sources
will be updated.

« If the Object has more than one TLP Attribute - any Sources or Attribute Sources

that match the Attribute Source of the TLP Attribute will not be updated.
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Object has a single valid TLP Attribute

« All of the Object Sources and Object Attribute Sources will be updated to match the
value of the TLP Attribute.

Object has multiple TLP Attributes

« Each TLP Attribute will be evaluated separately.

« Any Object Sources or Object Attribute Sources whose source matches that of the
TLP Attribute will be updated with the value of the TLP Attribute.

« Any Object Sources or Object Attribute Sources whose sources do not match will

not be updated.

« Ifthere are no matches at all between the source of the TLP Attribute and any of the
Object Sources or Object Attribute Sources, a new Object Source will be added using
the Attribute's TLP value. Each of the Object Attributes will receive a new Object Attrib-

ute Source with the TLP value as well.
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Threat Library

The Threat Library is the central repository within ThreatQ that organizes and combines

external and internal threat data.
The Threat Library can be broken down into three segments:

System Objects

Threat data, both ingested and manually added, is referred to as System Objects and is sor-

ted and categorized by object type.

Advanced Search

The Advanced Search page is the primary interface for the Threat Library that allows you to

search, filter, and sort through System Objects.

Object Details
The Object Details page allows you view detailed information about a specific object.

Advanced Search

The Advanced Search page is the primary interface for the Threat Library. You can search
for any system object within the application, filter returned system objects, and apply bulk

changes to search results. You can click on an individual object to navigate to its details

page.
Depending on how you have navigate to the Threat Library will determine which object
types appear on the page.

Threat Library Navigation Menu

You can click on Threat Library > Object Type to open the advanced search for a particular
object type or select Browse All. You can change or add additional object types using the
Global Filters.
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Search Link

You can click on Search > Advanced Search to open the advanced search for all object

types within the Threat Library.
Refining Search Results

You can use the Global and List filters to narrow down your search for a specific object or

object type.
Related Topics:

« Performing an Advanced Search

« Managing Search Columns

o Exporting Search Results to CSV

« Managing Searches

« Global Filters

« List Filters

Performing an Advanced Search

"l

You can also click on Threat Library > Browse All to navigate to the
advanced search page or click Threat Library >Object Type to navigate to
the advanced search page for a specific object type.

To perform an advanced search:
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1. Choose the Search icon.

2. In the Search dialog box, choose Advanced Search.
THREATQ ) crome  cimuwmy = & mosgmons 1 srssce - . o - @

Threat Library & Global Filters

A adversaries

PP— B © nocetors (73,204
& Coursan of Agtian E

) Events )
Value Type Date Created ~ Last Modified Status Score
'f-:} Exploit Targets 1130180, 1881 0 1P Address 12/05/2018 06:550m 12052018 08:550m Active [
D — 1M3.0.21.200 1P Adoress 12/05/2018 06:550m 12052018 06:550m Active 7
) Flies
114.33.160.65 IP Address 12/05/2018 06:550m 12/05/2018 06:550m Active Q
@ Incisanty 114, 109.88,27 IP Addrees 1208/2018 06:55m 1 2005/2018 OB-5EgM Active 0
Y — 114,108, 188,155 1 Adgress 12/06/2018 05:55pm 120542018 06:550m Active [
1M3.BE265. 144 1P Address 12/05/2018 06:550m 12/05/2018 0B:-550m Active Q
@ signatures
1355824 IP Address 1205/2018 0B:55pm 12052018 06:58am Active: [
('V_J Tasks 15184102113 P Adoress 1205/2018 06:550m 125720718 D6:550m Active 7
n e T15.124.52.184 1P Acidress 12/05/2018 06:55am 12/05/2018 DB:56am Active [}
0
116,48, 169,52 P Address 12052018 06:55pm 120572018 DE:S50m Active 0
116.226.79.78 P Address 12/05/2018 06:550m 12/05:2018 DE:550m Active 7
11611118576 1P Acdress 12/05/2018 06:56am 1205/2018 DB:5Eam Actine L

The Advanced Search page opens.

3