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Warning and Disclaimer
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adequacy, or completeness of such information contained herein. ThreatQuotient, Inc. does

not assume responsibility for the use or inability to use the software product as a result of

providing this information.
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Introduction

The following provides an introduction to the ThreatQ platform.

« ThreatQ Introduction

o Concept Overview

ThreatQ Introduction

ThreatQ is a cyber threat intelligence platform that focuses on centralizing, structuring, and

strengthening a security organization's intelligence-driven defensive posture against attacks.

Concept Overview

The following describes how ThreatQ helps organizations manage threat intelligence, allow-

ing them to defend against sophisticated cyber-attacks.

o Threat Library

o Adaptive Workbench

« Open Exchange

Threat Library

A central repository combining global and local threat data to provide relevant and con-
textual intelligence that is customized for your unique environment. Over time, the library
becomes more and more tuned to your environment and fills in the intelligence gaps created

by different sources, all providing only some pieces of the puzzle.
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Adaptive Workbench

An open and extensible work area for security experts across the organization to work within
your processes and tools. A customizable workflow and customer-specific enrichment

streamlines investigations and analysis, and automates the intelligence life cycle.
Open Exchange

ThreatQ is the only threat intelligence platform specifically designed for customization to
meet the requirements of your unique environment. Get more from your existing security
investments by integrating your tools, teams and workflows through standard interfaces and

an SDK/API for customization.
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System Access

The following describes how to login and log out of the platform.

o System Access Overview

« System Login

« Managing your User Account

« 2 Step Verification

System Access Overview

To access the ThreatQ web Ul, you must authenticate yourself with a username and pass-

word. You can use the main menu to access ThreatQ functionality.

System Login

When you installed ThreatQ, you set up the default user account, Maintenance Account,

which you can use to log into the web UL.

Using this account, you can create additional user accounts.

Passwords must be 15 characters or longer. There is no limit on the character type.
Logging into ThreatQ

When you installed ThreatQ, you defined an IP address for the web Ul, and set up the Main-

tenance Accountand password.

1. In your web browser, navigateto https://your-ThreatQ-web-ip-

address.
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Password

Login

2. Enter your username (email address) and password.

3. Optionally, if you have 2-step verification enabled, complete the following steps:
« Enter your verification code from Google Authenticator.
« Optionally, choose to Remember this computer for 30 days.

4. Click Login or Submit.

Session Timeout

User sessions time out after 30 minutes of inactivity.

Managing your User Account

When you choose the Settings icon > My Account, the system directs you to the Edit User
page for your current login. From here, you can edit your user account, set up 2-step veri-

fication, or view your login history.
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Procedure

1. Choose the Settings icon > My Account.

Users that have upgraded to ThreatQ 4.1 will see an avataricon in
place of the My Account link. Click on the icon and select My
Account.

2. On the User Profile tab, you can edit the following settings of your user account:
« Name
o Title
o Email
« Password

3. You can update your user avatar; see Update User Avatar.

ﬂ\ The User Avatar feature is only available with ThreatQ 4.1 and later.

4. Optionally, you can set up 2-step verification; see 2 Step Verification.

5. Optionally, on the Login Activity tab, you can view:
« The last date and time you logged in.
« The IP Address where you logged in.
« Whether the login was successful or not.

6. Click Save.

User Avatar Icons

G\ The User Avatar feature is only available with ThreatQ 4.1 and later.

User avatar icons provide a personalized look to your ThreatQ dashboard. Clicking on the

avatar icon will reveal the My Account and Log out options.
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Users can update their avatars by clicking on the avatar and selecting My Account.

« Update User Avatar Graphic

Update User Avatar Graphic

[ G The User Avatar feature is only available with ThreatQ 4.1 and later.

1. Click on avatar icon located to the top-right on the screen and select My Account.

The Edit Userform will load.

2. Click on the green Add User Avatar button and select the icon graphic to upload.

{ ﬂ Users can also click and drag the new icon graphic onto the page

3. Click on Save at the bottom of form.

2 Step Verification

When you enable 2-Step Verification (also known as two-factor authentication), you add an
extra layer of security to your account. After 2-Step Verification is active, you sign in with your

password and a code sent to your mobile device.

o Enabling 2 Step Verification

Enabling 2 Step Verification
Procedure:

1. Choose the Settings icon> My Account.

ThreatQ User Guide, Version 4.15 28



THREA T['J H System Access

Users that have upgraded to ThreatQ 4.1 will see an avataricon in
place of the My Account link. Click on the icon and select My
Account.

2. Under Enable 2-Step Verification, click Turn On.
3. Inthe Enable 2 Step Verification dialog box, complete the following:
« Scan the gr code using your Google Authenticator mobile app.

« Enter the validation code delivered to your mobile device via Google

Authenticator.
o Click Submit.
4. Click Save.

What to do next

The next time you log in, you must use the newest verification code.

ThreatQ User Guide, Version 4.15
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Licensing

The following provides an overview of licensing for the ThreatQ platform.

o Licensing Overview

o Viewing the License Status

« Updating a License

Licensing Overview

Your ThreatQ deployment requires a license to initialize the platform. ThreatQ Support
provides the initial license and any subsequent licenses provided to maintain the platform.

You apply the initial ThreatQ license during first boot, as described in the ThreatQ Getting

Started Guide. Any subsequent license updates can be applied in the ThreatQ user inter-

face.

Viewing the License Status

ThreatQ licenses are not perpetual. To view the license expiration date, complete the fol-

lowing steps:
Procedure

Choose the Help icon >About .

Updating a License

If you receive a new license from Support, apply the new license by accessing the About

page.

Procedure
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1. Choose the Help icon >About .
Choose Update License.

Enter the new license key.

W N

Click Submit.
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User Management

The following describes how to manage user accounts.

o User Management Overview

« User Account Creation

« User Account Modification

User Management Overview

ThreatQ uses role-based access control to manage user accounts. The system provides sev-
eral user roles, each containing a set of permissions for accessing system functionality. You
create user accounts, and assign them to a user role. The user role determines each

account's set of permissions.

After you create a user account, you can modify the user role group, full name, and email

address.
« User Roles
User Roles

The following details the user roles and their associated permissions.

User Role Permissions

Members have access to the
Maintenance Account entire ThreatQ user interface and

can edit all data.
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User Role Permissions

Note: This account can

not be deleted

Members have access to the
Administrative Access entire ThreatQ user interface

and can edit all data.

Members have access to most of
the ThreatQ user interface, except

for:

User Management

Incoming Feeds

o Exports

Operations Management

Primary Contributor Access QAR [ G

System Configurations

Members can edit:

Their own user info

« Whitelist Management

Operations Management

Object meta data

Saved Searches
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User Role Permissions

Members have access to most of
the ThreatQ user interface, except

for:

User Management

« Incoming Feeds

« Indicator Management

« Whitelist Management
Read Only Access . Exports
« Operations Management

o OAuth Management

« System Configurations
Members cannot edit any data.

Members can export search res-
ults.

User Account Creation

When you firstinstall ThreatQ, the system creates a default user account, the Maintenance
Account. You cannot delete this account, and you can use it to initially create other user

accounts. Each user account must have a unique username.

Only the Maintenance Account and Administrative Access user role have permissions to
access user management functionality. You can only create new user accounts if logged in

as one of these roles.
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o User Account Properties

« Adding a User

User Account Properties

. full name of the user asso-  any alphabetic character and
ame
ciated with this account spaces

. . . any alphabetic character and
Title optional user title
spaces

roles which this user
Group at least one role selected
account belongs to

Email email address associated  valid email address, such as user-
mai
with this account @domain.com

initial password asso-
Password _ . all characters
ciated with the username

Adding a User

1. From the main menu, choose the Settings icon > User Manangement.
Click Add User.
Enter the user's Name.

Optionally, enter the user's Title.

o &~ B

Select the level of access for the user from the Group drop-down menu.

Choose from the following options:
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« Maintenance Account
o Administrative Access
« Primary Contributor Access
o Read Only Access
Enter the user's Email address.
Enter a password for the user.

Retype the password.

© o N o

Click Add User.

User Account Modification

After you create a user account, you can modify the account's role group, full name, title,

email address, and password.

o Editing a User

o Resetting User Passwords from the Command Line

« Deleting a User

Editing a User

1. From the main menu, choose the Settings icon > User Manangement.

2. Click the name of the user whose profile you wish to edit.
The Edit User page appears.

3. Editthe user fields as desired; see User Account Properties.

4. To change the password, click Change Password.

5. Click Save.
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Resetting User Passwords from the Command Line

If you have root access to your ThreatQ installation, you can reset any user's password from

the command line.

1. Login to the ThreatQ command line as root.

2. Navigate to the api directory:
cd /var/www/api
3. Run the following command:
sudo php artisan threatqg:password-reset

4. Atthe prompt, enter the email address for the user whose password you are reset-
ting.
5. Atthe prompt, enter the new password.

6. Atthe prompt, re-enter the new password to confirm.

Deleting a User
Deleting a user cannot be undone.

1. From the main menu, choose the Settings icon > User Manangement.
2. Select the user(s) you wish to delete.

3. Click the Delete. icon.
A confirmation dialog box appears, asking if you are sure.

4. Click Delete Users.
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System Configurations

The following describes how to manage various system configurations in ThreatQ.

o System Configuration: Indicator Statuses

System Configuration: Indicator Types

System Configuration: Event Types

System Configuration: Proxy

LDAP Authentication

System Configuration: Date and Time Format

System Configuration: Indicator Statuses

The System Configuration: Indicator Statuses page allows you to view, duplicate, add, edit,
and delete available system-wide indicator statuses. You cannot edit and delete indicator
statuses provided by ThreatQ, but you can add new statuses and edit or delete your custom

statuses.

Indirect Indicator Status

For feeds that set multiple statuses, A status of Indirectis assigned to indicators that meet the

following criteria:
« Indicators created from the relations array are imported with a status of Indirect.

« Ifanindicator already exists, its original status value will remain the same. However, if
the status is Indirect, and itis received as a parent indicator, its value will be updated

as defined in the connector configuration.

Currently, this status only applies to CrowdStrike and iSight feeds, where:
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« For CrowdStrike, Indirectindicates that ThreatQ received the indicator from the

relations list for the parent indicator.

« ForiSight Partners, Indirectindicates that ThreatQ received an indicator that does

not have an attribute of Attack or Compromised.

Viewing Indicator Statuses
To view existing indicator statuses, complete the following procedure.
Procedure:
1. Choose the Settings icon > System Configurations.
The System Configurations page opens to the Indicator Statuses tab.

Statuses found within ThreatQ are listed by status, number, and description within the

Indicator Statuses table.

2. Optionally, to sort the table by a column, click the column header. To reverse the

column sorting order, click the header a second time.

Adding an Indicator Status

To add an indicator status that can be applied to any system indicator, complete the fol-

lowing procedure.
Procedure:
1. Choose the Settings icon > System Configurations.
The System Configurations page opens to the Indicator Statuses tab.

Click Add New Status.
Enter a Status Name.

Optionally, enter a Status Description.

o &~ B

Click Add Status.
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Editing an Indicator Status

To edit an existing indicator status, complete the following procedure. You cannot edit indic-

ator statuses provided by ThreatQ.
Procedure:
1. Choose the Settings icon > System Configurations.
The System Configurations page opens to the Indicator Statuses tab.

2. Determine the indicator you want to edit and click Edit in the far right column.
3. Optionally, enter a new Status Name.

4. Optionally, enter a new Status Description.

5

. Click Save Changes.

Deleting an Indicator Status

To delete an indicator status, complete the following procedure. You cannot edit and delete
indicator statuses provided by ThreatQ. Custom statuses can only be deleted if there are no

indicators using that status.
Procedure:
1. Choose the Settings icon > System Configurations.
The System Configurations page opens to the Indicator Statuses tab.

2. Determine the indicator you want to delete and select the corresponding checkbox

in the first column.
3. Click the Delete icon in the upper right hand corner.

4. Click Delete Statuses.
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System Configuration: Indicator Types

The Indicator Types table allows you to view a list of indicator types found in ThreatQ and

the number of those indicators within the system.
To view Indicator Types found within ThreatQ:
1. Go to ThreatQ Configuration > System Configurations.
The System Configurations page opens.
2. Click the Indicators sub-tab.
The Indicator Types page opens.
From the Indicators sub-tab, the following functions are available:
« Viewing existing indicators by type and number

Indicators found within ThreatQ are listed by type and number in the Indicator Types
table.

System Configuration: Event Types

The System Configuration: Events page allows you to view, add, and delete system events.
Event types provided by ThreatQ cannot be edited or deleted, but you can add new event

types and edit or delete your event types.
Custom statuses can only be deleted if there are no indicators using that event type.
To view Event Types found withing ThreatQ:

1. Go to ThreatQ Configuration > System Configurations.

The System Configurations page opens.
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2. Click the Events sub-tab.
The Event Types page opens.
From the Events sub-tab, the following functions are available:

Viewing existing events by type and number

Events found within ThreatQ are listed by type and number in the Event Types table.

Adding an event type

At the top right of the Event Types table, click + Add, and follow the steps.

Editing an event type

Editable events have an edit option in the Event Types table. Click edit, and follow the

steps.
« Deleting an event type

Select the event type(s) you wish to delete, and click Delete at the top right of the

Statuses table.

Changing the number of entries displayed in the table

Click the dropdown menu at the top right of the table and select the desired option.

Sorting the table by a column

Click the column header. To reverse the column sorting order, click the header a

second time.

System Configuration: Proxy

The System Configuration: Proxy page allows you to enable or disable proxies.
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A Users are required to set their proxy server settings to use http: for their
https: traffic. The ThreatQ Proxy Configuration page can be found by nav-
igating to Settings > System Configuration > Proxy.

Access Proxies
To access proxies:
1. Go to ThreatQ Configuration > System Configurations.
The System Configurations page opens to the Statuses sub-tab.
2. Click the Proxy sub-tab.
The Proxy Configuration table appears.
From the Proxy sub-tab, the following functions are available:
« Enabling a proxy for HTTP or HTTPS traffic

Check the correct proxy type and enter configuration details. Click Save Changes.

ThreatQ will check that the proxy has been configured properly.

« Disabling a proxy for HTTP or HTTPS traffic

Uncheck the proxy you wish to disable, and click Save Changes.

LDAP Authentication

ThreatQ allows you to configure system access via LDAP, the Lightweight Directory Access
Protocol. You can configure a basic LDAP or configure a secure connection to your LDAP

server.

When configuring LDAP, it is important to note the following:
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« Local users and LDAP users may exist on the same system.

« ThreatQ will check the LDAP user table first for any attempted login, then fall back

to the local user table if no entry is found in the LDAP directory.

Note: Currently, ThreatQ supports LDAP authentication on LDAP servers run-
ning OpenLDAP 2.4, Active Directory 2008, and Active Directory 2012. If you

are using a different configuration, please contact ThreatQ Support.

« Required Information for Creating LDAP Authentication

« Configuring LDAP

o Configuring Secure LDAP

Required Information for Creating LDAP Authentication

Before you configure a connection to your LDAP server, you should work with your LDAP

administrator to collect, at minimum, the following information:

« the server name or IP address for the server where you plan to connect

« the server type of the server where you plan to connect, typically LDAP for basic
and LDAPS for secure LDAP

« if possible, the base distinguished name for the server directory where the user

names reside

Configuring LDAP

For ThreatQ to identify different user types, your LDAP server should include groups under

an organizational unit, OU, for each user role:

« Maintenance Account

« Administrative Access
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« Primary Contributor Access

o Read Only Access

Note: Only users with an Administrative or Maintenance account can access

LDAP settings.

Procedure:

1. Choose the Settings icon > System Configurations.
2. Choose LDAP from the System Configurations toolbar.

3. Configure the following server settings:

Enter the name of the server where LDAP is hosted.

Server Address

For example, Idap://[servername]
Port # Typically, enter 389 for LDAP.

Enter the domain for which LDAP is configured to
LDAP Domain authenticate.

For example: threatq.com

Choose from the following options:

Append Domain to
« Yes for most Active Directory servers

Username
« No for most Open Ldap servers
This field is specific to your LDAP directory con-
Filter Field Name gt

Forexample:
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Group Field Name

Use RDN?

Organizational Unit
(OU)

User Lookup Name

« memberuid

e uid
This field is specific to your LDAP directory con-
figuration.
Forexample:
e CN
« memberof
Choose from the following options:
« Yes to use Relative Distinguished Names.

« No to use full Distinguished Names

This field is specific to your LDAP directory con-
figuration. Your LDAP administrator should provide

the correct value for this field.

This field is specific to your LDAP directory con-

figuration.
Forexample:

« memberUid, for Active Directory

« uid, for Open LDAP

4. Next, Map Your Permission Levels to LDAP, using the user groups that your

LDAP administrator established for each user role. For roles not mapped, you

should enter a hyphen: "-." You cannot save the configuration without entering a
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value in each field.

Note: You can not list the same LDAP User Group for multiple permission

levels.

« For OpenLDAP, consider the following example:

Maintenance Account IdapSuper
Administrative Access administrator
Read Only Access IdapObserver

Primary Contributor Access = IdapAnalyst

« For Active Directory, consider the following example:

Main-
tenance CN-=read-only,CN=Builtin,DC=yourdomain,DC=com

Account

Admin-
istrative CN=linux-admins,CN=Builtin,DC=yourdomain,DC=com

Access

Read Only CN=tg-maintenance,CN=Builtin,DC=yourdomain,DC=c-

Access om
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Primary Con- _ . . _
_ CN=primary-contributor, CN=Builtin,DC=yourdomain,DC-
tributor
=com
Access

5. Click the LDAP toggle switch to enable your LDAP configuration.
6. Click Save Changes.

If your LDAP fails to enable or fails to function properly, validate your inputs. If the con-

figuration continues to fail, please contact ThreatQ Support.

Configuring Secure LDAP
To configure secure LDAP, you must complete the following steps:

1. Enter your LDAP settings in the ThreatQ user interface.
2. Access the ThreatQ appliance command line as root and edit openldap.conf.

3. If necessary, run the ThreatQ LDAP utility, to retrieve your LDAP binding strings.

For ThreatQ to identify different user types, your LDAP server should include groups under

an organizational unit, OU, for each user role:

« Maintenance Account
« Administrative Access
« Primary Contributor Access

o Read Only Access

Note: Only users with an Administrative or Maintenance account can access

LDAP settings.

Procedure:
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1. Choose the Settings icon > System Configurations.

2. Choose LDAP from the System Configurations toolbar.

3. Configure the following server settings:

LDAP Domain

Server Address

Port #

Organizational Unit
(OU)

User Lookup Name

Use RDN?

Enter the domain for which LDAP is configured to

authenticate.

For example: threatq.com

Enter the name of the server where LDAP is hosted.

For example, Idaps://[servername]

Typically, enter 636 for Idaps

This field is specific to your LDAP directory con-
figuration. Your LDAP administrator should provide

the correct value for this field.

This field is specific to your LDAP directory con-

figuration.

Forexample:
« memberUid, for Active Directory
« uid, for Open LDAP

Choose from the following options:

« Yes to use Relative Distinguished Names.

« No to use full Distinguished Names
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Choose from the following options:

Append Domain to

Username « Yes for most Active Directory servers

« No for most Open Ldap servers

This field is specific to your LDAP directory con-

figuration.

Group Field Name For example:

e CN

« memberof

This field is specific to your LDAP directory con-

figuration.

Filter Field Name For example:

« memberuid

e uid

4. Next, Map Your Permission Levels to LDAP, using the user groups that your
LDAP administrator established for each user role. For roles not mapped, you
should enter a hyphen: "-." You cannot save the configuration without entering a

value in each field.

Note: You can not list the same LDAP User Group for multiple permission

levels.

ThreatQ User Guide, Version 4.15 50



THREA Tﬂ H System Configurations

« For OpenLDAP, consider the following example:

Maintenance Account IdapSuper
Administrative Access administrator
Read Only Access IdapObserver

Primary Contributor Access = IdapAnalyst

« For Active Directory, consider the following example:

Main-
tenance CN-=read-only,CN=Builtin,DC=yourdomain,DC=com

Account

Admin-
istrative CN=linux-admins,CN=Builtin,DC=yourdomain,DC=com

Access

Read Only CN=tg-maintenance,CN=Builtin,DC=yourdomain,DC=c-

Access om
Primary Con- _ . o .
_ CN=primary-contributor, CN=Builtin,DC=yourdomain,DC-
tributor
=com
Access

5. Click the LDAP toggle switch to enable your LDAP configuration.
6. Click Save Changes.

7. Access the ThreatQ command line as root.
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8. Use vi to edit /etc/openldap/ldap.conf. Make sure that your settings are as follows:

#
# LDAP Defaults

#

# See ldap.conf(5) for details

# This file should be world readable but not world writable.

BASE dc=[your domain],dc=com

URI ldap://[your servername]:389 ldaps://[your servername] :636

#SIZELIMIT 12
#TIMELIMIT 15

#DEREF never
TLS_CACERTDIR /etc/openldap/certs

# Turning this off breaks GSSAPI used with krb5 when rdns =
false
SASL NOCANON on

TLS REQCERT allow

Caution: ThreatQ recommends that you edit Idap.conf on the appliance,
rather than editing off box and uploading it. If you do edit the file off box,
ensure that you use a linux editor. Windows and Mac editors may corrupt
the file.

If your LDAP fails to enable or fails to function properly, validate your inputs. If the con-

figuration continues to fail, please contact ThreatQ Support.
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System Configuration: Date and Time Format

You can configure the date and time format of your choice system-wide within the ThreatQ

platform.

Note: If you make changes to the date and time format while another user is

working concurrently in the same ThreatQ installation, that user must refresh

their browser for the changes to take effect.

o Configuring Date and Time Format

Configuring Date and Time Format

1.

From the navigation menu, choose the gear icon > System Configurations.

. From the System Configurations menu, choose General.
. Select the desired Date Format.

2
3
4,
5

Select the desired Time Format.

. Click Submit to save your settings.
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Traffic Light Protocol (TLP)

Traffic Light Protocol (TLP) classification provides a set of designations used to ensure that
sensitive information is shared with the appropriate audience. ThreatQ provides a method
for designating the availability of intelligence information by their sources. Users can also

use TLP classifications to filter objects when creating an export - see the Adding an Export

topic for more details.

Administrators have the ability to configure TLP visibility settings for the ThreatQ application.
THREAT(J 3 ome I & Investigations

Data Management

Automatic Expiration Seoring

TLP (Traffic Light Protocol) Classification

TLP iz a sat of designations used to ensure that sensitive information is shared with the appropriate audience; it provides a method for
designating the availability of intelligence information by their sources. TLP employs four colors to indicate axpected sharing boundaries for
data,

TLP Definitions
TLP RED TLP AMBER
Mot for dischosura, restricted 1o particpants anky. Limited disclosung, resticted to parbcipant’s organizations

@ TLP GREEN TLP WHITE
S Limited disclosure, restricied 1o the community. Disclosure (s not limited.

Source MName Defaul TLP

Domain Toolks NOMNE
Emearging Threats MNOME

Rhineahey S inre . com MNOME

TLP employs four colors to indicate the expected sharing boundaries for data:

Color| Classification Description

o Red Not for disclosure, restricted to participants only.
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Amber Limited disclosure, restricted to participant's organizations.
Green Limited disclosure, restricted to the community.
White Disclosure is not limited.

TLP Assignment Hierarchy

The ThreatQ TLP assignment hierarchy is as follows (highest to lowest precedence):

Method Details
Manually Using the Add New Source option when creating an object will allow
Set you to select a TLP classification.
Source
Provided TLP information received from ingested data.
Data
Source Administrators can set a source's default TLP classification. See the
Default Apply TLP Classification to Source topic for more details.
No TLP A TLP classification has not been set for the source.
Access TLP Settings

Users can manage TLP settings for system sources by accessing the TLP tab under the

Data Management page.

G The Indicator Management option is now Data Management.
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1. From the navigation menu, click on the gear icon 1 and select Data Management.

The Data Management page will load with Automatic Expiration tab selected by
default

2. Click on the TLP tab.

The TLP Setting page will open.
THREATG 3 ome 4 Thire f & Investigations

Data Managermenl

Auttomatic: Exparation Secoring

TLP (Traffic Light Protocol) Classification

TLF iz a set of designations used to ensure that sensitive information is shared with the appropriate audience; it provides a mathod for
designating the availability of intelligence information by their sources. TLP employs four colors to indicate expected sharing boundaries for
data,

TLP Definitions

TLP RED TLP AMBER
Mot for disclosure, restricled 1o participants ondy. Limited disclosune, restiched to participant’s organizations

@ TLP GREEN TLP WHITE
S Limited disciosure, restricted 1o the community. Disclosure i nat limited.

Source MNarme Default TLP

Domain Tools NONE
Emerping Threats NONE

threalq @ threain.com NONE

Apply TLP Classification to Source

From the TLP Settings Page (see the Access TLP Settings topic):
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1. Locate the source to update from the list provided.

* : :
Q You can use the Filter by Source Name field to locate the desired
source.
THREATQ 3
nent
Adlomatic Exgiration Scoring  TLP
TLP (Traffic Light Protocol) Classification
TP ' ura that i i
the vy e
TLP Definitions
. I;':l‘uﬁjlifggugune. restriclad (o panicipants only. I!_nfeuAqu:sEfz reatriclad lo particigant's organizationg.
TLP GREEN TLF WHITE
Limitad disclosura, restrictad 10 e SOMmLnty. Désclosura |5 nat lmted.
Source Name Default TLP
emer
Emarging Throats AMBER
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2. Click on the TLP dropdown to the right of the source and select the appropriate

TLP classification.
THREAT()

Mudomatic Expiration Scoring

TLP (Traffic Light Protocol) Classification

f naficn d b th tive infarmation is shared with the &
by their

TLP Definitions
. TLP RED TLF AMBER
Not for disclosure, restricted o participants enly. Limited disclosure, restrcted to participant's organizetions.
TLP GREEN TLP WHITE
Limited disclosure, restricted to the comenunity Disclosure is not limited.
Source Name Default TLP
RED
GREEM
WHITE
Damain Tools « WONE
Emerging Threats NONE
threstg Ethreatg.com NONE
WinisTotal NONE

3. Click on Save.

Configure TLP Visibility

System administrators can set visibility settings to either hide or show indicator classification

lights to users.

From the TLP Settings Page (see the Access TLP Settings topic):

1. Click on the Show/Hide toggle switch located to the left of the TLP Classification

definition.
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THREATQ ) @ rome o0 mattivay -

Automatic Expiration Scoring TLP

TLP (Traffic L

TLP is a set of designations
designating the availability o
data.

TLP Definitions

TLP RED

Not for disclosure, restricted to participants only.

O TLP GREEN

Limited disclosure, restricted to the community.

Source Name

"l

Administrators will not need to click on the Save button, changes
will be made upon clicking on the switch.
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Update TLP Classification using TLP Default - Command

Use the following command to update the TLP classification for an Object Source or Object

Attribute Source with the source's default TLP classification.

See Apply TLP Classification to Source topic for more details on setting a
default TLP classification for a source.

You should use this command to update your system to match default TLP configurations,
specifically attributes and sources that were added to the Threat Library prior to the release
of the TLP feature introduced with ThreatQ 4.11. This command will override previous

TLP classification settings for a source including ones set by users. You will be prompted to

confirm the action after entering the command. All updates will be recorded in the audit log.

The command will update using the default TLP classification. If a default
classification is set to None, all references to the source will be updated to
None.

All Sources

sudo /var/www/api/artisan threatq:apply-tlp-
defaults

Update a Specific Source

sudo /var/www/api/artisan threatqg:apply-tlp-

defaults —--sources="your source"

Example
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sudo /var/www/api/artisan threatqg:apply-tlp-

defaults —--sources="CrowdStrike"

You can apply the command to multiple sources by listing the sources in a comma-delimited

format.

Example

sudo /var/www/api/artisan threatqg:apply-tlp-

defaults --sources="CrowdStrike,DigitalShadows"

Convert TLP Command

Use the following command to update all object sources and object attribute sources that
have TLP stored as an object attribute. This command will not affect TLP attributes that have
already been converted. Users should use this command for new incoming data, such as

migrating data into the system, which has TLP attributes but no TLP set.

sudo /var/www/api/artisan threatqg:convert-tlp-

attributes

Use Scenarios:

Object has one or more TLP Attributes with an invalid TLP (not currently in the TLP
options)

« Ifthe Object has just one TLP Attribute - none of its Sources or Attribute Sources
will be updated.

« If the Object has more than one TLP Attribute - any Sources or Attribute Sources

that match the Attribute Source of the TLP Attribute will not be updated.
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Object has a single valid TLP Attribute

« All of the Object Sources and Object Attribute Sources will be updated to match the
value of the TLP Attribute.

Object has multiple TLP Attributes

« Each TLP Attribute will be evaluated separately.

« Any Object Sources or Object Attribute Sources whose source matches that of the
TLP Attribute will be updated with the value of the TLP Attribute.

« Any Object Sources or Object Attribute Sources whose sources do not match will

not be updated.

« Ifthere are no matches at all between the source of the TLP Attribute and any of the
Object Sources or Object Attribute Sources, a new Object Source will be added using
the Attribute's TLP value. Each of the Object Attributes will receive a new Object Attrib-

ute Source with the TLP value as well.
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Threat Library

The Threat Library is the central repository within ThreatQ that organizes and combines

external and internal threat data.
The Threat Library can be broken down into three segments:

System Objects

Threat data, both ingested and manually added, is referred to as System Objects and is sor-

ted and categorized by object type.

Advanced Search

The Advanced Search page is the primary interface for the Threat Library that allows you to

search, filter, and sort through System Objects.

Object Details
The Object Details page allows you view detailed information about a specific object.

Advanced Search

The Advanced Search page is the primary interface for the Threat Library. You can search
for any system object within the application, filter returned system objects, and apply bulk

changes to search results. You can click on an individual object to navigate to its details

page.
Depending on how you have navigate to the Threat Library will determine which object
types appear on the page.

Threat Library Navigation Menu

You can click on Threat Library > Object Type to open the advanced search for a particular
object type or select Browse All. You can change or add additional object types using the
Global Filters.
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Search Link

You can click on Search > Advanced Search to open the advanced search for all object

types within the Threat Library.
Refining Search Results

You can use the Global and List filters to narrow down your search for a specific object or

object type.
Related Topics:

« Performing an Advanced Search

« Managing Search Columns

o Exporting Search Results to CSV

« Managing Searches

« Global Filters

« List Filters

Performing an Advanced Search

"l

You can also click on Threat Library > Browse All to navigate to the
advanced search page or click Threat Library >Object Type to navigate to
the advanced search page for a specific object type.

To perform an advanced search:
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1. Choose the Search icon.

2. In the Search dialog box, choose Advanced Search.
THREATQ ) crome  cimuwmy = & mosgmons 1 srssce - . o - @

Threat Library & Global Filters

A adversaries

PP— B © nocetors (73,204
& Coursan of Agtian E

) Events )
Value Type Date Created ~ Last Modified Status Score
'f-:} Exploit Targets 1130180, 1881 0 1P Address 12/05/2018 06:550m 12052018 08:550m Active [
D — 1M3.0.21.200 1P Adoress 12/05/2018 06:550m 12052018 06:550m Active 7
) Flies
114.33.160.65 IP Address 12/05/2018 06:550m 12/05/2018 06:550m Active Q
@ Incisanty 114, 109.88,27 IP Addrees 1208/2018 06:55m 1 2005/2018 OB-5EgM Active 0
Y — 114,108, 188,155 1 Adgress 12/06/2018 05:55pm 120542018 06:550m Active [
1M3.BE265. 144 1P Address 12/05/2018 06:550m 12/05/2018 0B:-550m Active Q
@ signatures
1355824 IP Address 1205/2018 0B:55pm 12052018 06:58am Active: [
('V_J Tasks 15184102113 P Adoress 1205/2018 06:550m 125720718 D6:550m Active 7
n e T15.124.52.184 1P Acidress 12/05/2018 06:55am 12/05/2018 DB:56am Active [}
0
116,48, 169,52 P Address 12052018 06:55pm 120572018 DE:S50m Active 0
116.226.79.78 P Address 12/05/2018 06:550m 12/05:2018 DE:550m Active 7
11611118576 1P Acdress 12/05/2018 06:56am 1205/2018 DB:5Eam Actine L

The Advanced Search page opens.

3. Choose your object search category by selecting an object type from the Global Fil-

ter dropdown list or selecting an object type from the left-hand list.

See the Global Filters and List Filters topics for more information on
narrowing down your search.

4. Press Enter or Return.

5. Optionally, repeat steps 3 and 4 to further narrow your search.

Managing Search Columns
You can choose which columns to display in your search results.
To select columns:

1. Navigate to the Advanced Search page.

2. Choose Manage Columns.
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3. Select the columns you wish to display. Clear the columns you wish to hide.

Global Filters

Global filters allow you to filter advanced search results by specific details associated with

an object.
Additional Topics:

« Filtering by Attribute

« Filtering by Date Created

« Filtering by Keyword

« Filtering by Last Modified

o Filtering by Object Type

o Filtering by Relationship

Filtering by Date Created

Complete the following procedure to filter Advanced Search results by the date the objects

were created.

To filter by Date Created:
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1. Click on the Filters option and select Date Created.

DATE CREATED

is bilone

[fate

Decamber

The Date Created dialog box opens.

2. Select one of the following options to determine how the filter is applied:

Option Result

is before Search results include items before a selected date

is after Search results include items after a selected date

is in the range _ _ _
¢ Search results include items in a selected range of dates
o

Search results include items within the selected number of
is within the last q
ays.

3. Use the controls to select date options based upon the selection in step 2.

4. Click Save.

Filtering by Attribute
You can filter the Threat Library list to include or exclude objects with a specific attribute.

From the search results:
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1. Click on the Filters option and select either With Attribute or Without Attribute.

WITH ATTRIBUTE
.

The Attribute Filter dialog box opens.

2. Select an Attribute Type.

3. Enter an Attribute Value associated with the Attribute Type.

Users can leave the Attribute Value field blank to filter for any value
associated with the selected Attribute Type.

4. Click on the Plus icon to the right of the dialog box to add another attribute and

repeat steps 2-3. This step is optional.

5. Click on the Add button.
The filters will be applied to the search results.

The following section applies to using multiple attribute filters.

s N

ﬂ The Match Any/All toggle option will allow users to configure the filter to
include objects that either fit one attribute filter or all. The Any option will
be selected by default. This means the filter will display results that fit any
of the attribute filters. The All option means the filter will display results that
fit all attribute filters.

. J

Example:

ANY - Match Toggle Selection
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Setting Field Value
Attribute Type Attack Phase
Filter A
Attribute Value C2
Attribute Type Severity
Filter B
Attribute Value High
Any/All Toggle Any

Filter Options

Search Results are filtered to include/exclude objects with Attack

Result
Phase: C2 OR Severity: High attributes.
ALL - Match Toggle Selection
Setting Field Value
Attribute Type Attack Phase
Filter A
Attribute Value C2
Attribute Type Severity
Filter B
Attribute Value High
All

Filter Options

Any/All Toggle

Result

Search Results are filtered to include/exclude objects with Attack

Phase: C2 AND Severity: High attributes.

Common Scenarios

The following scenarios demonstrate the Attribute Filter option in use with search results.

Applying a "With Attribute" filter (All items with an Attribute Type and Value)

1. User clicks on the Threat Library tab and selects on the Indicators tab.

2. Userclicks on the Filters button and select With Attribute.
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The Attribute Filter dialog box opens.

3. User selects Attack Pattern as the Attribute Type and C2 as the Attribute Value.
4. User clicks on Add.

The User will now see a search parameter With Attribute with Attack Pattern: C2
listed. The search results update to show all Indicators with an attribute of Attack
Pattern: C2.

Applying a "Without Attribute" filter (All items without an Attribute Type and Value)

1. User clicks on the Threat Library tab and selects on the Indicators tab.

2. User clicks on the Filter button and select Without Attribute.

The Attribute Filter dialog box opens.

3. User selects Attack Pattern as the Attribute Type and C2 as the Attribute Value.
4. User clicks on Add.

The User will now see a search parameter With Attribute with Attack Pattern: C2
listed. The search results update to show all Indicators without an attribute of
Attack Pattern: C2.

Applying a "Without Attribute" filter (All items Without a specific Attribute Type with any
Value)

1. User clicks on the Threat Library tab and selects on the Indicators tab.

2. User clicks on the Filters button and select Without Attribute.

The Attribute Filter dialog box opens.
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3. User selects Attack Pattern as the Attribute Type and leave the Attribute Value
blank.

4. User clicks on Add.
The User will now see a search parameter Without Attribute with Attack Pattern

listed. The search results update to show all Indicators that do not have an Attrib-

ute Type of Attack Pattern assigned to them.

Applying keyword filters then applying a "With Attribute" filter

1. User clicks on the Threat Library tab and selects on the Indicators tab.

2. User searches for keyword: demo.

The User will see a search parameter listed Keyword: "demo" and the results

update to show only indicators that mention demo.

3. User clicks on the Filters button and select With Attribute.

The Attribute Filter dialog box opens.

4. User selects Attack Pattern as the Attribute Type and C2 as the Attribute Value.
5. User clicks on Add.

The User will now see a search parameter With Attribute with Attack Pattern: C2

listed. The search results will update to show all Indicators that mention the
keyword demo AND have an attribute of Attack Pattern: C2.

Editing multiple attributes that were applied as part of the search parameters
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1. User clicks on the Threat Library tab and navigates to the Indicators tab.

2. User clicks on the Filter button and select With Attribute.

The Attribute Filter dialog box opens.

3. The User specifies two attributes:
« Attack Pattern:C2
« Severity: High

4. User clicks on Add.

The User will now see two search parameters under the With Attribute section -
Attack Pattern: C2 and Severity: High. The search results updates to show all
Indicators with an attribute of Attack Pattern: C2 and Severity: High. The search
parameter for attributes is defaulted to Any. This indicates that objects with an

attribute of Attack Pattern: C2 or Severity: High are displayed.

5. User clicks on the Filters option and selects With Attribute.

A form will load with all applied filter attributes.

6. The User clears the Attack Pattern's Attribute Value field and clicks Add.

The User will now see two search parameters under the With Attribute section:
Attack Pattern: Any and Severity: High. The search results updates to show all
Indicators with an attribute type of Attack Pattern OR Severity: High.

Add multiple attributes and toggle Match from Any to All

1. User applies two attribute filters to the indicators results: Attack Phase: C2 and
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Severity:High.

The filtered results will display any indicators that has either of those attributes.

2. User clicks on the Any/All Match toggle button and select All.

The filtered results will display any indicator that has both of those attributes
Filtering by Relationship

The Relationship Filter option allows you to filter the Threat Library by related objects. Using

the Relationship filter, you can:

« Filter search results to include objects related to a specific object.

« Filter search results to include objects using multiple related object filters. You will
also have the option to set the filter to include objects that fit one of the multiple fil-

ters or all.
To Filter by Related Object:
From the search results:

1. Click on the Filters option and select Relationship.

Filter By Relationship X

The Filter by Relationship dialog box opens.

2. Use the textbox provided to select an object.
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‘ G Repeat step 2 to add multiple object filters.

3. Click on Add to apply the filter.

-

ﬂ The Match Any/All toggle option will allows you to configure the fil-
ter to include objects that either fit one related object filter or all. The
Any option will be selected by default. This means the filter will dis-
play results that fit any of the related object filters. The All option
means the filter will display results that fit all related object filters.

Examples:

ANY - Match Toggle Selection

Setting Related Object
Filter A ABC Indicator
Filter B DEF Event
Filter Option Any
Search Results are filtered to
Result include objects related to the ABC
Indicator OR the DEF Event.

ALL - Match Toggle Selection
Setting Related Object
Filter A ABC Indicator
Filter B DEF Event
Filter Option All

Search Results are filtered to
Result

include objects related to the ABC

ThreatQ User Guide, Version 4.15 74



THREA TQH Threat Library

Indicator AND the DEF Event.

Filtering using Tags
Using the Tags filter allows you to filter search results based on tags applied to an object.

From the search results:

1. Click on the Filters option and select Tags.

@ Global Filters

Adversaries -

Tag Add Tag =

The Filter by

Tag row opens.

2. Select Add Tag.

Add Tag =

dver
Phishing

ame 3 DDoS

/hite Awvereery—re The Add Tag dialog box opens.

3. Use the supplied text field to select a tag.

4. Repeats steps 2-3 to apply multiple tag filters.

ﬂ\ The Match Any/All toggle option will allows you to configure the filter to
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G\ include objects that either fit one tag filter or all. The Any option will be
selected by default. This means the filter will display results that fit any of
the tag filters. The All option means the filter will display results that fit all-

tag filters.

Examples:

ANY - Match Toggle Selection

Setting Tag
Filter A Phishing
Filter B DDoS
Filter Option Any
Search Results are filtered to
Result include items with either Phishing
OR the DDoS tags.

ALL - Match Toggle Selection

Setting Tags

Filter A Phishing

Filter B DDoS
Filter Option All

Search Results are filtered to
Result include items with both Phishing
AND DDosS tags.

Filtering by Object Type
You can filter the Threat Library by object type using the following methods:

Threat Library Navigation Menu:
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1. Click on the Threat Library navigation dropdown and select an Object Type.

() Threat Library ~ A Investiga

Adversaries

Campaigns

© — P

Courses of Action  HEEHEREAEIES

Events

Exploit Targets

Files

< B

i,

~
3

Incidents

Indicators
Signatures Type

Tasks Usemame

Q5 D

THREATQ 3 Tasilbmy + A ivestigatons e — I
Threat Library @ Global Filters
P —— Indicatons * | Q. Soarch for keywords m
[ Imdicaers 2,
@ Indicators (2,050}
Type - I Stobes - ]
Value Type Date Created - Last Modified Status Score
tnusime Usamanms 12/04/2018 03:55pm 12/04/201E 04:22pm Aclive
8.244.17.200 1P Address 120412018 03:54pm 12104/201 B 03:56pm ctive
S9.228.176.38 IF Agdrass 120472018 03 :54pm 1204/201 B 03:56pm Active
BB.5.202.134 IP Addrass 12/04/2018 03:54pm 12/04/201B 03:58pm Aclive
SB23.155.86 IP Addrass 1270472018 03:54pm 12004/201 8 03:58pm Active

The Advanced Results page opens with the applied object type filter.

Object Global Filter Dropdown List
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You can use the Global Filter dropdown list to select more than one object type.

1. Click on the Object Type dropdown list and select one or more object types.

(£) Home %y Threat Library ~ A Inves

@ Global Filters

Saved Searches - Indicators - Q. Search for keywi

(M Indicators ] Al Objects

O Adversaries
O Campaigns

O Courses of Action

O Events L:E =
O Exploit Targets mame
O Files
O Incidents
] i

Indicators Addres
O Signatures > Addres:
O Tasks

4 9B.5.202.133 P Addres:
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THREATQ ) @ vome 2 meattivary -

Threat Library @ Global Filters

Saved Searches ~ Events, Indicators = Cl, Search f

(" Events
@ Indicators (@ Indicators (2,050)
Type ~ Status v
Value Ty
trustme U

The

Advanced Search Results page updates the list with the selected object type(s).
Filtering by Keyword
You can filter the Threat Library items on the Advanced Search by keyword.
To filter by keyword:

1. Navigate to the Advanced Search page.

2. Enter a keyword in the Keyword text field and press <Enter> or <Return>.

ﬂ Repeat Step 2 to apply multiple keyword filters
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& Global Filters

All Ciojacts - }

oworss (5D D

Each keyword filter appears in a box

below the keyword text field.

3. Click on the X for each filter to remove it or select Clear All Filters to remove all fil-

ters

List Filters

List filters allow you to apply object type-specific filters to the advanced search results.

"l

List filter options vary based the object type currently being viewed.
Example: the score filter can only be applied to indicators.

« Filtering by Type

» Filtering by Status

« Filtering by Score

Filtering by Type

You can filter Indicators, Signatures and Files by specific types of each.
Example: Filter the Signature list to include YARA types only.

To filter by status:

1. Click on the Type button and select a type from the dropdown menu.

ﬂ You can select multiple types using the check boxes.

The search results will update with the applied filter.
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Title

GPL IMAP login buffer overflow attempt (2101842:18)
GPL IMAP find overflow attempt (2101904:8)

GPL IMAP fetch overlow attempt (2103070:3)

GPL IMAP examine averlow attampl (2103068:2) A ﬂag icon atthe tOp of the results list will

indicate that a filter is in use.
Filtering by Status
You can filter Indicators, Signatures and Tasks by Status.
To filter by status:

1. Click on the Status button and select a status from the dropdown menu.

ﬂ You can select multiple statuses using the check boxes.

The search results will update with the applied filter.

Indicators (73,021)

| Type - | Status @ ~
Value Type
113.160.148.100 IP Address
113.0.21.200 IP Address
114.33.160.85 IP Address A flag icon at the top of the results list will

indicate that a filter is in use.
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Filtering by Score

You can filter indicators in the advanced search results by score.

ﬂ This option is only available for indicators.

To filter by score:

1. Navigate to the Advanced Search results page by selecting Search > Advanced

Search then selecting Indicators from the left-hand object type menu.

"l

You can also select Threat Library > Indicators from the main
menu.

2. Enter a keyword in the Keyword field and press <Enter> or <Return>. This step is

optional.

3. Select the Score filter option.

Score -

Define your score Clear

? 9

ENN N

The Scoring Filter dialog

dropdown opens.
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ﬂx The scale offers a range of 1-10.

4. Adjust the score scale to filter the results.
Filtering by Scoring Range
You can move the two scale markers to select a scoring range.

Example: Move the left marker to 6 and the right marker to 8 to filter the search

results to include indicators with a score between 6 and 8.
Filtering by Specific Score

You can move the scale makers to the same scoring number to filter by a specific

Score.

Example: Move the left and right markers to 8 to filter the search results to

only include indicators with a score of 8.

5. Select Submit to apply the filter.

ﬂ Select the Score filter again and select Clear to remove the filter.

Managing Searches

If you are following a particular area of interest, you can create a Saved Search. Saved

Searches can then be run at any time.
Related Topics:

o Saving Searches

o Running Saved Searches

o Deleting Saved Search

ThreatQ User Guide, Version 4.15 83



THREA TQH Threat Library

Saving Searches

To save a search:

—

. Choose the Search icon.

2. In the Search dialog box, choose Advanced Search.

"1

You can also select Threat Library > Object Type to navigate to the
advanced search page for a specific object type.

3. Perform an Advanced Search.

4. Choose Save.

SAVE SEARCH

Mame Your Search

The Save Search dialog box opens.
5. Enter a name for the search in the Save Search dialog box.

6. Choose Save Search.
Running Saved Searches
To run a saved search:

1. Navigate to the Advanced Search page.

2. Choose Saved Searches dropdown list and then select the desired saved search

from the list.
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Deleting Saved Search
To delete a saved search:

1. Navigate to the Advanced Search page.
2. Choose Saved Searches and then select the desired saved search from the list.

3. Click on the Delete icon.

Exporting Search Results to CSV

You can export your search results as a CSV file, which allows you to use the data in

another application, such as external spreadsheet software.

-

G If you export a file with too many search results, the file may be too large to
open in desktop applications. If you encounter this issue, you should sep-
arate your exports into smaller chunks of data.

ﬂ\ When exporting search results to a CSV file, if you include additional
columns beyond the default, this modification will impact the performance
of the export process.

To export search results to a CSV file:

1. Navigate to the Advanced Search page.
2. Perform your search.

3. Choose Export.
The CSV file downloads to your desktop.

System Objects

Threat data, both ingested and manually added, is referred to as System Objects and is sor-

ted and categorized by object type.

See the topics below to learn more about each object type and how to manage them.
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System Objects:

Adversaries

« Events
« Files

Indicators

Signatures
STIX Overview

Adversaries
Adversaries are the suspected groups that are attempting to do malicious activity.
Related Topics

« Adding Adversaries

« Editing Adversaries

o Deleting Adversaries

Adding Adversaries

To create an Adversary:
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1. Go to Create > Adversary.

ADD AN ADVERSARY

MName

Source

Select a source -

Add new source

Description

L
Il
i
m
H o

The Add an Adversary dialog box opens.

2. Entera name.

ThreatQ User Guide, Version 4.15 87



THREA TQH Threat Library

3. Select a Source from the dropdown provided.

4 Y

ﬂ You can also click on Add a New Source if the desired source is not
listed in the dropdown list . If administrators have enabled TLP view
settings, users can select a TLP classification light for the new
source in the dropdown list provided. See the Traffic Light Protocol
(TLP) topic for more information on TLP classifications.

Status

A

4. Enter a description.

5. Click Add Adversary.
Editing Adversaries

To edit the name of an Adversary:
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1. Locate and click the adversary.

THREATO 3 () Home () Threat Library ~ 4. Investigations Analytics -

Adversary Summary

Adversary Description Attributes
O  Attribute Type Attribute Value
Comments (0)
Audit Log
Sources

abuse.ch Feodo Bad IP Blocklist
Tags

add tag

The Adversary Details page opens.
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2. Click on Edit next to the Adversary name.

EDIT ADVERSARY

MName

Claw

Save Adversary Je:lilec]

The Edit Adversary dialog box opens.

3. Make the desired change to the Adversary name.

4. Click on Save Adversary.

Deleting Adversaries

To delete an Adversary:
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1. Locate and click the adversary.

THREATO 3 () Home () Threat Library ~ 4. Investigations Analytics -

Adversary Summary

Adversary Description Attributes

O  Attribute Type Attribute Value
Comments (0)

Audit Log

Sources
abuse.ch Feodo Bad IP Blocklist

Tags

add tag

Format

The Adversary Details page opens.

2. Click on Delete this Adversary located to the top right of the page.

ARE YOU SURE?

Deleting this Adversary can not be undone.

A confirmation dialog box appears.
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3. Click on Delete Adversary.

Events

Events are observations made by the threat intelligence community of adversaries’ mali-

cious attempts.
Related Topics:

o Adding Events

o Editing Events

« Deleting Events

Adding Events
To add an Event:

1. Go to Create > Event.

ADD EVENT

Type

Spearphish

ap

Source
Select a source »

Add new source

Provide the content you'd like to be parsed for the spearphish event

&y n,

Drag your file here or click to browse

Copy/Pasta content here...

Supported files include: eml, emlx, msg, and txt

Add Event [e=TL5]]
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5.
6.

The Add Event dialog box opens.

Select the Event Type.

Select a Source from the dropdown list provided.

-~

.

ﬁ

You can also click on Add a New Source if the desired source is not
listed in the dropdown list . If administrators have enabled TLP view
settings, users can select a TLP classification light for the new
source in the dropdown list provided. See the Traffic Light Protocol
(TLP) topic for more information on TLP classifications.

Source

Demo

Selact a source
q
Status

——

Add the date and time the event occurred in the Date of Occurrence fields.

Add an Event Title.

Click Add Event.

Editing Events

To edit an Event:
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1. Locate and click on the event.

THREA T(;’ 3 (D Threat Library ~ 4 Investigations Ll Analytics ~

Event Summary Sources

Event Description Documentation

Related Indicators (1)

Comments (0)

Audit Log

The Event Details page opens.
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2. Click on Edit next to the Event name.

EDIT EVENT

Title

DDoS
Event Date

10M17/2018 06:53PM

NS Cancel

The Edit Event dialog box opens.

3. Make the desired change to the Event Name and Event Date.

4. Click on Save Event.

Deleting Events

To delete an Event:
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1. Locate and click the event.

THREA T(;’ 3 (D £3 Threat Library ~ A Investigations Lul - Analytics ~

Event Summary Sources

Event Description Documentation

Related Indicators (1)

Comments (0)

Audit Log

The Events Details page opens.

2. Click on Delete this Event located to the top right of the page.

ARE YOU SURE?

Deleting this event can not be undone.

o

A confirmation dialog box appears.
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3. Click on Delete Event.

Files

Files are received from various intelligence providers and contain information on indicators,

adversaries, and events within ThreatQ.

Related Topics:

« Adding Files
« Editing Files

« Deleting Files

Adding Files
To add a File:

1. Click Create New > File.

ADD A FILE

&

Drag your file here or click to browse.

The Add a File dialog box opens.
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2. Drag the file into the dialog box or browse and locate the file.

ADD A FILE

MName
hamicon.png
Title

hamicon.png

Source

Select a source -

Add new source

Category
Actor Profile v
Malware Safety Lock
ofFr (Q) ON

Enabling this will .zip malware files for safer
downloading.

Tags

add tag

Save File

The Add a File Dialog box will update.
3. Update the Title if desired.
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4. Select a Source from the dropdown list provided.

4 Y

ﬂ You can also click on Add a New Source if the desired source is not
listed in the dropdown list . If administrators have enabled TLP view
settings, users can select a TLP classification light for the new
source in the dropdown list provided. See the Traffic Light Protocol
(TLP) topic for more information on TLP classifications.

Source

Demo
Selact a source

Status

L

5. Select a Category.

6. Select whether to have the Malware Safety Lock on or off.

"l

Enabling the safety lock will create a .zip file so any malware is safer
for download.

7. Add any desired tags.

{ ﬂ Tags added appear on the File Details page.

8. Click Save File.
Editing Files

To edit a File Name:
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1. Locate and click on the file.

THREATO 3 Home {8 Threat Library ~ A Investigations Lul - Analytics ~

18-00020344 Freedesktop polkit 0.115 Inte
ger Overflow Vulnerability (A Add to Watchlist

First Seen: 018 04

B DETAILS

File Summary Attributes

File Description Attribute Type Attribute Value Source
Search Search Search

File Information

J Exec Summary An integer overflow vulner- iSight Partners

) ability exists within Freedes

Related IndlcatDrB (1} K‘Op pU'k

0 Original Publication Date 2018-12-03 16:52:00 iSight Partners
Comments (0)

O Audience Vulnerability iSight Partners
Audit Log O Version 1 iSight Partners

Sources
iSight Partners

The File Details page opens.
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2. Click on Edit next to the File name.

EDIT FILE

Filename

isight-threatscape-18-00020344.pdf

Title

18-00020344 Freedesktop polkit 0.115 Integer Overflow Vulnerability

The Edit File dialog box opens.
3. Make the desired change to the File Name.

4. Click on Save File.

Deleting Files

To delete a File:
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1. Locate and click the file.

THREATO 3 Home {8 Threat Library ~ A Investigations Lul - Analytics ~

18-00020344 Freedesktop polkit 0.115 Inte
ger Overflow Vulnerability (A Add to Watchlist

First Seen: 018 04

B DETAILS

File Summary Attributes

File Description Attribute Type Attribute Value Source
Search Search Search

File Information

J Exec Summary An integer overflow vulner- iSight Partners

) ability exists within Freedes

Related IndlcatDrB (1} K‘Op pU'k

0 Original Publication Date 2018-12-03 16:52:00 iSight Partners
Comments (0)

O Audience Vulnerability iSight Partners
Audit Log O Version 1 iSight Partners

Sources
iSight Partners

The File Details page opens.
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2. Click on Delete this File located to the top right of the page.

ARE YOU SURE?

Deleting this file can not be undone.

o

A confirmation dialog box appears.

3. Click on Delete File.

Indicators

Indicators are the so called "finger prints" associated with a malicious attempt or adversary

group.

Indicators can be scored to allow you to apply weighting using contextual information, such
as sources, attributes, and indicator types, as they are added to ThreatQ. You can also seta

manual score per indicator.

You can also apply expiration dates to an indicator to when it is determined to pose less of a

threat to your infrastructure than other indicators.
Related Topics:

Adding an Indicator

Parsing for an Indicator

Indicator Search

Indicator Expiration

Automatic Expiration and Policies

Indicator Scoring
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« Whitelisted Indicators

« Indicator URL Normalization

Adding an Indicator
To add an Indicator:

1. Click on Create > Indicator.

-
"1

You can also select Indicator Parser from the Create menu if import-
ing a file. The option is located under the Import section of the
Create menu. See the Parsing for an Indicator topic.

ADD INDICATORS

Parse For Indicators Add Indicator

Value
Type

Source
Selact a source
Add new source

Status

as

The Add Indicators dialog box opens.

2. Enter a value in the Value field.

3. Select the Type of Indicator.
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4. Select a Source from the provided dropdown list.

4 Y

ﬂ You can also click on Add a New Source if the desired source is not
listed in the dropdown list . If administrators have enabled TLP view
settings, users can select a TLP classification light for the new
source in the dropdown list provided. See the Traffic Light Protocol
(TLP) topic for more information on TLP classifications.

Source

Demo
Selact a source

Status

| N

5. Select a Status for the indicator.

6. Click Add Indicator.
Parsing for an Indicator

1. Click on the Create button, located at the top of the dashboard and select Indicator

Parser under the Import heading.

"1

You can also click on Create > Indicator and then select the Parse
for Indicators option at the top of the Add Indicators modal.
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ADD INDICATORS

Parse For Indicators Add Indicator

Provide the content you'd like to be parsed for indicators.

&

Drag your files here or click to browse

Supported files include: xml, plain text, csv.

Select the parser you'd like to use

MNormalize URL Indicators

or

ar

The Add Indicators dialog box will load.

2. Do one of the following:

« Drag your file(s) into the left pane.
« Click on Click to Browse, and locate the file you wish to upload.
« Copy/paste the contentin the right pane.

3. Select the Parser to use and click on Next Step.

4. Selectwhether to save or delete the file after the import.

Steps 5-7 pertain to saving the file. Skip to step 8 if you are not sav-

ing the file after import.

5. Update the File Title if needed.
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6. Enter an optional File Description.

7. Confirm or update the File Category.

8. Select a Source from the dropdown menu provided.

-~

A

ﬁ

Users can also click on Add a New Source if the desired source is
not listed in the dropdown menu. If administrators have enabled TLP
view settings, users can select a TLP classification light for the new
source in the dropdown menu provided. See the Traffic Light Pro-
tocol (TLP) topic for more information on TLP classifications.

ADD INDICATORS
Parse For Indicators Add Indicator

Value

| Type

9. Select a Status to be applied to the extracted indicators.

10. Select any optional Attributes to be applied.

11. Click on Next Step.

-

"

If the file contains events that are detected, the Step 2: Review
Events page opens. Indicators may be new or pre-existing. Pre-exist-
ing indicators are identified by a badge within the table. You can isol-
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te new and pre-existing indicators by using the tabs at the top of the
ight hand panel.

12. Locate and select one or more indicators using one of the following options:
« From within the contents (on the left)
« From the table (on the right)
« By using the Select dropdown menu
13. Once you have selected one or more indicators, you can perform these functions:

1. Add Info - Click the Add Info button to open the Add Info dialog box where you

can perform the following functions:

« Add Attributes to the indicator: add one or more attributes to the selected

indicator(s). Once completed, click Add Attributes.

« Link to Another Object: Link the selected indicator(s) to another object

(indicator, event, adversary, file) and click Link Object.
« Set Status: Select a status and click Set Status.

2. Edit the type or status of an indicator by clicking its type or status in the table and

selecting an option from the dropdown menu.

3. Add Indicator - If you notice an indicator on the left that was not extracted, you

can add it by clicking Add Indicator and completing the process.

4. If you want to search within the table, use the fields at the top of the columns.

G‘L If at any point, you wish to abandon the import, click x ABANDON THIS
IMPORT.

15. Click on Finish Import.
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CSV File Format - Parsing

When importing a .csv file to parse for indicators using the ThreatQ CSV File Parser, the .csv

file must meet the following criteria:

¢ The file must be comma-delimited.
« The file mustinclude at least the following columns:
o Indicator

o Type: This column cannot contain types that are not already established in
ThreatQ. You cannot add custom indicator types and indicator types are case

sensitive. Choose from the following:
« CIDR Block
« CVE
» Email Address
« Email Attachment
« Email Subject
« File Path
« Filename
. FQDN
o Fuzzy Hash
o GOST Hash
» IP Address
« MD5
o Mutex
» Password
« Registry Key
« SHA-1
« SHA-256
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. SHA-384
o SHA-512
o String

« URL

« URL Path
« User-agent
« Username
o X-Mailer

o Status

If the file is not properly delimited, missing a required column, or containing a valid type, it

will fail upon upload.
Editing Indicators

To edit an Indicator:
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1. Locate and click on the indicator.

THREATQ ) @ rome 00 thestovay -

ali.blankchair.com 2% Add to V
FQDN

Created: 09/22/2018 First Seen: 09/21/2013 09:33pm Expires: (add expiration date

Actions v
[=] DETAILS

Indicator Summary
Attributes

Indicator Description 0 Attribute Type Attribute

The Indicator Details page opens.

2. Click on Edit next to the Indicator name.

EDIT INDICATOR

Value

ali.blankchair.com

Type

FQDN

Save Indicator JEeEle:]

The Edit Indicator dialog box opens.
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3. Make the desired change to the indicator Value and Type.

4. Click on Save Indicator.
Deleting Indicators
To delete an Indicator:

1. Locate and click the Indicator.

ali.blankchair.com
FQoN

% Add to Watchlist SCORE 0 -Very Low = ] STATUS Active =

Indicaior Summary
Attributes

Indicator Description O  Atribute Type Attribute Value Sources Date Crested ~

Related Adversaries (1)

O  Attack Phase c2 CrowdStrike x 0912202018 12:40am
Related Indicators (20)
O CrowdSirike Threal Typa CrowdSirike = 02272018 12:40am

Comments (1)

Audit Log Sources

Crowd Strike

Tags

Dates
First Sean 02152013 08:33pm

The Indicator Details page opens.
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2. Click on Delete this Indicator located to the top right of the page.

-

P

ARE YOU SURE?

Deleting this Indicator can not be undone.

Delete Indicator

A confirmation dialog box appears.

3. Click on Delete Indicator.
Indicator Search

Indicator Search allows you to search indicators based on a wide range of modifiers and
search criteria. For example, when searching for an event, the results will include all indic-

ators related to that event.

"l

Using indicator search will provide the total number of indicators matching
the criteria of your search, however, the page will only load 1,000 indic-
ators within the results table.

With respect to searching for IP Address or CIDR Block indicators, your results will be as fol-

lows:

« If searching for an IP Address, CIDR blocks will be returned if they fall within the

range.

« If searching for CIDR blocks, IP addresses will be returned if they fall within the

range.

"l

This will search indicator values as well as Attribute of type “IP Address”
(for instance, if an IP address is associated to another IP address through
a passive DNS relationship).
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Performing an Indicator Search
To perform an Indicator Search:

1. From the main menu, click the Search icon.
F . |

SEARCH

Advanced Search Indicator Search

During a search, you may use a percent sign (%) ta match characters in a string. For example,
specifying net% matches netwark, netware, netscape, and so on: See more examples.

The Search dialog box appears.
2. Click Indicator Search.
THREA TQ 3 ) Home 0% Threat Library = & Investigations Ll Analytics -

Q, Indicator Search

]

Select a search filter

Recent Searches = Hide Form &

The Indicator Search page appears.

3. Select the desired search parameters and operators using the dropdowns, and

enter the values.

Parameter Operator
Is
_ Is not
Indicator Class
Is Blank
Is Not Blank
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Parameter Operator

Indicator Value

Contains

Does Not Contain
Is

Is not

Is Blank

Is Not Blank

List of Indicators

Contains

Does Not Contain
Is

Is not

Is Blank

Is Not Blank

Indicator Status

Is

Is not

Is Blank

Is Not Blank

Indicator Type

Is

Is not

Is Blank

Is Not Blank

Date Created

Is

Is not

Is after

Is before

Is in the range of
Is Blank

Is Not Blank

Date Last Modified

Is

Is not

Is after

Is before

Is in the range of
Is Blank

Is Not Blank
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Parameter Operator

Contains
Does Not Contain
) Is
Attachment Title
Is not
Is Blank

Is Not Blank

Contains
Does Not Contain
Is
Adversary
Is not
Is Blank

Is Not Blank

Contains
Does Not Contain
Is
Event Title
Is not
Is Blank

Is Not Blank

Is

Is not

Is Blank

Is Not Blank

Event Type

Contains
Does Not Contain
) Is
Attribute
Is not
Is Blank

Is Not Blank

Click + to add more parameters. When your search consists of more than one para-

meter, you can select and or or using the dropdown between the search parameters.
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4. Click Search.
THRE A TQ 3 ) Home &Y Threat Library = A Investigations Analytics =

Q Indicator Search

Indicator Status 3 Is B Active T
w Recent Searches « Hida Form &

Make Bulk Changes 1o 1,000 Indicators

Showing 1 to 25 of 1000

E  Indicator

Search s Search s Seareh St

[ 003b81d240a14271bed MD5 iSight Pariners Active o 04/28/2018 05.02am
1a720761da281

005183f05da0faBaf- SHA-1 iSight Pariners Active o 04/28/2018 03:02am
ba7adte7Ba706d7d-
cal74ed

[=1 005cabieasb- SHA-256 iSight Pariners Active 1] 04/28/2018 05:02am
d83400a1a33870e-
b30e28001 20eDe4bSi7T
Tie1d1560584b 108608

Search results are displayed in a search results table.

5. (Optional) Change the number of entries shown in the search results table by

clicking the dropdown menu at the top right and selecting the desired option.

6. (Optional) Click a column header to sort the data by column, and click again to

reverse sort order.

7. (Optional) Search within a column by clicking within the search field at the top of

the column, entering a search keyword, and pressing Enter.
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THREATQ 3 @ Home (% Threat Lirary ~

Indicator Status

m Recent Searches -

A
3

Showing 1 to 25 of 232 (filkered from 1000 total records)

F  Indicator -  Type

MD3

=] 003081d240af4271bed MD5
1a720761de281

00BcdTaBabd10f- MD5
b7aZbae9albsibBas?
=] 00c62614id680c3eec- MD5

ca1f85b251cc6a

01eeb&iBd2edc- MDS
cB99c4ich1 Tasbbe1fe

=] 01f32f88bEc0TH3d- MD5
dd0cEi210048a0be

02ed- MD5
cB4cTB5etabiBlblelia
ATcedcBD

iSight Pariners

iSight Pariners

iSight Partners

iSight Partners

iSight Pariners

iSight Pariners

an

Active

Active

Active

Active

Active

Active

Active

Results will be shown below the search query.

You can hide the query to view more of the search results.

Making Bulk Updates to Search Results

+

Hide Form o

Make Bulk Changes 12 1,000 Indicalors

Row count:

Date Created

Search

04/28/2018 05:02am

04/28/2018 03:02am

04/28/2018 03.02am

04/28/2018 03:02am

04/28/2018 05:02am

04/28/2018 03:02am

Expire

The bulk update tool allows you to make batch changes to the objects in your Search res-

ults. The tool is limited to 1000 objects per update.

To make bulk updates to search results:
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1. From the main menu, click the Search icon.
F . |

SEARCH

Advanced Search Indicator Search

During a search, you may use a percent sign (%) ta match characters in a string. For example,
specifying net% matches netwark, netware, netscape, and so on: See more examples.

The Search dialog box appears.

2. Click Indicator Search.

THREA TQ 3 3 Home T Threat Library ~ & Investigations Ll Analytics -

Q, Indicator Search

Select a search filter

Recent Searches = Hide Form =

&

The Indicator Search page appears.

3. Perform your Indicator Search.
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4. Atthe top of the Search Results, choose Make Bulk Changes to 1,000 Indicators.

THREATQ 9 () Home (1 Threat Library ~ & Investigations

Bulk Update Tool Your changes will affect 1,000 Indicators
Apply a new stalus

Provide an additional source
Select a source v
Add new source

Apply Attributes

- v Select a source v

Add new source

Relate to ancther object (e.g. an indicator, event, adversary, ete...)

Update Expiration Policy

Extend Date

Add a number of days to expiration date:

The Bulk Update Tool appears.

5. Optionally, apply a new object status by choosing from the dropdown.
6. Optionally, enter an additional source.
7. Optionally, apply one or more attributes:

a. Choose an Attribute Type from the dropdown.

b. Enter an Attribute Value.

c. Enter an Attribute Source.

d. Optionally, choose the add icon to apply additional attributes.

8. Optionally, relate your search results to another object in the platform. As you

enter the related object, ThreatQ offers type-ahead suggestions.
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9. Optionally, update the object's expiration policy, by choosing an option from the

Update Expiration Policy dropdown.

10. Click Apply Changes.

Indicator Status
Every indicator in the system will have a status applied to it.

The default statuses that ship with a standard installation of ThreatQ are as follows:

Status Description

Active Poses a threat and is being exported to detection tools.
Indirect Associated to an active indicator or event (i.e. pDNS).
Review Requires further analysis.

Whitelisted | Poses NO risk and should never be deployed.

Expired Indicator has reached its expiration and has been is deemed by an ana-

lyst to pose less of a threat to their infrastructure than other indicators.

"1

You cannot delete a default status but you can add new custom statuses
to be used. See Adding an Indicator Status and the Related Topics sec-
tion below for more details.

A J

Most exports in ThreatQ are configured to use the Active status to signal deployment to
external devices. However this can be modified and each status can be used however your

organization sees fit.
Related Topics:

« Changing the Status of an Indicator

o System Configuration: Indicator Statuses
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o Indicator Expiration

« Automatic Expiration and Policies

Changing the Status of an Indicator

Changing an indicator’s status is straightforward, except in the case of whitelisting CIDR
Block indicators. When whitelisting a CIDR Block indicator, this process generates a whitel-

isting rule. See Whitelisted Indicators for more information.

Changing the status of an indicator:

1. Locate and click the indicator to open its details page.

2. Click the status dropdown menu, and select the desired status.

fLow = | STATUS: Active =

Expired

Mo longer poses a serious threat.

Indirect
Associated to an active indicator or event (i.e. pDNS).

Review
Requires further analysis.

Whitelisted
Poses NO risk and should never be deployed. -

The status will be updated.

4 Y

ﬁ If an Administrator or the Primary Contributor are whitelisting a CIDR
BLOCK indicator, there is a different process, as this actually gen-
erates a whitelisting rule. For more information, see the Creating a
Whitelist Rule topic.
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Indicator Expiration

Expiration ("Expired") is a status that can be assigned to an indicator. The expired status
should be used when an indicator is deemed by an analyst to pose less of a threat to their

infrastructure than other indicators.
Related Topics:

Ways an Indicator can Expire

Expiration Date Displays

Changing an Individual Indicator's Date

Automatic Expiration and Policies

Ways an Indicator can Expire
- An analyst manually changes an indicator(s) status to "Expired"

This can be achieved by visiting an individual indicator's details page, then using the

Status dropdown in the top right hand comer of the page to change the status.

If the analyst wishes to change the status of multiple indicators at the same time, they
can use the advanced search tool to find the indicators they'd like to update, then click

the Bulk Update button found directly to the right above the search results.
- An analyst manually sets an expiration date for a specific indicator

Each indicator has the option to have an expiration date set, which once past, will

toggle the status of that indicator from it's current status to "Expired".

« An expiration policy has been applied to the source reporting an indicator and
therefore an expiration date is automatically set for that indicator during inges-

tion
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Using the “Expiration” tab on the Indicator Management page, a ThreatQ admin has

the ability to apply expiration policies to all ingested information, both new and exist-

ing, coming from a specific intelligence source.

"1

ﬂ If an indicator is reported by multiple sources that have expiration policies,
the date will be set using the greater expiration date. For example, if both
Feed A (with a 5 day policy) and Feed B (with a 3 day policy) report the
same indicator on the same day, that indicator will automatically expire 5
days from now.

A J

Changing an Individual Indicator's Date

When viewing a specific indicator, its expiration date can be changed by clicking on the link

next to the expiration information.

Expires in 7

7 days

Add 14 days

Protect from auto-expiration

Remove current expiration date

Options include:

Option Description

Add 7 Days This will extend the current expiration date by 7 days.
Add 14 Days This will extend the current expiration date by 14 days.
Protect from This will set the indicator to "Never Expire". Once set, this indic-

Auto-Expiration ator will be exempt from all automated expiration processes
regardless of circumstances. The only way for this indicator to

expire moving forward is by analyst choice.

Remove Current | This will remove the currently set expiration date. If this indicator

Expiration Date is reported by an intelligence feed (with an expiration policy) in
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Description

the future, a new expiration date will be added at that point in time.

Expiration Date Displays

Option

No expir-
ation date

has been set

Image
Expires: (add expiletn cal)

beca

Description

example, the indicator will not automatically expire

use an expiration date has not been specified.

ation (Never

Expire)

word

This|status will be changed if an analyst sets an expiration date
or a new source (with an expiration policy applied to it) reports
this indicator in the future.

An expir- xample, the indicator has an expiration date set of
ation date is 1/20/2D17. This means that this indicator will expire when the cal
set day changes from the 19th to the 20th of January (based
on ThreatQ's server time, not the user's local time).
an expiration date is less than 7 days away, ThreatQ will
switch to show a relative version of the date.
Protected CELEUICE SN times an analyst will want an indicator to stay "Active" regard-
from auto- less of any automated circumstances. In this case you can set an
matic expir- indicator to be protected from auto-expiration, which will display the

5 "Never Expire". This can only be "overwritten" by an analyst.

Automatic Expiration and Policies

Automatic expiration allows you to deprecate stale intelligence based on a set of defined cri-

teria. As the data becomes less relevant, ThreatQ sets the status to Expired, which relieves

the data burden on your team or infrastructure.

You can configure automatic expiration from the Data Management page.
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1. From the navigation menu, click on settings icon 1 and select Data Management.

The Data Management page will open with the Automatic Expiration tab selected by
default.

Related Topics:

« How ThreatQ Calculates Expiration Dates

Selecting an Expiration Policy per Feed

Applying Expiration Policy Changes to Data

Adding Exceptions

« Common Expiration Policy Scenarios

How ThreatQ Calculates Expiration Dates

Scenario Description

Indicator If an indicator has an expiration date and it's reported by a new
Reported by source that has an expiration policy, ThreatQ will set the expiration

Source with an | date using the policy with the greater expiration date.

Expiration

Policy

Indicator If an indicator has an expiration date and it's reported by a new
Report by a source that has an expiration policy of Never Expire, ThreatQ sets

Source with an | that indicator to Never Expire.
Expiration
Policy of Never

Expire

Indicator If an indicator is reported by a source that has an exception for the

Reported by a | indicator, the exception expiration date will be used regardless of
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Source with an | the greater expiration date.

Exception for

"

that Indicator ﬂ An exception takes precedence over the source’s

expire policy.
Indicator If an indicator is reported by a source with an Expiration Policy and
Reported by then reported by a second source with another Expiration Policy, the

Two Different | greatest expiration date is selected to set the expiration date. The
Sources expiration date will be set based on the date the second source

reported the indicator.

Indicator If an indicator is reported by a source that has an exception for the
Reported by indicator and then reported by a second source, the greatest expir-
Two Different | ation date is selected despite the exception. The expiration date will
Sources, one be set based on the date the second source reported the indicator.
with an Excep-

tion

Selecting an Expiration Policy per Feed

You can choose from three options when configuring an expiration policy for a source of

intelligence:
Option Description
Don't automatically ThreatQ sets all feeds to Don't Automatically Expire until an
expire (No policy set) analyst decides otherwise. When set, indicators reported from

this specific feed do not have an expiration date automatically

applied to them.

If an indicator is reported by Source A (an intelligence feed
without an expiration policy), and is later reported by Source B

(an intelligence feed that expires data in 7 days), ThreatQ sets
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Option Description

the indicators to automatically expire in 7 days.

Automatically Expire When setting a specific intelligence feed to Automatically
Indicators Expire Indicators, ThreatQ requires you to provide a specific
number of days. After you configure this setting, it applies to all
intelligence currently in the system, as well as new intel-
ligence as itis ingested. ThreatQ calculates the appropriate
expiration date based on the number of days from ingestion.
Once an indicator's expiration date is met, its status changes

to Expired.

DespSight Advanced URL Reputation CnC XML Feed Automaticaly Expire Indicators t|  Evpremter 14 gsys ateringeston. Exceptions » ‘

Never Expire Using this setting ensures that all intelligence reported by a
specific feed is protected from automatic expiration, regard-

less of scenario.

Applying Expiration Policy Changes to Data

When updating an expiration policy, the system now applies the update to all selected
existing data in the platform to honor the new policy. This process can take a while based on

system resources and the number of indicators in the system.

Refer to the following table for estimates on the total time required for the system to apply the

selected policy to existing data, based on the following criteria:

« Dataset: 6 Million Indicators

» System Specifications: 32GB VM 4 vCPU
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Indicators to reset

expiration out of

Reset and Recal-

Expire Indicators

Total Time for

culate Expiration Reset
6m total indicators
50,000 3 hours and 30 53 seconds
_ 3 hours 31 minutes
minutes
100,000 4 hours and 51 1.8 minutes
_ 4 hours 53 minutes
minutes
200,000 10 hours 20 minutes | 3.5 minutes 10 hours 24
minutes
1.2 million 2 days 7 hours 4 35 minutes 2 days 7 hours 40
minutes minutes
3.1 million 3 days 16 hours 42 | 3.5 hours
) 3 days 20 hours
minutes
4 days 7 hours 17
5.3 million _ 4.7 hours 4 days 12 hours
minutes

Adding Exceptions

ThreatQ allows you to add exceptions based on specific indicator types within in a feed in

addition to setting an expiration policy at a global level for all intelligence ingested by a spe-

cific feed.

To Add an Exception:

1. Navigate to the Automatic Expiration tab under Data Management.

2. Locate the source.

3. Click Exceptions to expand the option.
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The Exceptions option menu opens.

Automatic: Expiration Seoring TP

abuse.ch Feodo Bad P Blocklist Don't automatically expire ¥ Exceplions =

Exceptions

"Expire differant types of intelligance at differant rates.
This section allows you to add exceptions to your expiration policy based on indicator type.

Add Excaption

N

. Click Add Exception.

)]

. Select the Indicator Type from the dropdown.

D

. Enter the number of days after the item has been ingested before expiring.

ﬁ Repeat steps 4-6 to add multiple

7. Click on Delete next to the row to delete an exception.

8. Click on Save.

Common Expiration Policy Scenarios

Scenario Description

An indicator is reported by a single 1. On 10/1, Source A reports the indicator

source (with an expiration policy) and the expiration date is set to 10/8.

2. When the date switches from 10/7 to 10/8,
this indicator is queued to have its status

changed to Expired.

An indicator is reported by Source A 1. On 10/1, Source A reports the indicator
(with an expiration policy of 7 days) and the expiration date is set to 10/8.
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Scenario Description

and 3 days later is reported by 2. Source B reports the same indicator 3
Source B (with an expiration policy of days later (10/4). The indicator's expir-
10 days). ation date is set using the greatest expir-

ation date between the two sources. In
this example, the new expiration date will
be 10/14 (10 days from when it was repor-
ted by Source B).

3. When the date switches from 10/14 to
10/15, this indicator is queued to have its

status changed to Expired.

An indicator is reported by Source A 1. On 10/1, Source A reports the indicator

(with an expiration policy of 7 days) and the expiration date is setto 7 days.
and is later reported by Source B 2. Source B reports the same indicator 3
(with an expiration policy of Never days later with a policy of Never Expire.
Expire). The indicator’s expiration date is removed

and the indicator is now set to Protect

from auto-expiration.

An indicator is currently set to 1. On 10/1, an indicator is in ThreatQ with a

Expired and is reported by Source A status of Expired.

(with an expiration policy of 7 days). 2. On 10/1, Source A reports the indicator.
The status of the indicator changes to
whatever the default status is for Source A

and the expiration date is setto 10/8.

3. When the date switches from 10/7 to 10/8,
this indicator is queued to have its status

changed to Expired.
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Scenario Description

An indicator is currently set to
Expired and is reported by Source A
(with an expiration policy of 7 days).

1. Anindicatoris in ThreatQ with a status of

. Source A (with an expiration policy of

Expired.

Never Expire reports the indicator. The
expiration of that indicator changes to Pro-

tect from auto-expiration.

A FQDN indicator is reported by
Source A (with an expiration policy of
10 days with an exception for 5 days
for FQDN indicators) and is later
reported by Source B (with an expir-
ation policy of 15 days).

. On 10/1, Source A reports the FQDN indic-

. Source B reports the same indicator 1 day

. When the date switches from 10/17 to

ator and the expiration date is set to 10/6.

"]

An exception takes pre-
cedence over the
source’s expire policy.

later (10/2). The indicator's expiration date
is set using the greatest expiration date
between the two sources. In this example,
the new expiration date will be 10/17 (15
days from when it was reported by Source
B).

10/18, this indicator is queued to have its

status changed to Expired.

Indicator Scoring

Indicator scoring allows you to apply weighting to indicators and their contextual information,

such as sources, attributes, and indicator types, as they are added to ThreatQ. Indicator scor-

ing allows you to set manual scores or you can rely on ThreatQ'’s scoring algorithm to
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calculate scores. After scores are calculated, you can change the score as desired to your
custom value or accept the calculated value.

Related Topics:

« Configure Indicator Scoring

« Building a Scoring Algorithm

« Overriding the Scoring Algorithm with a Manual Score

Configure Indicator Scoring

1. From the navigation menu, click on settings icon 1 and select Data Management.

The Data Management page will open with the Automatic Expiration tab selected by
default.
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2. Click on the Scoring tab.
THREA To 3 (2 Home () Threat Library ~ A Investigations Ll Analytics ~

ment

Automatic Expiration Scoring TLP

Build a scoring algorithm to enhance your threat intelligence infrastructure.

Influence Score based on:

Indicator Type Indicator Source Attributes Adversary Relationship

Indicator Type Sensitivity

Filter by Indicator Type

Binary String DECREASED e ?7 ---------- INCREASED ‘ 4 ‘
CIDR Block DECREASED oo 4? ..... lerE e ‘ 5 @ ‘
CcVE DECREASED - - - ?7 ---------- INGREASED ‘ 7 ‘
Emil Address DECREASED -+~ v v —? ------- INCREASED ‘ 3 ‘

Email Attachment DECHEASED: = ? ---------- INCREASED ‘ 0 i ‘

Email Subject DECHEASED: & =t ? ---------- INCREASED ‘ 0 ‘

Building a Scoring Algorithm

As you build a scoring algorithm, you influence indicator scores based on the following cri-

teria:
« Indicator Type
« Indicator Source

o Attributes

Adversary Relationship
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Use the slider to determine the sensitivity of the criterion you select. By default, the slider is

positioned in neutral position, which in isolation produces an indicator score of zero. You

may increase the score up to 10, which creates a score of Very High. You may also

decrease the score, which creates a score of Very Low.
THREA TO 9 (2 Home (R Threat Library v A Investigations Ll Analytics v

ment

Automatic Expiration Scoring TLP

Build a scoring algorithm to enhance your threat intelligence infrastructure.

Influence Score based on:

Indicator Type Indicator Source Aftributes Adversary Relationship

Indicator Type Sensitivity

Filter by Indicator Type

Binary String DECREASED - INCREASED ‘ -4 ‘

CIDR Block DECREASED - - INCREASED ‘ 5 ¢ ‘

CVE DECREASED -— ?7  NCREASED: ‘ 7% ‘

Emall Address DECREASED - INCREASED ‘ 3 3 ‘

Email Attachment DECREASED - INCREASED ‘ 0 ‘

Email Subject DECREASED - - INCREASED ‘ o = ‘

Influencing Score Based on Attributes
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1.

2
3
4.
5

Navigate to the Attributes category under Scoring.

Influence Score based on:

Indicator Type Indicator Source Attributes Adversary Relationship

Attribute Key / Value Pairs Sensitivity

Mo Values Configured

. Click Add

. Designate an Attribute Key / Value Pair

Adjust the sensitivity using the slider.

. Click Save.

Influencing Score based on Adversary Relationship

1.

2
3
4.
5

Navigate to the Adversary category under Scoring.

Influence Score based on:

Indicator Type Indicator Source Attributes Adversary Relationship

Adversary Sensitivity

No Values Configured

. Click Add

. Select an Adversary.

Adjust the sensitivity using the slider.

. Click Save.

Overriding the Scoring Algorithm with a Manual Score

Setting a manual Indicator Score:
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1. Navigate to an Indicator's Details page.

2. Click the Score dropdown and select a score.
THHEATO M) Threat Lbrary = A Imvestigations 14 Anaivtics =

51.68.170.57:447/gba1/jack-pc_w629200.caee1c812782c7745bb92a1
@ 867501650/5/importdl32/

% add to watchlist

LAL

Actions. ~
Attributes

Indicator Summary O  Avribute Type Attribute Value Sources

Indicator Dascription
O  Exec Summary iSight Partners x

Helated Fllas (1
Comments (7] n

rations '
DOparations arto s infarma:

0- Very Low = ]
10 - Very High Active =
9 - High

T - Medium

6 Low
Date Created

5- Low

4 - Very Low
219 0x2ran
3« Very Low

"

- Viery Low

1= Very Low

0 - Very Low
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Optionally, you may revert to the calculated score by clicking on the Score dropdown

and selecting Generated Score.

A Add to Watchlist SCORE: 5-Low ~ |
I 10 - Very High Active «
9 - High

8 - Medium

te This Indicatc

T - Medium

B-Low

rces Jate Created ~
5-Low _—
4 -Very Low

iSight Partners x 2018 05:27am

3 - Very Low

2 -Very Low

1 -Very Low

0 -Very Low

iSight Partners x 0-Generated Score  NyETRER=L 0

Whitelisted Indicators

There are some indicators that should be considered to be whitelisted, or non-malicious,
and we do not want those indicators going out to other systems. For example, a company’s

own domain name would never need to be blocked.

The whitelisting process creates rules that apply to particular indicators, so that when those

indicators come in in the future, they will be automatically whitelisted.
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Within this section, the following options are available:

Viewing Existing Whitelist Rules

Creating a Whitelist Rule

Editing a Whitelist Rule

Removing a Whitelist Rule

Viewing Existing Whitelist Rules

To view existing whitelist rules:

1. Click on the settings icon E] and select Whitelisted Indicators

The Whitelist Rules page opens. Existing whitelist rules are listed in the Whitelist
Rules table.
THREATQ) )

Whitelisted Indic

Indicator Type Affected -

(m] CVE-2018-100087&

Creating a Whitelist Rule

The process of creating a whitelist rule is almost exclusively available via the Tools menu.
However, it is important to note that whitelisting a CIDR Block indicator also creates a whitel-

istrule.

To create a whitelist rule:
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1. Click on the settings icon E] and select Whitelisted Indicators.

The Whitelist Rules page opens.
THREATQ) )

Whitelisted Indic

Indicator Type Affected -

o CVE-2018-1000876

2. Click Add Rule.

The Add Whitelist Rules page opens.

ADD WHITELIST RULE

Which indicator type will this rule apply to?

CIDR Block

Rule Value

3. Select the Indicator type the rule will apply to.
4. Add a Rule Value.

5. Click Next.
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Affected indicators are listed in the dialog box.

ADD WHITELIST RULE

This rule will affect 1 indicators.

Continue Editing This Rule

b

6. Review the affected indicators to determine if you are satisfied with the rule.

The rule has not been applied yet, so you still have time to edit it
based on whether you are satisfied with how it affects the indicators.

7. Click Continue Editing this Rule.
8. If you are satisfied with the rule, click Add Rule.

The rule is applied to existing indicators, and itis entered into the Whitelist Rules

table.
Any new indicators will also have the rule applied to them as they enter the system.

Editing a Whitelist Rule

Important: Editing a whitelist rule will not undo any changes the rule
had made prior to being edited.

To edit a whitelist rule:

1. Click on the settings icon
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E and select Whitelisted Indicators.

The Whitelist Rules page opens.
THREATQ) )

Whitelisted Indic

Indicator Type Affected -

o CVE-2018-1000876

2. In the Whitelist Rules table, locate the rule you wish to edit.

3. Click Edit.

The Edit Whitelist Rule dialog box opens.

EDIT WHITELIST RULE

Which indicator type will this rule apply to?

CVE

Rule Value

CVE-2018-1000876
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4. Make the desired edits and click Next.

Affected indicators are listed in the dialog box.

EDIT WHITELIST RULE

This rule will affect 1 indicators.

Continue Editing This Rule

e —

5. Review the affected indicators to determine if you are satisfied with the rule.

The rule has not been applied yet, so you still have time to edit it
based on whether you are satisfied with how it affects the indicators.

6. If you are satisfied, click Edit Rule.
The rule is applied to existing indicators, and itis updated in the Whitelist Rules table.
Any new indicators will also have the rule applied to them as they enter the system.
Removing a Whitelist Rule

To remove a whitelist rule:
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1. Click on the settings icon ['3 and select Whitelisted Indicators.

The Whitelist Rules page opens.
THREATQ ) @ vere

Whitelisted Int

Indicator Type Affected -

o CVE-2018-1000876

2. Locate and select the rule(s) from the table that you wish to remove.

3. Click on the delete Icon ﬂ

A confirmation dialog box opens, asking if you are sure.

ARE YOU SURE?

This action cannot be undone.

The status of each indicator will remain whitelisted until manually changed.

Delete Whitelist Rule

4. Click Delete Whitelist Rule.

The rule is deleted and a confirmation alert appears in an alert bar at the top of the

page.
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Indicator URL Normalization
Remove Quotes from the Beginning and/or End of an Indicator

Single and double quote characters are removed if they are the first or last character of an

indicator.

Remove Unneeded Spaces found within an Indicator

All spaces irrelevant of their position in the Indicator value are removed (when applicable).
Adjust leading protocol from indicators

Indicators with a leading protocol [http:/, hitps:/, ftp://, or ftps://] are extracted and included as
an attribute. When applicable, this indicator adjustment could change the indicator type from
URL to FQDN.

Example: Original URL indicator of http://evilsubdomain.no-ip.biz/ would convert to a FQDN

= evildomain.no-ip.biz.
Adjust the Port from an IP Address

An IP address with a port [ex. 199.7.136.88:8143] will be truncated to the IP address and the

port assignment will be added as an attribute.

Using the previous example the following indicator/attribute will be created:

Field Value

URL 199.7.136.88

Attribute > Port 8143

Adjust Defanged/Neutered Indicators

Indicators that have been defanged/neutered in order to “safely” share them (i.e. www [dot]
3322 [dot] org or badguy [at] gmail.com) need to be adjusted during importin order to ensure

the indicators are properly deployed.
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Create an IP Address from a URL (when applicable)

Using the previous example the following indicators will be created:

Field Value

URL 51.255.131.66/civis/viewforum.php

IP Address 51.255.131.66

Create a FQDN from a URL (when applicable)

When a URL contains a domain [ex. bat99-11611.co/gate777.php] a second indicator will
be created for the domain [bat99-11611.co].

Using the previous example, the following indicators will be created:

Field Value
bat99-11611.co/g-
URL
ate777.php
FQDN bat99-11611.co

Extract HTTP Parameters from a URL Indicator

HTTP parameters [chained.j3oil-
gasinc.net/civisiviewforum.php?keywords=9obo&amp;fid0=c27] are important but can sig-
nificantly limit pattern-matching detection capabilities due to the likelihood of parameter
deviations, as well as, hamper the volume of URL indicators being deployed. To increase

the probability of detection the http parameters are extracted and created as attributes.

In this example:

Field Value

URL I0C chained.j3oilgasinc.net/civis/viewforum.php

Attribute = HTTP Para-

9obo&amp;fid0=c27
meter = keywords
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Maintain “WWW” on FQDN Indicators
When parsing or importing a FQDN the “www” will be maintained.

Replace and/or Remove Special Characters

ASCII Values <32

<space>
ASCIl Values > 127

Ascii 96 -

Ascii145 '

Ascii146 '

Ascii147 "

Ascii148 "

Ascii151 -

carriage return and line feed <space>

Control Characters Remove

Convertto UTF8

Remove leading and trailing space, tab, newline, carriage return, vertical tabs and

null characters.

Supported Defanging Techniques

The table below lists all supported indicator defanging techniques.

(] =>
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[dot] =>
(dot) =>
[d] =>
-dot- =>
_dot_ =>
hxxp:// => http://
hxxx:// => http://
hxxps:// => https://
hxxxs:// => https://
[hxxp] => http
hxtp:// => http://
htxp:// => http://
hxtps:// => https://
htxps:// => https://
[hitp] => http
[http:/N => http://
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[hitps] => https
[https://] => https://
[at] => @
-at- = @
_at_ => @
-@- => @
_@_ => @
(@] => @
[www] => WwWw

Signatures

ThreatQ allows you to ingest and manage Signatures, such as Snort and OpenlOC. While
importing, ThreatQ parses the signature file for Indicators to add. Once signatures are
included in your deployment, you can add contextual information and correlate them with

Indicators, Events, Adversaries, and Files.
Related Topics:

o Signhatures Management Page

« Adding a Signature

o Adding a Yara Signature
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Signatures Management Page

The Signatures Overview page displays all signatures in the platform. For each signature,

the table displays the Date Created, Signature Type, and Signature Title.

You can filter the table based on criteria to view specific signatures. For each signature, you

can click to view expanded details.
From the Signatures Overview page, you can do the following:

« View all signatures in the platform and details for each signature
« Filter signatures by Date Created, Signature Type, and Signature Title

« Add new signatures
Adding a Signature

To add a Signature:
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1. From the main menu, choose Create > Signature.

THREATO 3 T Home M Threat Library ~ &y Investigations Analytics ~

Add Signatures Step 1: Tell us about these - @

signatures

Which type of signatures are you importing?

4k

Source
Select a source -
Add new source

Provide the content you'd like to be parsed for signatures.

GRS

Drag your files here or click to browse

Copy/Paste content here

Supported file types include: .rules, .ioc, xml, .txt

Parse signature for indicators
Extracted Signatures

Set the signature status to

ak

Step 1: Tell us about the import > Step 2: Review Signatures Next Step

The Add Signatures dialog box opens.

2. Choose the type of signature from the drop-down .

ﬂ For Yara, see Adding a Yara Signature.

3. Select a Source from the dropdown provided.

ﬂ You can also click on Add a New Source if the desired source is not
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N

ﬂ' listed in the dropdown list . If administrators have enabled TLP view
settings, users can select a TLP classification light for the new
source in the dropdown list provided. See the Traffic Light Protocol
(TLP) topic for more information on TLP classifications.

Source

Demo

Selact a source

Status

L

| -

5. Do one of the following:

» Drag your file(s) into the left pane.
« Click click to browse, and locate the file you wish to upload.
« Copy/paste content into the right pane.

6. Optionally, select to parse the signature for indicators.
7. Choose a Signature Status from the drop-down menu.
8. Optionally, Apply attributes to all extracted signatures:

« Select an Attribute Type.

« Enter an Attribute Value.

« Enter an Attribute Source.

« Optionally, click the Add icon for additional attributes.

9. Optionally, relate the signature to another object by entering the object in the

Relate signatures to another object field.
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10. Click Next Step.

RESULTS

We've found 2 signatures.

How would you like to proceed?

 Poven ] somitimpot

If signatures are discovered, the Results dialog box appears.

11. You can either select Submit Import to finish adding the signatures or Review to

customize what data is imported.

ThreatQ User Guide, Version 4.15 153



THREA TQH Threat Library

THREATQ 3 (@) Home F Threat Library = & Investigations L Analytics =

Add Signatures Step 2: Review and submit m
2 Signatures Extracted. m

0 OS-LINUX Linux kemel SCTP IMIT null pointer dereference attempt (38346:1)  Active 4 Attributes 0 Indicators Show Details »
O OS-LINUX linux kernel snmp nat netilter memory corruption attempt (13773: Active 8 Attributes 0 Indicators Show Datails »
)

Step 1: Tell us about the impor » Step 2: Review Signatures

If you selected to review signatures, the Add Signatures Step 2: Review page
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loads.
12. Select one or more signatures and click Delete.

13. Click on Show Details for a signature to review individual items in a signature.

Use the checkboxes to select unwanted signature items and click Delete.

Ok o PO o 1 = =

ARE YOU SURE?

This will delats the salacted Signature items from the impart.

warning dialog
box appears.

14. Click Delete to remove the unwanted items.

15. Click Create Signatures when finished.

Adding a Yara Signature

To add a Signature:

ThreatQ User Guide, Version 4.15 155



THREA TQH Threat Library

1. From the main menu, choose Create > Signature.

THREATO 3 "7 Home M Threat Library ~ &y Investigations Analytics ~

Add Signatures Step 1: Tell us about these -C"Ili ©

signatures

Which type of signatures are you importing?

4k

Source
Select a source -
Add new source

Provide the content you'd like to be parsed for signatures.

GRS

Drag your files here or click to browse

opy/Paste content here

Supported file types include: .rules, .ioc, xml, .txt

Parse signature for indicators
Extracted Signatures

Set the signature status to

ak

Step 1: Tell us about the import > Step 2: Review Signatures Next Step

The Add Signatures dialog box opens.

2. SelectYara as the type of signature from the drop-down .

3. Select a Source from the dropdown provided.

You can also click on Add a New Source if the desired source is not
listed in the dropdown list . If administrators have enabled TLP view
settings, users can select a TLP classification light for the new
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10.

N

ﬂ' source in the dropdown list provided. See the Traffic Light Protocol
(TLP) topic for more information on TLP classifications.

Source

Demo

Select a source

Status

| 5

Do one of the following:

« Drag your file(s) into the left pane.
« Click click to browse, and locate the file you wish to upload.
« Copy/paste contentinto the right pane.

Optionally, select to parse the signature for indicators.

Determine the method to use if multiple signatures are discovered:
« Save independently as unique signatures

« Save as a single signature
Choose a Signature Status from the drop-down menu.
Optionally, Apply attributes to all extracted signatures:

« Select an Attribute Type.

» Enter an Attribute Value.

« Enter an Attribute Source.

« Optionally, click the Add icon for additional attributes.

Optionally, relate the signature to another object by entering the objectin the

Relate signatures to another object field.
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11. Click Next Step.

RESULTS

We've found 2 signatures.

How would you like to proceed?

 Poven ] somitimpot

If signatures are discovered, the Results dialog box appears.

12. You can either select Submit Import to finish adding the signatures or Review to

customize what data is imported.
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THREATQ 3 (@) Home F Threat Library = & Investigations L Analytics =

Add Signatures Step 2: Review and submit m
2 Signatures Extracted. m

0 OS-LINUX Linux kemel SCTP IMIT null pointer dereference attempt (38346:1)  Active 4 Attributes 0 Indicators Show Details »
O OS-LINUX linux kernel snmp nat netilter memory corruption attempt (13773: Active 8 Attributes 0 Indicators Show Datails »
)

Step 1: Tell us about the impor » Step 2: Review Signatures

If you selected to review signatures, the Add Signatures Step 2: Review page

ThreatQ User Guide, Version 4.15 159



THR EA TO” Threat Library

loads.
13. Select one or more signatures and click Delete.

14. Click on Show Details for a signature to review individual items in a signature.

Use the checkboxes to select unwanted signature items and click Delete.

ARE YOU SURE?

This will delats the salacted Signature items from the impart.

warning dialog
box appears.
15. Click Delete to remove the unwanted items.

16. Click Create Signatures when finished..

STIX
The following describes how to use STIX in ThreatQ:

« STIX Overview

o ThreatQ STIX Object Types

o STIX Data Mapping

« Parsing a STIX File for Indicators

STIX Overview
ThreatQ allows you to ingest and manage STIX files. You can ingest STIX data in two ways:

o You can setup a STIX/TAXII Feed, as described in STIX/Taxii Feeds.

« You can upload a STIX file orinsert STIX data to parse for indicators, as described

in Parsing a STIX File for Indicators.

ﬁ ThreatQ supports STIX 1.1.1 and STIX 1.2.
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Related Topics

« STIX Data Mapping

o ThreatQ STIX Object Types

ThreatQ STIX Object Types
STIX integration provides ThreatQ with the following additional object types.

Campaigns

Courses of Action

Exploit Targets

Incidents

TTP objects

These objects enable better understanding and communication of STIX data. STIX data will

be mapped to these objects and existing objects in the system.
STIX Data Mapping

The following sections display how STIX data becomes mapped to indicator objects and
attributes in ThreatQ.

o STIX Threat Actors Mapping

o STIX Indicators Mapping

o STIX Exploit Targets Mapping

o STIX Observables Mapping

o STIX Campaigns Mapping

o STIX Courses of Action Mapping

o STIX Incidents Mapping

o« STIXTTP Mapping

o STIX CIQ Identity Mapping
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STIX Threat Actors Mapping

STIX Field ThreatQ Field Mapping ThreatQ Name
Identity Adversary.value
ID Adversary.attribute STIX Reference ID
Title Adversary.value
Type Adversary.attribute Type
Timestamp Adversary.published_at
Description Adversary.attribute Description
Motivation Adversary.attribute Motivation
Sophistication Adversary.attribute Sophistication
Intended_Effect Adversary.attribute Intended Effect
Role Adversary.attribute Role
Confidence Adversary.attribute Confidence
Handling Adversary.tlp
Observed_TTPs TTP
Associated_Actors Adversary
Associated_Campaigns Campaign

Related Topics

o STIX Data Mapping

o STIX Threat Actors Mapping

o STIX Indicators Mapping
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o STIX Exploit Targets Mapping

« STIX Observables Mapping

« STIX Courses of Action Mapping

« STIX Incidents Mapping

o« STIX TTP Mapping

« STIX CIQ Identity Mapping

STIX Indicators Mapping

STIX Field

ThreatQ Field Mapping

ThreatQ Name

Title Indicator.attribute Indicator Title

ID Indicator.attribute STIX Reference ID
Timestamp Indicator.published_at

Type Indicator.attribute Indicator Type
Description Indicator.attribute Description

Short Description Indicator.attribute Short Description
Producer Indicator.source

Observable Indicator

Indicated_TTP TTP

Kill_Chain_Phases

Indicator.attribute

Kill Chain Phase

Likely_Impact Indicator.attribute Likely Impact
Suggested_COAs Course of Action

Handling Indicator.tlp

Confidence Indicator.attribute Confidence
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STIX Field ThreatQ Field Mapping ThreatQ Name

Indicator.attribute.source

Related_Observables

Related_Indicators Indicator
Related_Campaigns Campaign
Signature

Signature.type ="Snort"

Signature.value

Indicator.source

Course of Action

Indicator.attribute Start Time

Indicator.attribute End Time

Indicator.published_at

Related Topics

« STIX Data Mapping

« STIX Indicators Mapping

o STIX Threat Actors Mapping

o STIX Exploit Targets Mapping

o STIX Observables Mapping

« STIX Courses of Action Mapping

o STIX Incidents Mapping
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o STIXTTP Mapping

« STIX CIQ Identity Mapping

STIX Exploit Targets Mapping

STIX Field ThreatQ Field Mapping ThreatQ Name
Title Exploit Target.value
ID Exploit Target.attribute | STIX Reference ID
Description Exploit Target.attribute | Description
Short Description Exploit Target.attribute | Short Description
Weakness Exploit Target.attribute | CWE ID
Weakness Exploit Target.attribute | Weakness Description
Configuration Exploit Target.attribute | CCE ID
Configuration Exploit Target.attribute | Configuration Description
Configuration Exploit Target.attribute | Configuration Short Description
Vulnerability Exploit Target.attribute | CVE ID
Potential COAs Course of Action
Related_Exploit_Targets | Exploit Target

Related Topics

o STIX Data Mapping

« STIX Exploit Targets Mapping

o STIX Threat Actors Mapping

o STIX Indicators Mapping

STIX Observables Mapping
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o STIX Courses of Action Mapping

o STIX Incidents Mapping

o STIXTTP Mapping

o STIX CIQ Identity Mapping

STIX Observables Mapping
STIX Field ThreatQ Field Mapping ThreatQ Name
ID Indicator.attribute STIX Reference ID

Indicator.attribute Description
Indicator.type IP Address
Indicator.value
Indicator.type Filename
Indicator.value
Indicator.type File Path
Indicator.value
Indicator.attribute File Size
Indicator.attribute File Format
Indicator.attribute Packer
Indicator.type MD5
Indicator.type SHA-256
Indicator.type SHA-1
Indicator.type SHA-512
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STIX Field ThreatQ Field Mapping ThreatQ Name
Indicator.value
Indicator.type SSDEEP
Indicator.value
Indicator.type FQDN
Indicator.value
Indicator.type URL
Indicator.value
Indicator.type Email Subject
Indicator.value
Indicator.type Email Address
Indicator.value
Indicator.type IP Address
Indicator.value
Indicator.type User-agent
Indicator.value
Indicator.type Filename
Indicator.value
Indicator.type Mutex
Indicator.value
Indicator.attribute Port
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STIX Field ThreatQ Field Mapping ThreatQ Name
Indicator.attribute Protocol
Object.Description

Spearphish.value

Indicator.type Registry Key

Indicator.value

Indicator.attribute Hive

Related Topics

« STIX Data Mapping

« STIX Observables Mapping

o STIX Threat Actors Mapping

o STIX Indicators Mapping

o STIX Exploit Targets Mapping

« STIX Courses of Action Mapping

o STIX Incidents Mapping

« STIXTTP Mapping

« STIX CIQ Identity Mapping

STIX Campaigns Mapping
STIX Field ThreatQ Field Mapping ThreatQ Name
Title Campaign.value
ID Campaign.attribute STIX Reference ID
Description Campaign.attribute Description
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STIX Field ThreatQ Field Mapping ThreatQ Name
Short Description Campaign.attribute Short Description
Timestamp Campaign.started_at
Names Campaign.attribute Alias
Status Campaign.attribute Status

Intended_ Effect

Campaign.attribute

Intended Effect

Confidence Campaign.attribute Confidence
Activity Campaign.attribute Activity
Related TTPs TTP

Related Incidents Incident

Attribution Adversary

Associated_Campaigns Campaign

Related Topics

« STIX Data Mapping

o STIX Threat Actors Mapping

o STIX Indicators Mapping

o STIX Exploit Targets Mapping

o STIX Observables Mapping

« STIX Courses of Action Mapping

o STIX Incidents Mapping

« STIXTTP Mapping

« STIX CIQ Identity Mapping
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STIX Courses of Action Mapping
STIX Field ThreatQ Field Mapping ThreatQ Name
Title Course of Action.value
ID Course of Action.attribute STIX Reference ID
Description Course of Action.attribute Description
Stage Course of Action.attribute Stage
Objective Course of Action.attribute Objective

Objective Confidence

Course of Action.attribute

Objective Confidence

Type Course of Action.attribute Type

Short Description Course of Action.attribute Short Description
Parameter_Observables Indicator

Impact Course of Action.attribute Impact

Cost Course of Action.attribute Cost

Efficacy Course of Action.attribute Efficacy

Related COAs

Course of Action

Related Topics

o STIX Data Mapping

o STIX Courses of Action Mapping

o STIX Threat Actors Mapping

o STIX Indicators Mapping

« STIX Exploit Targets Mapping

o STIX Observables Mapping
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o STIX Incidents Mapping

o« STIXTTP Mapping

« STIX CIQ Identity Mapping

STIX Incidents Mapping

STIX Field ThreatQ Field Mapping ThreatQ Name
Title Incident.value
ID Incident.attribute STIX Reference ID
Timestamp Incident.published_at
Description Incident.attribute Description
Categories Incident.attribute Category
First Malicious Action Incident.attribute First Malicious Action
Initial_Compromise Incident.attribute Initial Compromise
First Data_Exfiltration Incident.attribute First Data Exfiltration
Incident_Discovery Incident.attribute Incident Discovery
Incident_Opened Incident.attribute Incident Opened
Incident_Opened Incident.started at
Containment_Achieved Incident.attribute Containment Achieved
Restoration_Achieved Incident.attribute Restoration Achieved
Incident_Reported Incident.attribute Incident Reported
Incident_Closed Incident.attribute Incident Closed
Incident_Closed

ThreatQ User Guide, Version 4.15 171



THREAT() /o~

Threat Library

STIX Field

Coordinator

ThreatQ Field Mapping

Incident.attribute

ThreatQ Name

Coordinator

Incident.attribute

Coordinator

Reporter Incident.attribute Reporter
Incident.attribute Reporter

Responder Incident.attribute Responder
Incident.attribute Responder

Victim Incident.attribute Victim
Incident.attribute Victim

Related Indicators Indicator

Related Observables Indicator

Leveraged_TTPs TTP

Intended_ Effect

Incident.attribute

Intended Effect

COA_Requested

Course of Action

COA _Taken

Course of Action

Confidence

Incident.attribute

Confidence

Attributed_Threat_Actors

Adversary

Discovery_Method

Incident.attribute

Discovery Method

Related Incidents

Incident

Related Topics
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« STIX Data Mapping

« STIX Incidents Mapping

« STIX Threat Actors Mapping

« STIX Indicators Mapping

o STIX Exploit Targets Mapping

o STIX Observables Mapping

o STIX Courses of Action Mapping

o STIXTTP Mapping

o STIX CIQ Identity Mapping

STIXTTP Mapping
STIX Field ThreatQ Field Mapping ThreatQ Name

Title TTP.value

ID TTP.attribute STIX Reference ID

Description TTP.attribute Description

Handling TTP.tp

Kill_Chain_Phases | TTP.attribute Kill Chain Phase

Intended_ Effect TTP.attribute Intended Effect
TTP.attribute CAPEC ID

Behavior TTP.attribute Attack Pattern
TTP.attribute Attack Pattern Description
TTP.attribute Attack Pattern Short Description
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STIX Field

ThreatQ Field Mapping

TTP.attribute

ThreatQ Name

Malware Type

TTP.attribute

Malware Name

TTP.attribute

Malware Description

TTP.attribute

Malware Short Description

TTP.attribute

Malware Detection Vendor

TTP.attribute

Malware Family

TTP.attribute

Exploit

TTP.attribute

Exploit Description

TTP.attribute Exploit Short Description
Exploit_Targets Exploit Target
Related TTPs TTP
Resources TTP.attribute Tool

TTP.attribute Tool

TTP.attribute Tool Type

TTP.attribute

Tool Description

TTP.attribute

Tool Short Description

TTP.attribute

Infrastructure Type

TTP.attribute

Infrastructure

TTP.attribute

Infrastructure Short Description

TTP.attribute

Infrastructure Description
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STIX Field ThreatQ Field Mapping ThreatQ Name

Indicator
TTP.attribute Persona

Victim Targeting TTP.attribute Victim Name
TTP.attribute Victim <CIQ Identity Name>
TTP.attribute Targeted Systems
TTP.attribute Targeted Information
Indicator

Related Topics

« STIX Data Mapping

o STIXTTP Mapping

o STIX Threat Actors Mapping

o STIX Indicators Mapping

o STIX Exploit Targets Mapping

« STIX Observables Mapping

o STIX Courses of Action Mapping

« STIX Incidents Mapping

« STIX CIQ Identity Mapping

STIX CIQ Identity Mapping

STIX Field ThreatQ Field Mapping ThreatQ Name
Party Name Object.attribute Name
Organization Name Object.attribute Organization
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STIX Field ThreatQ Field Mapping ThreatQ Name

Industry Sector Object.attribute Industry
Nationality Object.attribute Nationality
Languages Object.attribute Language
Address Object.attribute Country
Email Address Object.attribute E-Mail Address
Chat Handle Object.attribute Chat Handle
Phone Object.attribute Phone

Related Topics

« STIX Data Mapping

o STIX CIQ Identity Mapping

o STIX Threat Actors Mapping

o STIX Indicators Mapping

o STIX Exploit Targets Mapping

« STIX Observables Mapping

o STIX Courses of Action Mapping

« STIX Incidents Mapping

o STIXTTP Mapping

Parsing a STIX File for Indicators

ThreatQ allows you to upload a STIX file orinsert STIX data to parse. for indicators.

To parse a STIX file for indicators:
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1.

Click on the Create button, located at the top of the dashboard and select STIX

Parser under the Import heading.

The Parse For Intelligence dialog box will load.

Do one of the following:
« Drag yourfile(s) into the left pane.
« Click on Click to Browse, and locate the file you wish to upload.
« Copy/paste the contentin the right pane.

Select or clear the Normalize URL Indicators check box. See Indicator URL

Normalization for more information.

Click Next Step.
Enter an optional Name.

Select a Source from the dropdown menu provided.

You can also click on Add a New Source if the desired source is not
listed in the dropdown menu

Select any optional Attributes to be applied.
Optionally, enter a comment.

Optionally, use the Add relationships search field to add object relationships.

. Optionally, add any desired Tags.

ﬂ\ If at any point, you wish to abandon the import, click Cancel.

11.

Click Apply.

New objects will become available in the Threat Library.
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Object Details Page

You can click on an object within the ThreatQ application to access its details page. The
Object Details page provides you with an in-depth look at an individual object. You can
enter comments for others to view, link related objects, and view an audit log of all activity

associated with the object.

Specific objects, such as Indicators, will display additional information such as the indic-

ator's status, score, and expiration data.

188.80.164.230 (1)

20 Add to Watehlist SCORE: 0 - Very Low = - STATUS: Indirect =

aooress _ & & O &

INDICATOR DESCRIPTION

Related Indicators (1) RELATED INDICATORS < Buk Update P Link Indicator 52 Unlink
Commants (0}

H COMMENTS
Oparations

H OPERATIONS
Audit Log

AUDIT LOG

ltems marked with an * in the Object Details Legend indicate an option
only available to specific object types.

Object Details Page Legend

Header Section
Number Field Description Reference
1 Edit Object Link | The Edit link allows you to edit « Editing Adversaries

specific details about an object.
Edit fields will differ based on the

« Editing Events

« Editing Files
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Object Details Page Legend

type of object. « Editing Indicators
2 Add to Watchlist | The Watchlist toggle button « Configuring the Watchlist
allows you to add and remove
the object from the Watchlist wid-
get.
3 Score Selection* | The Score Selection dropdown « Overriding the Scoring
Applies to Indicator | allows you to override an indic- Algorithm with a Manual Score
Object Types Only | ator's score set by the scoring
algorithm.
4 Scoring Influence* | You can click on the Flag icon to « Configure Indicator Scoring
APP'/lesto Indicator | review the criteria utilized by the « Building a Scoring Algorithm
Object Types Only | application's scoring algorithm to
generate the Indicator's score.
5 Status* The Status dropdown menu « Indicator Status
Applies to Indicator | allows you to manually set the
Object Types Only | status of an indicator. Default
statuses include: Active,
Expired, Indirect, Review, and
Whitelisted.
6 Expiration*® The Expire link allows you to set « Indicator Expiration
APP'/leS toIndicator | an expiration date for the indic- « Automatic Expiration and
Object Types Only | ator protect from auto-expiration Policies
policies, and remove an existing
set expiration date.
7 Delete Object | The Delete icon allows you to « Deleting Adversaries
delete the object. « Deleting Events
« Deleting Files
« Deleting Indicators
Details Section
Number Pane Description Reference
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Object Details Page Legend

8 Details The Details pane displays Attrib- o Details Panes
utes, Sources, and Tags asso-
ciated with the object. You can
Add, Edit, and Delete items

found in this section.

9 Description The Description pane allows you « Description Pane

to add general information about

the Indicator.

10 Related Objects | There are several different related « Related Panes
panes depending on the types of
objects linked to the object.

You can use these panes to view
and add/remove linked indicators,
files, signatures, events, adversar-

ies, tasks, and investigations.

11 Comments The Comments pane allows you « Comments Pane

to record comments about the
object for other users to read and

reference.

12 Operations The Operations pane allows you to « Operations Overview

associate third-party attributes and « ThreatQ Operations Devel-

related indicators to the indicator.

opment Guide
Note: This options requires the
installation of Operations. See the
Operations Overview topic for
more details.
13 Audit Log The Audit Log panel displays all o« Common Enrichment and
actions and changes made to an Audit Log Questions
Object.
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Object Details Page Legend

Number Field Description Reference

14 Action Menu The Actions menu allows you to « Actions Menu
execute the following actions for

an object:

« Add aNew Attribute
» Add aNew Comment
o Create a Task

« Generate a Report

« Add a Relationship

« Adda Source

15 Details Navigation | This allows you to jump toapar- | N/A
Tabs ticular pane on the Object Details
page.

Details Panes

The Details Pane section of the object details page displays attributes, sources, and tags

associated with the system object.
Related Topics:

Adding an Attribute to an Object

Deleting an Attribute

o Deleting an Attribute Source

Adding a Source to an Object

Managing Tags

Adding an Attribute to an Object

You can link adversaries to a system object.
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To add an attribute:

1. Locate the Details pane on the object details page.

2. Click on the + Add Details link located to the top-right.

ADD DETAILS

Add Altributes Add Sourca

Allriputes
I - Select a source - B

Add Atributes  JEETEEE

The Add Details dialog box opens with the Add Attributes tab selected by default.

3. Select an Attribute Type from the Attributes dropdown and enter an Attribute

Value and Source.

ﬂ You can select the + icon to add additional attributes.

4. Select Add Attributes.
Deleting an Attribute

You can delete an attribute from the object details page.

To delete an attribute:

1. Locate the Details pane on the object details page.

2. Selectthe checkbox next to the attribute to delete.

ﬂ You can select more than one attribute to delete
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3. Select Delete.

ARE YOU SURE?

Deleting the selected attributes can not be undone.

Delete Attributes

The confirmation dialog box opens.

4. Select Delete Attributes.
Adding a Source to an Object
You can add sources to a system object in its details pane.
To add a source:

1. Locate the Details pane on the object details page.

2. Click on the + Add Details link located to the top-right.

ADD DETAILS

Add Altributes Add Sourca

Atlributes

- Value Select a source -

Add new Sounce

Add Atributes  JEETEEE

The Add Details dialog box opens with the Add Attributes tab selected by default.

3. Select the Source tab.
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4. Select a Source from the dropdown provided.

( N\

ﬂ You can also click on Add a New Source if the desired source is not
listed in the dropdown list . If administrators have enabled TLP view
settings, users can select a TLP classification light for the new
source in the dropdown list provided. See the Traffic Light Protocol
(TLP) topic for more information on TLP classifications.

Source

Demo

Selact a source

Status

(.

5. Select Add Source.
Deleting an Attribute Source
You can delete an attribute's source from the object details page.
To delete an attribute source:

1. Locate the Details pane on the object details page.

2. Selectthe X next to the attribute's source.

ARE YOU SURE?

Deleting this attribute source can not be undone

Delete Attribute Source

The confirmation dialog box opens.

3. Select Delete Attribute Source.
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Managing Tags
You can add and remove tags in the Details pane on the object details page.
To add a tag:

1. Locate the Details pane on the object details page.
2. Selectthe Tags text field and enter the tag.

3. Press [Enter] or [Return].

ﬂ\ Repeat steps 2-3 to add additional tags.

To delete a tag:

1. Locate the Details pane on the object details page.

2. Select the X next to the tag to delete.

Description Pane

The Description Pane section of the object details page allows you to add a description for

the system object.
To update the Description pane:

1. Locate the Description pane on the object details page.
2. Select Edit.

3. Make the required changes and select Save.

Comments Pane

The Comments pane allows users to record comments about the system object for other

users to see.

The following functions can be performed:
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« Adding Comments

» Editing Comments

» Deleting Comments

Adding Comments

ﬂ Users can also click on the Actions menu and select the Comment option.

From the Object Details page:
1. Click on the expand icon IZl to expand the Comments pane.

2. Click on the Add Comment link located at the top-right and lower-left of the pane.

The new comment text box opens.

E COMMENTS

David Klees (10/15/2018 06:45pm)
Suspicious Activity from IP

edit delete

David Klees (10/15/2018 06:46pm)

DDoS-related attack possible

edit delete

3. Enter a comment.

4. Click on the Add Comment button.

Editing Comments

From the Object Details page:
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1. Click on the expand icon [Zl to expand the Comments pane.

2. Click on the Edit link located beneath the comment to update.

The edit comment text box opens.

= COMMENTS + Add Comment

David Klees (10/15/2018 06:45pm) Hide

Suspicious Activity from IP

David Klees (10/15/2018 06:46pm) Hide
DDoS-related attack possible
adit  delete

Add a Comment

3. Editthe comment.

4. Click on the Save Changes button.
Deleting Comments
From the Object Details page:

1. Click on the expand icon IEl to expand the Comments pane.

2. Click on the Edit link located beneath the comment to update..

The delete confirmation dialog text box opens.

ARE YOU SURE?

Once deleted this comment can not be recovered

Delete Comment Cancel

3. Click on the Delete Comment button.
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Related Panes

The Related Panes section of the object details page displays other system objects that

have been related to the current object.

You can link/unlink system objects from related panes and perform bulk updates (related

indicators pane only). You can click on a related object to navigate to its object details page.

"1

Related panes will only appear if a system object is already related to the
object. Use the Actions button to create the initial object: Actions > Rela-
tionship.

Related Topics:

« Related Indicators Pane

+ Related Adversaries Pane

+ Related Files Pane

o Related Investigations Pane

o Related Signatures Pane

« Related Events Pane

Related Adversaries Pane

The Related Adversaries Pane allows you to link and unlink adversary to an object. You can

also add comments and adjust the adversary's confidence level.

[MF1

%
Dirwied Hlasoh (ko on 1207200 Dac2pre] 0 .

Coslik s
Comments

Related Topics:
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o Linking Adversaries

Configuring Confidence Level

Commenting on Related Adversaries

« Unlinking Related Adversaries

Linking Adversaries
You can link adversaries to a system object.
To link an adversary:

1. Locate the Related Adversaries pane on the object details page.

2. Select Link Adversary.
The Add Relationships dialog box opens.

Add Relationships X

| -, Search for keywonds

3. Use the supplied text field to select a file.

ﬂ Repeat Step 3 to select multiple adversaries.

4. Click Add.

Configuring Confidence Level

You can configure a related adversary's confidence level from the Related Adversaries

pane.

To configure the confidence level of a related adversary:
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1. Locate the Related Adversaries pane on the object details page.

2. Click the dropdown arrow to the right of the adversary, and slide the scale to the

desired confidence level.

E RELATED ADVERSARIES A Link Adversary 22 Unlink

carter 2;3 i}

David Kizes (inked on 10172018 08:389pm)

Conlidence

Comments

David Klees (10/17/2018) Shaw

Add a Commant

Galo 25} .

David Kloes (inked on 101742018 (8:41pm)

Confidence
Comments
Add a Comment

ﬁ The confidence level can be setto 0, 25, 50, 75, and 100.

The displayed confidence level will be modified to reflect your selection.
Commenting on Related Adversaries

You can add, edit, and remove comments to related adversaries.

To add a comment to a related adversary:

1. Locate the Related Adversaries pane on the object details page.

2. Select Add a Comment.

The Comments text field opens.

& Link Agvarsary

B RELATED ADVERSARIES

Claw i
R , os -

Comments

or Can
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3. Enter a comment.

4. Click Add Comment.
To edit a related adversary comment:

1. Locate the Related Adversaries pane on the object details page.
2. Select Edit under the comment to update.

3. Update the comment.
4

. Click Save Changes.
To delete a related adversary comment:

1. Locate the Related Adversaries pane on the object details page.

2. Select Delete under the comment to update.

ARE YOU SURE?

Deleting this comment can not be undone.

Delete Comment

A confirmation dialog box opens.

3. Select Delete Comment.

Unlinking Related Adversaries
You can unlink related adversaries for an object.
To unlink related adversaries:

1. Locate the Related Adversaries pane on the object details page.

2. Select the checkbox(es) next to the adversary(ies) to unlink.
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3. Select Unlink.
Related Indicators Pane

The Related Indicators Pane allows users to link and unlink indicators to an object as well

as perform a bulk update to selected linked indicators.

[ RELATED INDICATORS

a Value = Score Status - Reported ~ Type =

0O @ noname zapto.org 0 Active 047272018 03:45pm FQDM

10 25 50 100

Related Topics:

« Linking Indicators

- Performing Bulk Updates to Related Indicators

« Unlinking Related Indicators

Linking Indicators
You can link indicators to a system object.
To link an indicator:

1. Locate the Related Indicators pane on the object details page.

2. Select Link Indicator.
The Add Relationships dialog box opens.

Add Relationships X

I C, Search for keywords
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3. Use the supplied text field to select an indicator.

ﬂ Repeat Step 3 to select multiple indicators.

4. Click Add.

Performing Bulk Updates to Related Indicators

You can perform bulk updates to linked indicators listed in the Related Indicators pane of an

object.
To perform a bulk update:

1. Locate the Related Indicators pane on the object details page.
2. Select the checkbox(es) next to the indicator(s) to update.

3. Select Bulk Update.

Bulk Update Tool Your changes will affect 1 Indicator,
Apply 8 new salus

Frowide an additional source

Selact & source

Apply Attribatas

FRialate 1o anothar oect (6.g. an ndicator, avent, adversary, ats. )

Updais Expiration Palicy

Add & numizar of days 1o axpirabon
date:

The Bulk Update form loads.

4. Select the desired changes and click Apply Changes.

Unlinking Related Indicators

You can unlink related indicators for an object.
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To unlink related indicators:

1. Locate the Related Indicators pane on the object details page.
2. Select the checkbox(es) next to the indicators to unlink.

3. Select Unlink.

Related Files Pane

The Related Files Pane allows you to link and unlink files to an object.

B RELATED FILES &link File 3 Uniink

a Title = Sources Date Added =
] 18-00000250 Processor Memaory Leak Yulnerability - Spectre & isight Pariners D4/12/2018 02:41pm
10 25 50 100

You can view a quick summary of the file by clicking the on the eye icon to the left of the file
name or, click on the name itself to navigate to its Files Details page. You can also down-

load a copy of the file by clicking on the download icon .

Related Topics:

« Linking Files
« Unlinking Related Files

Linking Files
You can link Files to a system object.
To link a file:

1. Locate the Related Files pane on the object details page.
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2. SelectLink File.
The Add Relationships dialog box opens.

Add Relationships X

I C, Search for keywords

3. Use the supplied text field to select a file.

ﬂ Repeat Step 3 to select multiple files.

4. Click Add.

Unlinking Related Files
You can unlink related files for an object.
To unlink related files:

1. Locate the Related Files pane on the object details page.
2. Select the checkbox(es) next to the files to unlink.

3. Select Unlink.
Related Signatures Pane

The Related Signatures Pane allows you to link and unlink signature to an object.

El RELATED SIGMATURES

(] BROWSER-OTHER Mozila Neteork Seoury Sensces 251 yv2 stack overlow attempt (11672:8) Snart 122018 050 pm
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Related Topics:

« Linking Signatures

o Unlinking Related Signatures

Linking Signatures
You can link Signatures to a system object.
Tolink afile:

1. Locate the Related Signatures pane on the object details page.

2. Select Link Signature.
The Add Relationships dialog box opens.

Add Relationships X

3. Use the supplied text field to select a file.

ﬁ Repeat Step 3 to select multiple files.

4. Click Add.

Unlinking Related Signatures
You can unlink related signatures for an object.
To unlink related indicators:

1. Locate the Related Signatures pane on the object details page.

2. Select the checkbox(es) next to the signatures to unlink.
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3. Select Unlink.

Related Investigations Pane

[ ﬂ ThreatQ Investigations requires a separate license. ]

The Related Investigations pane displays any ThreatQ Investigation related to the object.

Adding and removing an object to an investigation is controlled through the Investigations

interface.
[E RELATED INVESTIGATIONS
Name = Priority Visibility Status
Phishing Attempis Marmal Sharad Opan

10 25 50 100

You can click on the investigation to open ThreatQ Investigations.
Related Events Pane

The Related Events Pane allows you to link and unlink events to a system object.

El RELATELD EVENTS

| Olos 107772018 DE:53pm Wabchbsi

Related Topics:

o Linking Events

« Unlinking Related Events
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Linking Events
You can link events to a system object.
To link an event:

1. Locate the Related Events pane on the object details page.

2. Select Link Event.
The Add Relationships dialog box opens.

—_— .

Add Relationships X

3. Use the supplied text field to select a file.

ﬂ Repeat Step 3 to select multiple events.

4. Click Add.

Unlinking Related Events
You can unlink related events for an object.
To unlink related events:

1. Locate the Related Events pane on the object details page.
2. Select the checkbox(es) next to the event(s) to unlink.

3. Select Unlink.
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Related Tasks Pane

The Related Tasks Pane allows you to link, unlink, and delete tasks associated with an

object.
B RELATED TASKS
O Mamas Aanigred Te Staus Priarity
O 7 Imvesligans Framn Ciivi H benses T Do Madiim

You can view a quick summary of the file by clicking the on the eye icon to the left of the task

name or, click on the name itself to navigate to its Task Details page.
Related Topics:

« Linking Tasks

« Unlinking Related Tasks

« Deleting Related Tasks

Linking Tasks

You can link Tasks to a system object from its object details page.

ﬂ You can also related a task to a system object while creating a task.

To link a task:

1. Locate the Related Tasks pane on the object details page.
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2. Select Link Task.
The Add Relationships dialog box opens.

—_— .

Add Relationships X

3. Use the supplied text field to select a file.

ﬂ Repeat Step 3 to select multiple files.

4. Click Add.

Unlinking Related Tasks
You can unlink related tasks for an object.
To unlink related tasks:

1. Locate the Related Tasks pane on the object details page.
2. Select the checkbox(es) next to the files to unlink.

3. Select Unlink.

Deleting Related Tasks
You can delete Tasks related to a system object from its object details page.
To delete a task:

1. Locate the Related Tasks pane on the object details page.

2. Select the checkbox next to the task to delete.
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3. Select Delete Task.

A confirmation dialog box opens.

ARE YOU SURE?

Deleting this task can not be undone.

Delete Task Cancel

4. Select Delete Task.

Actions Menu

The Action Menu, located on the left-hand of the Object Details page, allows users to quickly

execute system object processes.

Actions Include:

Action Function Reference

Attribute Brings up the Add Details dialog box to add an « Adding an
attribute to the object. Attribute to

an Object

Comment Creates a new text box entry in the comment pane. « Adding Com-

ments

Create Task | Opens up the Add Task dialog box. « Assigning a
Task

Generate Generates a PDF report of the object. « Generating
Report Reports

Relationship | Brings up the Add Relationships dialog box to link « Linking
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Action

Function

other system objects to the object.

Reference

Adversaries
Linking
Events
Linking Files
Linking Indic-

ators
Linking Sig-
natures
Linking
Tasks

Source

Brings up the Add Details dialog box to add a

source to the object.

Adding a
Source to an

Object
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Analytics

The Analytics tab provides a summary view of Adversary, Event, File, Indicator, and Sig-

nature Object Types.

"l

Global and List filters are not available for these views nor can you modify

the types of columns used. Use the Advanced Search to utilize these
options.

Analytics pages include:

« Adversaries Overview

Events Overview

« Files Overview

Indicators Overview

Signatures Overview

Adversaries Overview

The Adversaries page provides an overview of all the adversaries within ThreatQ as well as

overlapping use of specific indicators.
There are three sections:

o Adversaries Summary Table

o Adversaries Overlap Table.

« Indicator Distribution Pie Chart
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Adversaries Summary Table

The Adversaries Summary table lists adversaries by name, number of indicators, date cre-

ated, and the most recent event date associated with the adversary.

ADVERSARIES

Showing t 1o 10 af 1000 Row count: . 10 3
Advarsary Name Numnber of Indicatars Date Created Most Racent Evant Dale
arch
Byzanting Candor 2 08142017 DE:33am
Cloud Hopper 158 MAYNENT 12:16am
Crimsan Iron 081 42017 06 40am
CWNX 158 081 42017 06:4Bam
Deputy Dog (iDefensa) 091 42017 DE:43am
DNSCalc 08142017 06:4Dam
Elderwand ai 06142018 12:48am
Ekierwood Gang an 05142018 12,60am
Esile &7 NS T 12:14am
Hogfish 158 05022018 12:43am

The following functions are available:

Function Details

Opening the Adversary 1. Click the name in the Adversary Name column.
Details page for an

adversary

Performing a search for 1. Click the number in the Number of Indicators column to
related indicators set the adversary name as a search criterion and open

the Advanced Search page.

Opening the Event 1. Click the date in the Most Recent Event Date to open
Details page for an the Event Details page.

adversary event
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Function Details

Changing the number 1. Click the paging batch option located to the bottom-

of entries displayed in right of the table.

the table

Sorting the table by a 1. Click the column header. To reverse the column sorting
column order, click the header a second time.

Searching within the 1. Click within the search box at the top of the column,
Adversary Name and enter your search criteria.

column

Adversaries Overlap Table

The Adversary Overlap table lists adversaries, the date and time they were created, their

type, and any overlapping indicators.

ADVERSARY OVERLAP

Showing 1 to 5 of 5 entries Show\' 10 :‘\enmes

Overlapping
v
Date Adversaries Type Indicator

Search Search Search Search

08/31/2015 ZZ_THREATQA ADVERSARY03, ZZ_THREATQA ADVERSARY04, ZZ_THREATQA Y05, ZZ_THREATQA P newer1.com
10:30 am Address

08/31/2015 ZZ_THREATQA ADVERSARYO1, ZZ_THREATQA ADVERSARY03 FQDN overlapd.com
03:06 pm

08/31/2015 ZZ_THREATQA ADVERSARYO01, ZZ_THREATQA ADVERSARY02, ZZ_THREATQA Y03, ZZ_THREATQA , ZZ_THREATQA ADVERSARY08, ZZ_THREATQA Email Re: Purchase
11:03 am ADVERSARY08, DEAD RABBIT Subject Order

08/29/2015 ZZ_THREATQA ADVERSARYO1, ZZ_THREATQA ADVERSARY02 P 206.245.163.0/24
03:10 pm Address

09/11/2015 'CROUCHING TIGER, DEAD RABBIT P 212.007.198.085
03:22 am Address

The following functions are available:

Function Details
Opening the Adversary Details 1. Click the name in the Adversary Name
page for an adversary column.
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Function Details

Opening the Indicator Details 1. Click the identity in the Overlapping Indicator

page for an overlapping indicator column.

Changing the number of entries 1. Click the paging batch option located to the

displayed in the table bottom-right of the table.

Sorting the table by a column 1. Click the column header. To reverse the
column sorting order, click the header a
second time.

Searching within a column 1. Click within the search box at the top of the

column, and enter your search criteria.

Indicator Distribution Pie Chart

The Adversary Overlap table lists adversaries, the date and time they were created, their

type, and any overlapping indicators.

INDICATOR DISTRIEUTION

amonmes panda

I rarmine candod
M cloud hopper
B onx
A0
M ciderwood parg !
B oste vines gandac 1 317
= mlnw wiceroy tiger: 2 781 | |/
W wurid vanomaus bear: 2 153
B racownicader —
W ety u 524
= rurks teame 711
pinspanther
W potnemum
= :‘D:'::‘ e as ke § 470
B shacyrat pemplseinpe 566
I ahanghai orsue swallowtail; 542
sagd d
H m“ﬁ"‘“““"‘ strestium: 352
eporiaiane
I writi mitrelia stone panda 3 405
! o
Lowame static kistnr 1154
= s monar stalkar pasda: P4
s acurin

sgicy panda: 1 863

wizard spider; 41 759
wickes pands 645
matesbug: L34 |

sibema chollima: 57 160

28 1 T4 =
Bosom spiden BEF
— rarhon spider 7 963

magras: 1 145

tharming kitter: 1 392
“ cobalt spaser 1 211
7 comment pands: 3 573
cary bear: 1 479

.." energenic bear: 1 063
Tarsty Baier: & GUT
quikic panda: 1 304
S keyhole panda: 1 282
- ——
~—— e labyrimth chollima: 2 002
Mazariis geodp: 4 09
otus panda 1 379
= medmstrike 1 0683
winchy spider: £ 035
prate panda; 1 043
- puttsr panda: 1 540
A quilted tiger: 1 195
/rl\lpin 1 BE0

sofacy- 581

The following functions are available:

Function

Details

Viewing more information 1.

Hover over a colored section of the pie chart to open
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Function Details

about a selected value a popup identifying the indicator.

The number of times the indicator was found within the
specified time frame, and what percentage of the total

number of indicators it represents.

Hiding or unhiding one of 1. Click the indicator on the left of the pie chart to

the values from the pie remove it; click a second time to reinstate it.

chart

Adjusting the time frame 1. Click the dropdown menu at the top right and select
of the information dis- the desired timeframe.

played

You can select from:

« Last24 Hours
o Last7 Days
o Last30 Days
o LastYear

« User-set custom range

Printing the graph or sav- 1. Click the hamburger menu = and select the desired
ing itas a PNG, JPEG, option.
PDF, or SVG

Events Overview

The Events page provides a high-level view of what types of events have occurred and how

frequently they are occurring.
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To Access the Events Overview page:
1. In the navigation menu, choose Analytics > Events.
The Events Overview page opens.
The tab options include:

« Events History Scatter Plot

o Monthly Heatmap

« New Events Summary

Events History Scatter Plot

The scatter plot points are plotted by date (x-axis) and hour (y-axis). The legend under the
scatter plot identifies the different kinds of events shown.
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18 A
|
15 -
& L " L] [
5 .
[=} 12 * | 4 ] + . L] -
T I F " . L] . L
L] L]
B u ]
]
" = = n L] . -
]
6 L] ]
" ) LI " T . " "
3 | L]

a L] L L] L]
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* Incidani # Eolunk

The following functions are available:

Function Details

Viewing an event's name, date 1. Hover your mouse over an event on the scatter
and time, and source plot to see its name, date and time, and source.
24
21

Issues detected with the certificate issued to dionaea.carnivore.it with common name Nepenthes Development Team B
Date: 12/23/2018 12:54pm
Sources: DigitalShadows
TR . - ® * N R .
El " . "
8 " - ' - L [ ] "
3 : 1 = .
0 = ] ] ] | l. ] [ ] ] [ ]
Dec 18 Dec 20 Dec 22 Dec 24 Dec 26 Dec 28 Dec 30 Jan 1 Jan 3
Opening the Event Details 1. Click the eventin the scatter plot.

page for one of the events _ _ _ )
For more information, see Object Details Page.

Hiding or unhiding one or more 1. Click the event type in the legend immediately
of the event types below the scatter plot to remove it from the

graph; click it again to reinstate it.

Adjusting the time frame of the 1. Click the dropdown menu at the top right and

information displayed select the desired time frame.
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Function Details

You can select from:

Last 24 Hours

Last 7 Days

Last 30 Days

o LastYear

User-set custom range

Printing or downloading the 1. Click the hamburger menu = and select the
scatter plot as a PNG, JPEG, desired option.

PDF, or SVGfile
Monthly Heatmap

The Monthly Heatmap table lists events that happened per adversary each month. Shading
of the monthly totals is used to allow you to quickly scan for patterns in the events and to

quickly detect events with higher monthly counts.

MONTHLY HEATMAP L4 Last Yoar =
lan 2018 wh 2018 Mar 2006 Apr 2018 May 2018 Jun 2018 Jul 201 ig 2016 Sep 2018 et P01 Mov 2018 e 201 Jan 1018 | ]
1 am a o L o o o o a o 1 a o o
nanplus Q 1 o o o o L Q o o o o o
LT a 2 o o a o o a o o a o o 05
a1 1 o L o o 1 o a o o o o o
apt-23 Q 1 o L o o L Q o o a o o
apt-37 o 1 a o o L] L a o a a o a 1
yber-berkut =] 1 @ o 0 o o @ o 0 @ 1] o
fanay bezar L] a a o ] [H] 2 a o o o o a
group 123 -] 2 a o 0 L] L a L] a a o a Ls
hidden cobra a 0 o o i o o @ (4] o @ o o
arus group 1 — a o 1 o o a o o o o o 2
ailrig a 1 L o o o o a o o a o o
¥ e Q o o L 1 o L Q o o a o o I
stancraft -] 1 a o o o L a o a a o a 2.5
Pl a a L] o 1 o o a o o a o o
19- 3390 Q 1 a > o o o Q o a a o a
thedarkoveriord -] 1 a L) o o L a o a a o a .

The following functions are available:
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Function Details

Viewing an event's name and 1. Hover your mouse over an event on the
monthly count heatmap to see its name and monthly
count.
Jan 2018 Feb 2018 Mar 2018 Apr 2018 May 2018 Jun
338 team o anonymous: 2 o o 0
anonplus ° February 2018 0 0 0
am”y::‘u; 1 [ 0 o 0
apt-28 [\] 1 0 0 [}
cvberfbe;kut 0 1 0 0 0
fancy bear 0 L) ) 0 ]
lazarus group 1 [ ) 1
operation darkseoul 0 0 0 0 1
scarcruft 0 1 0 o 0
stone panda 0 (1] (1] 0 1
Adjusting the time frame of the 1. Click the dropdown menu at the top right
information displayed and select the desired time frame.
You can select from:
o Last24 Hours
« Last7 Days
o Last30 Days
o LastYear
» User-set custom range
Printing the graph or Saving itas a 1. Click the hamburger menu = and select
PNG, JPEG, PDF, or SVG the desired option.
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New Events Summary

The New Events Summary table provides a breakdown of events by date, type, title, and

sources.

Date ~ Type Title Sources
TATR2018 1105am Spluré Splunk Sighting - 01-17-2018 11:05 AM Integrations - Spiunk
WUNTI209 DE:5Eam Sphuri Spiunk Sighting - 091-17-2019 08:52 AM Intagrations - Spiunk
2019 (3:5%am Sphuri Splunk Sighting - 01-17-2019 03:59 AM Integrations - Spiunk
0172018 12:52am Spluni Splunk Sighting - 01-17-2019 00:52 AM Integrations - Splunk
G1HG2019 07:11pm Inecicdent Wirtar Stom Intarnal

WAS2019 11:24am Spluri Splunk Sighting - 01-16-2019 11:24 AM Integrations - Spiunk
1162018 11 20am Sphini Splunk Sighting - 01-16-2018 11:20 AM Integrations - Spduink
PINE2019 [E:21am Spluri Spiunk Sighting - 01-16-2019 06:21 AM Intagrations - Splunk
SUNB2018 01-31am Sphurik Splunk Sighting - 01-15-2019 01:31 AM Integrations - Splunk
01/14/2018 11:28am Sphini Splunk Sighting - 01-14-2019 11:28 AM Integrations - Spluink

" 4 3 4 5 -] 2832 . 10 25 &0 100

The following functions are available:

Function Details

Opening the Event Details page 1. Click the eventtitle.

for one of the events _ _ ) )
For more information, see Object Details Page.

Changing the number of entries 1. Click the dropdown menu at the top right of
displayed in the table the table, and select the desired option.
Sorting the table by a column 1. Click the column header.

2. Click the header a second time to reverse sort

order.

_ o 1. Click within the search box at the top of the
Searching within a column o
column, and enter your search criteria.
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Files Overview

The Files Overview page provides you with a pie chart displays the percentage of different

types of files within the system and a table that lists the files, the date and time they were cre-

ated, their title, their source, their category, and associated keywords.

Threat Activity Repor: 0% ¢ Generic Text: 0% =
Industry Intelligence Quarterty: m"f =T LIS Intelligence Whitepaper: 0%
Netwisrk Activity Reports: 0% :__/ i " iSight ThreatScape Intelligence Report: 0%
POF Report: 0% T Malware Sample: 0%
URL Grabber Upload: 2% POF: 0%
Executive Perspective: 07 >~ Spearphish Amachment: 0%
Tactical Threat Report: 0% STIX: 0%
E Malware Dyerview: 2% Threatdy C3v File: 0%
E Weekly Vulnerability Exploitation Repore: 03 Whitepapser: 0%
TTP Deep Dive: 0% Intelligence Repore: 4%
Actor Profile: 0% Tipper: 4%
Indicator Report: 26% Periodic Report: 1%
!
Trends and Forecasting: 1% I|I MOt 4%
Threat Adtivity Alers 1%
Malwars Profile: 0% Wulperabiliny Report 51%
Event Coverage/ Implication: 2%
Date ~ Title Source Category Keywords
DIMT2019 01.08pm 19-00001008 Oracle Java SE Buds 2 ISight Partners Vulnerability Repor Yulnerability and Exploitation &
D Unspecifiad Vulnerability [Basic Vul-
nerability Repord]
0172019 01:08pm 19-00001010 Oracle Agile PLM 9.3.6 iSight Partners Vulnerability Report Vulnarability and Exploitation =y
‘Wb Unspecfied Wulnerabliity [Basic
Vulnerability Report]
01172018 01:08pm 19-00001011 Oracle Retail Merchan- iSight Partners ‘Vulnerability Report Vulnerability and Exploitation &
A Qurtas 14 1 WWak | lnesacdind

Available views include:

« Files Pie Chart

« Files Table
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Files Pie Chart

The File Types pie chart displays the percentage of different types of files within the system.

Threat Activity Report: 0%

URL Grabber Upload: 2%
Executive Perspective: 0%
Tactical Threat Report: 0%

Malware Overview: 2%

Values

Weehly Vulnerability Exploitation Report: 0%
TTP Deep Dive: 0%
Actor Profile: 0%
Indicator Report: 26%
Trends and Forecasting: 1%

Threat Activity Alert: 1%
Malware Profile: 0%

Eveint Coverage |/ Implication: 2%

The following function is available:

Generic Text: 0%

Intelligence Whitepaper: 0%

isight ThreatScape Intelligence Report: 0%

Malware Sample: 0%

PDF: 0%

Spearphish Attachment 0%
STIX: 0%
Threat C3V File: 0%
Whitapapar: (%
Intelligence Report: 4%

Tipper: 4%

Periodic Report: 1%

Motice: 4%

Vulnerabllity Report: 51%

Function Details

Viewing more information

about a selected file

1. Hover over a colored section of the pie chart to
open a popup that gives the number of attach-

ment types.

Network Activity Reports reat Activity Report: 0%
In¢ Files: 33

lerly: 0%
Network Activity Reports: 0%

PDF Report: 0%

URL Grabber Upload: 2%
Executive Perspective: 0%
Tactical Threat Report: 0%
Malware Overview: 2%

lity Exploitation Report: 0%
TTP Deep Dive: 0%

Printing the graph or saving it

1. Click the hamburger menu = and select the
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Function

as a PNG, JPEG, PDF, or

SVG

Details

desired option.

Files Table

Immediately below the Browse pie chartis a table that lists the files, the date and time they

were created, their title, their source, their category, and associated keywords.

Date -

G MTFI2019 01:09pm

011712019 01:09pm

01172019 01:09pm

01172019 01:09pm

0117/2019 01:09pm

0172019 01:08pm

01172019 01:08pm

01/17/2019 01:08pm

Title

19-00001009 Oracle Java SE Buds 2
D Unspecified Yulnerability [Basic Vul-
nerability Repart]

1§-00001010 Oracle Agile PLM 9.3.6
Wab Unspecified Vulnerability [Basic
ulnerability Repori]

19-00001011 Oracle Retall Merchan-

dising System 14.1 Web Unspecified

Wulnerabliity [Basic Vulnerability Repo
!

18-00001012 Oracle Enterprise Man-
ager Base Platform 13.3 EM Consaole
Unspecified Vulnerability [Basic Vul-
narability Repart]

19-00001013 Oracle Application Test-
ing Suite 13.3.0.1 Load Testing for We
b Apps Unspecified Vulnerability [Ba-
sz Vulnerability Report]

19-00001015 Oracle VM VirtualBox 5.
220 Core Ungpacified Yulnerability [B
asic Vulnerability Report]

19-00001016 Oracle Retail Xstore Pa
yment 3.3 Unspecified Vulnerability [B
asic Vulnerabdity Report]

19-00001014 Oracle Application Test-
ing Suite 13.3.0.1 Load Testing for We
b Apps Unspecified Vulnerability [Ba-
sic Vulnerability Report]

Source

iSight Parmers

iSight Partners

iSight Partners

iSight Partners

iSight Partmers

iSight Partmers

iSight Parinars

iSight Partners

Category

Vulnerability Report

Vulnerability Report

Vulnerability Repod

Vulnerability Report

Vulnerability Repod

Vulnerability Report

Vulnarability Report

Vulnerability Report

Keywords

Vulnerability and Exploitation

Vulnerability and Exploitation

Vulnerability and Exploitation

Vulnerability and Exploitation

Vulnerability and Exploitation

Vulnerability and Exploitation

Vulnerability and Exploilation

Vulnerability and Exploitation

The following function is available:

Function Details

Opening the File Details page for a 1. Click the name in the Title column.

file

Changing the number of entries dis- 1. Click the paging batch option located to the

played in the table per page bottom-right of the table.
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Function Details

Sorting the table by a column 1. Click the column header.

2. To reverse the column sorting order,

click the header a second time.

Searching within a column 1. Click within the search box at the top of

a column, and enter your search criteria.

Downloading a file 1. Click the download icon #=.

Indicators Overview

The Indicators Overview page provides an insight into what indicators have been added to
the system within the last 15 days, as well as an overview of how many indicators fall under

each indicator type.
To Access the Indicators Overview Page:

1. From the navigation menu, click on Analytics and choose Indicators.
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The Indicators Overview page will open with three view tab options at the to of the

page.

30K
§ 22,585
& 21,025 20,406 20950 20034
b 18317 18,085
16,621 15,406 ELE 15,736 15770
' - A 13,688
h II B
. H . - L] B H m N |
Sap 18 Beap 10 Sep 20 Bep 1 Eiep 22 Bap 23 Eap 24 Bap 25 Bap 28 Bap a7 Sap 28 Sap 23 Sap 30 == el 2 Detd
SiEls atwark Host Total
Aciren R 1.870.947 2ATE D8
Expired o 1
Indiract 90,771 174,267 13000
Roview 2] A 17
Wi ied [+ a o
Totaks Z0&3751 2 Ddd 484 4088 15
Mast Recent 100 indicators
Ehowing 1 10 28 of 100 Row count: | 28 3
Diate = indicator Soam Type Stafus Source
1022018 05 34pm 102 50, 144263 prp Q UAL Arve CrowdSirian
TOE018 05 34pm alympsilstinegatia a URL Arive CrowsSirian
1002018 05 34pm cBos14252700 1 ToebBaGl4da0tinarTiac| Sodad a SHA- AcTve CrowdSirien
TCEP018 05 34pm AFadeASiEoaDScl | T4 18abled TaSodT cad 20T TA A SIS Th IS baET 14 a EHA.258 Artive CrowaSirian

The page is broken down into different Indicator class views that are accessible via the

tabbed navigation located at the top of the page.
The tab options include:

« Overview
« Network (Indicator Class = Network)

« Host (Indicator Class = Host)
Summaries included on the Indicator Overview Page Include:

o Recently Created Indicators Histogram

o Summary Status (Overview view only)
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« Most Recent 100 Indicators

Attributes Table (Network and Host views only)

Recent Sources (Network and Host views only)

Attack Phases (Network and Host views only)

Attack Phases

Attack Phases are the ways an indicator might be used and are listed as indicator attributes.
The Attack Phases pie chart displays the number of indicators that fall under each attack
phase.

ATTACK PHASES [ Lt 30 Days =

The following functions are available:

Function Details
View the Number of 1. Hover the mouse over a portion of the pie chart to view
Indicators for an Attack a popup the Attack Phase and number of indicators
Phase associated with it.

2. Clicking on a pie chart section will open the Indicator

Search page with the specific filter settings used for
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Function Details

that selection.

Q. Indicator Search

Adjust the Date Range | The default Date Range is 30 days.
for the Information Dis-
laved 1. Click the date range icon located to the top-right of the
aye
pay chart and use the dropdown menu select the desired

range.
Users can select from:

Last 24 Hours

Last 7 Days

o Last30 Days

Last Year

« User-set custom range

Hide a Values from the 1. Click on a Attack Phase in the legend to the left of the
Pie Chart pie chart to hide it.

The Attack Phase will be removed from the pie chart and

the source in the legend appear greyed out.

2. Click on the Attack Phase again to add it back to the
pie chart.
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Attributes Table

The attributes list on the left side displays attributes related to indicators in your system.

ATTRIBUTES

Select an attribute below:

Showing 1 to 10 of 30 Rowcount: 10 v
Type = Nales Please select an attribute on the left.
Allack Phase 526,415 >
Audience 221,038 >
Commpile Tims 121 »
Confidence 1,523,494 >
CPE 192,802 »
CrowdStike Domain Type TH ¥
CrowdStnke Intel News 6 >
Crowdstres |9 Address Type T
CrowdSlike Slalus 140 >
CrowdStnke Threat Type 1,853,109 >

=3 =

The following functions are available:

Function Details

Change the Number of 1. Click the Row Count icon located to the top-right of the
Entries Displayed in chart and select a new display count from the drop-
the Table down.

Search/Filter Attributes 1. Click within the search box at the top of the column,

and Values and enter your search criteria.

View More Information
About a Selected Attrib-

1. Click on an attribute row in the table to view additional

information in the right pane.
ute
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Function Details

ATTRIBUTES

Select an attribute below:
Attack Phase
Showing 1 to 10 of 30 Rowoount. 10 v
Type - Values
-
221,038 >
121 s
b =
Confidence 1523494 >
CPE 192,802 >
75
€2
73
0 > Showing 1167 o1 7 Rowcount| 10 v
roweStrie Threat Type 1653109 3
4196
200
Exploiaton 11

2. Hover the mouse over different portions of the pie chart

to reveal the segment's value.

3. Click on an Attribute Value in the summary table below

the pie chart to open the Indicator Search page with

those attribute values applied.
Q Indicator Search

Attribute M

Date Greated

SHA-255 CrowdStrike Acive o 0412072015 09:08pm
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Most Recent 100 Indicators

The Most Recent 100 Indicators list displays the 100 most recently reported indicators.

Most Recent 100 Indicators

Showing 1 to 25 of 100 Row count il

Indicator

1002018 05:30pm BC1423c4C ro06e2031 2030805500 55903 [ MDOS AClve CrowdSnke
10008/2018 05: 30pm Abcla 1997 92bTeS4ed 5dbT 8T aSca0M B4 2288 [ SHA-1 Active CrowdSirile

1000872018 05 30pm CB39CEA50019Teed2T 17efc0262 54500ad el 18 0 SHA-256 Arlive CrowdSirike

100082018 05 30pm 6 ledefc20chf9edcildaifanTod5eans [ SHA-256 Ariive CrowdSirike

10W0E201E 05 30pm 16a5122515eTE2eebe 1 6dTEace0041c 1 MDS Aciive CrowdStrike

1000672018 05:30pm diaelSc2Tectatnhibbr8aaisn5684ae2 33003358 [ SHA-1 Active CrowdStnke

100082018 05 30pm 41587 34e0cbAmare0oactlals F 37 4V ed0ebbd 20t S04b4 3 [ SHA-256 Arlive CrowdStnke
14bEdai 1eet

100082018 05.30pm 91dbbEbM 98622c957 23327904 2868de 0 MDS Active CrowdSlrike

100082018 05:M0pm 13790 1801679003331 21 55¢e 319316731 509502 306bocd 105 0 SHA-256 Arlive CrowdStrike
B05acee309916C

100082018 05 30pm Oa4reTa7IeTorner? GO73404217 08129 [H SHA-1 Aclive CrowdShike

10/0E201E 05:30pm B2 Ahacdn0cfaGaCnadc3anZhas 147 [+ MDS Acive CrowdStnke

10082018 05:30pm ededaalascis2an3absdcnlasbsartatdsdcaria [H BHA-1 AClive CrowdSinke

10008/2018 05: 30pm T4664bE24T5ac3 113264 23T TedddaTid 1 calfe 5663 T8e5efb [ SHA-256 Active CrowdSirike
9931391030

1000872018 05:30pm 37404eds471800d33c3edTaTe 19bE3E2 0 MDS Aclive CrowdSirike

The following functions are available:

Function Details

Resort the Table 1. Click on the different table headings to resort that

table by that column.

Search and Filter Table 1. Click on one of the search boxes at the top of the

Results columns and enter a keyword to filter the results.

You can use the supplied dropdown selections for
the Status and Type columns to filter by system-avail-

able values.

Modify the Number of 1. Click on the Row Count icon located to the top-
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right of the chart and select a new display count

Rows Displayed

from the dropdown.

Access the Indicator 1. Click on the specific Indicator to review to open

Details Page for a Specific the Indicator Details page.

Indicator

Recent Sources
The Recent Sources Scatter plot displays how many indicators were provided by a given

source each day within a specified time frame.
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The following functions are available:

Function Details

Hover the mouse over one of the scatter plot circles
to view a popup with the Source, Date, Time and

View the Date and Number 1.

of Indicators from a Given
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Function Details

Number of Indicators.

RECENT SOURCES

Source

2. Click on the one of the scatter plot circles to open a

filtered Indicator Search page with those values.

Q Indicator Search

Indicator Class . s - Hetwor - [ < [+]
ana

Adjust the Date Range of

the Information Displayed

The default date range is 30 days.

1. Click the date range icon located to the top-right of
the chart and use the dropdown menu select the

desired range.
You can select from:

o Last24 Hours

o Last7 Days
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Function Details

o Last30 Days

o LastYear

« User-set custom range

Hide Values from the Scat- 1. Click on a source in the legend under the scatter

terplot plot to hide it.

The Source will be removed from the scatter plot and

the source in the legend appear grayed out.

2. Click on the source again to add it back to the scat-

ter plot.

Recently Created Indicators Histogram

The histogram is organized by date. Daily indicator totals are at the top of each column.

Each bar is broken down into colors, one for each indicator type.

RECENTLY CREATED INDICATORS

25k

20,691

2k 18,590

16,384
15,404

14,796 15,176 15,267
Tak v 13,546
. 13,138 13,412
10,674 124 10,850
e g ga7 8,635
6,860
Sk I
ok
o1 Od2  od3 Od4 Odts  OE Oof

Sep23 Sep2d4 Sep28 Sep26 Sep27 Sep28  Sep29  Sep30 Octé

Indicatars Craatead

The following functions are available:
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Function Details

Viewing the number of 1. Hover over a colored section to view a popup show-
indicators created each ing how many attempts of a particular type (for
day by type example, MD5, SHA-1, SHA-256) were made on

that date.

25k —

18,590

20k
16,351
15 14,79 15176 15,267 15,404
e 13,138 13,412
1064 1297 10,850

™ asor 8,635

I 6,860 I
) I
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Zooming in for a closer 1. Drag your mouse over a section of the histogram,

Ingicators Crealed

view and your view will be magnified.

RECENTLY CREATED INDICATORS

22,185
21,193

12,657

Incates Creatsa

7,022

7347
5819 5,700
A 5,062 4,947  age7 5161 4,967
5 4,566 4,523 . 4,026
I I I I l l l I ™
« ]
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Resetzoom =

25k
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EL
15k
10k
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ok - - -
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oat1

Indicatars Created

2. Click Reset Zoom to return to the full histogram.

Printing the histogram or 1. Click the hamburger menu =, and select the desired

downloading itas a PNG, option.
JPEG, PDF, or SVGfile
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Summary Status

The Status Summary table is located under the Overview tab.

The Status Summary table provides a breakdown of Indicators, categorized by Status, for

the Network and Host Indicator Classes.

Slanis Metwork Heat Trtad
Activ 1,551,333 1,842,429 3,472,758
Expired ]

Indirect B, 06 I 728 T3 a2
Roviow -} 45 107

Wit stad o o o

Tonsls 2086, 487 2119208 4,205,884

The following functions are available:

Function Details

Search By Indicator Status 1. Click on a Status to load the Indicator Search page

with that status applied to the search.

Q Indicator Search

acanrsuna A o [ :
ER(] oo

Search by Indicator Class or 1. Click on an indicator value to load the Indicator
Indicator Class with a Spe- Search page with the selected indicator class and
cific Status status applied to the search.
——r = :
. s os

Growdsrhe - o a1 52018 12:34am

[ e o 4182018 04:28em
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Signatures Overview
The Signatures page provides an overview of all the signatures within ThreatQ.

You can perform the following functions:

Function Details

Filtering table by Date 1. Click within the search box at the top of the

column, and enter your search criteria.

Opening the Signature Details 1. Click the name in the Signature Title column.

page for an signature

Filtering table by Signature 1. Click the on dropdown at the top of the Sig-
Type nature Type column and select a type.
Changing the number of 1. Click the paging dropdown option located to the
entries displayed in the table top-right of the table and select a value.

Sorting the table by a column 1. Click the column header. To reverse the column

sorting order, click the header a second time.

Searching within the Sig- 1. Click within the search box at the top of the

nature Title column column, and enter your search criteria.
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Incoming Feeds

The following describes how to use incoming feeds to ingest threat intelligence data.

o Incoming Feeds Overview

« Managing Incoming Feeds

o Historic Feed Pulls

Incoming Feeds Overview

You can enable and manage incoming feeds in ThreatQ to ingest threat intelligence data.

Incoming feeds are organized into the following categories:

Commercial

o OSINT or Open Source
o STIX/TAXII Feeds
« Labs

Commercial Feeds

Commercial feeds are provided by paid feed providers as a service. To enable these feeds
in ThreatQ, you will need an API ID or API Key from the provider. Commercial feeds typically
provide highly contextual threat intelligence data. You can learn more about these feeds on

their vendor's websites.

OSINT Feeds

OSINT feeds are open source threat intelligence feeds. Open source feeds are free to use,

but some may require you to register with the feed provider to attain an API Key.
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STIX/Taxii Feeds

STIX stands for Standard Threat Information Expression, itis an emerging standard for the
sharing of machine readable intelligence and incident data. A STIX package is an XML doc-
ument that can contain many indicators and related context information. For the automated
sharing of STIX packages, a protocol called TAXII (Trusted Automated eXchange of Indic-

ator Information) is used to provide a feed to consumers.
ThreatQ provides a feature for consuming STIX/Taxii feeds.
Related Topic

Adding a New STIX/Taxii Feed

Labs Feeds

Labs (formerly known as ThreatQ Labs) are driven by ThreatQuotient’s Threat Intelligence
Services Team. Labs feeds provide a solution for data ingestion that is not provided by the
feeds pre-configured with the ThreatQ platform. You should inquire with a Threat Intel-

ligence Engineer to see what Labs are available.

Managing Incoming Feeds
Manage threat intelligence feeds on the Incoming Feeds page.

The following table describes the actions you can take to manage Incoming Feeds.
To Do this..

Turn a feed on or off Toggle the switch next to the feed name.

N . Click Feed Settings for the feed you
Editing a feed’s display name or URL
wish to edit, and make desired edits.
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Install CDF Command

The command below will allow you to install a Configuration Driven Feed in your applic-

ation. The command creates connectors for each feed defined in the feed definition file.

sudo /var/www/api/artisan threatq:feed-install

<Feed Definition File>

The application will notify you if a feed in the feed definition file already exists in the system
and will abort the installation. You can add an upgrade flag to the command to allow the

application to update an existing feed.

sudo /var/www/api/artisan threatq:feed-install

<Feed Definition File> --upgrade

>

This command can be used to update a feed's Category and Namespace.
If the category exists on the appliance, the command will update both
fields and link the feed to the designated category. ThreatQ will confirm
that the defined category exists, before completing the update command. If
the category does not exist, ThreatQ will not update the feed.

You can also see a full list of command flags using the following command:

$ /var/www/api/artisan threatqg:feed-install --help

Enabling a Commercial Feed

To enable a commercial feed, you will need an API ID and API Key provided by the feed pro-

vider.

Procedure:
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1. Choose the Settings icon > Incoming Feeds.

2. Click the toggle switch next to the feed you want to enable.
Green indicates enabled.

3. Expand Feed Settings.
4. On the Connection tab, enter:
« Feed Name - the name displayed in ThreatQ
« APIID - provided by the feed vendor for authorization
« API Key - provided the feed vendor for authorization
« Feed URL - this field is autofilled
5. On the Settings tab, select:
« the status that incoming indicators from this feed will receive.
« the frequency that ThreatQ pulls information from the feed.

6. Click Save Changes.

Enabling an OSINT Feed

OSINT feeds do not require API IDs, but some may require an API key from the feed pro-

vider.
Procedure:

1. Choose the Settings icon > Incoming Feeds.

2. Click the toggle switch next to the feed you want to enable.
Green indicates enabled.

3. Expand Feed Settings.
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4. On the Connection tab, enter:

o Feed Name - the name displayed in ThreatQ
« APIKey (if required) - provided the feed vendor for authorization
» Feed URL - this field is autofilled
5. On the Settings tab, select:
« the status that incoming indicators from this feed will receive.
« the frequency that ThreatQ pulls information from the feed.

6. Click Save Changes.
Viewing Feed Queues

When upgrading a feed, itis recommended to allow the previous implementation the feed to
complete processing of the data it has already downloaded, prior to upgrade, to avoid any

data loss.
Perform the following steps to confirm that the queues have been cleared.
1. Run the following command:

/var/www/api/artisan threatq:list-queues -p

feeds

2. Locate and confirm that the feed’s Indicators and Reports rows display a value of

"0" for the Messages Ready and Messages Unacknowledged columns.

The queues should be cleared, reporting 0 values, before pro-
ceeding with the update.

Adding a New STIX/Taxii Feed

Complete the following steps to add a new STIX/TAXII indicator feed.
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Procedure:

. Choose the Settings icon > Incoming Feeds.

2. Choose Add New Taxii Feed.

3. What would you like to name this feed? Enter the feed name that will be displayed
throughout ThreatQ. It does not need to match the Collection Name.

4. How often would you like to pull new data from this feed? Choose Every Hour or
Every Day.

5. Enter the Discovery URL where the TAXII server can be reached.

6. Optionally, enter a Poll URL.

7. Enter the Collection Name, which is the name of the collection of data on the feed
you would like to access.

8. If required for the feed, under Login Credentials, enter a Username and Password.

9. Ifrequired for the feed, under Certificates/Keys, enter a Certificate and Private
key.

10. Choose Add TAXII Feed.
CrowdStrike CDF

Starting with ThreatQ version 4.2, the CrowdStrike feed will be updated to use the con-

figuration driven method. This update will allow users to review an Activity Log that will

provide a summary of the feed and including important details such as:

how the feed was triggered,
start and completion time,
raw response received from the vendor,

how many objects were processed by ThreatQ.

Query Range
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Query Range is a new feature with this update that uses the exact date/time that ThreatQ

queried CrowdStrike’s API for information.

This feature, unique to the updated CrowdStrike feed, ensures that there isn't a gap in feed
coverage in the event of a feed run failure or server downtime. ThreatQ will use the last com-

pleted run time when performing a new run.

Example: Customer has CrowdStrike configured to perform scheduled runs every hour. The
customer powers down the server for three hours for maintenance. The next time the feed
runs, it will automatically use the last successful run time in its range which will cover the

three-hour gap when the server was down.
PlaceHolder Files

The Placeholder file conceptis currently used by the updated CrowdStrike feed with expan-
ded support to other feeds to be added in future releases. Placeholder files prevent linking
information delays between the vendor and ThreatQ by creating a placeholder file imme-
diately after receiving a file or report from the vendor. ThreatQ will fulfill the placeholder and
update the object information accordingly. ThreatQ will mark placeholder files on the details

and file overview pages.
Related Information

o CrowdStrike Update Instructions

« Performing Manual Feed Runs

CrowdStrike Update Instructions

A CrowdStrike users must update their proxy server settings to use http: for
their https: traffic before upgrading CrowdStrike.

Prior to upgrade, and to avoid any data loss, itis recommended to allow the previous imple-

mentation of CrowdStrike to complete processing of the data it has already downloaded.

Perform the following steps to confirm that the queues have been cleared.
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1. Run the following command:

/var/www/api/artisan threatqg:list-queues -p

feeds

2. Locate and confirm that the CrowdStrike Indicators and Reports rows display a

value of "0" for the Messages Ready and Messages Unacknowledged columns.

The queues must be cleared, reporting 0 values, before proceeding
with the update.

3. Proceed with the standard feed update procedures.

-

ﬂ The update process is quick. A confirmation message will confirm
that the update process is complete. The Activity Log feature will
load once CrowdStrike is enabled and a feed run instance has been
created or completed.

A

Source Consolidation Command

Use the command below to consolidate/deduplicate similarly named sources and to remove
unused sources from the ThreatQ application. A source that have been removed or merged

will have its data mapped to a new source.

* . . q
G The command does not require recalculation of scoring.

sudo /var/www/api/artisan threatqg:consolidate-

sources

Example Scenario:
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1. User manually adds ABC as a source.

2. Userenables ABC.
There are now two ABC sources in the system.

3. Userruns consolidation command.

4. The application merges the sources and remaps any items linked to the correct

source.

Feed Activity Log

The feed activity log summarizes each feed run, including information such as how the feed
was triggered, its start time, completion time, the raw response received from the feed

vendor, and how many objects were processed.
The Activity log is currently available for the following Configuration-Driven Feeds (CDF):
Commercial Feeds

o CrowdStrike

« Cofense Intelligence (formerly known as Phishme Intelligence)
OSINT Feeds

o AlienVault OTX

« All abuse.ch feeds, except for abuse.ch SSBL (Extended)
« Bambenek

. BitSight

o ClArmy ListIPs

o Cybercrime Tracker

« Emerging Threats Compromised IPs

« malcOde Domain
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« malcOde IP

Malware Domain List (IP)

Malware Patrol

o Phishtank
Viewing a Feed's Activity Log
To view a feed's activity log, that feed must be enabled.
Procedure

1. From the main menu, choose the Settings icon > Incoming Feeds.
2. Choose a feed and expand Feed Settings.

3. Choose the Activity Log tab.

Historic Feed Pulls

Historic pulls provide a method for you to ingest threat intelligence data from a particular
vendor prior to the date you enabled the incoming feed. The procedure for running historic

feeds varies based on the type of feed.
See the following topics for more information:

o Feeds that do not Support Historic Pulls

Performing Manual Feed Runs

iSight Historic Pull Command

General Historic Pull Commands

« Threat Intelligence Services Custom Feeds Historic Pull Commands

Feeds that do not Support Historic Pulls

The following feeds do not support historic pulls:
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o All OSINT feeds
« The following Commercial Feed:

o DeepSight
Performing Manual Feed Runs

For some feeds, you can perform a manual feed run for a selected date range. This allows

you to generate a historic feed pull from the user interface.

You can perform a manual feed run for the following feeds:
« CrowdStrike

Procedure:

1. From the main menu, choose the Settings icon > Incoming Feeds.
. Select a feed and expand Feed Settings.

. Click +Manual Run.

2
3
4. Select a Start Date, Start Time, and Time Zone for your run.
5. Selectan End Date, End Time, and Time Zone for your run.
6

. Click Queue Run.

iSight Historic Pull Command

To run an iSight historic pull, run the following command from the command line, substituting

your desired start and end date:

sudo isight connector -s MM-DD-YYYY -e MM-DD-YYYY

General Historic Pull Commands

If not called out specifically in Historic Feed Pulls, use the following commands at the com-

mand line to run historic pulls for most other connectors, including most TAXII feeds.
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1. Run the following command to determine the feed name (SFEEDNAME):

tgconnector -h

Take note of the desired feed name.

2. Run the following command to run the historic pull, substituting your desired start

and end date:

sudo -u threatqg tgconnector -f SFEEDNAME -s MM-
DD-YYYY -e MM-DD-YYYY

Threat Intelligence Services Custom Feeds Historic Pull Commands

Custom feeds provided by Threat Intelligence Services provide a mechanism for you to gen-
erate a historic pull during the initial feed run. After the initial feed run, feeds typically perform

an hourly pull, but can be adjusted within cron.

Refer to the documentation for your custom feed or integration for more information.
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Dashboard

The following describes how to use the dashboard to view various threat intelligence met-

rics.

Dashboard Overview

Dashboard Overview

The Dashboard displays metrics and visualizations to provide at-a-glance views of your

threat intelligence data, including:

« Overview of intelligence by score

Watchlist activity

Incoming intelligence

Open assigned tasks

The dashboard serves as your landing page when you log in to ThreatQ.

Overview of Intelligence By Score

This dashboard graph provides a summary of indicator scoring in the system. It lists total

indicators by score in the following order:

Very High

« High

Medium

o Low
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o Very Low

« Not Scored

You may click on the percentage/number of indicators to launch an indicator search based

on that criteria.

@ Overview of Intelligence by Score

VERY HIGH 0% (0)

0% (1)

MEDIUM 0% (0)

0% (0)

VERY LOW 100% (192,379)

NOT SCORED 0% (0)

Incoming Intelligence

This dashboard graph provides a view of threat intelligence from all incoming feeds. The sys-

tem categorizes threat intelligence by:

« Feed Name
« Total number of indicators reported by a source
« Indicators reported by a source with a status of active

« All indicators reported by a source per day (includes existing indicators)
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@ Incoming Intelligence

Feed Name Total © Active ® o
All Feeds 188,571 16,027
DeepSight Advanced IP Reputation Attack XM... 70,443 13,645
DeepSight Advanced IP Reputation CnC XML ... 3,861 2,481

iSight Partners 40 40

SecureWorks Abuse.ch Feodo IP Tracker 0 0

Emerging Threats IQRisk Rep List FQDNs

DigitalShadows

DeepSight Advanced IP Reputation Fraud XM...

DeepSight Advanced IP Reputation Bot XML F...

CrowdStrike

Watchlist Activity

This dashboard section provides a view of the intelligence data that you selected to watch.

You may click on any accompanying link to view the details page of the item being watched.
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P Watchlist Activity

Adversaries (1/1)

(M  156.201.135.172

Activity

Manual Score added

Generated Score added
googleads2. publicvm.com linked

Source added

Class added

Watchlist

Files (1/1)

Source

CrowdStrike

CrowdStrike

CrowdStrike

CrowdStrike

CrowdStrike

i Since Wednesday

Indicators (6/6)

When

04/12/2018 06:05pm
04/12/2013 06:05pm
04/12/2018 06:05pm
04/12/2018 06:05pm

0471272078 06:04pm

The Watchlist allows you to track threat intelligence data and user activity of interest from a

view on the dashboard.
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THREATQ 3 Indicalors  Evenls  Adversaries  Files  Signatures

o Qv of Intelligence by Score

VERY HIGH 0% (0}
HIGH 0% {09
MEDIUM 0% [0}
LOW 0% [0)
VERY LOW 100% [670,375)

0% (0)

@ Incoming Intelligence

Feed Name Total @ Active @ = Daily @
Al Faeds 670,375 121,897

AlisnVault OTX 62,747 G2 74T

Configuring the Watchlist

At Watchlist Activity

Events (11

@i 176.111.18.16

Activity

Source added

18-0D00EZ12 Indicalor Re

Exec Summary sdoed
Manual Score adoed

Generated Score added

Inactive (4]

Adversaries (0

Source

Sam Jackson

Sight Partners

Sight Partners

Sight Partners

Signt FPartners

Signatures (11)

When

04/18:2018 01:38pm
04162018 02:57am
04162018 02:568m
04162018 02:568m

04162018 02:568m

To create a watchlist that displays on the dashboard, complete the following steps:

1. From the ThreatQ user interface, navigate to the Details page of the indicator,

event, adversary, file, or signature you want to track.
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2. Click Add to Watchlist to track that item.
THREATGS InNCators  Events  Adversanes  Files  Signatures Q e-v -

[;-]\ googleads2.publicvm.com
. FOON

SCORE: | 0-VeryLow = L STATUS Active

8 DETAILS

Attributes
Attribute Type Attribute Value Source i Date Updated
O Confidence High Crowa ke OB8/237201 5 03:40am
O Matware Family nyRAT CrowdEinke 08232015 03:40am
O  Arack Phase cz CrowgEnke 082372015 03:40am
O  wort "y CrowdStrike
O Port gt Crowdsinke 082372015 03:40am
Sources
CrowdSinke 082372015 03:40am

3. Return to the dashboard to view your watchlist.

Viewing Tasks on the Dashboard

This dashboard widget provides a view of all open tasks in the platform. You can view your

open tasks or view all open tasks. Tasks on the dashboard are categorized by:

e TaskID

Task Name

o Userthe Task is Assigned To

Due Date

Status.
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Search

The following describes how to search for indicators and other objects using ThreatQ's

search features.

« Search Overview

o Wildcards and Symbols in Searches

Search Overview

Search allows you to find objects you are looking for quickly, without having to browse

through a large number of objects. There are three search features in ThreatQ:

« Basic Search, which offers a quick method to search if you know exactly what you

are looking for.

« Advanced Search, which gives you more options for limiting your search.

The advanced search also serves as the primary interface for the
Threat Library.

« Indicator Search, which served as the legacy advanced search prior to ThreatQ ver-

sion 4.0.

Using these varieties of search, you can create as broad or as granular a view of your data

as desired.
For more information, see:

» Basic Search

« Advanced Search
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« Indicator Search

Basic Search

Basic Search allows you to search for all objects in the system: indicators, events, adversar-
ies, files, signatures, and so on. The search capability looks at high level aspects of each

object, including:

« Indicators (network or host)

« Attachment titles, hashes, keywords
« Attributes

« Adversary name

« Eventtitle
If searching for google.com, the following indicators will also be returned:

www.google.com (FQDN)

analytic.google.com (FQDN)

www.google.com/analytic (URL)

analytic@google.com (email address)

Related Topics:

o Performing a Basic Search

o Wildcards and Symbols in Searches

Performing a Basic Search

Procedure:
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Search

1. Choose the Search icon.

SEARCH
N

Advanced Search Indicator

[¥y]
()]

During & search, you may use a percent sign (%) to match characters in a string. For example,
specifying net3 matches network, netware, netscape, and so on: See more examples

The Search dialog box appears.
2. Enterthe search criteria.

The Search field provides type ahead suggestions, if any, based on what you have

typed.
3. Select the desired result.

« If you do not retrieve any search results, we recommend trying the

EnhancedAdvanced Search.

« Ifthere is only one result, the object details page appears.

Wildcards and Symbols in Searches

During a search, you may use a percent sign (%) to match characters in a string. The percent
wildcard specifies that any characters can appear in multiple positions represented by the

wildcard. For example, specifying net% matches network, netware, netscape, and so on.

Here are a number of examples showing search terms with percent wildcards:
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Search

Search

Description
Query
% panda Finds any adversaries and indicators with <name> panda
%ear Finds any character string that ends with "ear," such as bear

%panda%  Finds any character string that has panda in any position
panda% Finds any character string that begins with panda

Finds any character string that has pan in the first three positions and
pan%a _
ends with an "a"
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Reports

The following describes how to generate reports in ThreatQ.

o Reports Overview

« Report Options

o Generating Reports

Reports Overview

You can exporta PDF Summary of an object from an object's details page.

( A

A The generated PDF may contain active links to internal and external loc-
ations. Related objects in the PDF link to an internal ThreatQ instance that
may require authentication. Please be aware of potential impacts before
distribution of the generated report.

Google Chrome's pop-up blocker prevents object PDF summary
reports from downloading. We recommend changing your browser set-
tings to allow pop-ups from your ThreatQ instance.

)

Report Options

You can navigate to Settings > Report Options to customize the PDF reports that are gen-
erated. Report options apply to all reports generated platform-wide. You can make the fol-

lowing customizations:

o Previewing Report Customization

« Customizing the Report Header
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o Customizing Report Text Colors

« Adding a Custom Disclaimer to a Report

Previewing Report Customization
You can preview report customization to view a representation of a report's output.
Procedure:

1. Select the Settings icon > Report Options.

2. Under Customized PDF Reports, click Preview.
The sample report downloads to your computer.
Customizing the Report Header
Complete the following steps to add a custom header to your PDF.

Procedure:

—

. Select the Settings icon > Report Options.
2. Under Header Banner, complete one of the following steps:

« Drag and drop the image you want to use as the header.

« Click Browse and navigate to the image you want to use as the header.

w

. Optionally, click Restore header banner to defaults.

4. Click Save.

Customizing Report Text Colors
Complete the following steps to customize the colors in your PDF.

Procedure:
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1. Select the Settings icon > Report Options.

2. Under Colors, use the drop down menus to select:

» Header Text
« Heading Text
» Body Text

3. Click Save.

Adding a Custom Disclaimer to a Report

You can add a custom disclaimer to include with your report to communicate any liabilities

or limitations to the end users of the report.
Procedure:
1. Select the Settings icon > Report Options.

2. Under Disclaimer,enter your disclaimer text and then use the formatting tools to cus-

tomize your message.

3. Click Save.

Generating Reports

Complete the following steps to export a PDF Summary of an object from an object's details

page.
Procedure:

1. Access the object's detail's page for which you want to generate a report summary.

2. Select Actions > Generate PDF.

The PDF summary downloads and opens in a new browser tab.
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G Google Chrome Users: Google Chrome's pop-up blocker prevents
object PDF summary reports from downloading. We recommend
changing your browser settings to allow pop-ups from your ThreatQ
instance. See Turning Off the Pop-up Blocker in Chrome for more
information.

A The generated PDF may contain active links to internal and external
locations. Related objects in the PDF link to an internal ThreatQ
instance that may require authentication. Please be aware of poten-
tial impacts before distribution of the generated report.

| J

Turning Off the Pop-up Blocker in Chrome

G\ This topic applies to ThreatQ version 4.7

By default, Google Chrome blocks pop-ups from automatically showing up on your screen.

When a pop-up is blocked, the address bar will display a pop-up blocked alert. This pop-up

blocker will prevent your PDF from being downloaded. Complete the following steps to

allow pop-ups from ThreatQ.

Procedure:

1.

2.

Go to ThreatQ where pop-ups are blocked.

In the address bar, click the Pop-up blocked alert icon.

. Click the link for the pop-up you want to see.

To always see pop-ups for the site, select Always allow pop-ups from [your ThreatQ

instance].

Click Done.
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Tasks

The following describes how to manage tasks in ThreatQ.

o Tasks Overview

» Assigning a Task

« Managing Tasks

Tasks Overview
ThreatQ allows you to create and assign tasks to yourself or other users in the platform.

Once tasks are included in your deployment, you can add contextual information and cor-
relate them with Indicators, Events, Adversaries, Signatures, and Files. You can also add

comments, change the task priority, change the task status, and delete the task.

Assigning a Task
Complete the following steps to assign a task in ThreatQ.
1. From the main menu, choose Create > Task.
The Add Task dialog box opens.

Enter a task Name.
Enter the assignee's email address in the Assigned To field.

Optionally, use the date picker to select a Due Date.

o &~ B

Select one of the following statuses:
« ToDo

« In Progress
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o Review
o Done
6. Select one of the following task priorities:
o Low
o Medium
« High
7. Optionally, enter any Associated Objects.
8. Enter a Description for the task.

9. Click Save.

Managing Tasks
After a task is created, you can manage it on the task's Details page.

The following table describes the actions you can take to manage your tasks on a Task

Details page.
To You can...

Choose
the Priority
drop-down
Change task priority d select
and selec
a new pri-

ority.
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You can...

Choose

the Status

drop-down
Change task status

and select

a new

status.

Choose

the Add

Context
Add Attributes, Comments, Relationships, and Sources

drop-down

and select

an item.

Choose

View and Add Comments Comments

Choose

View the Audit Log Audit L
udit Log.
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Operations

The following explains how to configure and manage operations.

o Operations Overview

Operations Overview

Operations enhance your threat intelligence data by allowing you to add attributes, as well
as related indicators, from third party security services, both commercial and open source.
You accomplish this by creating objects to connect to a desired service, receive threat intel-

ligence, and display that threat intelligence in ThreatQ.

To develop custom operations, you should possess a basic functional knowledge of Python

version 3 development. In ThreatQ version 3.0 and later, you can create operations for:

« Indicators

Events

« Adversaries
« Files

Signatures

ThreatQ operations are written in Python v3.5.2. We recommend allocating a non-production
ThreatQ appliance for Operations development. You may use this development appliance to
troubleshoot your operations before deploying them to production. You may also setup a

local Python environment, write your script, and then copy it onto your ThreatQ appliance.

Installing Operations

You can install Operations from the user interface, instead of the command line.
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1. From the navigation menu, choose the gear icon > Operations Management.
2. Click Install Operation.
3. Choose one of the following:
» Drag and drop your operation package onto the Add Operation dialog box.

« Browse to your operation package, select it, and then click Open.

If successful, the operation appears in your list of operations where you can enable or

disable it.

Deleting Operations
Complete the following steps to delete an operation from ThreatQ:

1. From the navigation menu, choose the gear icon > Operations Management.
2. Forthe operation you want to delete, click Delete Operation.

3. Click Uninstall.
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Exports

The following explains how to configure and manage exports.

o Exports Overview

o Specific Indicator Export Instructions

Exports Overview

Exporting is one of the most important parts of ThreatQ as it allows you to output non-whitel-

isted indicators to an external threat detection system.

ThreatQ comes with a number of standard system exports that have previously been iden-
tified as useful. You have the option to use those and/or create your own. Within this sec-

tion, the following options are available:

o Viewing the Exports List

« Enabling/Disabling an Export

o Viewing an Export

o Duplicating an Export

o Adding an Export

o Accessing/Editing an Export’s Connection Settings

o Accessing/Editing an Export's Output Format

o Deleting an Export

o Specific Indicator Export Instructions
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Viewing the Exports List

EXPORTS (41)

Showing 110 41 of 41 entries

Off/ On Name 4 URL Connection Output Format Actions
« ArcSight apexportarcsight duplicate
« ArcSightEmallAddress apexportiarcsightemail duplicate
« ArcSightEmailAttachments apilexportiarcsightattachment duplicate
« ArcSightEmailSubject apilexportiarcsightsubject duplicate
< ArcSightFQDN apilexportiarcsightiadn duplicate
< ArcSightlPAddress. apilexportiarcsightip duplicate
e ArcSightMDS apiexportiarcsightmds duplicate
< ArcSightString apilexportarcsightstring duplicate
< ArcSightURL apilexportarcsighturl duplicate
< ArcSightURLPath apilexportarcsighturipath duplicate
[ ArcSightUserAgent apiexportiarosightuseragent duplicate
ArcSightXMaller apiexportiarosightemailer duplicate
< Bro aniexoortbro duolicate

To view the exports list:
« Go to ThreatQ Configuration > Exports
The Exports page opens with a table that lists all exports.
Enabling/Disabling an Export
To enable/disable an export:

1. Go to ThreatQ Configuration > Exports.
The Exports page opens with a list of exports.

Locate the export you wish to enable/disable.

W N

Toggle the switch in the On/Off column to enable/disable the export.

A confirmation of your action appears in an alert bar at the top of the page.
Viewing an Export
To view an export:
1. Go to ThreatQ Configuration > Exports.

The Exports page opens with a list of exports.
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2. Click the desired URL.

A new tab opens in your browser, and you are taken to the data returned from that

export.
The load time may be lengthy depending on the amount of data being retured.
Duplicating an Export
Duplicating an export allows you to have a version that you can edit.
To duplicate an export:
1. Go to ThreatQ Configuration > Exports.
The Exports page opens.

2. Locate the Export you wish to duplicate.
3. Click duplicate in the Actions column.

4. The duplicate appears at the bottom of the Exports table. A confirmation of the

duplication appears in an alert bar at the top of the page.

By default, the copy you just created is toggled Off.

Adding an Export
To add an export
1. Go to ThreatQ Configuration > Exports.
The Exports page opens.
2. Click + Add Export.
The Connection Settings dialog box opens.

3. Enter the Export name.
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11.
12.

Verify or edit the token.

Click Next Step.

The Output Format dialog box opens.

For detailed information on formatting the Output Format dialog box,
see Accessing/Editing an Export's Output FormatAccess-
ing/Editing an Export's Output Format

Select which type of information you would like to export from the first dropdown

menu.
Select the Output type from the second dropdown menu.

Un-select any of the checkboxes under the Filter by TLP section to exclude data
by its source TLP classification. All classifications will be selected (included in the

export) by default.

The Filter by TLP option will only appear if administrators have
enabled TLP viewing. See the Traffic Light Protocol (TLP) topic for
more information.

(Optional) Enter special parameters.

. Customize the Output Format Template by putting your cursor where you want

the variable to go and selecting the variable you’d like to use from the Insert Vari-

able select box.
Verify the information entered.

Click Save Settings.

The export you just created appears at the bottom of the Exports table, and a con-

firmation alert appears in an alert bar at the top of the page.

By default, the new exportis toggled Off.
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Accessing/Editing an Export’s Connection Settings

Connection settings are available for each of the exports. The Connection Settings dialog

box contains the name of the export as well as the token you’ll need to use when connecting

a device to ThreatQ.

While you cannot edit or delete any of the exports originally supplied by ThreatQ, you can

edit exports you have added to ThreatQ or copies of the original exports.

To edit an export's connection settings:

1.
2.

Go to ThreatQ Configuration > Exports.
Locate the export you wish to edit.

Click connection settings in the Connection column.

The Connection Settings dialog box opens.

CONNECTION SETTINGS

Export Name:

Tenable MD5 Address Copy

Token:

XHOOO0O0KK]

REVCRETL Il Cancel

Make the desired edits.

Click Save Settings.

The settings are saved, and a confirmation alert appears in an alert bar at the top of the

page.
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Accessing/Editing an Export's Output Format

While you cannot edit or delete any of the exports originally supplied by ThreatQ, you can

edit exports you have added to ThreatQ or copies of the original exports.
To edit an export's output format:

1. Go to ThreatQ Configuration > Exports.
2. Locate the export you wish to edit.

3. Click output format in the Output Format column.
The Output Format dialog box opens.

OUTPUT FORMAT

Which type of information would you like to export?

Indicators

Output type:

text/plain

Special Parameters (optional):
Provide URL Parameters to further refine information being exported: See examples.

indicator.deleted=N&indicator.type=MD5&indicator.class=network&status=Active
A

Output Format Tempilate: Insert Variable:
Indicator Id
{foreach $data as $indicator}

{$indicator.value}{foreach $indicator.Sources item=source name=Sources}

-

4. Select which type of information you would like to export from the first dropdown

menu.
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Which type of information would you like to export?

v Indicators
Recipients T
IndicatorSources

An admin has the ability to choose between the following options:

« Indicators - Outputs only indicators
« Recipients - Outputs only recipients

« IndicatorSources - Outputs indicators with the source as supporting inform-

ation

5. Select the Output Type from the second dropdown menu.

This sets the content type of the export response to a specific value (e.g. text/csv, tex-
t/plain, text/xml). Output Type does not have an impact on how the data is formatted
but it does affect the content type within the header of the exported document. For
example, if you select Output Type = text/csv, when viewing the source of the export,

the header will contain a Content Type = text/csv attribute.

Please see http://www.w3.org/Protocols/rfc1341/4 Content-Type.html for more

information.

N b ik b

text/xml
v text/plain
text/csv
text/csv; charset=utf-8
text/json
Custom

6. (Optional) Enter special parameters. There are two ways to do this:

o Adding Special Parameters within ThreatQ. One advantage of using this

option is that the URL for the export remains non-specific and therefore
you can change what is being exported without having to manage each

external device individually.
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o Customize Output Format Template. Choosing this option means you

lose the ability to have one place to manage what is being exported.
Adding Special Parameters within ThreatQ

This is where an admin can provide additional parameters to further specify which data will

be output via this export. Here are some examples.

To export all indicators with an ] ]
] Indicator. Status=Active
active status

To export all CIDR Block indic-

ators that have an active status

Indicator.Status=Active&Indicator. Type=cidr
block

To export all CIDR Block indic-

an active status

ators and IP Addresses that have

Indicator.Status=Active&Indicator. Type=cidr
block&Indicator. Type=ip address

A wide range of filtering parameters are available:

Parameters for Indic-

Parameters for Recip-

Parameters for Indicator

indicator.class
indicator.hash
indicator.updated_at
indicator.last_detected_
at

indicator.deleted
indicator.deleted_at
indicator.Attributes

indicator.Adversary

ators ients Sources
indicator.id recipient.id
indicator.type recipient.value indicator.id
indicator.status recipient.count indicator.type
indicator.value recipient.to_count indicator.status

recipient.cc_count
recipient.updated_at
recipient.deleted
recipient.deleted_at
recipient.spearphish_
count
recipient.Adversaries
recipient.Attributes

recipient.Sources

indicator.value
indicator.class
indicator.hash
indicator.updated_at
indicator.last_detected_at
indicator.deleted
indicator.deleted_at

indicator.source
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Parameters for Indic-

ators

Parameters for Recip-

ients

Parameters for Indicator

Sources

indicator.Sources

indicator.sources_count

Adding Parameters to the end of the URL

You can append the same parameters listed above to the end of any export URL to achieve

the same results. By pursuing this option, you will lose the option of having one place to man-

age what s being exported via that export.

Customize Output Format Template

1. Customize the Output Format Template by putting your cursor where you want

the variable to go and selecting the variable you’d like to use from the Insert Vari-

able select box.

This template provides you with the ability to format exactly how your data is printed

out within an export.

Important: When formatting your output template, you must wrap all of your declar-

ations within a loop. Please refer to the following as an example:

{foreach $data as $indicator}

Your variables go here

{/foreach}

The Output Format Template is populated based on your selection.

2. Verify the information entered.

3. Click Save Settings.
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Export Output Format Templates

The following topics contain template files that you can use to customize an export's output

format.

"1

The Output Format Template field for an export is found under its Output
Format modal. You can access this by clicking on the Output Format link

for an export from the main exports page.

Export Adversaries Output Format Template

Export Events Output Format Template

Export Indicators Output Format Template

Export Signatures Output Format Template

Export Adversaries Output Format Template

Use the template below to format exactly how your data is printed out within an export.

"l

Important: When formatting your output template, you must wrap all of your

declarations within a loop.

Template

{foreach S$data as S$adversary}

ID: {Sadversary.id}

Name: {S$Sadversary.name}

Description:
Created At:
Updated At:
Touched At:

Deleted At:

{Sadversary.description}

{Sadversary.created}
{Sadversary.updated at}
{Sadversary.touched at}

{Sadversary.deleted at}

Deleted: {$adversary.deleted}
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The following items are variables that can added to the template.

Attributes

Adversaries
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Attachments

Events

Indicators

Investigations
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Value: {S$investigation.value}
{/foreach}
Signatures
{foreach S$adversary.Signatures item=signature name-
e=Signatures}
Name: {S$Ssignature.name}
Value: {Ssignature.value}
{/foreach}
Tasks

{foreach Sadversary.Tasks item=task name=Tasks}
Name: {Stask.name}

Value: {Stask.value}

{/foreach}

Export Events Output Format Template

Use the template below to format exactly how your data is printed out within an export.

Important: When formatting your output template, you must wrap all of your
declarations within a loop.

Template

{foreach $data as Sevent}

{Sevent.title} ID: {Sevent.id}
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The following items are variables that can added to the template.

Sources

Attributes
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Adversaries

Attachments

Indicators
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Value: {S$indicator.value}

{/foreach}

Investigations

{foreach S$event.Investigations item=investigation

name=Investigations}
Name: {$investigation.name}

Value: {Sinvestigation.value}

{/foreach}

Signatures

{foreach Sevent.Signatures item=signature name-

e=Signatures}
Name: {$signature.name}

Value: {Ssignature.value}

{/foreach}

Tasks

{foreach S$event.Tasks item=task name=Tasks}

Name: {S$Stask.name}

Value: {Stask.value}

{/foreach}

Export Indicators Output Format Template

Use the template below to format exactly how your data is printed out within an export.
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Important: When formatting your output template, you must wrap all of your
declarations within a loop.

Template

{foreach $data as $indicator}

{$indicator.value}

ID: {S$indicator.id}

Value: {Sindicator.value}

Type: {S$indicator.type}

Status: {$indicator.status}

Class: {Sindicator.class}

Description: {S$indicator.description}
Score: {S$Sindicator.score}

Hash: {$indicator.hash}

Source Count: {S$indicator.sources count}
Whitelisted: {$indicator.whitelisted}
Last Detected At: {S$indicator.last detected at}
Created At: {$indicator.created}

Updated At: {Sindicator.updated at}
Touched At: {Sindicator.touched at}
Since Deleted: {$indicator.sincedeleted}
Deleted At: {Sindicator.deleted at}

Deleted: {$indicator.deleted}

Your variables go here

{/foreach}
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The following items are variables that can added to the template.

Attributes

Adversaries
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Events

Indicators

Investigations

Signatures
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Tasks

{foreach S$indicator.Signatures item=signature name-
e=Signatures}

Name: {$signature.name}

Value: {Ssignature.value}

{/foreach}

foreach $indicator.Tasks item=task name=Tasks}
Name: {S$Stask.name}
Value: {Stask.value}

{/foreach}

Export Signatures Output Format Template

Use the template below to format exactly how your data is printed out within an export.

Important: When formatting your output template, you must wrap all of your
declarations within a loop.

Template

{foreach S$data as S$signature}

{Ssignature.name}

ID: {S$signature.id}

Name: {$signature.name}
Value: {S$signature.value}
Type: {S$signature.type}
Status: {$signature.status}

Description: {S$signature.description}
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The following items are variables that can added to the template.

Sources

Attributes

Adversaries
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Attachments

Events

Indicators
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Investigations

{foreach $signature.Investigations item-
m=investigation name=Investigations}

Name: {$investigation.name}

Value: {S$investigation.value}
{/foreach}
Signatures

Tasks

{foreach S$signature.Signatures item=signature name-
e=Signatures}

Name: {$signature.name}

Value: {Ssignature.value}

{/foreach}

{foreach S$signature.Tasks item=task name=Tasks}
Name: {Stask.name}

Value: {Stask.value}

{/foreach}

Deleting an Export

While you cannot delete any of the exports originally supplied by ThreatQ, you can delete

any exports you have added to ThreatQ or copies of the original exports.

To delete an export:
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1. Go to ThreatQ Configuration > Exports.
2. Locate the export(s) you wish to delete.

3. Click the export(s).
4

. Click the delete icon at the top right of the Exports table.

Specific Indicator Export Instructions

The following topics provide instructions on how to export specific indicators for use with an

external threat detection system.

« Configuring Bro Exports

« Configuring Fidelis Exports

« Configuring Lancope Exports

o Configuring Netwitness Exports

o Configuring OpenlOC Signature Exports

o Configuring Palo Alto Exports

o Configuring Reservoir Labs Exports

o Configuring Splunk Exports

o Configuring Tenable Exports

Configuring Bro Exports

This topic explains how to export Bro indicators for use with an external threat detection sys-

tem. See Exports Overview for more details about configuring exports. Follow the instruc-

tions below to export your data.

To export to Bro:
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1. From the navigation menu, choose the gear icon > Exports.
The Exports page appears.

2. Click Add New Export.
The Connection Settings dialog box appears.

3. Enter an Export Name.

4. Click Next Step.
The Output Format dialog box appears.

5. Provide the following information:
« For Which type of information would you like to export? Choose: Indicators.
« For Output type, choose text/plain.

« Under Special Parameters, enter indic-

ator.status=Active&indicator.deleted=N

o Under Output Format Template, enter:
#fields{$tab}indicator{$tab}indicator_type{$tab}meta.source{$tab}meta.url
{foreach $data as $indicator}

{$indicator_type=""}

{$source_found=0}

{if $indicator.type eq "CIDR Block"}{$indicator_type="Intel:: SUBNET"}{/if}
{if $indicator.type eq "IP Address"}{$indicator_type="Intel:: ADDR"}{/if}

{if $indicator.type eq "URL"}{$indicator_type="Intel::URL"}{/if}

{if $indicator.type eq "Email Address"}{$indicator_type="Intel::EMAIL"}{/if}
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{if $indicator.type eq "FQDN"}{$indicator_type="Intel::DOMAIN"}{/if}

{if $indicator.type eq "MD5"}{$indicator_type="Intel::FILE_HASH"}{/if}

{if $indicator.type eq "SHA-1"}{$indicator_type="Intel::FILE_HASH"}{/if}
{if Sindicator.type eq "SHA-256"H{$indicator_type="Intel::FILE_HASH"}{/if}
{if $indicator.type eq "SHA-256"}{$indicator_type="Intel::FILE_HASH"}{/if}
{if $indicator.type eq "SHA-384"H{$indicator_type="Intel::FILE_HASH"}{/if}
{if $indicator.type eq "SHA-512"}{$indicator_type="Intel::FILE_HASH"}{/if}
{if Sindicator.type eq "Filename"}{$indicator_type="Intel::FILE_HASH"}{/if}
{if $indicator_type ne "}

{$indicator.value}{$tab}{$indicator_type}{$tab}{foreach $indicator.Sources

item=source name=Sources}{if $smarty.foreach.Sources.first == true}
{$source.value}{$source_found=1}{/if}{/foreach}{if $source_found == 0}-{/if}
{$tab}https://{$http_host}/indicators/{$indicator.id}/details

{/if}

{/foreach}

6. Click Save Settings.

7. Under On/Off, toggle the switch to enable the export.

Configuring Fidelis Exports

This topic explains how to export Fidelis indicators for use with an external threat detection

system. See Exports Overview for more details about configuring exports. Follow the instruc-

tions below to export your data for:
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Fidelis FQDN

Fidelis FQDN Text
Fidelis IP Address
Fidelis IP Address Text
Fildeis MD5

Fidelis MD5 Text
Fidelis URL

Fidelis URL Text

To export to Fidelis FQDN:

1.

From the navigation menu, choose the gear icon > Exports.
The Exports page appears.

Click Add New Export.

The Connection Settings dialog box appears.

Enter an Export Name.

Click Next Step.

The Output Format dialog box appears.

. Provide the following information:

« For Which type of information would you like to export? Choose: Indicators
« For Output type, choose text/xml.

« Under Special Parameters, enter indic-
ator.status-

s=Active&indicator.deleted=N&indicator.type=FQDN&indicator.class=host
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« Under Output Format Template, enter:
<MyMD5feed/>

<description>FQDN feed provided by ThreatQuotient. Possible request para-
meters are listed as attributes on the result node. The dateBegin parameter

defaults to one hour prior. Stay secure my friends!</description>
<entries>

<limit>{$row_count}</limit>

<page>{$row_count}</page>

<start>{$row_count}</start>

<end>{$row_count}</end>

<status>{$row_count}</status>
<rows_returned>{$row_count}</rows_returned>

<entry>

{foreach $data as $indicator}
<hostname>{$indicator.value|escape:"url"}</hostname>
<extra_info>https://{$http_host}/indicators/{$indicator.id}/details</extra_info>
{/foreach}

</entry>

</entries>

6. Click Save Settings.

7. Under On/Off, toggle the switch to enable the export.
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To export to Fidelis FQDN Text:

1.

6.
7.

From the navigation menu, choose the gear icon > Exports.

The Exports page appears.

. Click Add New Export.

The Connection Settings dialog box appears.

Enter an Export Name.

Click Next Step.
The Output Format dialog box appears.

Provide the following information:
« For Which type of information would you like to export? Choose: Indicators.
« For Output type, choose text/plain

« Under Special Parameters, enter indic-
ator.status-

s=Active&indicator.deleted=N&indicator.type=FQDN&indicator.class=host

o Under Output Format Template, enter:
{foreach $data as $indicator}
{$indicator.value}

{/foreach}

Click Save Settings.

Under On/Off, toggle the switch to enable the export.

To export to Fidelis IP Address:
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1. From the navigation menu, choose the gear icon > Exports.
The Exports page appears.

2. Click Add New Export.
The Connection Settings dialog box appears.

3. Enter an Export Name.

4. Click Next Step.
The Output Format dialog box appears.

5. Provide the following information:
« For Which type of information would you like to export? Choose: Indicators.
« ForOutput type, choose text/xml.

« Under Special Parameters, enter indic-
ator.status=Active&indicator.deleted=N&indicator.type=IP Address&in-

dicator.class=network.

o Under Output Format Template, enter:
<MyMDb5feed/>

<description>|P feed provided by ThreatQuotient. Possible request para-
meters are listed as attributes on the result node. The dateBegin parameter

defaults to one hour prior. Stay secure my friends!</description>
<entries>

<limit>{$row_count}</limit>

<page>{$row_count}</page>

<start>{$row_count}</start>
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<end>{$row_count}</end>

<status>{$row_count}</status>
<rows_returned>{$row_count}</rows_returned>

<entry>

{foreach $data as $indicator}

<ip>{S$indicator.value|escape:"url"}</ip>
<extra_info>https://{$http_host}/indicators/{$indicator.id}/details</extra_info>
{/foreach}

</entry>

</entries>

6. Click Save Settings.

7. Under On/Off, toggle the switch to enable the export.
To export to Fidelis IP Address Text:
1. From the navigation menu, choose the gear icon > Exports.
The Exports page appears.
2. Click Add New Export.
The Connection Settings dialog box appears.

3. Enter an Export Name.

4. Click Next Step.

The Output Format dialog box appears.
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5. Provide the following information:
« For Which type of information would you like to export? Choose: Indicators.
« For Output type, choose text/plain.

« Under Special Parameters, enter indic-
ator.status=Active&indicator.deleted=N&indicator.type=IP Address&in-

dicator.class=network.

o Under Output Format Template, enter:
{foreach $data as $indicator}
{$indicator.value}

{/foreach}

6. Click Save Settings.

7. Under On/Off, toggle the switch to enable the export.
To export to Fidelis MD5:
1. From the navigation menu, choose the gear icon > Exports.
The Exports page appears.
2. Click Add New Export.
The Connection Settings dialog box appears.

3. Enter an Export Name.

4. Click Next Step.

The Output Format dialog box appears.
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5. Provide the following information:
« For Which type of information would you like to export? Choose: Indicators.
« For Output type, choose text/xml.

« Under Special Parameters, enter indic-
ator.status-
s=Active&indicator.deleted=N&indicator.type=MDb5&indicator.class=host.

o Under Output Format Template, enter:
<MyMDb5feed/>

<description>MD5 feed provided by ThreatQuotient. Possible request para-
meters are listed as attributes on the result node. The dateBegin parameter

defaults to one hour prior. Stay secure my friends!</description>
<entries>

<limit>{$row_count}</limit>
<page>{$row_count}</page>
<start>{$row_count}</start>
<end>{$row_count}</end>
<status>{$row_count}</status>
<rows_returned>{$row_count}</rows_returned>
<entry>

{foreach $data as $indicator}
<md5>{S$indicator.value|escape:"url"}}</md5>

<extra_info>https://{$http_host}/indicators/{$indicator.id}/details</extra_info>
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{/foreach}
</entry>
</entries>

6. Click Save Settings.

7. Under On/Off, toggle the switch to enable the export.
To export to Fidelis MD5 Text:
1. From the navigation menu, choose the gear icon > Exports.
The Exports page appears.
2. Click Add New Export.
The Connection Settings dialog box appears.

3. Enter an Export Name.

4. Click Next Step.
The Output Format dialog box appears.

5. Provide the following information:
« For Which type of information would you like to export? Choose: Indicators.
« ForOutput type, choose: text/plain.

« Under Special Parameters, enter indic-
ator.status-
s=Active&indicator.deleted=N&indicator.type=MDb5&indicator.class=host

o Under Output Format Template, enter:
{foreach $data as $indicator}

{$indicator.value}
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{/foreach}

6. Click Save Settings.

7. Under On/Off, toggle the switch to enable the export.
To export to Fidelis URL:
1. From the navigation menu, choose the gear icon > Exports.
The Exports page appears.
2. Click Add New Export.
The Connection Settings dialog box appears.

3. Enter an Export Name.

4. Click Next Step.
The Output Format dialog box appears.

5. Provide the following information:
« For Which type of information would you like to export? Choose: Indicators.
o For Output type, choose text/plain.

« Under Special Parameters, enter: indic-

ator.status=Active&indicator.deleted=N

o Under Output Format Template, enter:
<MyMDb5feed/>

<description>URL feed provided by ThreatQuotient. Possible request para-
meters are listed as attributes on the result node. The dateBegin parameter

defaults to one hour prior. Stay secure my friends!</description>

<entries>
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<limit>{$row_count}</limit>
<page>{$row_count}</page>
<start>{$row_count}</start>
<end>{$row_count}</end>
<status>{$row_count}</status>
<rows_returned>{$row_count}</rows_returned>
<entry>

{foreach $data as $indicator}
<url>{$indicator.value|escape:"url"}}</url>
<extra_info>https://{$http_host}/indicators/{$indicator.id}/details</extra_info>
{/foreach}

</entry>

</entries>

6. Click Save Settings.

7. Under On/Off, toggle the switch to enable the export.
To export to Fidelis URL Text:
1. From the navigation menu, choose the gear icon > Exports.
The Exports page appears.
2. Click Add New Export.

The Connection Settings dialog box appears.
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3. Enter an Export Name.

4. Click Next Step.
The Output Format dialog box appears.

5. Provide the following information:
« For Which type of information would you like to export? Choose: Indicators.
« For Output type: choose text/plain.

« Under Special Parameters, enter indic-
ator.status-
s=Active&indicator.deleted=N&indicator.type=URL&indicator.class=host

o Under Output Format Template, enter:
{foreach $data as $indicator}
{$indicator.value}

{/foreach}

6. Click Save Settings.
7. Under On/Off, toggle the switch to enable the export.

Configuring Lancope Exports

This topic explains how to export Lancope indicators for use with an external threat detection

system. See Exports Overview for more details about configuring exports. Follow the instruc-

tions below configure an export for your data.
To export to Lancope:
1. From the navigation menu, choose the gear icon > Exports.

The Exports page appears.
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2. Click Add New Export.
The Connection Settings dialog box appears.

3. Enter an Export Name.

4. Click Next Step.
The Output Format dialog box appears.

5. Provide the following information:
« For Which type of information would you like to export? Choose Indicators.
« For Output type, choose text/csv; charset=utf-8

« Under Special Parameters, enter:
indicator.status=Active&indicator.deleted=N&indicator.type=IP
Addressg&indicator.type=CIDR Block&indicator.class=network

o Under Output Format Template, enter:

RECORD_NUMBER,GROUP_NAME,GROUP_ID,NETWORK _
DEFINITION,PARENT_NAMESPACE

0,ThreatQ,-1,,/
{foreach $data as $indicator}

0,"{foreach $indicator.Sources item=source name=Sources}{$source.value}

{if $smarty.foreach.Sources.last != true},{/if}{/foreach}",-1,
{$indicator.value|regex_replace:"/[\r\t\n]/":""|replace:"\"":""},"/ThreatQ/"
{/foreach}

6. Click Save Settings.

7. Under On/Off, toggle the switch to enable the export.
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Configuring Netwitness Exports

This topic explains how to export Netwitness indicators for use with an external threat detec-

tion system. See Exports Overview for more details about configuring exports. Follow the

instructions below to export your data for:

« Netwitness FQDN

o Netwitness IP
To export to Netwitness FQDN:
1. From the navigation menu, choose the gear icon > Exports.
The Exports page appears.
2. Click Add New Export.
The Connection Settings dialog box appears.

3. Enter an Export Name.

4. Click Next Step.
The Output Format dialog box appears.

5. Provide the following information:
« For Which type of information would you like to export? Choose Indicators.
« For Output type, choose text/csv; charset=utf-8.
« Under Special Parameters, enter:
indic-
ator.status-
=Ac-
ctive&indicator.deleted=NG&indicator.type=FQDN&indicator.class=network
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« Under Output Format Template, enter:

{foreach $data as $indicator}

"{$indicator.value}","{foreach $indicator.Sources as $source}{$source.value},
{foreachelse}{/foreach}","https://{$http_host}/indicators/{$indicator.id}/details"
{/foreach}

6. Click Save Settings.

7. Under On/Off, toggle the switch to enable the export.
To export to Netwitness IP:
1. From the navigation menu, choose the gear icon > Exports.
The Exports page appears.
2. Click Add New Export.
The Connection Settings dialog box appears.

3. Enter an Export Name.

4. Click Next Step.
The Output Format dialog box appears.

5. Provide the following information:
« For Which type of information would you like to export? Choose Indicators.
« For Output type, choose text/csv; charset=utf-8.

« Under Special Parameters, enter:

indicator.status=Active&indicator.deleted=N&indicator.type=IP Address&in-

dicator.class=network
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« Under Output Format Template, enter:
{foreach $data as $indicator}

"{$indicator.value}","{foreach $indicator.Sources as $source}{$source.value},
{foreachelse}{/foreach}","https://{$http_host}/indicators/{$indicator.id}/details"

{/foreach}

6. Click Save Settings.

7. Under On/Off, toggle the switch to enable the export.

Configuring OpenlOC Signature Exports

This topic explains how to export OpenlOC signatures for use with an external threat detec-

tion system. See Exports Overview for more details about configuring exports. Follow the

instructions below to export your data.
To export to OpenlOC CSV:
1. From the navigation menu, choose the gear icon > Exports.
The Exports page appears.
2. Click Add New Export.
The Connection Settings dialog box appears.

3. Enter an Export Name.

4. Click Next Step.

The Output Format dialog box appears.
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5. Provide the following information:
« For Which type of information would you like to export? Choose Signatures.
« For Output type, choose text/csv.

« Under Special Parameters, enter:
signature.status=Active&signature.deleted=N&signature.type=OpenlOC
« Under Output Format Template, enter:
{foreach $data as $signature}
"{$signature.name]replace:"™":\"}","{$signature.value|replace:"™":\"}"
{/foreach}

6. Click Save Settings.

7. Under On/Off, toggle the switch to enable the export.

Configuring Palo Alto Exports

This topic explains how to export Palo Alto indicators for use with an external threat detec-

tion system. See Exports Overview for more details about configuring exports. Follow the

instructions below to export your data.
To export to Palo Alto FQDN:
1. From the navigation menu, choose the gear icon > Exports.
The Exports page appears.
2. Click Add New Export.
The Connection Settings dialog box appears.

3. Enter an Export Name.
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4. Click Next Step.
The Output Format dialog box appears.

5. Provide the following information:
« For Which type of information would you like to export? Choose Indicators.
o For Output type, choose text/plain.

« Under Special Parameters, enter:

indic-

ator.status-

=Ac-
ctive&indicator.deleted=NG&indicator.type=FQDN&indicator.class=network

« Under Output Format Template, enter:
{foreach $data as $indicator}
{$indicator.value}

* {$indicator.value}
{/foreach}

6. Click Save Settings.

7. Under On/Off, toggle the switch to enable the export.

Configuring Reservoir Labs Exports

This topic explains how to export Reservoir Labs indicators for use with an external threat

detection system. See Exports Overview for more details about configuring exports. Follow

the instructions below to export your data.

To export to Reservoir Labs:
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1. From the navigation menu, choose the gear icon > Exports.
The Exports page appears.

2. Click Add New Export.
The Connection Settings dialog box appears.

3. Enter an Export Name.

4. Click Next Step.
The Output Format dialog box appears.

5. Provide the following information:
« For Which type of information would you like to export? Choose Indicators.
« For Output type, choose text/plain.

« Under Special Parameters, enter:
indicator.status=Active&indicator.deleted=N

o Under Output Format Template, enter:
#fields{$tab}indicator{$tab}indicator_type{$tab}meta.source{$tab}meta.url
{foreach $data as $indicator}
{if $indicator.type eq "CIDR Block"}{continue}{/if}
{if $indicator.type eq "SHA-1"}{continue}{/if}
{if Sindicator.type eq "SHA-256"Hcontinue}{/if}
{if $indicator.type eq "SHA-384"Hcontinue}{/if}
{if $indicator.type eq "SHA-512"Hcontinue}{/if}

{$indicator_type=""}
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{$source_found=0}

{if $indicator.type eq "IP Address"}{$indicator_type="Intel:: ADDR"}{/if}

{if $indicator.type eq "URL"}{$indicator_type="Intel::URL"}{/if}

{if $indicator.type eq "Email Address"}{$indicator_type="Intel::EMAIL"}{/if}
{if $indicator.type eq "FQDN"}{$indicator_type="Intel::DOMAIN"}{/if}

{if $indicator.type eq "MD5"}{$indicator_type="Intel::FILE_HASH"}{/if}

{if $indicator.type eq "Filename"}{S$indicator_type="Intel::FILE_HASH"}{/if}
{if $indicator_type ne "}

{$indicator.value}{$tab}{$indicator_type}{$tab}{foreach $indicator.Sources
item=source name=Sources}{if $smarty.foreach.Sources.first == true}

{$source.value}{$source_found=1}{/if}{/foreach}{if $source_found == 0}-{/if}
{$tab}https://{$http_host}/indicators/{$indicator.id}/details

{/if}

{/foreach}

6. Click Save Settings.

7. Under On/Off, toggle the switch to enable the export.

Configuring Splunk Exports

This topic explains how to export indicators for use with an external threat detection system.

See Exports Overview for more details about configuring exports. Follow the instructions

below to export your data.

To export to Splunk:
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1. From the navigation menu, choose the gear icon > Exports.
The Exports page appears.

2. Click Add New Export.
The Connection Settings dialog box appears.

3. Enter an Export Name.

4. Click Next Step.
The Output Format dialog box appears.

Provide the following information:

For Which type of information would you like to export? Choose Indicators.

For Output type, choose text/plain.

« Under Special Parameters, enter:

indicator.sincedeleted=Y

Under Output Format Template, enter:

#indicator{$tab}indicator_type{$tab}last_modified{$tab}reference_url{$tab}-
source{$tab}campaign{$tab}status

{foreach $data as $indicator}
{$indicator.value}{$tab}{S$indicator.type}{$indicator.updated_at}

{$tab}https://{$http_host}/indicators/{$indicator.id}/details{$tab}{foreach $in-
dicator.Sources item=source name=Sources}{$source.value}{if $smarty.-
foreach.Sources.last == false}, {/if}{{/foreach}{$tab}{foreach

$indicator.Adversaries item=adversary name=Adversaries}{$ad-
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versary.value}l{if $smarty.foreach.Adversaries.last == false}, {/if}{/foreach}
{$tab}{S$indicator.status}

{/foreach}

5. Click Save Settings.

6. Under On/Off, toggle the switch to enable the export.

Configuring Tenable Exports

This topic explains how to export Tenable indicators for use with an external threat detection

system. See Exports Overview for more details about configuring exports. Follow the instruc-

tions below to export your data for:

« Tenable FQDN
« Tenable IP Address
« Tenable MD5 Address

To export to Tenable FQDN:
1. From the navigation menu, choose the gear icon > Exports.
The Exports page appears.
2. Click Add New Export.
The Connection Settings dialog box appears.

3. Enter an Export Name.

4. Click Next Step.

The Output Format dialog box appears.
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5. Provide the following information:
« For Which type of information would you like to export? Choose Indicators.
« For Output type, choose text/plain.
« Under Special Parameters, enter:
indic-
ator.status-
=Ac-
ctive&indicator.deleted=N&indicator.type=FQDNG&indicator.class=network

o Under Output Format Template, enter:
{foreach $data as $indicator}
{$indicator.value},{foreach $indicator.Sources item=source name=Sources}
{$source.value}{if $smarty.foreach.Sources.last == false}/{/if}{/foreach}
{/foreach}

6. Click Save Settings.

7. Under On/Off, toggle the switch to enable the export.
To export to Tenable |IP Address:

1. From the navigation menu, choose the gear icon > Exports.
The Exports page appears.

Click Add New Export.

The Connection Settings dialog box appears.

Enter an Export Name.

Click Next Step.

N o g & 0 DN

The Output Format dialog box appears.
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8. Provide the following information:
« For Which type of information would you like to export? Choose Indicators.
« For Output type, choose text/plain.

« Under Special Parameters, enter:

indicator.status=Active&indicator.deleted=N&indicator.type=IP Address&in-

dicator.class=network

o Under Output Format Template, enter:
{foreach $data as $indicator}
{$indicator.value},{foreach $indicator.Sources item=source name=Sources}
{$source.value}{if $smarty.foreach.Sources.last == false}/{/if}{/foreach}
{/foreach}

9. Click Save Settings.

10. Under On/Off, toggle the switch to enable the export.
To export to Tenable MD5 Address:
1. From the navigation menu, choose the gear icon > Exports.
The Exports page appears.
2. Click Add New Export.
The Connection Settings dialog box appears.

3. Enter an Export Name.
4. Click Next Step.

5. The Output Format dialog box appears.
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6. Provide the following information:
« For Which type of information would you like to export? Choose Indicators.
« For Output type, choose text/plain.
« Under Special Parameters, enter:
indic-
ator.status-
s=Active&indicator.deleted=N&indicator.type=MD5&indicator.class=network

« Under Output Format Template, enter:
. {foreach $data as $indicator}

« {$indicator.value},{foreach $indicator.Sources item=source name-

e=Sources}
« {$source.value}{if $smarty.foreach.Sources.last == false}/{/if}{/foreach}
« {/foreach}
7. Click Save Settings.
8. Under On/Off, toggle the switch to enable the export.
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Common Enrichment and Audit Log Ques-
tions

The ThreatQ Audit Log tracks every change made to every objectin the system. If there is a
change to an object, that change is displayed in the audit log. The audit log is only updated if

the data itself changes, not just the updated_at value.
The following questions below address further details about the audit logging process.

In the case where an activity is triggered (with nothing updated), where will the activity be
logged?

The activity will not show in the audit log, as there were no changes to report. While ThreatQ
does not track duplicate objects that enter the application, there is a touched_at date field on
primary objects (Adversaries, Files, Events, Indicators, and Signatures) that indicates when

a relation of the object has been changed.

Is there another raw audit log within the system where events are logged?

No, there are no other raw audit logs where events are logged.

Is there an option in the User Interface to enable all activities to be shown in the Audit
Log?

There is no option in the User Interface to limit or expand the audit log. All entries are pulled
for an object when the Audit Log panel is opened. The audit log displays changes to the indi-
vidual fields of an object; object comments, sources, attributes, and tags; as well as to object
links, object link comments, and object link attributes. Additionally, any changes to the score

of an Indicator are included.
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Air Gapped Data Sync

The following explains how to configure and complete an Air Gapped Data Sync from a

source ThreatQ instance to a target air-gapped ThreatQ instance.

Air Gapped Data Sync Overview

Understanding threatq:sync-export

Understanding threatq:sync-import

Executing Air Gapped Data Sync

Air Gapped Data Sync Overview

Air Gapped Data Sync allows you to transfer data from a source ThreatQ installation to a tar-
get air-gapped ThreatQ installation. ThreatQ defines an air-gapped system as one that is not
connected to a public network. This means that external feed ingestion will not occur on the

air-gapped installation.

You should consult with ThreatQ Support or a Threat Intelligence Engin-
eer prior to performing an Air Gapped Data Sync.

Air Gapped Data Sync consists of two synchronization commands:

« threatq:sync-export: the read command that copies data from the source ThreatQ

installation

« threatq:sync-import: the write command that copies data to the target ThreatQ

installation

A This section includes deployment details and configurations that should
not be deviated from or changed without first consulting with
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A ThreatQuotient. Any deviation of the ThreatQuotient recommended set-
tings could resultin system and platform instability, may render the system
non-operational, and are not supported.

Air Gapped Data Sync System Requirements
To use Air Gapped Data Sync, ThreatQ installations must meet the following requirements:

« ThreatQ v4.15 or later must be installed.

« All ThreatQ installations must run the same software version.

« All ThreatQ installations must be set to the correct time, time zone, and date, and using

a clock source available to all. UTC is recommended.
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Understanding threatq:sync-export

The purpose of this command is to pull all objects, object context, tags, and object links from
the source ThreatQ installation and then store them in CSV data dump files. You can specify
which objects are pulled, based on a date or via configuration. All data pulled into the CSV
data dump files can then be transferred to a target air-gapped ThreatQ installation for val-
idation and import. Each run of this command also generates a sync report with output logs

for the run.

threatq:sync-export Parameters

The following table outlines the parameters for the command. All parameters for the threatq:
sync-export command are optional. If you do not set any parameters, the system runs a

default configuration as explained in threatq:sync-export Configuration.

Parameter Explanation

Target directory where the output file should be placed.
This value is required.

--target
Default: tmp

example: -target=/my/directory

The start date for data selection. This value is required.
--start-date
ex: -start-date="2018-01-01 00:00:00"

The end date for data selection. This value is required.
--end-date Applies only to objects themselves, not object context or

object links.
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example: —-end-date="2018-01-02 00:00:00"

Determines whether objects that have been soft-deleted

are included in the result set. Options are Y(es) or N(0).
--include-deleted

Default: N

example: —include-deleted=Y

Determines whether Investigations and Tasks are included
in the result set. This value is required. Options are Y(es) or

: . o N(o).
--include-investigations

Default: N

example: —include-investigations=N

| If present, tells the command to only include meta data (no
--meta-only
object data) in the result set. No value necessary.

Sets the PHP memory limitin Megabytes or Gigabytes.
This value is required.

--memory-limit
Default: 2G

example: -memory-limit=4G
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Sets the limit on the number of objects selected at a time.

Recommended use is to set the limit to a number smaller

than the default (50,000) on boxes with very large data sets.
--object-limit

Default: 50,000

example: -memory-limit=10000

threatq sync-export Examples

This command should be run frominside the /var/www/api directory. The following

examples provide use cases for air gapped data sync.

No Time Limit, Default Configuration

sudo ./artisan threatg:sync-export

This example will pull all objects in the system (with the exception of Investigations, Tasks,

and soft-deleted Objects). The output will appear in Amp.

Meta Data Only

sudo ./artisan threatqg:sync-export —--meta-only

This example will pull only meta data objects from the system (Attributes, Sources, Object

Statuses and Types, and so on).
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Time Limit
sudo ./artisan threatqg:sync-export --start-date
="2018-10-01 00:00:00" --end-date="2018-11-01
00:00:00"

This example will pull objects whose updated at or touched at occurs between the
startand end date.

Cron Configuration

sudo ./artisan threatqg:sync-export
--target=/my/directory --include-deleted=Y

——include-investigations=N

This example will do a search for a previous synchronization record with the same hash
(comprised of the three options provided). If any hash matches are found, the run will use the

started at date of the most recent previous record as the start date for the current run.

If you do not require soft-deleted Objects, Investigations, or Tasks to be transferred to the tar-
get ThreatQ installation, then only the --target option is necessary (as the defaults for
the other two options are both (N)o).

threatq sync-export Initial Cron Setup for First Time Use

Basic Instructions
Determine what the cron configuration options should be:

« target directory

« whether investigations/tasks should be included
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« whether deleted objects should be included

The cron configuration options must be the same for every run, but they only need to be spe-
cified if different from the defaults.

Run the command with the cron configuration options:
php artisan threatqg:sync-export

--target=/my/directory --include-investigations=Y

—-—include-deleted=N

Instructions for Larger Data Sets (Starting from the Beginning of Time)

For larger data sets, it is undesirable to do a full run from the beginning of time (performance

will suffer).

A ThreatQuotient recommends that you use the --end-date option to spe-
cify an upper limit on the date range pulled. Multiple runs will be neces-
sary to process all data up to the current date.

Determine what the cron configuration options should be:

« targetdirectory
« Whether investigations/tasks should be included

« whether deleted objects should be included

The cron configuration options will need to be the same for every run, but they only need to

be specified if different from the defaults.

For each of the runs, provide the configuration options along with the --end-date option:
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php artisan threatqg:sync-export
--target=/my/directory --include-investigations=Y

-—end-date="2017-01-01 00:00:00"

Once the current date has been reached, the --end-date option will no longer be neces-

sary.
Instructions for Larger Data Sets (Starting from a Specified Date)

For larger data sets, itis undesirable to do a full run from the beginning of time (performance

will suffer).

A ThreatQuotient recommends that you use the --end-date option to spe-
cify an upper limit on the date range pulled. Multiple runs will be neces-
sary to process all data up to the current date.

If only a subset of data needs to be processed up to the current date, then you should use

the --initial-start-date option.
Determine what the cron configuration options should be:

« target directory
« whether investigations/tasks should be included

« whether deleted objects should be included

The cron configuration options will need to be the same for every run, but they only need to

be specified if different from the defaults.
For the first run, provide the configuration options along withthe -——initial-start-

date option.

php artisan threatqg:sync-export

——-initial-start-date="2017-01-01 00:00:00" —--
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target=/my/directory
——include-investiagtions=Y --end-date="2017-02-01
00:00:00"

For each of the runs, provide the configuration options along with the --end-date option:

php artisan threatqg:sync-export
--target=/my/directory --include-investigations=Y

-—end-date="2017-01-01 00:00:00"

Once the current date has been reached, the --end-date option will no longer be neces-

sary.

threatq sync-export Run Scenarios

Success

When a run of this command completes successfully, a tarball of data will appear in the tar-
get directory you specified (or tmp by default). A report file describing the run will be avail-
able in the data tarball, under the /sync directory. There will also be a record in the database

synchronizations table for the run.

Errors

If a run of this command fails before completion, the tarball will not be created. There will be
a data directory in the target directory (where the data is stored before it is compressed) that
contains all the data that was processed before the failure. The report file will appear in this
directory under /sync. Error messages will not appear in the report file - though they will

appear in the laravel log and in the console.

ThreatQ User Guide, Version 4.15 319



THREA Tﬂ H Understanding threatq:sync-export

Regardless of whether the run was part of a cron configuration, it can simply be restarted.

The cron configuration will look for the last completed run to find the next start date.

threatq:sync-export Dates

Start Date

A start date is applied to objects according to the column available - touched at or

updated at.
touched at Objects
Adversaries, Attachments, Events, Indicators, Signatures, Custom Objects
updated at Objects
Investigations, Tasks, Object Links, Tagged Objects
End Date

An end date is applied only if you provide one at run time. Itis applied everywhere a start

date is used.

threatq:sync-export Configuration

The configuration used for each run of this command consists of the --target, --
include deleted,and --include investigations command line options and is
stored in the config json column of the Synchronization record. The hash column of

each Synchronization record is a md5 hash of the config json column.

Default

The default configuration is used if the command is run with no options provided:
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« target_directory = /tmp
« include_deleted = false

« include_investigations = false

In this configuration, the initial run start date will defaultto 1970-01-01 00:00:00.

Cron

If the command is run with the --target,--include deleted,and --include
investigations parameters, the hash of these values will be compared against the
hash column of previous runs. Using these three options on every run allows for the com-

mand to be incorporated into a scheduled task.

If any hash matches are found, the start date for the run will be setto the started at date

in the Synchronization record of the previous run with the same hash.

If no hash matches are found, the start date will be setto 1970-01-01 00:00:00.

Start Date Provided

If a start date is included in the command run using the --start-date option, any other
options also provided will be honored. However, ifthe --target, --include deleted
and --include investigations options are also included, a Cron check against the
hash of these three options will not occur. The start date provided will be included in con-
fig json asthe manual_start_date so thatthe run does not collide with any Cron-related

runs.

If a "beginning of time" run is necessary, use the option as --start-date="1970-01-

01 00:00:00".

threatq:sync-export Output and Sync Report

The following sections detail the data you may find in the export output and sync report.
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threatq:sync-export Meta Data

Meta data is transferred with every run of this command by default. You can specify that only

meta data (no object data) should be pulled in a run by using the -—-meta-on1ly option.

Meta data includes information about Sources, Attributes, Tags, as well as Object Statuses

and Types (both seeded and user-provided).

While meta data like Connectors and Operations are included in this list, they are not
installed on the target ThreatQ installation as part of the air gapped data sync process. They
are only placed in the requisite tables for use as Sources of Objects that are transferred. The
same is true of any Users that are copied - these will not be enabled Users on the target

installation; they will be transferred as disabled.

Meta Data Objects:

« Attributes

» Clients

» Connectors

« Connector Categories
« Connector Definitions
« Content Types

o Groups

« Investigation Priorities
« <Object Type> Statuses
o <Object Type> Types
« Other Sources

o Operations

» Sources

o Tags
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o TLP

o« Users

threatq:sync-export Objects

This command covers any objects installed on the system by default, and any custom
objects that have been installed by the user. The only objects that can be excluded are
Investigations and Tasks (using the -—include-investigations command line

option).

( A

A Custom Objects that are installed on a source ThreatQ installation that
have NOT been installed on a target ThreatQ installation will NOT be
installed by the air gapped data sync process. If an object is included in
the export data, but is not found on the target, it will be ignored.

A J

Default Objects:

« Adversaries

« Attachments (Files)
« Events

« Indicators

» Signatures

« Campaigns

« Courses of Action
« Exploit Targets

« Incidents

e TTPs

Storage:

The data for each object is copied as a dump file in CSV format using "SELECT *INTO
OUTFILE..." MariaDB syntax. The full query for the data is built up using the options you
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provided (start date, end date, etc).

Dump files contain a maximum object limit of 50,000 (set in the Synchronization base class).
Dump files are created (with a counter appended to the file name) until the entire object res-

ult has been covered.

To ensure that any Objects present in Object Links, Tagged Objects, or Investigation
Timeline Objects are also included in the base Object data, CSV dump files for each Object
type are also created from queries against each of these tables. This is necessary because
of the differing date columns used in each query (an object may appear in an Object Link in
the specified date range according to the Object Link's updated at date, even though the
Objects themselves saw no change to their touched at date in that date range). When
the data from all of these object files is transferred to the target ThreatQ installation, any

duplicates across dump files will be consolidated.
Sample Object File List (all of these files will contain Adversary records):

adversaries/adversaries_0.csv

« adversaries/adversaries_investigation_timelines_0.csv
« adversaries/adversaries_object_links_dest_0.csv
« adversaries/adversaries_object_links_src_0.csv

« adversaries/adversaries_tags_0.csv

threatq:sync-export Object Context

The date range for queries on Object Context tables uses the updated at date column,

with the exception of Adversary Descriptions, which uses the created at date column.

Adversary Descriptions are handled as part of the Object Context gathering process. The

adversary descriptions table is queried using the created_at date column, and the
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entirety ofthe adversary description values tableis pulled, as itdoesn'thave a

date column.

Not all Objects have all Object Contexts (Attributes, Attribute Sources, Comments, and
Sources). Tables are only polled if they exist.

Tables Covered for each Object Type:

<object type>_attributes

<object type>_attribute_sources

<object type>_comments

<object type>_sources

Sample Object Context File List (Indicator Object Type):

« indicators/indicator_attribute_sources_0.csv

indicators/indicator_attributes_0.csv

indicators/indicator_comments_0.csv

« indicators/indicator_sources_0.csv

threatq:sync-export Other Data
Attachment Files

Physical files for all atachments included in the date range are copied into the attach-

mentsf/files directory of the data tarball.
Object Links

The date range for queries on Object Links uses the updated at date column.

Tables Covered (Object Links and Object Link Context):
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« Object_links

object_link_attributes

object_link_attribute_sources

« Object_link_comments

object_link_sources

Sample Object Link File List:

« object_links/object_links_0.csv

« object_links/object_link_attributes_0.csv

« object_links/object_link_attribute_sources_0.csv
« object_links/object_link_comments_0.csv

« object_links/object_link_sources_0.csv

Tags
The date range for queries on Tagged Objects uses the updated at date column.
Tables Covered (Tags themselves are covered in the Meta Data):

tagged_objects
Sample Tagged Objects File List:

tagged_objects/tagged_objects_0.csv
Spearphish
The date range for queries on Spearphish uses the updated at date column.
Tables Covered:

spearphish
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Sample Spearphish File List (Spearphish files are stored with Event data):

events/spearphish_0.csv

Investigations

The date range for queries on additional Investigation context tables uses the updated at

column.
Tables Covered:

« investigation_nodes

investigation_node_properties

investigation_timelines
« investigation_timeline_objects

investigation_viewpoints

Sample Investigation additional context File List:

« investigations/investigation_node_properties_0.csv
« investigations/investigation_nodes_0.csv

« investigations/investigation_timeline_objects_0.csv
« investigations/investigation_timelines_0.csv

« investigations/investigation_viewpoints_0.csv

threatq:sync-export File Output

threatq:sync-export Data Tarball

Once all data has been processed, a tarball is created containing all output files. This tarball
will be dropped in the directory specified inthe --target option, orthe /tmp directory by
default.
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Tarball Naming Convention: tgSync <run date>.tar.gz

Example: tqSync-19-01-16-1547649934-0849.tar.gz

threatq:sync-export Sync Report

The output for each run is stored in a Sync Report output file, which is located in the sync dir-

ectory of the data tarball. The file is always named sync-export.ixt.

threatq:sync-export Command Line Output

Command line output displays command progress, object totals, and files written.

threatq:sync-export Synchronizations

Table
synchronizations
e 1id - The auto-incremented id for the Synchronization record
« type - The Synchronization direction (options are "export" or "import")
o started at - The date and time the command run was started
o finished at -The date and time the command run completed
« config json -A JSON representation of the command run configuration

o report json -A JSON representation of the command run parameters (com-

mand line options, object counts, files created, etc)
e pid - The process id of the command run
« hash - Unique identifier for a command run (md5 hash of the config_json column)

o created at - The date and time the Synchronization record was created
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« updated at - The date and time the Synchronization record was updated

Record Handling

Hash

The Synchronization record hash column is automatically calculated as an md5 of the con-

fig json column on record creation.
Initial Creation

A Synchronization record is created at the beginning of a command run, right after all com-
mand line options have been processed. Initial creation only covers the type, started
at,pid,and config json columns. Forthis command (threatq:sync-export), the
type will be "export". The command line option portion of the report json is added as
well, but this column will not be complete until the record is finalized. The finished at

column remains NULL.
Finalization

A Synchronization record is finalized when the command run has completed. At this time,
the finished at columnis filled with the completion datetime, and the report json

column is updated to include information about the run (object counts, files created, etc).
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Understanding threatq:sync-import

The purpose of this command is to process the tarball of object data created by the threatq:-
sync-export command. Temporary sync tables are created on the target to house this object
data, and integrity checks are run against existing data to verify IDs and check for duplicate
objects. Duplicate objects from the source ThreatQ installation are updated, and new objects
are inserted. The temporary sync tables are dropped when data processing is complete.

Each run of this command also generates a sync report without output logs for the run.

threatq:sync-import Parameters

The following table outlines the parameters for the command. With the exception of —-

file, whichis required, all parameters for the threatq: sync-import command are optional.

Parameter Explanation

File path to the tarball created by the threatqg: sync-
export command. This command is required to run the

—file threatqg:sync-import command.

example: —file=tmp/tqSync-19-01-16-1547660837-
8345.tar.gz
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Determines whether the oldest created at date between
the source and target ThreatQ installations should be main-
tained, oranew created at is seton the target system.
The default if this option is not provided by the user is for the
--keep-created-at oldestcreated at date to be maintained. This value is

required. Options are Y(es) or N(0).

Default: Y

example: --keep-created-at=N

Integer value used as the limit for the number of objects
updated or inserted at a time. This value is required. When

using this option, the size of the data sets on both source and

. o target ThreatQ installations should be taken into account. Set-
--object-limit _ o _ _
ting the limit too high may hinder performance.

Default: 1000

example: —-objectlimit=50000

Sets the PHP memory limitin Megabytes or Gigabytes. This
value is required.

--memory-limit
Default: 2G

example: -memory-limit=4G

threatq:sync-import Examples

This command should be run frominside the /var/www/api directory.
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Basic Run

sudo ./artisan threatqg:sync-import

-—file=/tmp/tgSync-19-01-16-1547660837-8345.tar.gz

This example will process all the data in the tarball provided in the —-f1i 1e option, using an
object limit of 1000 for all inserts and updates. The created at date of all transferred
objects will be updated on the target ThreatQ installation if it is older than the current cre-
ated at date (if the objectis already present on the source ThreatQ installation). Newly

inserted objects will keep the created at date of the source ThreatQ installation.

Set New created_at Dates on the Write System

sudo ./artisan threatq:sync-import
-—-file=/tmp/tgSync-19-01-16-1547660837-8345.tar.gz

—-—keep-created-at=N

This example will process all the data in the tarball provided in the --fi 1e option using an
object limit of 1000 for all inserts and updates. The created at date of all transferred will
be left alone in the case of object updates, and to the current time in the case of new object

inserts.

Increase the Object Limit

sudo ./artisan threatqg:sync-import
-—-file=/tmp/tgSync-19-01-16-1547660837-8345.tar.gz
--object-1imit=50000

This example will process all the data in the tarball provided in the —-fi 1e option using an

object limit of 50000 for all inserts and updates. The --keep-created-at option has
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been left out, so it will use the default setting of Y(es) and created at dates will be main-

tained from the read system.
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threatg sync-import Run Scenarios

Success

When a run of this command completes successfully, a report will appear in the directory the
command was run in (/var/www/api). There will also be a record in the database syn-
chronizations table for the run. Both of these will contain data describing performance met-

rics and object counts.

Errors

If a run of this command fails before completion, error messages will not appear in the report
file - though they will appear in the laravel log and in the console. There is not currently a
means of restarting the command from where it left off. The command will need to be restar-
ted and will run through all the data again. Any data from the tarball that was written during
the previous failed run will simply be updated (rather than inserted again), meaning the end

result will be the same - all data will be transferred from the tarball to the target system.

threatq:sync-import Data Processing

Data found in CSV dump files for a table from the tarball provided inthe -—-file option
is inserted into a corresponding sync table. A sync table is just a copy of a base table, with
column structure maintained but indexes excluded. Indexes are added to unique columns
on sync tables (which will later be used in table joins and where clauses) once data inser-

tion from dump files is complete, since indexes slow the insertion process down.
The naming convention for a sync table is sync_import_<base table name>_<process id>.
Example:

Base table: adversaries

Sync table: sync_import_adversaries_12345
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All sync tables are removed from the target ThreatQ installation's database once data pro-

cessing is complete.

threatq:sync-import Basic Table

A basic table has no foreign keys pointing to other tables in the database. It has a single
identifier (id) column for each record. Once all the data stored in the tarball for a basic table
has been transferred to a sync table, the sync table has an existing id column added
with a default value of NULL for each record. This column is used to determine whether the
record already exists on the target ThreatQ installation. The id for the record on the target sys-
tem may be different from that of the record from the source ThreatQ installation, so this

existing id column ensures that data integrity is maintained between the two.

Sample Basic Table:

attachment types-(id, name, is_parsable, parser_class, created_at, updated_at,
deleted_at)

Sample Sync Table created from Basic Table:

sync import attachment types 12345 -(existing_id, id, name, is_parsable,

parser_class, created_at, updated_at, deleted_at)

threatq:sync-import Tables with Pivots

A pivot table has one or more foreign keys pointing to other tables in the database. Once all
the data stored in the tarball for a table with pivots has been transferred to a sync table, the
synctable hasan existing <pivot> id column added for each foreign key column, as

well as anexisting id column for the record itself (all setto a default value of NULL).
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threatq:sync-import File Output
threatq sync-import File Output and Sync Report

Once all data has been processed, a Sync Report will be generated in the /var/www/api
directory (where the command is run). This file will be named after the tarball used in the run,

with the extension "-sync-import.txt"
Example:

Tarball used: tqSync-19-01-16-1547660837-8345.tar.gz

Sync Report name: tqSync-19-01-16-1547660837-8345-sync-import.txt
threatq:sync-import Command Line Output

Command line output displays command progress and object totals. It will be similar to the

output in the Sync Report.

threatq:sync-import Synchronizations

Table
synchronizations

id - The auto-incremented id for the Synchronization record

« type - The Synchronization direction (options are "export" or "import")

e started at - The date and time the command run was started

o finished at - The date and time the command run completed

o config json -A JSON representation of the command run configuration

o report json -A JSON representation of the command run parameters (com-

mand line options, object counts, tables created, etc)
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pid - The process id of the command run

hash - Unique identifier fora command run (md5 hash of the config_json column)

created at - The date and time the Synchronization record was created

updated at - The date and time the Synchronization record was updated

Record Handling

Hash

The Synchronization record hash column is automatically calculated as an md5 of the con-

fig json column on record creation.
Initial Creation

A Synchronization record is created at the beginning of a command run, right after all com-
mand line options have been processed. Initial creation only covers the type, started at,
pid,and config json columns. Forthis command (threatq: sync-import), the type
will be "import". The command line option portion of the report json is added as well,
but this column will not be complete until the record is finalized. The £inished at column

remains NULL.
Finalization

A Synchronization record is finalized when the command run has completed. At this time,
the finished at column is filled with the completion date and time, and the report
json column is updated to include information about the run (object counts, tables created,

etc).

ThreatQ User Guide, Version 4.15 337



THREA TQ H Executing Air Gapped Data Sync

Executing Air Gapped Data Sync

Using artisan commands at the command line of the ThreatQ installation, you execute air

gapped data sync in two steps:

1.

You run the threatq:sync-export command on the source ThreatQ installation; see
Understanding threatq:sync-export.

You run the threatq:sync-import command on the target ThreatQ installation, see

Understanding threatq:sync-import.

Running the threatq:sync-export Command

To run the threatq:sync-export command, complete the following steps:

1.
2.
3.

Access the command line on the source ThreatQ installation.
Change directories to /var/www/api.

Run the following command: sudo ./artisan threatqg:sync-export,

appended by the necessary parameters, as described in threatg:sync-export Para-
meters.

Review the Output and Sync report; see threatq:sync-export Output and Sync
Report.

Running the threatq:sync-import Command

To run the threatq:sync-import command, complete the following steps:

1.
2.

Access the command line on the target ThreatQ installation.
Change directories to /var/www/api.

Run the following command: sudo ./artisan threatqg:sync-import,

appended by the necessary parameters, as described in Running the threatq:-
sync-import Command.
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4. Review the Output and Sync report; see threatq sync-import File Output and Sync
Report.
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Backup and Restore

The following describes how to back up and restore a ThreatQ instance.

o ThreatQ Backup

« ThreatQ Restore

ThreatQ Backup

Before performing a backup of a ThreatQ instance, note the following:

« The backup process stops and starts all ThreatQ services automatically in order to
prevent modifications to the file system and database. Requests made during this

time are queued and resumed once the backup process completes.

« The time it takes to back up ThreatQ depends primarily on the size of the data-
base. For this reason, we recommend performing a backup when system avail-

ability is not critical, such as during a scheduled maintenance window.

» The resulting backup file can be large. We recommend that you write it to a moun-
ted drive or file location rather than the local file system. For instructions on how to
mount a network-available drive, contact ThreatQ Support. If the backup file must
be stored locally, you should move it off the local file system at the earliest oppor-
tunity.

» By default, the system creates a backup of the threat intelligence data index
required for improved search performance and includes it in the backup file. This
operation may take hours. You can omit this portion of the backup by running the
backup command with the --exclude-solr option. However, this means that your

threat intelligence data must be re-indexed during or after the restore process.
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Backing Up a ThreatQ Instance

By default, the system creates a backup of the threat intelligence data index required for
improved search performance and includes it in the backup file. This operation may take
hours. You can omit this portion of the backup by running the backup command with the --
exclude-solr option. However, this means that your threat intelligence data must be re-

indexed during or after the restore process.

Before you begin, refer to ThreatQ Backup.

To perform a ThreatQ backup:

1. SSH to the ThreatQ command line and elevate your user privilege to root or sudo.
2. Change the directory to /var/www/api.
3. Choose one of the following options:

« To create a backup thatincludes a Threat Library re-index, run the following

command: sudo php artisan threatqg:backup

» To create a backup that excludes a Threat Library re-index, run the following

command: sudo php artisan threatqg:backup --exclude-solr
4. When prompted, provide the root mysql password you configured during first boot.

5. Provide the path to the file location where you want to create the backup.

The script generates a backup file in the specified file location. The name of the file will be
threatq_backup_x.x.x_yyyy-mm-dd.tgz, where x.x.x is the TQ version and yyyy-mm-dd is

the date when the backup was performed.

ThreatQ Restore

To restore from a ThreatQ backup, note the following:
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« The target machine must be an existing ThreatQ instance running the same ver-

sion of the instance captured in the backup.
« The restore process completely overwrites the current installation.

« The backup file needs to be accessible by the target ThreatQ instance, either loc-

ally or on a mounted drive.

« The backup file will be unzipped in the same directory where it resides. Ensure
that the available disk has sufficient space to hold both the backup archive and the
extracted directory. The extracted directory can be removed after the restore is com-

plete.

« Depending on the size of the instance being restored, the process can take a

while.

« The machine running the target ThreatQ instance automatically restarts once the

restore process is complete.

How to Restore from a ThreatQ Backup

Before you begin, refer to ThreatQ Restore.

To restore from a ThreatQ backup, perform the following procedure on the target ThreatQ

instance.

1. Complete the first boot process on the new host by navigating to its IP address in a
web browser and entering your credentials. If this step is not completed, the remain-

ing steps are not successful.
2. SSH to the command line and elevate your user privileges to root or sudo.

3. Verify that you have the necessary utilities in place by running: yum install poli-
cycoreutils-python-2.2.5-20.el7.x86_64.

4. Change directory to /var/www/api.
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5. Issue the following commands:
« php artisan threatq:restore </path/to/backup_file>
« php artisan threatq:update-events
6. When prompted, provide the root mysql password you configured during first boot.

7. Ifthe backup file does not include the intelligence data index required for improved
search performance, the system prompts you to either allow an automatic re-index

or manually perform it later.
This operation may take hours.

8. After the restore completes, you should reboot the target ThreatQ system to ensure

that the system processes start up correctly.
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OAuth Management

OAuth Management

The OAuth Management section is where you can find your credentials, a unique Client ID,

which will allow you to connect with ThreatQ's API.
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