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Warning and Disclaimer

ThreatQuotient, Inc. provides this document “as is”, without representation or warranty of any kind,
express or implied, including without limitation any warranty concerning the accuracy, adequacy, or
completeness of such information contained herein. ThreatQuotient, Inc. does not assume
responsibility for the use or inability to use the software product as a result of providing this
information.

Copyright © 2024 ThreatQuotient, Inc.

All rights reserved. This document and the software product it describes are licensed for use under a
software license agreement. Reproduction or printing of this document is permitted in accordance
with the license agreement.
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About ThreatQ Data Exchange

ThreatQ Data Exchange (TQX) allows you to share threat intelligence via an OpenDXL data transport
and/or a TAXII server.

An OpenDXL data transport enables bi-directional sharing of threat intelligence across multiple
ThreatQ instances. Using this transport type, Publisher and Subscriber instances share threat
intelligence information specified within Threat Library Data Collections.

The TAXII server supports uni-directional sharing of threat intelligence where threat intelligence data
specified within a Threat Library Data Collection is formatted as a STIX file and made available to
individuals/organizations via a TAXII server. TQX allows you to generate and manage credentials that
control access to the TAXI server.

TQX Navigation

The TQX menu is divided into two sections, TAXIl and OpenDXL, to provide easy access to OpenDXL
data transport and TAXII server pages. The TQX menu options change based on which options you
have already configured.

TAXII Server and OpenDXL Transport Configured

== Data Exchange 5% Integrations

Tax
Users & Collections
OPENDXL

Connections

Data Feeds

TAXII Server Configured
£% Data Exchange 5% Integrations

TAx

Users & Collections

OFEMDIKL
Set Up Server

OpenDXL Transport Configured

ThreatQ Data Exchange User Guide
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== Data Exchange 5% Integrations

TAXN
Set Up Server
CPFENDXL

Connections
Data Feeds

Neither TAXII Server nor OpenDXL Transport Configured

== Data Exchange E‘,: Integrations

TAXI

Set Up Server

CFEMDIXL

Set Up Server

ThreatQ Data Exchange User Guide 6
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OpenDXL Transport

About OpenDXL Data Transport

OpenDXL data transport allows the bi-directional sharing of threat intelligence across multiple
ThreatQ instances. This allows your organization to build a centralized threat repository, referred to
as a Publisher, that can transmit specific intel to various departments within your organization,
known as Subscriber s. These Subscribers can analyze the data they ingest and provide feedback to
the Publisher via a new Data Feed.

How It Works

Threat(} Data Exchange - OpenDXL Transport

Instance A Instance B
9 .. e
Publisher Node Subscriber Node

Data Transport

MNode
By Setup Data Collections B Connect to Publisher's
in Threat Library g Data Transport
gt Assign Data Collections et Ingest TQX Data Feeds
1o TQX Data Feeds from a Publisher
2 Share TQX Data Feeds y \ 2 Setupand share TOX Data
with connected clients 4 Feeds with Publishers
THREATQ )

ThreatQ Data Exchange User Guide
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Instance Types

There are two different types of OpenDXL data transport instances available: Subscriber and
Publisher.

Upgrading an instance to a Publisher license allows you to create Data Connection Bundle s, which are
used to create Data Connections with Subscribers. Once connected to a Subscriber, you can send and
receive system objects in the form of Data Feeds. See the Publisher section for further information.

ﬂ You will need at least one Publisher instance in order for an OpenDXL Transport.

Upon upgrading to ThreatQ version 4.49+, your ThreatQ instance will have Subscriber permissions by
default. As a Subscriber, you can connect to the data transport using the connection bundle sent to
you by the Publisher and select the Data Feeds you want to receive as well as create Data Feeds and
share them with the Publisher. See the Subscriber section for further information.

ﬂ To check your license status, click the gear icon in the upper right corner and select About. If

your license window displays a ThreatQ Data Exchange (TQX) license, you are a Publisher. If
not, you are a Subscriber.

Version 999-62742509b0d267d2096f24b11d6989cc16ae3070

< ~
+
Igl
REGISTERED TO w —
1337 héx0 |2 0

PLATEORM —_—— — @
Expires 1.2/03/2021 (in 9@ months)
INVESTIGATIONS - o ’

021 (i

Expires 12/03 9 months)

DATA EXCHAMNGE
Fxpires 12/03/2021 (in 9 months

Connection Bundles

Publishers can create connection bundles that allow Subscribers to connect via a data transport. This
connection is a bi-directional connection between the Publisher and Subscriber and allows the
sharing of data collections in the form of Data Feeds.

ThreatQ Data Exchange User Guide
Version 3.8.0
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Publishers and Subscribers use a multi-step wizard to create their first connections. Additional
connections are managed through your Topology View.

See the Getting Started - First OpenDXL Data Transport Connections topic, and
the Publisher and Subscriber sections for further information.

Data Feeds

Users can create and edit Data Feeds that they wish to obtain specific data from in order to send
information to others through the OpenDXL data transport.

A Publisher can use a saved Data Collection from the ThreatQ Threat Library to create a Data Feed.
That Data Feed can be offered to one or more recipients, which can be Subscribers or Publishers, for
subscription. Once a recipient subscribes to the Data Feed, he receives data from it at a user-defined
frequency.

ﬂ A Publisher can send and receive Data Feeds to/from a Subscriber. A Subscriber can send
and receive Data Feeds to/from a Publisher. A Subscriber cannot send Data Feeds to
another Subscriber. Subscribers are not be able to see another Subscriber in their Topology
View.

See the Data Feeds section for further details.
Example - One Publisher, Two Subscribers

A Publisher creates a Data Feed, named Alpha, and assigns it to two connected Subscribers with a
publish frequency set to hourly. When they subscribe to the Data Feed, both Subscribers will receive
Data Feed Alpha's information every hour.

Data Feed Alpha Subscriber A

PUBLISHER

Data Feed Alpha Subscriber B

ThreatQ Data Exchange User Guide
Version 3.8.0
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Example - One Publisher, Two Subscribers with Different Data Feeds

In this example, the Publisher is offering Data Feeds to two Subscribers. The Publisher selects one
feed to be offered to Subscriber A and two feeds to be offered to Subscriber B. In this scenario,
Subscriber A and B can subscribe to Data Feed Alpha. Additionally, Subscriber B also has the option to
subscribe to a second Data Feed, Beta, from the Publisher.

Data Feed Alpha Subscriber A

PUBLISHER

Data Feed Alpha .
Data Feed Beta Subscriber B

Example - One Publisher, Two Subscribers with a Subscriber Sending a Feed to the Publisher

In this example, in addition to subscribing a Data Feed from a Publisher, Subscriber A is also offering
its own Data Feed back to the Publisher for subscription.

ThreatQ Data Exchange User Guide 10
Version 3.8.0
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Data Feed Gamma
Data Feed Alpha Subscriber A

PUBLISHER

Data Feed Alpha
Data Feed Beta

Managing Connections

Publishers and Subscribers can view connections, instance details, and activity logs via a node-based
interface referred to as the Topology View.

Publishers can see all Subscribers that they are connected to in the Topology View.
Subscribers only see their instance node and the Publisher(s) they are connected to in the
view. Subscribers cannot see or submit/receive data from other Subscribers.

ThreatQ Data Exchange User Guide 11
Version 3.8.0
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MD NSOC

OpenDXL Connections l

Incoming Feeds

=

MO NSO L=

e Outgoing Feeds

Cieanlixl, Beskes

| owsne_|

Tackiutrs Pubiarey
Activity Lng_

& Feed Beoedved - “di_test”
X i

The view and available actions differ based on your instance type (Publisher, Subscriber). See
the Publisher and Subscriber sections for more details.

ThreatQ Data Exchange User Guide
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OpenDXL Data Transport Requirements

A\ After you implement TQX, you cannot change your system's timezone from UTC to another
timezone. Doing so will cause TQX to stop functioning.

The following is a list of the minimum requirements to configure and use the ThreatQ Data Exchange
OpenDXL Data Transport:

« Two ThreatQ instances running ThreatQ version 4.49+
O One instance must have a Publisher license

Publisher instances see the Data Exchange license information in their about window.
This can be accessed by clicking on the settings 4 gear icon and selecting About from the
dropdown.

Version 999-62742509b0d267d2096f24b11d6989cc16ae3070
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O One instance with the standard ThreatQ platform license

Q\ All ThreatQ instances on version 4.49+ will have Subscriber permissions.
Subscribers will not see the Data Exchange license on their About window.

+ ThreatQ login with Administrative or Maintenance access for both the Publisher and Subscriber
instance.

+ One Data Collection saved.

+ Network access for both instances.

ThreatQ Data Exchange User Guide
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ﬂ TQX requires a communications connection from Subscriber to Publisher. Users that
are utilizing forwarding rules must ensure that the 8883/tcp port is open on the
Publisher instance (the instance with the TQX license and running the broker service).

ThreatQ Data Exchange User Guide

Version 3.8.0 14
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OpenDXL Data Transport Components

The following table contains key components, terms, and definitions regarding the ThreatQ Data
Exchange OpenDXL Data Transport.

COMPONENT/
DEFINITION
TERM
Activity Log The Activity Log, located on the bottom-right of the Topology View,
provides an audit trail for TQX activity such as when a new node has been
added to your connection and when you submitted or received
information from a Data Feed.
Activity Log
@ Feed Received - "Adversaries"
& Feed Received - "Attack Patterns"
Client The term Client is used to refer to other platform instances when creating
a Connection Bundle.
Client Discovery The Client Discovery pane is accessible by clicking on the transport node
Pane in your Topology View. Users can view the instances they are connected

with and which data feeds they are submitting to those instances.

ThreatQ Data Exchange User Guide

Version 3.8.0 15
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COMPONENT/

DEFINITION
TERM
Client Discovery
Refresh to discover available clients to connect with.
Techpubs Publisher hd
Active IPs
Published Daily
Last Received: 03/24/2021 08:27pm
Connection The connection bundle is a zip file containing connection information for
Bundle the Data Transport. A connection bundle is created by a Publisher when
creating a new connection, such as adding a new Subscriber. The
connection bundle zip must be uploaded by the Subscriber when
connecting to a Publisher.
lent aIm
Station Alpha + Download Connection Bundle (%)
Station Beta k 4+ Download Connection Bundle (&)
Credential The Credential Management pane is accessible after clicking on the
Management transport node in the Topology View and is only accessible by Publishers.

Publishers can use this pane to create new connection bundles, download
existing connection bundles, and delete connection bundles.

ThreatQ Data Exchange User Guide

Version 3.8.0 16
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COMPONENT/

DEFINITION
TERM
Credential Management
Manage credentials for dients on your transport.
Station Alpha 4 Connection Bundle
Station Beta <+ Connection Bundle
Data Collection A data collection is a saved ThreatQ Threat Library query that can be used
to create a Data Feed.
Mitre Adversaries Load Data Collection = Y Clear Filters ~
O\, Search for keywords...
Filter Set 1 O nNOT m -
© Add Another Filter Set
Data Feeds Data Feeds transmit selected Data Collections to user-selected instances
(Publishers, Subscribers). You can select which data collection to use,
whether or not to include associated attributes, and also rename the
source for the feed so that the receiver can easily identify system objects
ingested from the data feed. See the Data Feeds section for more
details.
By default, a data feed includes the object types associated with its data
ThreatQ Data Exchange User Guide 17
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COMPONENT/
DEFINITION
TERM
collection with the exception of tasks and files. In addition, you can use
the the checkboxes in the Supported Context and Relational Data sections
to include additional information.
Create Feed
Feed Status Dataset
Select a data colection below that will define the data being exported in this feed,
Disabled .[]
Basic Info | wlest
| Feed Hame | Qutput Criteria
You can use the section below to determine what supparting comtext should or should not
|: blish E " - | be part of the cutput of this feed.
Descriptinn Supparting Context
Select options below to chods e 'what supporting context should be inchuded.
[~ )
Recipients
atting. s i o ’ ) ) Relational Data
This feed ha< no m(.;.emm Feecls have the abllity ta include related chjects and thelr context.
Data Modifications
Dl Overwrite Source
The scurce provided below wil replace all scurces In the cutput of this colkection
Data Transport The Data Transport is how data is shared between TQX nodes, using

OpenDXL by default. Currently, you can only use the TQX default
transport included with a Publisher license. Additional transport options,
including the ability to use your own, will be introduced in future
releases.

ThreatQ Data Exchange User Guide

Version 3.8.0 18
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COMPONENT/
DEFINITION
TERM
Techpubs Publisher
Station Alpha
Incoming Feeds The Incoming Feeds pane is accessible from the right menu pane after
Pane clicking a Subscriber or Publisher node in your Topology View. You can
see the names of the feeds offered to you, subscribe to/unsubscribe a
feed, and view feed details such as the instance that sent it, the publish
rate, and the last received time stamp.
Incoming Feeds
These are feeds you are receiving from remote clients.,
Google DNS
@D FPublished Hourly by Station Alpha
Last Received: 10/08/2021 01:22pm
Nodes A node is a basic unit of a data structure within the OpenDXL data

transport, such as an instance (Publisher/Subscriber) or data transport,
that can be viewed on the Topology view. You can click on a node to view
specific information.

ThreatQ Data Exchange User Guide 19
Version 3.8.0
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COMPONENT/
TERM DEFINITION
- Publisher
Techpubs Publisher
*—Data Transport
Transport Zeta
e <= Subscriber
Station Alpha
Outgoing Feeds The Outgoing Feeds pane is accessible from the right menu pane after
Pane clicking a Subscriber or Publisher node in your Topology View. You can

see the names of the feeds you provide to other instances, the number of
feed recipients, the publish rate, and the last published time stamp. You
also have an option to create a new feed from this pane.

ThreatQ Data Exchange User Guide 20
Version 3.8.0
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COMPONENT/
DEFINITION
TERM
Outgoing Feeds

These are feeds you are sharing with remote clients.
Active IPs

Last Published: 03/24/2021 08:27pm

1 Redpient

Publisher A ThreatQ instance with a TQX broker license, which allows a user to
create a connection bundle. At least one Publisher instance is required in
order to create a connection. In TQX, Publisher nodes have a star badge
icon in the Topology View.

Subscriber A ThreatQ instance on version 4.49+ that does not have a TQX broker
license. A Subscriber can subscribe to Data Feeds from a Publisher and
offer Data Feeds to the Publisher for subscription. However, a Subscriber
can neither see nor offer Data Feeds to other Subscribers connected to
the Publisher.

Topology View The Topology View provides you with a visual representation of your TQX

connections. You can access the view by clicking on the Data Exchange
menu and selecting Connections.

From this view, you can click on various nodes to view specific
information. Publishers can create/offer Data Feeds and create new
connection bundles from this view as well.

ThreatQ Data Exchange User Guide
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OpenDXL Data Transport Components

COMPONENT/
DEFINITION
TERM
OpenDXL Cannections @ TechPubs Publisher

e Qutgeing Feeds

(o] [ camims |

o Activity Log

] =--|-.:--¢Ee...-: dhe_test

ThreatQ Data Exchange User Guide 2
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OpenDXL Data Transport Topology View

You can access your instance's Topology View by clicking on the Data Exchange icon in the top
navigation bar and selecting Connections.

The Topology View provides you with a node-based graph of your connections.

— MDNSOC

=

OpenDXL Connections

Incoming Feeds

@)

MO NSOC L=
e Qutgoing Feeds
sl Besked

Activity Log

Clicking on a specific node allows you to view related information such as Data feeds you are sharing
or receiving, an Activity Log, as well as the ability to create/download new and existing connection
bundles (Publishers only).

Icons

Even though the names assigned to Publisher, Client, and Data Transport nodes vary, you can quickly
identify these nodes by their distinct icons.

PUBLISHER VIEW  SUBSCRIBER VIEW

Publisher e 9

ThreatQ Data Exchange User Guide 23
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Subscriber e e
Data Transport

As shown above, icon color varies based on whether you are logged in as a Publisher or a Subscriber.
However, the Publisher node is always stamped with a star in the upper right corner.

Tips and Tricks

« Within the Connections screen, click the refresh button to refresh the data displayed.

+ The Universally Unique Identifier (UUID) for each Publisher and Subscriber is displayed directly
below the node name in the details panel. Publisher and Subscriber names can be changed, but
this ID cannot.

+ Changes to node names can take up to thirty seconds to display.

* You can use the scroll button on your mouse to zoom in and out on the Topology View in the
OpenDXL Connections page.

* You can click and drag your Topology View to a different location in the OpenDXL Connections
page.

* You can click any node in the Topology View to view its details on the right side of the page.

Instance Naming

You can rename each node to your preference in order to easily identify other instances and
transports in your view. This only affects your instance's Topology View. This allows each instance to
use customized naming conventions without affecting other instances.

The Publisher names an instance: Station Alpha when creating an integration bundle.

The intended Subscriber will name his instance: MD NSOC.

In the Publisher's Topology View, the Subscriber will be named: Station Alpha

ThreatQ Data Exchange User Guide
Version 3.8.0
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OpenDXL Data Transport Topology View

OpenDXL Connections

TechFubs Publshay

==
=
-

CropnDig. Broiue

©

Station Alpha

MD NSOC.

OpenDXL Connections

®

NI MEOC

OrpeniDil. Broker

©

TechPubd Pullshi

o) Station Alpha

J

Incuming Freds

Outgoing Feeds

Activity Log

@ Feed Receheed - g _bein”

In the Subscriber's Topology View, the Subscriber will see the instance name he selected:

/ |;\" MD N5SOC

N

Incaming Feeds

Outgoing Feeds

Activity Log

& Feed Recehad - “dlk_nes®
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Getting Started - First OpenDXL Data Transport
Connections

The information found in this topic will provide the initial steps to create a Connection Bundle, set up
a Subscriber, and to create your first OpenDXL Data Feed.

Confirm Requirements

Confirm that you have the following:

« Two separate ThreatQ instances
> One Publisher Instance (upgraded by license)

Version 999-62742509b0d267d2096f24b11d6989cc16ae3070

< v
+
i Igl
REGISTERED TO w —
1337 hax0 |2

PLATFORM @

Expires 12/03/2021 (in @ months)
INVESTIGATIONS - ° ’ 2

Expires 1.2/03/2021 (in 9 months)

DATA EXCHAMGE
Fxpires 12/03/2021 (in 9 months

° One Subscriber Instance (included with standard ThreatQ License version 4.49+)
+ Network connection between the two instances
+ At least one saved Data Collection (Publisher instance)

Publisher - Creating a Connection Bundle

1. Click on the settings icon and select About.
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2. Confirm that the Data Exchange license information is displayed. This confirms that your
instance has the Publisher permissions via your license.

Version 999-62742509b0d267d2096f24b11d6989cc16ae3070 &

REGISTERED TO ﬂ —
1337 hax0|2 (=]

PLATEORM - @
Expires 12/03/2021 (in 9 months)

INVESTIGATIONS + o ’ +

Expires 12/03, in 9 months) —

DATA EXCHANGE
Expires 12/03/2021 (in 9 months,

3. Click on the Data Exchange icon and select the Set Up Server option in the OpenDXL section.
The Data Exchange splash page will load.

DATA EXCHANGE N ., °
CONNECT & COLLABORATE B @

ThreatQ Data Exchange allows organizations to easily configure and share threat + * o -_— - \V' 5

intelligence feeds. Setup your data transport today.

&= B EEN

4. Click on Setup Data Exchange.
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The Setup Wizard will load with the first step, Setup Platform, selected.

SETUP DATA EXCHANGE

Setup Platform Setup Transport Create Credentials

Your ThreatQ Data Exchange (TQX) publisher license grants your platform the ability to publish data

feeds to remote subscribers. Give your platform node a name below. What is a subscriber?

Hame Your Platform

dk-deme-pub.threatg.com

5. Enter a Platform Name for your instance. This is the name that you will use to identify yourself
on the connections page. Subscribers will also see this name when viewing their Topology
view.

ﬂ You can change this name later but it will only affect your view. Subscribers will still
see the name you entered for this step.

6. The Domain Name field is automatically populated based on your ThreatQ instance. Leave this
field as is.
7. Click on Next.
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Step 2, Setup Transport, will load.

SETUP DATA EXCHANGE
@ 2/

etup P

atfarm Setup Transport Create Credentials

Give your data transpert a name below. We have suggested a name farmat, but you may change it as
you will be the owner of this data transport. What Is a data transport?

data Transport Mame
OpenDXL Broker

hid will b & lo£al rame that you fee wher )

o] -

8. Update the Data Transport Name if desired, otherwise use the default entry. This name will be
used to identify the Broker node in your Topology view.

Subscribers are given the option to name the Data Transport during their connection
setup. The name you enter in this field will not affect what Subscribers see.

9. Click the Next button.
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Step 3, Create Credentials, will load.

SETUP DATA EXCHANGE
@ 12 3

Setup Platform Setup Transport Create Credentials

Add remaote clients below that you would like 1o be connected to your transport. This will generate
shareable client connection bundles they can use (o connect. This step is optional, you can also create
credentials from your data transport node later. What is a connection bundle?

Client Marme

Thils will Bbe the name that YOl SR for remate Cents as thiey connedt

10. Enter a Client Name and click on Create Credentials for each Subscriber you will connect to

using the OpenDXL data transport. The names you enter here will only affect your Topology
view.

SETUP DATA EXCHANGE
1 © 3
Setup Platform Setup Transport Create Credentials

Add remote clients below that you would like to be connected to your transport. This will generate
shareable client connection bundles they can use to connect. This step is optional, you can also create
credentials from your data transpornt node later. What is a connection bundle?

Client Name

Station Alpha * Do@waﬂ Connection Bundle &)

consa
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Publisher names a Subscriber: Station Alpha.
Subscriber names their platform: East Wing NSOC

The Publisher will see the Subscriber node as: Station Alpha
The Subscriber will see his/her platform as: East Wing NSOC

11. Repeat step 10 to create credentials for additional subscribers.
12. Click the download icon to download the Connection Bundle for each client.

ﬂ Subscribers will need the Connection Bundle file during their setup.

13. Click the Finish Setup button.
14. Send the Connect Bundle(s) you downloaded in step 12 to the Subscriber(s).

The Subscriber will now need to perform their setup to continue the setup process. If you have
not done so already, send the connection bundles to the Subscriber.

Subscriber - Connecting to a Publisher

1. Click on the Data Exchange icon in the top navigation bar of ThreatQ and select Connections.

The Data Exchange splash page will load.

DATA EXCHANGE y .

ThreatQ Data Exchange allows organizations to easily configure and share threat + * " ’ — - \V 3

intelligence feeds. Connect to your first data transport today

& T
S0 A5 [EEN
Connect to Data Exchange - —_— .
o

2. Click on Connect to Data Exchange.
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The Connect to Data Exchange dialog box will load on Step 1.

CONNECT TO DATA EXCHANGE
@

Setup Platform Connect to Transport

Your ThreatQ Data Exchange (TQX) subscriber status grants you the ability to connect to publishers'
data feeds and share data with publishers. Give your platform a name below. What is a publisher?

3. Enter a name for your platform instance. You will use this name to identify your instance in your
Topology view.

ﬁ You can change this name later but it will only affect your view. Publishers may have a
different a different name for your instance but will only see it in their Topology view.

4. Click on Next.
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Step 2, Connect to Transport, will load

CONNECT TO DATA EXCHANGE
@ L2

Setup Flatform Cannect to Transport

Upload your connection bundle below to establish a connection to a data transport, What is

connection bundle?

Drag a file here or click to browse

OpenDXL Broker

5. Upload the Connection Bundle file by either:
O Dragging and dropping the file into window
o Clicking on the Click to Browse link to locate the file saved on your local drive.

ﬂ The Connection Bundle file is obtained from the user that set up the Publisher
ThreatQ instance.

ThreatQ Data Exchange User Guide

Version 3.8.0 33



THREA TQM Getting Started - First OpenDXL Data Transport Connections

CONNECT TO DATA EXCHANGE
@ 2]

Upload your conmection bundle below to establish a connection to a data transpert. What s 2
connection bundle?
[3 subscriber Alphatargz [

OpenDXL Broker

]

6. Update the Data Transport Name if desired, otherwise use the default entry. This name will be
used to identify the transport node in your Topology view.
7. Leave the Transport Type dropdown field as is.

ﬂ The system default transport is the only transport available. The option for additional
transports will be added in future releases of the ThreatQ platform.

8. Click on the Finish Setup button.

The OpenDXL Connections page will load. You will see your platform, identified as a green node,
and the transport, identified as a blue node. Pause until the Subscriber and Publisher instances
discover each other.
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Subscriber Alpha

OpenDXL Connections

Incoming Feeds

Dutgeing Feeds

e Activity Log

A\ It can take up to 30 seconds for the discovery process to complete. Refresh the page
in order to see the new connection. After the instances have discovered each other,
the OpenDXL Connections pages will show the connections. The publisher will now
see the subscriber node and the subscriber will now see the publisher node.

) Subscriber Alpha
OpenDXL Connections

Incoming Feeds

©

Subagriger Aighs
Outgalng Feeds

° -

Activity Log

Publisher - Creating a Data Feed

1. Click on the Data Exchange icon in the top navigation bar of ThreatQ and select Data Feeds.
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The OpenDXL Data Feeds page will load.

OpenDXL Data Feeds [ cromcioes | @osemrecs |

Outgoing Feeds

J CUrTEnithy e N0 SUEE0INE Peed

Incoming Feeds
T Surrenithy Pured no ROGMIng fedd

2. Click on Create Feed.
The Create Feed form will load.

Create Feed
Feed Status Dataset
Select a data colection below that wil define the data being exported in this feed.
Disabled (].
Basic Info Select a data callection
| Fren rame | Output Criteria
iou can use the section below to determime what SUpporting comext should or should not
Publizsh Frequency - | b part of the cutput of this feed.
Descriptien Supporting Context

Select options bekew to choose what support Mg, conbext showd bee irchaded.

‘ Add descriptian.

Recipients

0 Offer Feed ta Fublic

tu il appatar in balzw Relational Data

This feed has no r¢:|;|¢rtsm Feeds have the ability to include related oopects ard their context.

Data Modifications

O Overwrite Source

The source provided below will replace 3l socurces in the cutput of this collection
3. Populate the following form sections to specify the content and recipients of your feed:

SECTION DESCRIPTION
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Feed Status Defaults to Disabled. Click the toggle to
enable the feed.

Basic Info + Feed Name - Enter the name you
want to use for your feed.

* Publish Frequency - Select Daily or
Hourly depending on how often you
want the feed to be published to
Subscribers

+ Transport - At this time, you can
only use the default
transport provided by TQX.
Additional transport options will be
made available in future ThreatQ
platform releases.

Recipients Offer Feed to Public - Check this box to
give all clients connected to the Transport
the option to subscribe to the feed. After
you save your feed settings, the Recipients
section displays the clients eligible to
subscribe to the feed.

OR

Click the +Add button to access the Add
Recipients window which lists all the
connection bundles you created. Select a
recipient and click Add Recipient.

ﬂ\ Subscribers do not have to be
connected yet to be assigned to a
Data Feed. The Subscriber will
not receive the Data Feed
connection profile or system
objects until they connect to the
transport and subscribe to the
feed.

Dataset Select the Threat Library Data Collection to
be exported with feed.
OR
Click the Create a New Data Collection
option to open the Threat Library in a new
tab and create a Data Collection.
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Output Criteria

Data Modifications

Select the supporting context that should
be included in the feed using the
checkboxes supplied. Only fields used in
the data exported are selectable. Fields not
associated with the data collection selected
are greyed out.

Select the relational data to be included in
the transfer. Based on the object you select
the following data is included in the feed:

SYSTEM
FIELDS
OBJECT
Indicator type_id,
status_id, class,
value
Adversary name
Event type_id, title
Signature type_id,
status_id, name,
value
Custom Objects type_id,

status_id, value

To override the default source name for
the feed, check the Overwrite Source
checkbox and enter the new source name.
A Subscriber can view the data feed source
name under object sources in their object
details page.

4. Click the Save button. The recipients of the feed receive a system notification that a new feed is
available for subscription. This notification includes a link to the OpenDXL Data Feeds page
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which allows the recipient to review feed details before subscribing.

NOTIFICATION CENTER MARK ALL A% BEAD

SYSTEM NOTIFICATION

[i] ‘Publisher’ has offered 'COA’ to you, To subscribe, click for detalls,
¥

L]
a MiNULE ago
SYSTEM NOTIFICATION
@  ‘Publisher has offered '66s' to you. To subseribe, click for details. .
3 days aga
SYSTEM NOTIFICATION
@  ‘Publisher has offered '99s' to you. To subscribe, click for details. &

3 0ays ago

HOW MORE
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Publisher Instances

About Publisher Instances

Publishers are the driving force of the OpenDXL data transport and this is reflected in the Topology
View displayed in the Connections page. When a Publisher clicks the OpenDXL Set Up Server option
on the Data Exchange menu, the Data Exchange wizard leads them through the process of setting up
their first Subscriber(s). See the Getting Started - First OpenDXL Data Transport Connections section
for more information on setting up your first connection.

DATA EXCHANGE

Comnect 1o & Date Trandpom

After the Publisher generates a Subscriber connection bundle and the Subscriber uploads it, the
Topology View shows that the Publisher and Subscriber communicate via the Data Transport. In the
following example, TechPubs Publisher can send Data Collections to Station Alpha via the OpenDXL
Broker Data Transport.
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TechPubs Publisher

OpenDXL Connections 2

Incaming Feeds

TechPubs{ Publiaher

Outgeing Feeds

OpanDL Bk

Staficn Alpha Activity Lag

®  Feed Recehved - "DNS

ThreatQ Data Exchange User Guide

Version 3.8.0 41



THREA TQM Creating a Client Connection Bundle

Creating a Client Connection Bundle

As a publisher, you can create client bundles to add subscribers to your publisher instance. You can
only create connection bundles for subscribers - a publisher cannot connect to another publisher
instance.

Once a connection bundle has been created, you can send the bundle to the subscriber instance to
connect - see the Connecting to a Publisher for more details on how a subscriber uploads the
connection bundle.

ﬂ\ The steps for creating your initial connection bundle when you setup your publisher
instance and adding additional connections to functioning instance differ slightly.

Creating an Initial Client Bundle

Creating your first connection bundle can be performed from the Data Exchange initial landing page.
This page will automatically load upon selecting the OpenDXL Set Up Server option.

1. Click on the Data Exchange menu option and select the OpenDXL Set Up Server option.

The Data Exchange setup landing page will load.

DATA EXCHANGE

2. Click on the Setup Data Exchange button.
3. Enter the name that will be used to identify your instance in the TQX node view.

ﬂ\ This name will appear as your instance for the subscriber.

ThreatQ Data Exchange User Guide
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SETUP DATA EXCHANGE
o

Setup Platform Setup Transport Create Credentials

Your ThreatQ Data Exchange (TQX) publisher license grants your platform the ability to publish data
feeds to rermate subscribers. Give your platform node a name below.What is a subscriber?

- Mame Your Platfarm -

MD HOC

This name will displyy on 1he CONNECTIONS Pade For rematElients a5 they SLower your plattorm node

Domain Name
te-28440 threatq.com

Thig is your planform®s domain namse. You may chanpe it 35 you like for extennal sharing

“

4. Click on Next.
5. Enter the name for the Data Transport.

This will be the local name you will see when managing your data transport. You can
also leave the default value: OpenDXL Broker.

SETUP DATA EXCHANGE
L1 2]

Setup Platform Setup Transport Create Credentials

Give your data transport a name below. We have suggested a name format, but you may change it as
you will be the ewner of this data transport.What is a data transpor?

Crata Transpart Namée
CpenDXL Broker

Thils will b# 3 IeCal name chag YOU FEE WREN yoU ard MINARING your 4a5a Dranipom.
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6. Click on Next.
7. Enter a Client Name for the subscriber.

| ﬂ This name will be used to identify the subscriber in the TQX node view.

SETUP DATA EXCHANGE
O @ 3

Setup Platform Setup Transport Create Credentials

Add remate clients below that you would like to be connected to your transpart, This will generate
shareable client connection bundles they can use to connect. This step is optional, you can also create
credentials from your data transport node later.What is a connection bundle?

Client Name -

MD S0C Create Credentials

This will Bbe the name that you see for remate clients a4 they tannedt

8. Click on the Create Credentials button.
9. Repeat steps 7 and 8 to create additional bundles.
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10. Download the connection bundles that you have created using the links provided.

SETUP DATA EXCHANGE
@ © 3

Setup Platform Setup Transport

Create Credentials

Add remote clients below that you would like to be connected to your transport. This will generate
shareable client connection bundles they can use 1o connect. This step is optional, you can also create
credentlals from your data transport node later.What Is a connection bundle?

: |-"_-_ '\.III...r.

MD S0C 4+ Download Connection Bundle (&)

11. Click on Finish Setup when you have finished creating your bundles and transfer the
downloaded connection bundles to the subscriber instances.

ﬂ In the event that you clicked on Finished Setup before downloading the bundle(s), you
can download the connection bundles from the node view by clicking on the transport

node. Connection bundles will be located under the Credential Management
heading.

The node view will load with nodes for your instance and broker displayed. Once the subscriber

has uploaded the connection bundle, created in steps 7-10, that node will also appear in the
node view.
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- /way MDNOC
OpenDXL Connections =)

Incoming Feeds

Outgoing Feeds

i Ford

HD kOC Activity Log

Ml ROC dded

Creating Additional Client Bundles

Once you have created a client bundle, the getting started wizard is no longer available. You can
create additional bundles from the Connections node view.

1. Click on the Data Exchange navigation option and select Connections.

The OpenDXL Connections node view will load.

- ey MDNOC
OpenDXL Connections =)

Incoming Feeds

Qutgeing Feeds
e Activity Log
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Creating a Client Connection Bundle

2. Click on the blue transport node to load its details in the right pane.

@ OpenDXL Broker

Credential Management

Manage credentials for clients on your transport.

@ MD SOC 4 Connection Bundle
Create Credentials
o oo [ crnecragensos

Client Discovery

. Refresh to discover available clients to connect with,

MD 50C
OpenDXL Broker

Activity Log

MD SOC added

05/04/2023 05:42pm

3. Click on the Create Credentials button located under the Credential Management heading

The New Client window will open.

17216.114.61

4. Enter the new Subscriber’'s name in the Client Name field.
ﬂ This name will be used to identify the subscriber in your node view.

5. Optional - The Hostname field displays the name of your current TQX instance, however you
have the option to update this name.

ThreatQ Data Exchange User Guide 47
Version 3.8.0



THREA TQM Creating a Client Connection Bundle

6. Click the Create Credentials button.

The new subscriber will be displayed in the Credential Management section.
OpenDXL Broker

Credential Management

Manage credentials for clients on your transport.

|&

DC 50C Connection Bundle

Connection Bundle

&

MD 50C

Create Credentials

7. Click on the Connection Bundle link next to the new connection to download the connection
bundle. Send this file to the Subscriber to upload via their TQX instance.
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Viewing Connection Details

You can view all data exchange details for your publisher instance, data transport, and subscriber
instances from the OpenDXL Connections page.

Viewing Your Outgoing and Incoming Data

1. From the OpenDXL Connections page, click the Publisher node.

The right pane will display the publisher details.

2. Click the +/- button next to a section to expand/minimize details.

The following information is available:

SECTION

Incoming
Feeds

Outgoing
Feeds

Activity
Log

DESCRIPTION

Lists the following
information on feeds
shared with you by a
Subscriber:
+ Feed name
« Publisher name
+ Date/time the you
last received data
from the feed

Lists the Data Collections
you have shared with
Subscribers.

Lists a time/date stamp and
brief description for TQX

TASKS

Subscribe to a feed.
Specify Indicator and Signature
statuses for a feed.

See the Data Feeds section for more
information on these tasks.

Editing Data Feeds - Click the gear icon

next to the feed name to access the
Edit Feed screen where you can edit feed
recipients, edit feed settings, and delete
the feed. See the Editing a Data Feed and
Data Feed Sharing Options topics for more
details.

Create Data Feeds - Clicking on the
Create Feed button will open the Create
Feed page - See the Creating a Data
Feed for further details.

Click the Show More link to expand the
activity log display.
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activities such as your initial
setup as a Publisher.

TechPubs Publisher

Publisher
UUID: a07f538b-0ec5-4dd3-a735-dd4dcdect e36f

=/ Incoming Feeds
These are feeds you are receiving from remote clients.

DNS
@ PFublished Hourly by Station Alpha
Last Received: 10/08/2021 02:46pm

=~ Outgoing Feeds
These are feeds you are sharing with remote clients.

IPs
Last Published: 10/08/2021 02:44pm
1 Recipient

= Activity Log

@ Feed Received - "DNS"
Received by TechPubs Publisher at 10/08/2021

02:46pm
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Viewing Data Transport Details

1. From the OpenDXL Connections screen, click the Data Transport node.

The right panel will load the data transport details.

2. Click the +/- button next to a section to expand/minimize details.

The following information is available:

SECTION DESCRIPTION
Credential Allows you to work with
Management connection bundles for

new or existing
Subscribers connected
to the Data Transport.

Client Lists the Subscribers

Discovery connected to the Data
Transport and the Data
Feeds they receive.

TASKS

Download a connection bundle. - Click
the Connection Bundle link next to the
Subscriber name.

Delete a Subscriber's connection. - Click

the trashcan icon next to the
Subscriber name to delete his connection
to the data transport.

Create a connection bundle. - See the
Create a Client Connection Bundle topic for
more information on this process.

View Subscriber feed details. - Click the
arrow next to the Subscriber name to view:

*+ Feeds received by the Subscriber

+ Feed frequency (hourly or daily)

+ Date/time the Subscriber last
received data from the feed

Remove a Subscriber from a feed. - See
the Data Feed Sharing Options topic for
more details.

Share/Create a feed. - Click the Share
Feed button to access the Share Feed
window. From this window, you can:

+ Share an existing feed. - Click the
checkbox next to an existing feed
you want to share with the
Subscriber. Then, click the Share
feed button.

+ Create a new feed. - Click the
Create New Feed button to access
the Create Feed window and share a
data collection with a subscriber.
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Activity Log Lists a time/date stamp Click the Show More link to expand the
and brief description activity log display..
for feed activities such
as, the initial setup of
the Publisher and
Subscriber(s).

OpenDXL Broker

Credential Management

Manage credentials for clients on your transport.

Station Alpha J+ Connection Bundle

Create Credentials

Client Discovery

Refresh to discover available clients to connect with.

Station Alpha 4

Activity Log

@ Feed Received - "DNS"
Received by TechPubs Publisher at 10/08/2021

02:46pm
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Viewing Subscriber Details

1. From the OpenDXL Connections screen, click a Subscriber node.
The right side of the screen displays a details panel including the following sections:

SECTION

Incoming
Feeds

Outgoing
Feeds

Activity
Log

DESCRIPTION

Lists feeds the Subscriber
has shared with you.

Lists the feeds you have
shared with the
Subscriber.

Lists a time/date stamp
and brief description for
feed activities such as,
initial setup of the
Subscriber.

TASKS

Subscribe to a feed.
Specify Indicator and Signature statuses
for a feed.

See the Data Feeds topic for more
information on these tasks.

Remove a Subscriber from a feed. - See
the Data Feeds topic for more details.

Edit a Data Feed. - Click the gear icon
next to the feed name to access the Edit
Feed screen. From this screen, you can:

+ Edit feed details. - Enter your
changes and click the Save button.

+ Delete a feed. - Click the Delete
Feed button. The Are You Sure?
window prompts you to confirm the
deletion by clicking the Delete Feed
button.

Share/create a feed. - Click the Share
Feed button to access the Create Feed
window. From this window you can:

+ Click the Share Feed button to share
an existing feed with the Subscriber.

+ Click the Create New Feed button to
access the Create Feed window and
Share a Data Collection with a
Subscriber.

Click the Show More link to expand the
activity log display.

2. Click the +/- button next to a section to expand/minimize details.
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Station Alpha

Subscriber

UUID: 188ce167-c612-4aad-a923-b 266480178

Incoming Feeds

These are feeds you are receiving from this client.

DMN5S
Published Hourly

Outgoing Feeds

These are feeds you are sharing with this client.

IPs

Published Daily
Last Received: 10/08/2021 02:45pm

Share Feed

Activity Log

@ Feed Received - "IPs"
Received by Station Alpha at 10/08/2021 02:45pm

Updating the Name of a Node

TQX allows you to change the names of Publisher, Subscriber, and Data Transport nodes. Each
Publisher and Subscriber node has a name and a Universally Unique Identifier (UUID). Although you
cannot change UUIDs, you can customize the names of the nodes in your Topology View.
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* . q .
Q Any name changes you perform on your instance will only apply to your instance.

Example: as a publisher, changing the name of a subscriber node in your connections view
will not update the subscriber's name in their view on their subscriber instance.

1. From the OpenDXL Connections page, click the node’s icon in the Topology View.
The node details are displayed on the right side of the screen.

2. Click the node's name and enter your changes.

3. Click the checkmark on the right side of the field to save your change.

TQX will confirm your change with the following message: Node name updated.

ﬂ\ Name changes can take up to thirty seconds to update for all viewers on your instance.
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Deleting a Client Connection Bundle

Deleting a client connection bundle, which severs the connection between a publisher and subscriber,
requires actions by both instances.

ﬂ\ You also elect to stop sharing all data feeds with a subscriber instead of deleting the client
connection bundle.

A\ The steps must be performed in order. Otherwise, the discovery ping from the subscriber
will result in the instances being reconnected.

1. Instruct the subscriber to delete his data transport as described in the Deleting the Data

Transport topic.

2. Navigate to the OpenDXL Connections page by clicking on the Data Exchange menu item and
selecting Connections.

3. Click on the transport node to view its details in the right pane.
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Deleting a Client Connection Bundle

Publishar

OpénDXL Broker
4 LY

.-f" ‘.\"-\.
/ ,
Client_1 Client_2

OpenDXL Broker

Credential Management

Man: age cre dentlals far clients on WOur trransport.
Client_1 4+ Connection Bundle

Client_2 + Connection Bundle

Create Credentials

Client Discovery

Refresh to discover available clients to connect with

Client_1 ’
Client_2 L
Activity Log =

& Feed Received - "33s3"
Received by Client_2 at 05162023 05:06pm
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4. Click on the trashcan icon located to the right of the connection bundle.

Credential Management
Manage credentials for clients on your transport.

Client_1 4+ Connection Bundle

Client_2 4 Connection Bundle

Create Credentials

5. Click Delete Transport to confirm deletion.

Are You Sure? X

Removing this will delete this client's connection to the data transport.

The subscriber node and connection bundle listing will be removed from your view.
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Subscriber Instances

About Subscriber Instances

Subscribers benefit from the Data Collections created and sent to them by Publishers as Data Feeds.
Although they can receive Data Feeds, they cannot send them to other Subscribers. However, they
can send a Data Feed to the Publisher so the Publisher can recreate it and distribute it to other
Subscribers.

The first time a Subscriber clicks an option on the Data Exchange menu, the Data Exchange wizard
leads them through the process of setting up their first connection. See the Getting Started - First
OpenDXL Data Transport Connections section for more information on setting up your first
connection.

DATA EXCHANGE

Commect 1o & Dah Transpomn

After you set up a connection to a Publisher’s Data Feed, the OpenDXL Connections screen displays
the Topology View which provides a visual diagram of your relationship to the Data Transport and
Publisher.
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MD NSOC

OpenDXL Connections =

Inco ming Froeds

Ou tgoing Feeds

OpenDHL Brokes

Activity Log

& Feed Reoehved - "DNE"
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Connecting to a Publisher

As a subscriber, you can connect to a publisher to receive data feeds that have been shared your
instance by the publisher. You can also create your own data feed to be shared with the publisher.

ﬂ Subscribers can only connect to a single publisher and cannot connect to another subscriber
instance. Subscribers have the option of deleting the current connection they have with a
publisher in order to connect with a different publisher.

1. Click on the Data Exchange menu option and select the OpenDXL Set Up Server option.

The Connect to Data Exchange wizard will load.

CONNECT TO DATA EXCHANGE
@

Connect Lo Transport

Your Threat() Data Exchange (TQX) subscriber status grants you the ability to connect to publishers'
data feeds and share data with publishers. Give your platform a name below. What is a publisher?

re Your Platfarm

2. Enter a name for your instance in the field provided. This name is what you will see your
instance as in your node view. This name does not affect the publisher's view.

3. Click on Next.

The Connect to Transport screen will load.
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CONNECT TO DATA EXCHANGE

Upload your connection bundle below to establish a connection to a data transport. What is

cannectian bundl

oy

Drag a file here or click to browse

O penDXL Broker

4. Optional - update the Ul name for the Data Transport or leave the default - OpenDXL Broker.
This name is what you will see the transport as in your node view and does not affect the
publisher's view.

5. Upload the connection bundle from the publisher by either:

+ Clicking on the file and dragging it into the window
+ Using the click to browse option to select the file from your local machine.
6. Click on Finish Setup.

You will now be connected to the publisher and can now subscribe to the data feeds offered by
that publisher.
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Viewing Connection Details

1. From the OpenDXL Connections screen, click your Subscriber node.
The right side of the screen displays a details panel including the following sections:

SECTION DESCRIPTION

Incoming
Feeds

Lists the following
information on feeds
shared with you by a
Publisher:
+ Feed name
« Publisher name
+ Date/time the you
last received data
from the feed

Outgoing
Feeds

Lists the following
information on feeds you
have shared with a
Publisher:
+ Feed name
« Date/time the
Publisher last
received data from
the feed
* Publisher name

Activity Lists a time/date stamp

Log and brief description for
TQX activities such as
your initial setup as a
Subscriber.

TASKS

Subscribe to a feed.
Specify Indicator and Signature statuses
for a feed.

See the Data Feeds topic for more
information on these tasks.

View feed details - This section lists the
date/time the feed was last published as well
as the number of feed Subscribers. You can
click the Recipients link to view the recipient
names in the Edit Feeds page.

Edit a feed. - Click the gear icon "+ next to
the feed name to access the Edit Feed
screen. From this screen, you can:

+ Edit feed details. - Enter your changes
and click the Save button.

+ Delete a feed. - Click the Delete Feed
button. The Are You Sure? window
prompts you to confirm the deletion
by clicking the Delete Feed button.

Share/create a feed. - Click the Share Feed
button to access the Create Feed window
and Share a Data Collection with a Publisher.

Click the Show More link to expand the
activity log display.

2. Click the +/- button next to a section to expand/minimize details.
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MD NSOC

Subscriber
UUID: 188ce167-c012-daad-a%923-b 2661480178

Incoming Feeds

These are feeds you are receiving from remaote clients.

IPs

Published Hourly by TechPulbs
Publisher

Last Received: 10/08/2021 02:45pm

Outgoing Feeds

These are feeds you are sharing with remote clients.
DMNS

Last Published: 10/08/2021 02:46pm
1 Recipient

Activity Log

& Feed Received - "DN5"
Received by TechPubs Publisher at 10/08/2021
0Z:46pm

View Data Transport Details

1. From the OpenDXL Connections screen, click the Data Transport node.
The right side of the screen displays a details panel including the following sections:
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SECTION DESCRIPTION TASKS

Client Lists the Publisher with

Discovery whom you shared a Data View Publisher feeds. - Click the arrow
Feed. next to the Publisher name to view:

+ Feeds received by the Publisher
+ Feed frequency (hourly or daily)
+ Date/time the Publisher last
received data from the feed(s).
Remove the Publisher from a Data
Feed. - See the Data Feeds topic for
more details.
Update Data Feed options. - Click the

gearicon "+ to access the Edit Feed
window. After you enter your changes,
click the Save button.

Share/Create a feed. - Click the Share
Feed button to access the Share Feed
window. From this window, you can:

+ Share an existing feed. - Click the
checkbox next to an existing feed
you want to share with the
Publisher. Then, click the Share
feed button.

+ Create a new feed. - Click the
Create New Feed button to
access the Create Feed window
and Share a Data Collection with a

Publisher.
Activity Lists a time/date stamp and Click the Show More link to expand the
Log brief description for TQX activity log display.

activities such as the receipt
of a Data Feed by the
Subscriber.

2. Click the +/- button next to a section to expand/minimize details.
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OpenDXL Broker

Client Discovery

Refresh to discover available clients to connect with.

TechPubs Publisher b

Activity Log

@ Feed Received - "DN5"
Received by TechPubs Publisher at 10/08/2021
0Z2:46pm

Feed Sent - "DMNS"
Sent to TechPubs Publisher at 10/08/2021
02:46pm

@ Feed Received - "IPs"
Received by MD N50C at 10/08/2021 02:45pm
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Deleting the Data Transport

You can delete a data transport that will disconnect you from your current publisher. This will allow
you to upload a new connection bundle from a different publisher instance.

ﬂ\ You also elect to unsubscribe from all data feeds from publisher instead of deleting the
transport if you are not connecting to a new publisher instance.

1. Navigate to the OpenDXL Connections page by clicking on the Data Exchange menu item and

selecting Connections.
2. Click on the transport node to view its details in the right pane.
3. Click on the vertical ellipsis to the right of the transport name and select Delete Data

Transport.

OpenDXL Broker :

Delete Data Transport

*

Client Discovery

Refresh to discover available clients to connect with.

Publisher

Activity Log
4. Confirm deletion, when prompted, to the delete the transport.
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Data Feeds

About Data Feeds

Data Feeds are used to transmit threat intel data from one instance to another. You select a Data
Collection to configure the information to share with other instances, determine the support context
included with the intel, and select the instances to share this data with. You also have the ability to
override the source of the Data Feed . After you create the feed, the recipients receive a system
notification. They can then subscribe to the feed to begin receiving data from it.

ﬂ\ It is recommended that you allow your subscribers to connect to your instance before
assigning a Data Feed. This allows your instance to push out the Data Feed immediately. If
you assign a Data Feed to an instance that has yet to connect, the Data Feed will be pushed
at the next frequency if there are new objects in the Data Feed.

You can manage feeds from the OpenDXL Data Feeds page and the Topology View. The OpenDXL
Data Feeds page allows you to create/edit feeds and provides you with a comprehensive list of the
Data Feeds you send (Outgoing Feeds) and the ones you receive (Incoming Feeds). Based on the Feed
type, Outgoing or Incoming, you can perform different actions.
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Creating a Data Feed

Publisher and Subscriber instances can create data feeds to share. Publishers can share data feeds
with all subscribers while subscribers can only share their data feeds with the publisher.

1. Click on the Data Exchange menu item and select Data Feeds.

The OpenDXL Data Feeds page will load. Here you can view any existing incoming and outgoing

feeds.

OpenDXL Data Feeds

Outgoing Feeds
r putpoing feeds.

Manage cORSEUraton SETtngs and reciplents for you

HAME LAST FUBLISHED = SHARED WITH

HA 1 Reiplent

Incoming Feeds
Wiew and edit ingestion seftings for incoming feed subscriplions.

MAMD 2 LASTRICEVID = CRIATID B

ThreaQ) Platfarm

D5/17/2023 05:06pm ThreatQ Platfarm

2. Click on the Create Feed button.

The Create Feed form will load.

FEED STATUS

Enabled

SUBSCRIPTION STATUS
Offered

Subscriber
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Create Feed

Feed Status Dataset

Basic Infa

Output Criteria

Description Supporting Context

Eloa Do Choose wi

Reciplents

Relaticnal Data

Data Madifications

Enter a Feed Name. This is the name that will appear in the Ul.
4. Select a Publish Frequency that which the feed will be sent out to other ThreatQ instances.
Options include:
o Daily
O Hourly
5. Enter a Description for the data feed.
6. Select the Recipients to receive the data feed. You can select specific instances or enable the
Offer Feed to Public option.

w

ﬂ\ Subscribers can only send data feeds to the publisher. Only the publisher will offered
when selecting a recipient. The Offer Feed to Public option will not be offered. See
the Data Feed Subscriptions topic for more details on subscribing and unsubscribing
to a data feed.

7. Select a data collection for the Dataset field.
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11.
12.

ﬂ\ You can also click on the Create a New Data Collection option to be taken to the
Threat Library to create a data collection.

Select which Supporting Context will be included in the data feed using the checkboxes
provided.

Select which Relational Data (related objects) to include in the data feed.

Use the Override Source checkbox under the Data Modifications heading and enter a name
to override the default source name for the feed.

ﬂ\ A Subscriber can view the Data Feed source name under object sources in their object
details page.

Click on the Disabled/Enabled toggle to enable the data feed.
Click on Save to create the data feed.

The OpenDXL Data Feeds page will load with the new feed listed. The recipients of the feed
receive a system notification that a new feed is available for subscription. This notification
includes a link to the OpenDXL Data Feeds page which allows the recipient to review feed
details before subscribing.

NOTIFICATION CENTER

SYSTEM NOTIFICATION
©  Publisher has offered "COA’ to you, To subscribe,

milnute ago

SYSTEM ROTIFICATION

i ] Publishier® has offered '6865' to you. To subscribe, click for deta

3 darys ago

SYSTEM NOTIFICATION
“- Publisher’ has offered "%9s' to you. To subscribe,

3 danys ago
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Editing a Data Feed

You can edit the name, publish frequency, data collection utilized, recipients, and what information is
transmitted for an existing data feed.

1. Enter the Edit Feed page for a data feed by either:
+ clicking on the feed from the Data Feeds page.
+ clicking on the edit gear icon on the Connections Node view.

The Edit Feed page will load.

Edit Feed =)
Feed Status Dataset

e
Basic Info Qutput Critena

Lupporting Context

Desoription
....... Tt

Reciplents Relational Data

CLENT Rkt : H ST . ALY EdErAD H

@ « Ciffere o -

EN ,

Data Modificatiens
s rweite

2. Make your required edits and click on Save.
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Data Feed Sharing Options

You can edit who you share your data feeds with from the data feed's details page. Publishers can
share data feeds with all connected instances while subscribers can only share their data feeds with
the publisher instance they are connected to in TQX. Once you have shared a feed another instance,
it will appear as an offered incoming feed. The instance will then be able to subscribe to the shared

feed.
Sharing a Data Feed

1. Navigate to the Data Feed's details page by either:
+ Connection Node View - clicking on the gear icon next to the data feed under the

Outgoing Feeds heading.
*+ Accessing the OpenDXL Data Feeds page and clicking on the data feed under Outgoing
Feeds heading.
2. Click on the Add button under the Recipients heading to select an instance to share the data

feed with.

Publishers will have an additional option to Offer Feed to Public, which will share the
feed with all instances connected. This option is not available to subscriber instances,
who are only permitted to share data feeds with the publisher.

Recipients

0O Offer Feed to Public

5

CRIENT MAME = JESCRIPTION STATUS = LAST RECENVED =

, 05/18/2023
© Client Subscribed 5:05pm ]
© cien 3 Subscribed 23;2‘:5”23 ]
O Cdienc2 Offered M/ a8

3. Click on Save to save your changes.

Unsharing a Data Feed from the OpenDXL Data Feed details Page

1. Navigate to the OpenDXL Data Feeds page.
2. Click on the data feed to edit under the Outgoing Feeds heading to open the Edit Feed page.
3. Locate the instance under the Recipients heading and click on the trash icon located to the

right of row.
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Recipients

0O Offer Feed to Public

By JRleming th Dok, you WAl oaTer URiE Te€dl 00 30 (RIS CORNECTED 10 TRES 308 IPARGPOIT. Ol you SinE

¢ cartag. thess ciancs will Mop4sr M the Kt bk
CLIENT NAME = SUBSCRIFTION STATUS LAST RECENVED =

@ clientt Subseribed Sosetn 8
© cdienis Subscribed Eg;f;uz} <]
© client_2 Offered MAA 8

4. Click on Delete Recipient, when prompted, to confirm.

Are You Sure? X

Ar you Sure you want to remove this recipient from the feed?

Unsharing a Data Feed from the OpenDXL Connections Node View

1. Click on the instance you no longer want to share the data feed with to load its details in the
right pane.
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Incoming Feeds —

These are feeds you are recening from this chent

17
Publisher y .
Published Hourly

Qutgoing Feeds

S|

\ These are feads wou are sharing with this client
OpenDXL Broker

335
Published Daiky

, 3353
Published Daity

e e Last Recetved: 05/18/2023 05:06pm

Client_1 Cliemt_2 DEMO
Published Draily

el
Publshed Daily

Share Feed

2. Locate the data feed under the Outgoing Feeds heading and click on the trash icon.
3. Click on Remove Feed, when prompted, to confirm.

Remove Feed X

ATE YOu SUre you want 1o remove the feed from this reciplent?
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Data Feed Subscriptions

Once a data feed has been shared with you, it will appear in under your Incoming Feeds with a status
of Offered. This indicates that the feed has been shared with your instance.

Subscribing/Unsubscribing to a Feed from the OpenDXL Connections Node View

The following provides you with steps on how to subscribe and unsubscribe to/from a data feed from
the OpenDXL Connections Node view.

1. Navigate to your OpenDXL Connections Node view.
2. Click on your instance node to load its details in the right pane.
3. Locate the shared feed under the Incoming Feeds heading.

ﬂ\ Shared but not subscribed data feeds will be listed with a status of Offered.
4. Click on the enable/disable toggle switch to either subscribe or unsubscribe to the data feed.

5. If you are subscribing to a feed, you will be prompted to select the default statuses to apply to
threat objects ingested from the feed. Set your default statuses and Subscribe.

Subscribing/Unsubscribing to a Feed from the Feed Ingestion Settings Page

The following provides you with steps on how to subscribe and unsubscribe to/from a data feed from
the Feed Ingestion Settings page.

1. Navigate to the OpenDXL Data Feeds page.
2. Click on the shared data feed under the Incoming Feeds header.

ﬂ\ Shared but not subscribed data feeds will be listed with a status of Offered.
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3. Click on the subscription toggle option to subscribe or unsubscribe to the data feed.

Feed Ingestion Settings

33s3

Published H-;‘;u.:r:y
Feed Status
@ subscribed
Last Run: 05/17/23 05:06pm Mext Run: 0511723 06:06pm Last Modified: 0517/23 08:21pm

Default Status Settings

For EIHJE"C ts that hawve status in your System, you can choose a default status for each ﬂl‘!-]t"t'[ ype as El'lf:":.' arg mgﬂ-:r.m:l from this feed.

Qbject Type Status setting
Indicatgrs Retain Exigting -
S-grau. es Retain El'-i'ill'lg -

4. If you are subscribing to a feed, you will be prompted to select the default statuses to apply to
threat objects ingested from the feed. Set your default statuses and Subscribe.
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Editing Object Default Statuses

When you first subscribe to a data feed, you are prompted to select the default status of objects that
are ingested. You can also update the default status that is assigned to threat data ingested by an

incoming feed from the Feed Ingestion Settings page.

1. Click on the Data Exchange menu link and select Data Feeds.

The OpenDXL Data Feeds page will load.

OpenDXL Data Feeds

Outgoing Feeds

Manage configuration seftings and reciplents for your outgoing feeds

MAME -] LAST FUBLISHED -] SHASEDWITH FEED STATUS
NA 1 Reiplent Enabled
Incoming Feeds
Wiew and edit Inpeston settings for incoming feed subscriptions.
MAMLD D LASTRICEVID = CRIATID B SUBSCRIPTION STATUS
ThreatQ Platform Offered
05 T20ZE 05:06pm ThreaQ) Matform Subscriber

2. Click on a feed under the Incoming Feeds heading.

The Feed Ingestion Settings page will load.
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Feed Ingestion Settings

33s3

Publshed Hour:y
Feed Status
() Subscribed
Last Run: 05/17/23 05:06pm Mext Run: 05M17/23 06:06pm Last Modified: 0517723 08:21pm

Default Status Settings

For CIE-]E"C ts that hawve status in youwr SYslem, you can choose a default status for each ﬂh]t"'('[ ype as El'li?':ll arg II'IEIZ"E’.I'!IJ from this feed,

Object Type Status Setting
Indicators Retain Existing
Signatures Retain Existing -

3. Use the dropdown menus provided to update the default status assigned to the objects as they
are ingested from the data feed.
| You can also select Retain Existing to keep the status assigned to the object in the
data feed.
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Deleting a Data Feed

You can delete your outgoing data feeds from the Data Feeds page as well as from the Edit Feed

page.

Deleting a Data Feed from the OpenDXL Data Feeds Page

You can delete one or multiple feeds at once from the Data Feeds page.

1. Navigate to the OpenDXL Data Feeds page.
2. Click on the checkboxes next to the data feed(s) to delete.

OpenDXL Data Feeds =
Outgoing Feeds
SRR O Epm } Raipinit. Enabied
' T Redipeitvary Enabisd
= oy 1 Riguatd Enabied
Inceming Feods
OB T Ol Trreanl) Plaziesm ..F'rln'.l.
3. Click on the Delete Feed option located to the top right.
4. Click on Delete Feed, when prompted, to confirm deletion.
Are You Sure? X
Are you sure you want to delete this feed?
|
Deleting a Data Feed from the Edit Feed Page.
1. Navigate to the Edit Feed page for a data feed by either:
+ clicking on the feed from the OpenDXL Data Feeds page.
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+ clicking on the edit gear icon on the OpenDXL Connections Node view.
2. Click on the Delete Feed option located to the top right.

Edit Feed ==

Basic Info
COA

Publish Frequency
Hourly -

3. Click on Delete Feed, when prompted, to confirm deletion.

Are You Sure? X

Are you sure you want to delete this feed?

-
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TAXII Server

About the TAXII Server

Trusted Automated eXchange of Intelligence Information (TAXII) is a transport protocol for
transmitting threat intelligence data over HTTPS. The data transported by TAXIl is formatted and
stored using the Structured Threat Information eXpression (STIX) language.

DATA TRANSFER USING THREATQ DATA EXCHANGE - TAXII SERVER

FEEDS, COMMUNITIES
& ENRICHMENT

OPEN EXCHANGE

N\
[

uuuuuuuuuuu

uuuuuuuu

mmmmmmmmmmmmmmm

[ NOILY3¥O 371aNNg LZ XILS Wowaam}

ThreatQ Integrated TAXII Server

~

<::> THREAT() o™
TAXII Collection 1
_ )
N
<::> THREAT() /™
TAXII Collection 2
. ¥
e N
<::> THREAT() /i
TAXII Collection 3
.
e B
<::> THREAT() ™
TAXII Collection 4
\ J

ThreatQ Data Exchange (TQX) allows you to configure a TAXII server, create a TAXII collection to

specify the STIX object information you want to share, and add TAXII user credentials to control access

to the TAXII collection files.
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How It Works

ThreatQ Data Exchange (STIX / TAXII)

ThreatQ Instance TAXII Client
ThreatQ TAXII Client

ifjy Set up Data Collections
in Threat Library ThreatQ Integrated
TAXII Server € Connectto ThreatQ
Integrated TAXII Server
& Assign ThreatQ Data Collections
to TAXII Collections

I«

Ingest threat intelligence

:&: Set permissions and in STIX 2.1 format
manage clients

Tips and Tricks

+ The data collection associated with a TAXII collection can include other object types but must
include at least one STIX object type and the TAXII collection will only pull STIX object data. If you
update the data collection so that it no longer contains STIX objects, the TAXII collection will be
empty after the next run.

*+ Currently, TAXII collections are published daily and include the full result set from the selected
data collection, not a delta.

« When a TAXII collection is created, the first data pull will occur within 5 minutes. The next data
pull will occur 24 hours after the first data pull started, unless:

O The data collection changes.
O The TAXII collection is disabled, and then re-enabled after 5 minutes have passed.
O The threatq-taxii server is restarted.

Due to the time required to populate the data for a TAXII collection, it is not
available immediately after a data pull.

+ Each TAXII collection run pulls data on the most recently modified 50K of each STIX object type.
For example, if your data collection includes 250K objects, of which 75K are adversaries, 80K are
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campaigns, and the remainder are not STIX objects, the TAXII collection run will pull information
on the most recently modified 50K adversaries and 50K campaigns.

« TAXII collections do not include additional context of relational data for STIX objects.

+ Currently, TQX only supports the use of a Third Party application to access STIX data from your
TAXII server. TQX does not support the use of the TAXII server to transfer STIX object data

between ThreatQ instances.

+ If you delete the data collection associated with a TAXII collection, the TAXII collection is

automatically disabled.

+ STIX exports include an object's confidence value as attributes as long as the confidence value
falls within the range from zero to one hundred.

STIX Objects
ThreatQ TAXII collections can include the following system objects:
+ Adversaries * ldentity * Notes
+ Attack Pattern * Indicators + Tool
+ Campaign * Intrusion Set * Vulnerability
+ Course of Action + Malware

For indicators, you can create STIX export bundles for the following indicator types:

+ ASN + File Path .
* Binary String + Filename .
« CIDR Block + FQDN .
« CVE « |IP Address .
« Email Address + IPv6 Address .

« Email Attachment + MAC Address .
+ Email Subject

Tips and Tricks

MD5
Mutex
Password
SHA-1
SHA-256
SHA-512

+ STIX files generated from TAXII data collections:

o0 Do notinclude related objects.

+ x509 Serial
+ x509 Subject
+ URL

+ User-agent
+ Username

« X-Mailer

O Include an object's confidence value as an attribute as long as the confidence value falls
within the range from zero to one hundred.
O Include an object's primary description only. If an object has multiple descriptions, only

the primary description is included.
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TAXII Server Requirements

The following is a list of the minimum requirements to configure and use the ThreatQ Data Exchange
TAXII server:
+ ThreatQ instance running ThreatQ version 5.23+ with a TQX license.

verslon 15803-21934abSEEAacS391 2cf

o <3

-
©
‘*"E

@

. *

+ Data Collection that includes STIX object types.
+ ThreatQ login with Administrative or Maintenance access.
+ SSL certificate in the NGINX host directory.

L

)

=]

ﬂ If you are upgrading from ThreatQ v5.22.0 or later, the upgrade process moves your
certificate automatically. If you are upgrading from an earlier 5x version, see
Configuring Your SSL Certificate for NGINX for more information on moving your

certificate.
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Configuring Your SSL Certificate for NGINX

The TAXII server resides behind an NGINX proxy to handle incoming traffic. The NGINX proxy listens
on an available port and proxies traffic to the TAXII server container. It also uses the same SSL
certificates available for the Apache server for HTTPS traffic.

When you upgrade from 5.22 or later, the TQAdmin tool automatically moves your existing certificate
to /etc/docker/nginx/ssl and concatenates the certificate authority (CA) to the certificate. The
certificate is then used in the NGINX container at startup. If your environment does not have a CA
certificate, NGINX uses /etc/pki/tls/certs/localhost.crt by default.

If you are upgrading to 5.23 or later from an earlier version than 5.22, use the following steps to
configure your SSL certificate for use by NGINX:

1. Place your certificate files in the host directory /etc/docker/nginx/ssl. They will be
automatically accessible to the container at the same path (/etc/docker/nginx/ssl).

2. Concatenate your domain certificate and the intermediate certificate into a single file. Ensure

the domain certificate comes first, followed by the intermediate certificate.

cat /etc/docker/nginx/ssl/yourdomain.crt /etc/docker/nginx/ssl/

intermediate.crt > /etc/docker/nginx/ssl/yourdomain_combined.crtcat

Use the resulting concatenated file for the ssl_certificate directive in your NGINX configuration.

4. Configure SSL by adding certificate and private key details to /etc/docker/nginx/conf.d/
ssl-cert-paths.conf.

w

Example NGINX Configuration:

[~]# cat /etc/docker/nginx/conf.d/ssl-cert-paths.conf ssl_certificate /
etc/docker/nginx/ssl/yourdomain_combined.crt; ssl_certificate_key /etc/
docker/nginx/ssl/yourdomain.key;
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Getting Started - Configuring the TAXII Server

From the Data Exchange Menu select the Set Up Server option under the TAXII section.

#= Data Exchange 5% Integrations

TAXI

Set Up Server
OPFEMDEL

Set Up Server

The Set Up Data Exchange with TAXII wizard opens. This wizard guides you through configuring your
TAXII server, creating your first TAXII collection, selecting the data collection for the TAXII collection,
and adding TAXII user credentials.

ﬂ This wizard is only available for the initial configuration of your TAXII server. To access it
again, you must delete all existing TAXII collections and credentials. After doing this, you may
need to clear your browser cache to access the Set Up Server option.

1. In the Create a Collection section, enter the name of the new TAXII collection and a brief
description of the collection (optional). The Publish Frequency defaults to Daily.

3

You can click and drag the lower right corner of the Collection Description field to
expand it.
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SET UP DATA EXCHANGE WITH TAXII

| Create a Collection Define Callection Output Add TAXI Users

Basic Info

[ lAaxll Collection Mame / Title

] Collection Description (optional)

2. Click the Next button to move to the Define Collection Output section.

SET UP DATA EXCHANGE WITH TAXII

Create a Callection Define Collection Qutput Add TAXI Users

Dataset

Select a data collection below that will define the data being exported in this collection.

Select a data collection -

AA  Please note that this server only supports the transfer of STIX objects.

3. From this section, use one of the following methods to specify a data collection for the TAXIl
collection:
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O Select an existing data collection - Click the Select a data collection field and select an
existing data collection.

O Create a new data collection - Click the Create a new data collection option to access
the Threat Library in another tab and create a new data collection.

ﬂ\ The selection field only lists data collections that you have permission to access
and that include STIX objects. The data collection can include other object types

but must include STIX objects and the TAXII collection will only pull STIX object
data.

4. Click the Next button to move to the Add TAXII Users section.

SET UP DATA EXCHANGE WITH TAXII

Create a Collection Defime Callection Cutput Add TAXI Users

Would you like to add TAXII Users to share this collection with? (optional)

=]

5. Optional. From this section, add the first TAXII user by entering the username and password. Go
to step 6.

Or, go to step 7 to finish creating the TAXII collection without adding users.

ﬂ\ To view the password you entered, click the eye icon in the right side of the field.

AL Be sure to capture the TAXII password information you enter. This information is
encrypted and not viewable after entry. If misplaced, you cannot retrieve the
password. However, you can assign a new password.

6. Click the Save button to save the user entry. Then, click the Add User button to add another.
Repeat this process as needed to add more users.
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ﬂ\ From the Add TAXII Users section, you can use the edit or delete icons to update your
entries.

7. After you enter the TAXII users, click the Finish Setup button. The TAXII Users & Collections
screen is displayed.

ﬂ\ When you create a TAXII collection, every Admin user is assigned read-only permission
for the associated data collection unless they already have permission to access it. In
addition, each time you add a new Admin user, the new user is automatically granted
viewer permissions for any data collections associated with a TAXII collection.

8. Before you can enable a TAXII collection, it must have at least one user. Then, you can click the
toggle next to the TAXII Collection name to enable it.
When you enable a TAXII collection, the first data pull begins in five minutes. The next data pull
occurs twenty four hours later.
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TAXII Collections

About TAXII Collections

A TAXII collection is a collection of STIX objects configured in the ThreatQ Platform and sent as a STIX
Bundle to the TAXII Server where it can be retrieved from a TAXII APl Endpoint. To create a STIX
bundle, ThreatQ converts the information in a Data Collection to STIX format.
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Creating a TAXII Collection

After you set up your TAXII server and first TAXII collection, you can use the TAXII Users & Collections
page to create additional collections.

1. From the Data Exchange Menu select the Users & Collections option under the TAXII section.

The TAXII Users & Collections page is displayed.
TAXII Users & Collections

Caollections TAXI Users and Access
o Mien
o MinreFre
— oD

2. Click the Create Collection button.
The Create TAXII Collection page is displayed.

< Create TAXII Collection

Basic Infe Cata Set

3. In the Basic Info section, enter the name of the new TAXII collection and a brief description of
the collection. The Publish Frequency defaults to Daily.

ﬂ\ You can click and drag the lower right corner of the Collection Description field to
expand it.

4. Use one of the following methods to specify a data collection for the TAXII collection:
O Select an existing data collection - Click the Select a data collection field and select an
existing data collection.
O Create a new data collection - Click the Create a new data collection option to access
the Threat Library in another tab and create a new data collection. After you create the
new data collection, return to the setup wizard's tab and select the new data collection.
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ﬂ\ The selection field only lists data collections that you have permission to access
and that include STIX objects. The data collection can include other object types
but must include STIX objects and the TAXII collection will only pull STIX object
data.

ﬂ\ After you select a data collection, the View in Threat Library button is displayed
below the Select a data collection field. Click this button to access the Threat
Library view of the data collection so that you can review or update the objects
specified by the collection.

5. Click the Save button.
The Edit TAXII Collection page is displayed.

< Edit TAXI Collection ===

Collection Status Data Set

= (D

Basic Info

User Access

6. In the User Access section, use one of the following methods to add a user to the TAXII
collection:

O Add an existing TAXII user - Click the Select a user field and locate the user by browsing
the drop down list or using the search field. After you select the user, click the Add
button.

O Add a new TAXII user - Click the Create new user option to launch the Create New User
window. Enter the username and password. By default, the user is assigned access to the
TAXII collection you are creating. However, you can use the Add option to give the user
access to additional TAXII collections. Then, click the Save button to return to the Edit
TAXII Collection page.
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A\ Besure to capture the TAXII password information you enter. This information
is encrypted and not viewable after entry. If misplaced, you cannot retrieve the
password. However, you can assign a new password.

After you add a TAXIl user, the username is displayed in the User Access section and you
can use the Search box to locate a specific username and/or click the delete icon next to a
user name to remove it from the collection.

7. You can repeat step 6 to continue adding users to the collection.

8. From the Edit TAXII Collection page, click the Save button to save your changes to the collection.
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Updating a TAXII Collection’s Publish Settings

The Publish Settings tab in the Edit TAXII Collection page lists the collection’s configuration details,
time/date stamps for the collection’s last and next run, and the date/time of the last change to the

collection configuration.

FIELD NAME DESCRIPTION

Last Run The date/time of the last time the TAXII server pulled data for the TAXII
collection.

Next Run The date/time of the next time the TAXII service will pull data for the TAXII
collection.

Last Modified The date/time of the last updates to this collection including:

+ Enabling/disabling the collection.

+ Collection name or description updates.

+ Selection of a new data collection.

« Addition/removal of TAXII users to the collection.

From this page, you can update the collection’s name and description, add or remove users, and
change the data collection.

ﬂ\ Updating a collection’s name does not change its collection ID. The collection ID is created at
the same time as the collection and cannot be changed.

1. From the TAXII Users & Collections page, click the gear icon next to the collection name.
The Publish Settings tab int he Edit TAXII Collection page is displayed.
2. Select the Publish Settings option to access the Edit TAXII Collection page. From this page you
can:
+ Enable/disable the collection.
+ Change the collection name or description.
+ Add/remove collection users.
+ Select a new data collection
+ Access the Threat Library view of the data collection so that you can review or update the
objects specified by the collection.
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< Edit TAXII Collection
Basis] Ml oy
Collection Status Data St
e |
B
L Rur Mt R Larst Ml E
* . 004 1350y

Basic Info
n b

Wser Acoess

Martha fores

3. Enter your changes.

If you remove all users from a TAXII collection or delete its data collection, the TAXII
collection is automatically disabled.

4. Click the Save button.
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Reviewing a TAXII Collection's Build History

The Build History tab in the Edit TAXII Collection page lists the following information for each build
process:

COLUMN DESCRIPTION

Build Status Lists the build status such as:
* Pending - A build is in pending status until it has a completion time.
+ Successful - All STIX 2.1 data has been added to the TAXII collection.
+ Unsuccessful - A build is marked as Unsuccessful if it failed.

Started Time The start date and time of the build.
Completion The end date and time of the build.
Time

Data Collection The data collection used for the build.

Reason Describes why the build ran:
* New - The first build after creation of the TAXII collection.
+ Changed - The build ran after you saved a change to the TAXII
collection's publish settings.
+ Scheduled Rebuild - The build ran at the normal, scheduled time.

Errors Lists the error associated with an unsuccessful build.

1. From the TAXII Users & Collections page, click the gear icon next to the collection name.

2. Select the Build History option to access the Build History tab.
From this tab, you can review information on each time a TAXII collection was processed and/or
download a build's error log, if applicable.

< Build History
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Sharing TAXII Collections

To share a TAXII collection with another organization or individual you will need to provide:

+ TAXII collection name and/or ID
+ User credentials - The username and password you created in TQX
+ The path for your TAXIl server - <your ThreatQ domain>:5910/taxii2/
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TAXII Users

About TAXII Users

A TAXIl user is a set of credentials (username and password) used to determine access to one or more
TAXII Collections on the TAXII Server. These credentials are managed in the ThreatQ Platform and
provided to an organization or individual to allow them access.

To locate a TAXII user, you can sort the user list by username or use the username or collection access
search fields to locate a user.

Tips and Tricks

« TAXIl user credentials cannot be used to access ThreatQ.
« TAXIl users cannot be used as sources for system objects.
+ To delete a user, you must first remove the user’s access to all TAXII collections.
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Creating a TAXII User

1. From the TAXII Users & Collections page, click the Create User button.
The Create New User window is displayed.

Create New User

Collection AcCess

2. Enter the new username and password.

A\ Be sure to capture the TAXII password information you enter. This information is
encrypted and not viewable after entry. If misplaced, you cannot retrieve the
password. However, you can assign a new password.

3. In the Collection Access section, click the Add option to give the user access to an existing TAXII
collection. You can repeat this step to give the user access to multiple collections.

4. Click the Save button. The new username is displayed in the TAXII Users & Access section of the
TAXII Users & Collections page.
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Updating TAXII User Credentials

1. From the TAXII Users & Collections page, click the gear icon next to the username.

The Edit User window is displayed.

Edit User

Callection Access

N ] =

L

2. Enter your changes to the username and/or password.
3. From the Collection Access section, you can add or remove access to a TAXII collection:
+ Add access to a collection - Click the Add option to give the user access to a TAXII

collection. You can repeat this step to give the user access to multiple collections.

* Remove access to a collection - Click the X next to the collection name to remove a
user's access to it.

4. Click the Save button to save your changes and return to the TAXII Users & Collections page
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Removing TAXII User Credentials

Before you can remove a TAXIl username, you must remove its access to all TAXII collections.

1. From the TAXII Users & Collections page, click the gear icon next to the username.
The Edit User window is displayed.

Edit User

Callectian ACcess

 Frimary_x}
2. Remove the user’s access to all TAXII collections by clicking the X next to each collection name.

3. Click the Delete button.

The TAXII Users & Collections page is displayed and the username is no longer displayed in the
TAXII Users and Access section.
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Reviewing the Client Access Log

The Client Access Log tracks connection attempts and data polling on the TAXII server. The log stores
the last seven days of activity or 1,000 entries and lists these entries in from most recent to oldest.

1. From the TAXI Users & Collections page, click the Client Access Log tab.
The Client Access Log is displayed.

¢ Client Access Log “

......

.ﬂ.'l.;'_.-_.- )
2. From the Client Access Log tab, you can view the following information:

COLUMN
DESCRIPTION
NAME

Status The status code returned to the TAXII client from the TAXII server when a
request was made and responded to. Statuses with a value greater than
or equal to 400 are displayed with a red background.

Method The Request method used by the TAXII client.

Identity The derived identity of the TAXII client based on the client's provided
authorization header.

Client IP The IP address from which the request originated.

ThreatQ Data Exchange User Guide

Version 3.8.0 103



THREA TQM Reviewing the Client Access Log

C%LALI’WNEIN DESCRIPTION
Accept The accept header the TAXII client sent in the request.
Header
Path The server path the TAXII client requested.
Reason Describes the reason for a failed attempt.
Date The date and time the request was made.

3. Click the refresh button in the upper right corner to refresh the log entries displayed. You can
also use the navigation options at the bottom of the page to view additional pages of log entries
or update the number of entries displayed in each page.
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FAQs

Can | install/use my own data transport?

Currently, TQX only supports the default OpenDXL transport installed with the product. However,
future releases will give you the option to implement additional Data Transports .

As a Subscriber, can | offer a Data Feed to another Subscriber?

Subscriber instances can offer Data Feeds to Publishers. However, they cannot offer Data Feeds to
other Subscribers. For added security, Subscribers will be unable to see other Subscribers connected
to the Publisher.

What happens if my Data Feed contains indicators with a custom status that a Subscriber does
not have in place on their instance?

At this time, custom statuses are not supported by TQX. In this event, the custom status would not be
created on the Subscriber instance nor would the system objects with that status be ingested by the
Subscriber instance.

What happens if my Data feed contains indicators with a set score?
Indicator Scores are not included when sending Data Feeds to another instance.
As a Subscriber, can | unsubscribe to a data feed?

Yes. You can unsubscribe from a data feed to stop the ingestion of data. You also have the option to
re-subscribe to the data feed at a later date.

As a Subscriber, can | connect to multiple Publishers?

Currently, TQX only supports one data transport per instance. This allows Publishers to connect to
multiple Subscribers through one data transport. Subscribers cannot connect to multiple Publishers
as it would require additional data transports.

As a Publisher, can | connect to other Publishers?

No, at this time, data Connection Bundles are designed to provide Publisher > Subscriber and
Subscriber > Publisher communication.

As a Publisher that is publishing multiple Data Feeds to a Subscriber, can | remove an
individual data feed?

Publishers can remove recipient instances from Data Feeds. See the Data Feed Sharing Options topic
for more information.

How do | upgrade to a Publisher instance?

Contact ThreatQ Sales to purchase a Publisher license. Then, see the Licensing topic in the Help
Center for information on adding this new license.
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Change Log

* Version 3.7.0

O Updates included in ThreatQ version 5.29.0
+ Version 3.6.0

O Updates included in ThreatQ version 5.28.0
* Version 3.5.0

O Updates included in ThreatQ version 5.26.0
+ Version 3.4.0

O Updates included in ThreatQ version 5.25.0
*+ Version 3.3.0

O Updates included in ThreatQ version 5.24.1
* Version 3.2.0

O TAXII Server updates in ThreatQ version 5.24.0
* Version 3.1.0

o TAXII Server functionality in ThreatQ version 5.23.0
+ Version 3.0.0

O Bug fixes included with ThreatQ version 5.12.0
+ Version 2.0.0

O Updates included with ThreatQ version 5.6.0
+ Version 1.6.0

O Updates included with ThreatQ version 4.57
+ Version 1.4.0

O Updates included with ThreatQ version 4.56
* Version 1.4.0

O Updates included with ThreatQ version 4.54
* Version 1.3.0

O Updates included with ThreatQ version 4.53
+ Version 1.2.0

O Updates included with ThreatQ version 4.52
+ Version 1.1.0

O Updates included with ThreatQ version 4.50
+ Version 1.0.0

O Initial Release
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