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Warning and Disclaimer

ThreatQuotient, Inc. provides this document “as is”, without representation or warranty of any kind,
express or implied, including without limitation any warranty concerning the accuracy, adequacy, or
completeness of such information contained herein. ThreatQuotient, Inc. does not assume
responsibility for the use or inability to use the software product as a result of providing this
information.

Copyright © 2023 ThreatQuotient, Inc.

All rights reserved. This document and the software product it describes are licensed for use under a
software license agreement. Reproduction or printing of this document is permitted in accordance
with the license agreement.
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About ThreatQ Orchestrator

ThreatQ TDR Orchestrator includes enhanced automation, analysis and reporting capabilities that
accelerate threat detection and response across disparate systems.

Using Configuration-Driven Workflows (CDWs), applying Smart Collections, and Custom Scoring,
ThreatQ prioritizes the threats that are important for remediation. That could be simple automation
to quarantine the device or more complicated workflows to remediate the threat by shutting down a
service, removing malware, restoring the system, submitting an alert, creating a ticket or initiating an
investigation.

ThreatQ TDR Orchestrator can involve any number of tools and should provide cross team visibility
for a more complete XDR security solution.

Data-Driven Triggers

Define what type of data to enrich using the ThreatQ Threat Library. Save your Threat Library queries
as Data Collections to be used as Data-Driven Triggers in the orchestration workflow.

Thraat |_||_'|'.;;"5r oad Data Collection =

Configuration-Driven Workflows (CDWs)

CDWs, also known as Data-Driven Playbooks, take your identified triggers, in the form of Data
Collections, and enrich your selected threat intelligence data using third-party providers such as
Shodan, to curate further detailed threat information.

ThreatQ TDR Orchestrator User Guide
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< GreyHaise Enrichment

TQO gives you the option to import advanced workflows from predefined YAML files or create your
own workflows in the TQO workflow builder.

Add Workflow

Create Upiaad

Provide th dits that you'd [l bo procei with this workfiaw

Capture Enriched Data

The enriched information captured by the CDW is then ingested back into the ThreatQ platform for
further analysis and refinement.

ThreatQ TDR Orchestrator User Guide
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Requirements

Confirm that you have the following:

+ ThreatQ version 5.4.0 or greater
+ AThreatQ Orchestrator license. This can be confirmed by clicking on the Settings gear icon and
selecting About.

Version 5.1.0-1225 4

ELGISTEREC Toy

FLATFORM Q

Expires 01718720024 [in 2 years) —— @

NVESTIGATIONS

Expires 01/18/2024 in 2 years) + o -
. +

DATA EXCHAMNGE

— £~/ o
Expires D1MET034 [in 2 yeass)
CRCHESTRATOR &l — @ —_—
2y

D PRI (i T g

+ Asaved data collection
+ An admin or maintenance user login

ThreatQ TDR Orchestrator User Guide
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Components

The following table contains key components, terms, and definitions regarding ThreatQ TDR
Orchestrator (TQO).

COMPONENT/
DEFINITION
TERM

Action Actions are YAML snippets you can use to enrich the data specified by
your workflow's data collection. TQO includes pre-seeded actions and
allows you to install additional ones. See the About Actions topic for
more information about actions.

Activity Log TQO provides activity logs for workflows uploaded into TQO as well as

those created in TQO. A workflow's activity log provides you with a
summary of each manual or scheduled run of the workflow. This
includes:

+ Date/time of the run

* Run status at completion

+ Data requested

* Response received

+ Data enriched
Activity Log - Workflow Built in TQO

< Shodan test

Wode View  Acany Log

Activity Log Details

e pnn e

ThreatQ TDR Orchestrator User Guide
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COMPONENT/
DEFINITION
TERM
Activity Log - Advanced Workflow
<« GreyNoise Enrichment
N
Z‘L_ﬂ(_) Activity Log Detalls
1
] S 1]
Configuration Configuration Driven Workflows (CDWs), also known as Data-Driven
Driven Workflow Playbooks, take your identified triggers, in the form of Data
(CDW)/Workflow Collections, and enrich your selected threat intelligence data using
third-party providers such as Rapid7, to curate further detailed threat
information.
There are two types of workflows:
« Standard Workflows - workflows built within the Workflow
Builder using installed Actions. These workflows can also be run
from the Threat Library and an object's details page.
+ Advanced Workflows - preconfigured workflows, developed by
ThreatQ Professional Services, that have been written to include
all required actions and the data enrichment processes.
Advanced Workflows are designed to be installed (required
actions and workflow) via a single YAML file in the ThreatQ Ul
installer.
Data Collection A data collection is a saved ThreatQ Threat Library query that identifies

the information to be enriched by a workflow.

ThreatQ TDR Orchestrator User Guide
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COMPONENT/
DEFINITION
TERM
Mitre Adversaries Load Data Collection Y Clear Filters
Filter Set 1 O naT -
SOURCE ®
© Add Another Filter Set
Nodes A node is a basic unit of a data structure within TQO, such as a data
collection, workflow, or action, displayed in the Node View. You can
click on a node to view and/or update its configuration details.
Adversar:.l:inrichment
s
GreyNolse IFinfo Shodan
Node View A workflow's Node View provides you with a visual representation of

its basic components, the data collection, the workflow, and its
action(s). You can access the Node View by clicking a workflow created

in TQO in the Orchestrator page. These workflows have a type listed
as Workflow Builder.

ThreatQ TDR Orchestrator User Guide
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COMPONENT/

TERM DEFINITION

From the Node View you can click the various workflow nodes, such as
data collection, workflow, or action nodes, and view or update each
node's settings.

e GreyNoise Community

— Select an Action

GreyMoise Community

IP Address
B | Configurations

AP Key

— Objects Per Run
‘ 1000

GreyNoise Context Filter
Classification

Link
Last Seen
Name

RIOT

IR SIS

Noise

GreyNoise Community

Save Changes
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About the Orchestrator Page

The Orchestrator page is the hub of TQO. It provides an overview of your existing workflows, allows
you to manage these workflows, and create or import new ones.

Your workflows, both built within TQO and installed Advanced workflows, are displayed in an
information table on the landing page.

Orchestrator

HEALTH ETUIES LAST SCHECULED BUN LAST MOMHPED

Advanced Workflow D4F1 372023 07.37pm

threatq@threatq.co

Workfiow Bullder 041772023 08:34pm =

COLUMN DESCRIPTION
ID The unique ID associated with the workflow.
Name The name of the workflow. You can use the search provided below the header

to filter your workflow list by the workflow name.

Type The type of workflow. You can filter the workflow list use the column's
dropdown list. Options include:
+ Workflow Builder
+ Advanced Workflow

Health This column displays the current health of a workflow. You can filter the
Issues workflow list using the dropdown provided. Filter options include:
* Healthy
« Unhealthy
Last The date stamp when the scheduled workflow was last run.
Scheduled
Run
ThreatQ TDR Orchestrator User Guide 12
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COLUMN DESCRIPTION
Last The date stamp of when the workflow was last modified.
Modified
Created By The user that created the workflow. This column will only be populated for

workflows built within the workflow builder.

Accessing the Orchestrator Page

1. Click the Orchestrator icon in the top navigation bar.
The Orchestrator page will load.
Orchestrator

LAST SCHEDUILED RUN LAST MODIFED CREATED BY

Advanced Workflow D4S1372023 07:37pm-

Workflow Builder 041772023 08:34pm  hrediq@threatq.co
3

2. Click the Add Workflow button to begin your building workflows in workflow builder or
installing Advanced Workflows.

ThreatQ TDR Orchestrator User Guide
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Actions

About Actions

Actions are YAML snippets you can use to enrich the data specified by your workflow's data
collection. Actions are not designed to run by themselves but instead be inserted into your
enrichment workflows.

ThreatQ TDR Orchestrator User Guide

Version 2.1.0 14
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About Actions

< [IPinfo

@

Additional Information

Integration Type: Action
Version: 1.0.1

Action 1D: 2

Accepted Data Types:

10000

Findo O P Rur
Context Filter
E] Location coardinates
[#] Ciny

#] Country

[#] Region

i

Select a data collection

Zes

Spearphishing

IPinfa

ThreatQuotient highly recommends reviewing an action's user guide before downloading and
installing the action. See the Integrations section for those guides - both in web and PDF format.

ThreatQ TDR Orchestrator User Guide
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THREATQ 3

MELP CENTER Updates Trareatl} Products Dot Regaunces Indegrathens Suppedt

[

Contents Index Glossany =1 =
# LOMNECIONS
0 Actions. ¢ SRedn Adtioh & 1
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¥ Maise his T
- I this Tapic
TG0 Actions Shodan Action o o
5.1 WMahwOF EEITABE ALTGN rilegration Detads
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First EPSS Acticn faen funarsn
Current lntegration Verdlen 102 Shedan
Greyhiolse Commanity Action
- Erwiched Data
Pl Action Compatible with ThreatQ == 560 s Case Example
Versions
Microseft Anare Sentinel Acticn Knom ks £ Umieicas
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Riskd() PassheTousl Action Threatq TQO Lienss Y3
Required POF Guides
SentinsiOne Ation
Suppore Tler  ThreatQ Supponted
WiruaTotal Acticn, Threanq Marketplace  hups/markerplase thepalg comidetatlshoda
Wibware Carbon Black EOR e
Agtion Bundie
& Developer Resources Introduction

7 Support

= - The Shddan Sctcn for Thitat sulimits 5 dats colection af IP Acdreis objedts 1o the Shodan APL The Shadan AR Guinied the subanibed IP4 for fy
1= ThreatQ) Use Cazes services running and returns related theeat inteligence to be ingested into the Theeatd] bbrary.

Tha gecthon provides e foliowing fundtions:

= Shodan - wubmits an P Addeess to the Shodan AP 1o envich the indicator with 38 servioes found by Shodan on the hoat

o Wideos

Quick Notes

+ Actions can be download from the ThreatQ Marketplace - https://marketplace.threatg.com .
+ Actions with the term "bundle" in the name contain multiple actions.
+ Actions can be installed by uploading the zip file itself to the ThreatQ platform.

Refer to the action's user guide for details. Some action zip files contain custom
objects that are required to run the action. Those custom objects cannot be installed
using the ThreatQ Ul installer.

+ Actions are automatically enabled upon installation and cannot be disabled.

+ The configuration settings set for an action will be applied when inserting it into a workflow.
You can change an action's configuration settings for a specific workflow or the default
configuration settings.

Updating the default configurations for an action will not update any instances of the
action that has already been deployed in a workflow.

ThreatQ TDR Orchestrator User Guide
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Installing an Action

1. Download the action zip file from the ThreatQ Marketplace.
2. Click on the Integrations navigation heading and select Actions.

$™» Integrations #s% Orchestrator

Marketplace
My Integrations

Actions

Intelligence Feeds & Connectors

Operations

The My Integrations page will load with the list filtered down to actions.

My Integrations [ coromanape |
Q Start typing... Actions - -
Enabied (17) Crisabied (0} T Clear Search Flters
AlienVault OTX -] GreyNoise - Find Similar IPs L] GreyNolse - IP Quick Check o GreyNolse - RIDT o

Wersion: § m ersion: 1.0 m Werson: |00 m Wersoe 1.0.0 m

GreyNolse Community ] IFinfo ] Microsoft Azure Sentinel Add o Microsoft Azure Sentinel Delete o]
[ Acoian | Tag Collection
[ o0 ] @
Microselt Azure Sentinel Enrich &3 Microseft Azure Sentinel Export &8 Shedan e TenablelQ CVE Enrichment -]
Indicators Collection [ acmon | [ cmon |
[ Acmen ] [ Aczen ]

wersen i m L m Wermer 10 m Werues: 1.1 m

3. Click on the Add New Integration.

The Add New Integration dialog box will open.

ThreatQ TDR Orchestrator User Guide
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Add New Integration

Add Mew TAXI Feed

Somie integratons ((oNREGrS) 3nenT able 1o De irstalled using thes inter "ll:(" I rLul'E LANSne,
pleate refer to th datumentation far your inlegratian on theThreatl M

&

Drag your integration package here or

click to browde

Suppered filed inchude: yiml, whi, Hip

4. Upload the action zip file using one of the following methods:

+ Drag and drop the file into the dialog box

+ Select Click to Browse to locate the action zip file on your local machine
5. Select which actions to install, if prompted, and click on Install.

Add New Integration

@ 3 Feeds have been found.

Select the Feeds you want ta install:
Select Al Desclect A

B GreyMNoise « Find Similar [Ps

B GreyNoise - IP Quick Check

B GreyNoise - RIOT

3

ﬁ ThreatQ will inform you if the action already exists on the platform and will require
user confirmation before proceeding. ThreatQ will also inform you if the new version
of the action contains changes to the user configuration. The new user configurations
will overwrite the existing ones for the action and will require user confirmation

before proceeding.

ThreatQ TDR Orchestrator User Guide
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The action(s) will now be installed on your instance. While actions are automatically enabled by
default, you will still need to configure the action's default settings.

ThreatQ TDR Orchestrator User Guide
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Configuring an Action

You can configure an action's default settings from its details page under the My Integrations page.
This allows you to set common parameters, such as API Keys, that will be used within any workflow

you insert the action into.

A\ Updating the configurations on this page will not update any instances of this action that
have already been deployed to a workflow. In that scenario, you must update the action’s

configurations within the workflow itself.

1. Click on the Integrations navigation heading and select Actions.

$'» Integrations £s4 Orchestrator

Marketplace
My Integrations
Actions
Intelligence Feeds & Connectors

Operations

The My Integrations page will load with the list filtered down to actions.

ThreatQ TDR Orchestrator User Guide
. 20
Version 2.1.0
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Configuring an Action

My Integrations

; Type
Q Start typing... Actions - -
AT Enabled (17)  (Disabled () T Clear Search Fiters
AllenVault OTX -] GreyMolse - Find Similar IPs L] GreyMoise - IP Quick Check -] GreyNoise - RIOT o
Lo} Lo ==
E=1 cCH .. CH ... (==
GreyNolse Community ] IFinfo ] Microsoft Azure Sentinel Add o Microsoft Azure Sentinel Delete o]
Tag Collection
Micraseft Azure Sentinel Enrich o Micraseft Azure Sentinel Export e Shedan ] TenablelD CVE Enrichment e
Indicators Collection

2. Click the action to configure to open its details page.

The Action Details page will load.

¢ GreyMoise - RIOT

AP Ky

G AR ey

T con e
& moT

Addithenal nformatian .
@ Category

Integration Type: Action B} Service Name

Wershor: &) Trust Levdd
Axtion 10: 30
) External Referenge
Accepted Data Types:
0 Last Updated
0T P Soeus
Whitelisted
. R e o
B

3. Enter your configuration settings and click on Save.

s T i A e B

ThreatQ TDR Orchestrator User Guide
Version 2.1.0
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ﬂ Specific configurations will differ based on the action used. See the action's individual
user guide for more information.

ThreatQ TDR Orchestrator User Guide
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Deleting an Action

You can delete an action from its details page if it is not currently associated with a workflow. Deleting
an action will not delete the data that has already been ingested by the ThreatQ platform.

1. Click on the Integrations navigation heading and select Actions.

$"» Integrations #s% Orchestrator

Marketplace
My Integrations

Actions

Intelligence Feeds & Connectors

Operations

The My Integrations page will load with the list filtered down to actions.

My Integrations [ coromanevisce
¥p
Q Start typing. Actions - -
Enabibed (17} Crisabled (0} T Clear Search Fiters
AlienVault OTX e GreyNoise - Find Similar IPs G GreyNolse - 1P Quick Cheek o GreyNoise - RIDT ]

Wersion: | m WErEon: 1.0.0 m Werson: 1.0.0 m Weruoe: 1.0.0 m

GreyNolse Community ] IFinfo ] Microsoft Azure Sentinel Add ] Microsoft Azure Sentinel Delete o]
[ Acoion ] Tag Collection

[ Acoon ] =
Micrasoft Azure Sentinel Enrich %8 Micrasoft Azure Sentinel Export 8 Shodan ] Tenableld CVE Enrichment e ]
Indicators Collection = =
@ [ scoen ]

s | m L m Wermen 1.0 m Werues: 1.1.0 m

2. Click the action to configure to open its details page.

The Action Details page will load.

ThreatQ TDR Orchestrator User Guide
Version 2.1.0
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¢ GreyMoise - RIOT

&
= BT
Addithenal informatian -
] Category

Integrathon Typee: Action
Wershon:

¥ Servie Mamg

& Trum Lewed
Actian 10: 20

0 Esvernal Reference
Accepred Data Types:

O Last Updated

Whitelsned

3. Click on the Uninstall button located below the action's logo.

*

If the Uninstall button is grey out, the action is currently being used by a workflow.
Locate the workflow using this action and remove the action.

4. Click on Uninstall Action, when prompted, to remove the action from your instance.

ThreatQ TDR Orchestrator User Guide
; 24
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Workflows

About Workflows

Workflows take your identified triggers, in the form of Data Collections, and enrich your selected
threat intelligence data using Actions, third-party providers such as Rapid7, to curate further detailed
threat information.

< Phishing Attempts

Settings
okt ATbvepa.

() S et whehr N b EAOSURET s

) Dopboug Coptinry v et il £AAEN Firigierit Hs.

o e vy
i O Alier Bt BT 0 M & dl

Workflows can be triggered by the following:

+ Workflow's Run Schedule.
+ Manually Running the workflow from the builder page via the Run Now button.
+ Performing a Manually Triggered Workflow run from the Threat Library or object details page.

The TQO workflow builder provides you with a visual representation of how your Threat Library data
collection and action are utilized. The interface allows you to configure how an action is run, including
what enriched context the action will ingest, the frequency of runs, and summaries of each run.

The following is required to build a workflow:

+ ATQO License.

« A ThreatQ Data Collection.

+ ATQO Action installed on your ThreatQ instance. TQO Actions can be downloaded from
the ThreatQ Marketplace.

ThreatQ TDR Orchestrator User Guide
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About Manually Triggered Workflows

Maintenance Account and Administrative Access users can apply a workflow created in TQO to a
group of action-compatible objects from the Threat Library results page or to a single object from the
object details page.

ﬂ\ Running a workflow from the Threat Library or object details page will ignore any data
collection set in the workflow's configuration for the object(s) you have selected.

Important Notes:

* Only workflows created in TQO can be manually triggered from the Threat Library.

+ Only Maintenance Account and Administrative Access users can access the Start Workflow
button.

+ The Start Workflow button is only displayed for indicator results lists and indicator object details
pages.

+ If you manually trigger a workflow that includes a data collection from the Threat Library, the
workflow actions are applied only to the selected Threat Library object(s), not the workflow's
configured data collection.

Running a Manually Triggered Workflow - Threat Library Results Page

1. Navigate to the Threat Library page.

2. Select the system objects to which you want to apply the workflows by searching or filtering the
Threat Library or by selecting a Data Collection. You can further customize by checking the
checkbox next to each object you want to include.

ThreatQ TDR Orchestrator User Guide
Version 2.1.0
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3. Click the % (start workflow) button.

Threat Library uwe

n - PO OTOSFHIEE 183 am AHIEE 183 aey T

0000000000002 000

4. Select the object type you want to work with.
5. From the Select Workflow window locate and check the box next to each workflow you want to
apply to your list of system objects. You can select up to three workflows.

Solect Workflow X

6. Click the Run Now button.
You can access each workflow's Activity Log to view the results of the manual run.

Running a Manually Triggered Workflow - Object Details Page

1. Navigate to the system object's object details page.
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2. Click the Actions button and select the Start Workflow option.

83.172.33.142 SEd
INDICATOR: IP ADDRESS

Created: 05/01/2023 Last Modified: 05/01/:

@c @ Context

ol @ Add Attribute
& Add Comment
& Add Relationship

E Add Source

@ Create Task

[} Generate PDF

ey Start Workflow

’t’I
;\Jl-.

Start Investigation
@ i Add to Investigation

il Delete Indicator

3. From the Select Workflow window locate and check the box next to each workflow you want to
apply to the system object. You can select up to three workflows.

Select Warkilow

4. Click the Run Now button.

You can access each workflow's Activity Log to view the results of the manual run.
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Building a Workflow

The workflow builder allows you to create your own workflows using data collections and installed
TQO Actions, which are available on the ThreatQ Marketplace.

ﬂ Manually Triggered Workflows do not require a set data collection as the data is selected
from the Threat Library. In the event that a workflow with a set data collection is selected as
the Manually Triggered Workflow, the object or Threat Library selection will be used instead

of the set data collection.

1. Navigate to the ThreatQ Orchestrator page.
2. Click on the Add Workflow button.

Orchestrator

The Add Workflow dialog window will open.

Add Workflow

Create Upload

Description (optional)

Provide the data that you'd like to process with this workflow

Select a data collection

ThreatQ TDR Orchestrator User Guide
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3. Complete the following fields:

FIELD DESCRIPTION

Name The name to give this workflow.
Description Optional - A description of what this workflow does.

Data The data collection that will used in the workflow.
Collection
‘" Adata collection is required if you intend to run the workflow by
schedule. Workflows built to be used as Manually Triggered
Workflows do not require a set data collection.

4. Click on Create.
The Workflow Builder will load.

< Phishing Attempts

Settings
Phiahing Altemgas.

) S b Ot whe BN At BAOSURERT IR

+

Hext Step: Sekect an Action

5. Set how often the workflow will run using the dropdown provided under Run Frequency. You
can select periodic or scheduled runs.

Periodic Run Options

SELECTION DESCRIPTION
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Hourly Run the workflow every hour.

Every 6 Hours Run the workflow every six hours.

Every 24 Hours Run the workflow every day.

Every 2 Days Run the workflow every two days.
Every 14 Days Run the workflow every two weeks.
Every 30 Days Run the workflow every month.

Schedule Run Options

SELECTION DESCRIPTION

Daily Allows you to run the workflow at a specific time every day.

Weekly Allows you to run the workflow at a specific time, on a specific day, every
week.

ﬂ\ You can also select No Schedule. This will result in the workflow only running when
you click on the Run Now button or initiate a Manually Trigger Workflow run from
the Threat Library or an object's details page.

6. Review the workflow settings under the Settings option. Options include:
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SETTING

Send a
Notification

Debug
Options

DESCRIPTION

Enabled by default. Workflow Health Notifications allow the ThreatQ
application to send you, and other designated users, email and in-app
notifications when a workflow encounters an issue. The in-app
notifications appear in Notification Center for users with an
administrator or maintenance account. These notifications include a link
that redirects you to the Activity Log tab for the workflow. See

the Workflow Notifications topic for more information.

Disabled by default. The Debug Option checkbox gives you the option to
save raw data response files for troubleshooting purposes. Since this
option uses a large amount of disk space, it defaults to unchecked.
ThreatQuotient recommends temporarily enabling the option when you
are troubleshooting a workflow issue.

7. Click on the + icon, located beneath the workflow node, to select an action.
8. Select an installed action from the dropdown menu provided in the right pane.

< Phishing Attempts

9. The action node will appear in the builder view and the action's details will load in the right

pane.
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< Phishing Attempts ° Run Adtion

Yl e
bl O Davabomin

Accepted Data Types

® oo

Fhindang Anempns

WY Erwrishorennd

ﬂ\ Actions will load with the default settings that have been saved in the action's details,
such as API Keys, under the My Integrations page. This allows you to use an action in
multiple workflows without having to enter credentials each time you add it. You can
modify the action's configuration in the workflow itself in the right pane. Any
configuration changes to an action made in the workflow itself will only apply to the
action's instance in that particular workflow and will not change the default settings.
Additionally, any modifcations to the action's default configuration from the My
Integrations page will not affect actions already deployed in a workflow.

10. Review the configuration options for the action, make any changes if needed, and click on Save
Changes.

11. Repeat steps 7-10 to add additional actions.
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12. Click on the Disable/Enable toggle switch to enable the workflow.

< Phishing Attempts ° Run Adtion

Fenstinald OV Drruperrt

Accepted Data Types

§ rouen

Configurations

Fhbang AT

Upon enabling the workflow, it will initiate a run and then follow your set schedule.
The workflow will not automatically initiate a run if you have No Schedule set as the
frequency.
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Modifying a Workflow

You can update an existing workflow from the workflow builder page.

ﬂ\ This steps covered in this section are for workflow built using the workflow builder. See the
Configuring Advanced Workflows topic for steps on modifying Advanced Workflows.

Changing the Data Collection

You can change the data collection used in the workflow.
1. Click on the data collection's node on the builder page.

Indicators to Review

Phishing Attempts

GreyNoise Community

The workflow's details will load in the right pane. You will see the current data collection
selected and the objects included.
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i Indicators to Review

— Select a data collection

Indicators to Review

=  Object Inclusion

. Indicators

= | Search Criteria

Filter Set 1

KEYWORDS
172

2. Use the dropdown provided to select a new data collection.

ﬂ You can also click on the View in Threat Library option to open the data collection in
the Threat Library to make changes to the data collection’s filters.

3. Click on Save Changes.
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The workflow will reload and the details pane will update with the new data collection.

< Phishing Attempts W frsbied -. sl sy Desmalng

®

Object Inclusion
. et
L]
[543

Fhothurg & emapin Search Criterla

Griytions oy

Updating a Workflow's Run Frequency

1. Click workflow's green node in the workflow builder.

i

Malicious Domains

Phishing Attempts

GreyNoise Community

The workflow's details will load in the right pane. You will see the current run frequency
selected along with other details regarding the workflow.
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Modifying a Workflow

%y Phishing Attempts

B | Description

= | Run Frequency

Hourly

E | Settings

Send a notification when this feed encounters issues.

[ Debug Option: Save the raw data response files.

We recommend leaving this disabled unless actively
troubleshooting an issue because it utilizes a lot of disk
space.

Save Changes

2. Select a new run frequency using the dropdown provided.

3. Click on Save Changes.

Enabling Debug Option

You can enable the debug option to capture raw data response files for troubleshooting.

A\ The Debug Option should only enabled temporarily to troubleshoot a workflow as it uses a

large amount of disk space.

1. Click workflow's green node in the workflow builder.
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Modifying a Workflow

i

Malicious Domains

Phishing Attempts

GreyNoise Community

The workflow's details will load in the right pane.

@'3 Phishing Attempts

= | Description

£ | Run Frequency

Hourly

B | Settings

Send a notification when this feed encounters issues.

[0 Debug Option: Save the raw data response files.

We recommend leaving this disabled unless actively
troubleshooting an issue because it utifizes a lot of disk
space.

2. Check the Debug Option to enable it.
3. Click on Save Changes.
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Changing an Action in a Workflow

1. Click on the action's node in the workflow builder.

Malicious Domains

2

Phishing Attempts

GreyNoise Community
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2. Use the dropdown provided to select a new action for the workflow.

i€l GreyNoise Community

— Select an Action

GreyNoise Community

B | Configurations

— Objects Per Run
‘ 1000

GreyNoise Context Filter
Classification

Link

Last Seen

Name

RIOT

Noise

3. Click on Save Changes.

Updating an Action's Configuration for a Specific Workflow

When an action is inserted into a workflow, the default configuration for the action, set in the action's
details page, are included. This can include API credentials as well as specific settings how what is
done with the data. You can edit the configuration settings for an action in a specific workflow in the
right pane of the workflow builder.

AL This will only effect the action's instance in that specific workflow and will not change the
action's default configation setting or other workflows that use the action.

Example: The default context filter for an action is designed to capture Name, Link, and Classification
by default. When you insert the action into a workflow, you can update the configuration settings for
that specific workflow to only capture the Name and Link without change the default for the action
itself.
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1. Click on the action's node in the workflow builder.

Malicious Domains

2

Phishing Attempts

GreyNoise Community

2. Make your required edits to the configuration options available under the Configurations
heading.
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GreyNoise Community

— Select an Action

GreyMoise Community

— Objects Per Run

‘1000

GreyNoise Context Filter
Classification

Link

Last Seen

Name

RIOT

Noise

3. Click on Save Changes.

Updating an Action's Default Configuration from the Workflow
Builder

You can access and edit an action's default configuration settings from the workflow builder.

Q\ Updating the default configuration settings for an action will not update any instances of
this action that have already been deployed to a workflow. This includes any workflow that
you may be actively editing if you have already inserted the action.
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1. Click on the action's node in the workflow builder.

Malicious Domains

2

Phishing Attempts

GreyNoise Community

2. Click on the vertical ellipsis next to the action's name and select Edit Default Configuration.
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GreyNoise Community

€& Edit Default Configuration

M Delete Action

— Select an Action

GreyNoise Community

B Configurations

‘ G | Key

— Dbjects Per Run

1000

GreyNoise Context Filter

Classification
Link

Last Seen
Name

RIOT

Noise

Save Changes

The action's details page will load.

¢ GreyNoise Community

©

.......... B =
.h?-.
GreyMolse Context Filter
Additienal Infermation @) Clasaification
Entegraticn Type: ACussn &) Lini
Wershonc 1,001 G Last Seen
Actsom B0 1 0 Hame
Accepted Data Types: ) BIOT
&) Mok
3. Make your required configuration settings and click Save.
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Performing Manual Workflow Runs

You can perform manual workflow runs if the action utilized by workflow allows it.

1. Open the workflow in the workflow builder.
2. Click on the green workflow node to load its details in the right panel.
3. Click on the Run Now button located under the Run Frequency heading.

t::_) Adversary Workflow

E Description

Adversary Workflow

= Run Frequency

Hourly
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Viewing the Activity Log

You can review the activity log for workflow in the workflow builder page.

1. Open the workflow within the builder.
2. Click on the Activity Log tab located above the node graph.

< Phishing Attempts

Nade View Activity Log

in

Malicious Domains

Phishing Attempts

GreyNoise Community

The Activity Log will load.

£ Phishing Attempts

dView AR LAE

Activity Log Details

Respoms Recewed
S

Srnred Pl ek i SUEATY
Downilosd 115 fiex. @ 35 rdcators

Pansmord: threats
T — @ 105 mascaor Artutes
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Viewing the Activity Log

Activity Log Details

The Activity Log provides the following run information:

FIELD DESCRIPTION

Type of Run Whether the run was a scheduled or manual run.

Data The timestamp of when the data was requested.

Requested

Response The timestamp of when a response from the provider was received.

Received

Data The timestamp of when the action enrichment was completed.

Enriched

Query Range The dataset range for the information.

Stored Files Files downloaded during the run and the password to open the files. If the
workflow encountered errors, you can click the Download Files button to
download a zip file(s) containing the error log(s). When you open the zip
file(s) you are prompted to enter the Password displayed above the
Download Files button.

Workflow A breakdown of the specific types of system objects were ingested during the

Summary run.
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Viewing the Activity Log

Activity Log Details

Manual Run
04/19/2023 11:20am

Data Requested
Run Started: 04/19/2023 11:20am

Query Range
01/01/1970 12:00am to 04/19/2023
02:20pm

Manual Run
04/19/2023 11:16am

Manual Run
041972023 10:36am

Response Received
04/19/2023 11:20am

Stored Files

Download 215 files
Password: threatq

Download Files

Completed

Data Enriched
Completed: 04/19/2023 11:200m

Workflow Summary
@ 35 Indicators
@ 105 Indicator Attributes

Completed

Completed
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Deleting a Workflow

There are two ways to delete a workflow: from the Workflow Builder page and from the Orchestrator
landing page.

Deleting a workflow will not delete the system objects that have already been ingested into
the ThreatQ platform.

Deleting a Workflow from the Workflow Builder

1. Click on green workflow node in the workflow builder page.

0\

Malicious Domains

Phishing Attempts

GreyNoise Community

2. Click on the vertical ellipsis to the right of the workflow name and select Delete Workflow.
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t% Phishing Attempts

[ Delata Workflow

£  Description

3. Click on the Delete Workflow button, when prompted, to confirm deletion.

Deleting a Workflow from the Orchestrator Landing Page

1. Select the checkbox next to the workflow to delete and then click on the red trashcan icon.
Orchestrator

AT NAOEEFED CELARID BT

Atemned YWorioow AR APCEE T Tpm

Wil Bubder DA AR0EE 0155pm

Rt Etr G0
m

2. Click on the Delete Workflow button, when prompted, to confirm deletion.
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Advanced Workflows

About Advanced Workflows

Advanced Workflows are preconfigured workflows, developed by ThreatQ Professional Services, that
have been written to include all required actions and the data enrichment processes. Advanced
Workflows are designed to be installed (required actions and workflow) via a single YAML file in the
ThreatQ Ul installer. Once installed, you will only need to add your third-party credentials and select

your default configuration settings.

ﬂ\ Contact ThreatQuotient Customer Success to request an Advanced Workflow.

Orchestrator

HEALTH ISSUES LAST MCHFIED CREATED BY

Advanced Workflow 041372023 05:53pm

threatg@threatq.co
m

Warkfiow Builder 041372023 01:5%pm
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About Advanced Workflows

¢ IPinfo Enrichment

Astieny Lag

Irsdicanors to Riview

Disatied ()

Additlonal Infarmation

Context Filver

[ Lecation oardinates

Integration Type: Workflow 7 iy
Wershan: 100 #| Country
Workdlow I0: 34 (@) Rigian
Accepted Dats Typei: .
Timezone
IFinfg
Rotsatirat
Run Freguency
Every 14 Hours =

Important Notes

The following is a list of important differences between workflows built in the Workflow Builder Ul and

Advanced Workflows:

+ Advanced Workflows cannot be opened in the Workflow Builder. All configuration settings and
workflow scheduling configurations are set from the workflow details page.
+ All Advanced Workflow run details can be viewed on the Activity Log tab for the workflow details

page.

+ Advanced Workflow details can only be accessed from the Orchestrator page. You cannot view

installed advanced workflows on the My Integrations page.

+ Advanced Workflows cannot be used as Manually Triggered Workflows in the Threat Library nor

an object's details page.
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Installing an Advanced Workflow

Q\ TQO only supports the uploading and use of workflow YAML files developed by
ThreatQuotient. Contact ThreatQuotient Customer Success for more information.

1. Click the Orchestrator option in the main navigation.
2. Click the Add Workflow button.
The Add Workflow window is displayed with the Create tab selected.

Add Workflow

Create Upioad

Provide the data that you'd ke b0 process with this workfiow

3. Click the Upload tab.

Add Workflow

Drag your workfiow file hene o

ugparied fies irchude yamd

4. Upload the advanced workflow file using one of the following methods:
+ Drag and drop the workflow file into the dialog box
+ Select the click to browse link to locate the workflow file.
5. If the workflow file contains multiple feeds, you are prompted to select which feeds to install.
Select the feeds to include and click Install.
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Add Workflow

Selert the Foods you want to instalt

2 APTVoid Enrichment

B Apply Tags
 Combired Workfios
E GreyNoite Brrichmsent

B LocalTen Enrichment 123

B Oneyphe Enrichenent

& Pasthve Total Enrichmaent
B ThreatFox AbuseCH Enrichmaent

B Vinus Total Enrichment

6. When the install is complete, you must configure and enable the advanced workflow before you
can run it.
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Configuring an Advanced Workflow

After you upload the YAML file for an advanced workflow, the workflow details page allows you to
configure, enable, and run the workflow. In addition, the Activity Log tab in this page provides you
with details for each workflow run.

ﬁ\ The workflow details page is available only for advanced workflows. Use the workflow node
view to configure and manage workflows created in TQO.

1. Click the Orchestrator option in the main navigation.

ﬂ\ The Orchestrator page lists both workflows built with the workflow builder and
installed workflows (Advanced Workflows). Advanced Workflows will be marked as
such in the Type column.

2. Locate and click the advanced workflow to load its details page.
The workflow details page displays and lists the following:
+ Workflow details, such as the workflow version and workflow ID.
+ Configuration tab
+ Activity Log tab

¢ IPinfo Enrichment

Irsdicators to Review

pisatted (I =

Additlonal Infarmation i, ._N_._,_M;,M_:ﬂ nates
Integration Type: Workflow 7 City
Wersban: 1,000 ¥ Country
Wil 10: 34 = Region
Actepted Data Types R

IFinfo

Rt

Run Freguendy
Every 14 Hows =
3. Workflow configuration options can vary. However, most advanced workflows require the
following configuration parameters:
ThreatQ TDR Orchestrator User Guide 56

Version 2.1.0



THREA TQM Configuring an Advanced Workflow

+ Data Collection - Click the Select a data collection field to access a drop-down list of
saved data collections. This list displays all data collections you have been granted
permissions for by default. You can click the Owned by Me tab to display only the data
collections for which you have owner permissions. Use one of the following methods to
select a data collection from either tab:

= Select the data collection from the dropdown list. You can narrow the list by
entering all or part of the data collection name. As you type, the dropdown list
displays matches for your entry.

ﬂ\ Adding a Data Collection to a Workflow will give all admin users read-only
access to it.

4. Select a default status that the workflow will assign to system objects that are ingested by the
workflow.
5. Select a Run Frequency. Options include:

Periodic
SELECTION DESCRIPTION
Hourly Run the workflow every hour.
Every 6 Hours Run the workflow every six hours.

Every 24 Hours Run the workflow every day.

Every 2 Days Run the workflow every two days.
Every 14 Days Run the workflow every two weeks.
Every 30 Days Run the workflow every month.
Schedule
SELECTION DESCRIPTION
Daily Allows you to run the workflow at a specific time every day.
Weekly Allows you to run the workflow at a specific time, on a specific day, every
week.
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6. Select whether or not to receive Feed Health Notifications - See the Workflow Health
Notifications section for more information.

7. Debug Option - The Debug Option checkbox gives you the option to save raw data response
files for troubleshooting purposes. Since this option uses a large amount of disk space, it
defaults to unchecked. We recommend temporarily enabling the option when you are
troubleshooting a workflow issue.

8. Click Save.

9. Click the Enable/Disable toggle to enable the workflow.
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Performing Manual Workflow Runs

The Run Workflow button in a workflow's configuration screen gives you the option to initiate a
manual run between scheduled runs.

1. Click the Orchestrator option in the main navigation.

The Orchestrator page lists installed workflows.
Orchestrator

HEALTH ESSUES LAST WAODIFIED CREATED &Y

Advanced Workflow 0413023 05:53pm

Workflow Bullder 0413202301:50pm  Lhreatg@threatg.co

2. Locate and click the workflow you want to run.

The workflow's details page is displayed.

< abuse.ch MalwareBazaar Enrichment

Agtdity Leg
IP Address v

o Enabled abuse ch MalwareBazaar
[ o @ Toss

0 Attributes

Additional Infermation
Context Filter

Integration Type: Workflow
Version: 1.0.0
Workflow 10; 1

SHA-256 Hash
5HA3-384 Hash
Accepted Data Types: SHAT Hash
MD5 Hash

First Seen

Malware sample’s file name
File size in bytes

MIME Type

CRRUPEEEE :

File type
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3. Click the Run Workflow button.

< abuse.ch MalwareBazaar Enrichment

Configuration Adthity Log
Select a data collection
1P Address -
Select the data collection you want to tend for enmchment

EANC 1ent Source Mame
D Enabled abuse ch MalwareBazaar
npest tags a5 Ligs, aftrbuies, or both
Tags
O Awributes

Additional Information
Context Filter

Integration Type: Waorkflow SlecT whith Bleces of CONDEX you Wi 1o biirg inte Thoeatd)
Version: 1.0.0 5HA-256 Hash
Workflow 10; 1 5HA3-384 Hash
Accepted Data Types: SHAT Hash
MD% Hash
[« FirstSeen

[#] Malware sample’s file name
File size in bytes
& MIME Type
File type
4. Review and/or update the Start and End (if supported) dates and Time as well as the Time Zone
fields. These fields default to the current date and time. When referencing a Data Collection,
the Start Date value will reflect the Last Modified fields for threat objects.

Trigger Manual Run *
Ao - ® = 2023 - ACRRFM & [T -
Bpr - W o= | M2 = CEIEFM 2l Ut -
=
*

Not all advanced workflows support the End Dates. If that case, you will only be able
to select a Start Date.
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Trigger Manual Run E

5. Click the Queue Run button.

The workflow's Activity Log will load. See the Viewing the Activity Log for more information
regarding the Activity Log.

< abuse.ch MalwareBazaar Enrichment

Configuration

(]

Activity Log Details

Manual Run 't In Progress -
BaINEAI I

o Enabled

Fun Scarbed S M08 S5 5pm =" W response received for thic feed ran "% i Frogress

® Data Requested . FResponse Received .= Data Enriched

Additional information

Query Range Stored Files Wrkflow Summary
Integration Type: Workilow 0471 872023 05:35pm to 04/15/2023 Download 36 files O 1326 Indicators
version: 1.0.0 05:35pm Password; threatg
Werkflow ID: 1
.
Accepted Data Types:
Scheduled Run & Completad ®
DU RI0X OEI0pM

" If the workflow encountered errors, you can click the Download Files button to

download a zip file(s) containing the error log(s). When you open the zip file(s) you are
prompted to enter the Password displayed above the Download Files button.
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< HTTPError

m Confipurston .
t e) Activity Log Details

Manual Run fi. Completed wéh errcey =

[+

O ersies
a Oata Requesied & Retponie Aedeved Data Enrkhed

“ S e ([ s e

Additlanal Infarmatien

Jusery Range Stored Fiies Warkflow Summary
Inkegration Type: Werkfigw After Q1212022 07:1 5 Downiosd 2 files rror fetching dats from
Werkilow ID: 11 Paspwoed: threatg prowider: Tin Errori)

Downilnad files fleft) to view the
N e g

Kanual Run f. Completedwih ermoes ¥
baniual Run i Compieted with #rioes L]
LTI 61 Bl

sanual Run & Completed ]
tehedubed Run & Completed ¥
UL 11
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Viewing the Activity Log

You can view the Activity Log for an Advanced Workflow from its details page.

1. Navigate to the Orchestrator landing page.
2. Click on the name of the Advanced Workflow to open its details page.
3. Click on the Activity Log tab to view run details.

< IPinfo Enrichment

vfiguration | Activity Log |

Indicators to Review

@D enabiea @e
Context Filter
Select which pleces of content you want to bring into ThreatQ
Additional Infermation @ Location coordinates
Integration Type: Workflow (#) City
Version: 1.0.0 (¥) Country
Workflow 1D: 34 @) Region
Accepted Data Types: () Timezone
IPinfo
d by w
Review -
The Activity log will load.
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< IPinfo Enrichment

Configuration Actihity Log
Activity Log Details
Manual Run wh In Progress

ST 2D £ 4pm

@D enablea
i Srarmed: SR CAR3pm " b nesponse neceived fae s feed ran " i Progress

Additional Information

Integration Type: Workflow Query Range Stored Files Workflow Summary
Version: 1.0.0 0471872023 05:35pm 1o 04192023 Download 36 files O 1326 Indicators
05:35pm Passward: threatq

Workflow 1D: 34

Schedubed Run & Compieted
S/ WRORE O M0pm

Activity Log Details

You can view the following information from the Activity Log:
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FIELD

Type of Run

Data
Requested

Response
Received

Data
Enriched

Query Range

Stored Files

Workflow
Summary

DESCRIPTION

Whether the run was a scheduled or manual run.

The timestamp of when the data was requested.

The timestamp of when a response from the provider was received.

The timestamp of when the action enrichment was completed.

The dataset range for the information.

Files downloaded during the run and the password to open the files. If the
workflow encountered errors, you can click the Download Files button to
download a zip file(s) containing the error log(s). When you open the zip
file(s) you are prompted to enter the Password displayed above the
Download Files button.

A breakdown of the specific types of system objects were ingested during the
run.
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Configuration Activity Log

~a
[ =3
Activity Log Details
Manual Run @& cCompleted -
0441972023 05:35pm
® Data Requested ® Response Received ) Data Enriched
Run Started: 0471 9/2023 081 2pm D471 972023 0621 3pm Completed: 041972023 05:13pm
Query Range Stored Files Workflow Summary
04/18/2023 06:12pm to 04/19/2023 Down!oa; 48 files @ 3368 Indicators
06:12pm Password: threatq
Scheduled Run & Completed r
04/19/2023 05:30pm
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Deleting an Advanced Workflow

There are two ways to delete an Advanced Workflow.

3

Deleting an Advanced Workflow will not delete the data already ingested into the ThreatQ
platform.

Deleting from the Orchestrator Page

1. Navigate to the Orchestrator landing page.
2. Select the checkbox next to advanced workflow to delete.
3. Click on the red trashcan icon located to the top right of the page.

Orchestrator

Advanced Workflow N 3/2023 07:37pm

Workflow Bullder ouRRzIogigpm  reNaEUreago

4. Click on Delete Workflow, when prompted, to confirm deletion.

Are You Sure?

Deteting IPinfo Enrlchment workflow cannot be undone.

Deleting from the Advanced Workflow Details Page.

1. Navigate to the Orchestrator landing page.
2. Click on the advanced workflow's name to load its details page.
3. Click on the Uninstall option.
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< IPinfo Enrichment

Auctivity Log
I-ndn.:.au;r.s.to Re\uew -
Select the data collection you want to send for ennchmaent
D Enabled [ — m @&
Select which pleces of Conten you wans 1o br 2 et
Additional information @ Location coordinates
Integration Type: Workflow [+ City
Version: 1.0.0 (@) Country
Workflow 1D: 34 @ Region
MAccepted Data Types: O] Timezone
Pinfo
Re.u.iﬂ.“. g 5t -
4. Click on Delete Workflow, when prompted, to confirm deletion.
Are You Sure?
Deteting IPinfa Enrlchment workflow cannot be undone.
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Workflow Notifications

Workflow Health Notifications allow the ThreatQ application to send you, and other designated users,
email and in-app notifications when a workflow encounters an issue. The in-app notifications appear
in Notification Center for users with an administrator or maintenance account. These notifications
include a link that redirects you to the Activity Log tab for the workflow.

HOTIFICATION CENTER BAAHE ALL A5 HEAD

SYSTEM NOTIFICATION
ﬁ 'ParkashHTTPEmor has encountened arors

17 RpUTE ag0

The emails contain useful information such as connection information, data ingested, and an
ingestion summary. See the Notifications topic for more information.
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Tips and Tricks

* You can move the node graph to a new position on the screen by clicking and dragging any
node.

+ Workflows require a data collection and at least one action in order to run. The exception to
this is when using a manually triggered workflow. In that scenario, the workflow does not
require a set data collection.

* The info menu for any data collection included in a workflow, lists the workflow name in the

Used by section. See the Managing Search Results topic for more information.
Threat Library asversaries » (@)

1S

Adversaries -Inl

Crniad By

Filter |

Jsed by (1)
KEYWO
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Change Log

* Version 2.1.0
| ﬂ The following updates were included with ThreatQ version 5.17.0

O The Threat Library results list allows you to select multiple objects of the same type for
workflows.
O Resolved the following issues:

* The data collection pane included Filter Set fields in the Search Criteria section even
though the data collection did not include a filter set. Now, the data collection pane
displays the following message for a data collection that does not include a filter
set: No search criteria to display.

= ThreatQ allowed you to install TWO actions in instances that did not have the
required ThreatQ version or a later version. For instance, you could install an action
with a required ThreatQ version of 5.13.0 or later in a ThreatQ v5.12.1 instance.

* Version 2.0.0
O Reformatted Guide and contents.
+ Version 1.4.0

ﬂ\ The following updates were included with ThreatQ version 5.15.0

© TQO now supports the enrichment of all system object types.
O The Last Run column on the Orchestrator landing page has been updated to Last
Scheduled Run.
O Resolved the following issues:
= The workflow node view truncated the bottom of workflow names that included a
letter with a descender, such as p or q.
= When you uploaded a new version of an action that included a change to the
action’s name, the name change was reflected in the action configuration panel for
existing TQO workflows but not in the node view. Now, action name changes are
reflected in the configuration panel and node view.
= In the workflow node view, we updated the Search Criteria display in the data
collection details panel to be consistent with ThreatQ styles and formatting.
+ Version 1.3.0

ﬂ\ The following updates were included with ThreatQ version 5.14.0

O You can now perform manually triggered actions from the Threat Library and Object
Details page.
O Resolved the following issues:
= When you installed a group of actions from a single YAML file, any action with a
namespace value that included a capital letter failed to install.

ThreatQ TDR Orchestrator User Guide

Version 2.1.0 /1



THREA TQM Change Log

= When you uninstalled an action, the Are You Sure? confirmation window listed the
action name as undefined.
= When you created a workflow without selecting a run schedule, TQO ran the
workflow as soon as you enabled it.
= Inthe Orchestrator page, the display of workflows with IDs of two or more digits
was wrapped so that the digits displayed on separate lines.
* Version 1.2.0

ﬂ\ The following updates were included with ThreatQ version 5.12.0

O TQO actions can now be installed with provider icons.
O You can now change the name of a workflow created in TQO for the workflow node view.
O Resolved the following issues:
= The Light mode version of the workflow Node View did not display the Virus Total
action’s logo. In addition, the display of the action node connector lines was not
consistent with ThreatQ standards.
= We resolved the following issues with the display of workflow names:
* When you viewed a workflow created in TQO, the browser page title
displayed the unique workflow ID (stored in the name field).
= When you upgraded to ThreatQ 5.9, the system populated the new
display_name field with the unique workflow ID instead of populating that
value in the name field. As a result, the display names for your existing
workflows were changed to the corresponding unique workflow IDs.

ﬂ\ This issue only affected workflows created in TQO. It did not affect
advanced workflows.

* Version 1.1.0

O Updates for version 5.8.0
* Version 1.0.0

O Initial Release
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