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Warning and Disclaimer

ThreatQuotient, Inc. provides this document “as is”, without representation or warranty of any kind,
express or implied, including without limitation any warranty concerning the accuracy, adequacy, or
completeness of such information contained herein. ThreatQuotient, Inc. does not assume
responsibility for the use or inability to use the software product as a result of providing this
information.

Copyright © 2024 ThreatQuotient, Inc.

All rights reserved. This document and the software product it describes are licensed for use under a
software license agreement. Reproduction or printing of this document is permitted in accordance
with the license agreement.

ThreatQuotient for LogRhythm User Guide
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Support

This integration is designated as ThreatQ Supported.

Support Email: support@threatq.com

Support Web: https://support.threatqg.com

Support Phone: 703.574.9893

Integrations/apps/add-ons designated as ThreatQ Supported are fully supported by ThreatQuotient's
Customer Support team.

ThreatQuotient strives to ensure all ThreatQ Supported integrations will work with the current version
of ThreatQuotient software at the time of initial publishing. This applies for both Hosted instance and

Non-Hosted instance customers.

A\ ThreatQuotient does not provide support or maintenance for integrations, apps, or add-ons
published by any party other than ThreatQuotient, including third-party developers.

ThreatQuotient for LogRhythm User Guide
. 4
Version 1.5.2



THREAT() /™

Integration Details

ThreatQuotient provides the following details for this integration:

Current Integration Version 1.5.2

Compatible with ThreatQ >=5.6.0
Versions

Compatible with LogRhythm >=7.4,7.6
Version

Python Version 3.6

Support Tier ThreatQ Supported

ThreatQuotient for LogRhythm User Guide
Version 1.5.2



THREAT() /™

Introduction

The LogRhythm integration is a single install Windows based python integration between ThreatQ and
the LogRhythm Platform Manager (PM).

The integration offers the following capabilities:

+ Export indicators from ThreatQ to LogRhythm lists: Exports data from a data collection
created via the Threat Library in ThreatQ to LogRhythm for use in correlations

* Full synchronization of ThreatQ data collections with LogRhythm lists: Functionality that
exports indicators from ThreatQ data collections to LogRhythm lists and removes indicators
from those lists in order to fully synchronize ThreatQ and LogRhythm

+ Smart Response Plugins: Several Smart Response Plugins have been created to allow for the
context of an I0C within ThreatQ to be exported to LogRhythm, and to allow LogRhythm to
export context around detections back to ThreatQ

The required version of LogRhythm for this integration to work is 7.4.x. This is due to the reliance on
the Admin REST API.

ThreatQuotient for LogRhythm User Guide
: 6
Version 1.5.2
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Prerequisites

Review the following requirements before attempting to install the integration.

Firewall Rules
Configure your firewall rules to allow the following traffic:

ORIGIN PORT DESTINATION PORT

ThreatQ 443 LogRhythm 8501

LogRhythm 8501 ThreatQ 443

Creating an API User and JW token for LogRhythm

This section describes how to create an API user and obtain the JW token to use with the ThreatQ
integration. Make sure you have the LogRhythm Administrator account credentials to create the new
user and token. The account should be created by the LogRhythm Administrator not an admin user.
Even if the user is admin, the integration won't work. When the integration executes, LogRhythm
checks who owns the created user, and if it's not the LogRhythm Administrator account it will return
error code 400 with the message: “Invalid owner id available in request body".

1. Log into the VM where your LogRhythm instance is installed.

2. Open your LogRhythm management console.

3. Go to the Deployment Manager tab and click on People.

4. Click on New to create a dedicated ThreatQ integration account. The account should be a Role
with the following permissions:

PERMISSION SETTING

Read Access Public All Users

Write Access Public Global Administrator
Owner LogRhythmAdmin

5. Enter the LogRhythm Administrator account credentials when prompted for credentials.
6. Go to the Third Party Applications tab to create the JW token (JWT).
7. Right click on the blank field and select New.

ThreatQuotient for LogRhythm User Guide
Version 1.5.2
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8. Enter the Application Name and Description.
9. Enter the LogRhythm Administrator account credentials when prompted for the username/
password.
10. Copy the token for use in ThreatQ and hit Apply and then click OK.

3

ﬂ The JWT will be needed when configuring the integration in the ThreatQ Ul.

ThreatQuotient for LogRhythm User Guide
Version 1.5.2
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Installing Python 3

Use the following steps to install Python 3.6:

1. Navigate to The Python Downloads Page - https://www.python.org/downloads/.
Select Download Python 3.6.X.

Click on the Downloaded Python MSI.

Select Install for all users and click Next.

Select the installation location.

AN

ﬂ\ It is suggested that the default C: \Python36 is used.

6. Verify that Add python.exe to Path is selected and click Next.

Click on the Finish button after the installation is complete.

8. Once complete, you should be able to navigate to C: \Python36 and execute the python
program.

9. Type exit() to exit the shell.

~

ThreatQuotient for LogRhythm User Guide
Version 1.5.2
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Integration Dependencies

The following is a list of required dependencies for the integration. These dependencies are
downloaded and installed during the installation process. If you are an Air Gapped Data Sync (AGDS)
user, or run an instance that cannot connect to network services outside of your infrastructure, you
will need to download and install these dependencies separately as the integration will not be able to
download them during the install process.

ﬂ\ Items listed in bold are pinned to a specific version. In these cases, you should download
the version specified to ensure proper function of the integration.

DEPENDENCY  VERSION NOTES

threatgsdk >=1.8.6 N/A
threatqcc >=1.4.2 N/A
cryptography >=2.8 N/A
setuptools N/A N/A
ruamel.yaml <0.18.5 N/A
Six N/A N/A

ThreatQuotient for LogRhythm User Guide
Version 1.5.2
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Installation

A\ Upgrading Users: If you are upgrading from a previous version of the integration, review the

Change Log for any changes regarding configuration parameters. If there are any parameter
changes listed, then you must first delete the configuration file from the pervious version
before proceeding with the steps below. Failure to delete this file will result in the
integration failing.

The command pip is used to install the ThreatQ Integration on the LogRhythm server.

To install this, open a command prompt Windows Key + R: cmd as an administrator.

The instructions below assume that Python 3.6 or newer has been installed on the system. If it has
not, refer to the Installing Python3 section of the Prerequisites chapter.

N =

ﬂ\ Python must be installed in the Python3.6 directory for this to operate correctly. If another

installation directory is used, replace C:\Python36 with the correct directory. A specific SRP
bundle will have to be generated for this configuration. Contact support@threatq.com.

A\ Do not continue past this point until you have confirmed that LogRhythm can reach

ThreatQ.

Log into the VM where LogRhythm is installed.

Open the command line from the start menu.
Navigate to the Python Directory C:\Python36\Scripts.
Execute the following command:

With Internet Access
If your LogRhythm instance has access to the internet:

pip install -1

https://<USERNAME>: <PASSWORD>@extensions.threatq.com/threatq/
integrations tq_conn_logrhythm

ﬂ\ <USERNAME> and <PASSWORD> are the username and password used to get updates
from ThreatQ on the main appliance (The ThreatQ Credentials entered during setup).

This will install several command line tools.
Without Internet Access

Download the installable with its dependencies on an instance with access to the internet,
transfer all the files to LogRhythm, and run pip install:

ThreatQuotient for LogRhythm User Guide
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mkdir /tmp/logrhythm

pip download tq_conn_logrhythm -d /tmp/logrhythm

Transfer the tg_conn_logrhythm-<version>-py3-none-any.whl, and its dependencies to the
Downloads folder on the LogRhythm instance.

pip install C:\Downloads\tq_conn_logrhythm-<version>-py3-none-any.whl
--no-index --find-1links C:\Downloads

5. Optional - Add C:\Python36 to your Windows Path. This will allow you to execute commands
without having to specify the directory.
6. Create new folders in your Log Files disk to store the integration’s logs and config. For example:

Config: L:\ThreatQ\config
Logs: L:\ThreatQ\logs
7. Check if there is a route to ThreatQ from LogRhythm.

C:\ping <ThreatQ Host>

8. Execute the following command. If you are using different paths for the config and logs folder,
please change the respective values below:

C:\Python36\Scripts\tg-conn-logrhythm.exe -c L:\ThreatQ\config\ -11 L:
\ThreatQ\logs\ -v3

ThreatQuotient for LogRhythm User Guide
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9. Complete the following fields:

PARAMETER DESCRIPTION

ThreatQ Host This is the hostname or IP Address of the ThreatQ appliance

Client ID This is the OAuth Client ID, found by going to Gear — OAuth Credentials
in the ThreatQ Appliance

Email The email address of the LogRhythm ThreatQ User
Address

Password The password of the LogRhythm ThreatQ User
Status The status of newly created 10Cs.

G\ It is recommended to select the Active status

Once complete, the log and config paths, and the verbosity level will be stored in
HKEY_LOCAL_MACHINE\Software\ThreatQuotient\LogRhythm and will be available to this
system.

After the integration is installed on the LogRhythm Platform Manager, the user must configure
the integration in the ThreatQ Ul.

ThreatQuotient for LogRhythm User Guide
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Configuration

ﬂ\ ThreatQuotient does not issue API keys for third-party vendors. Contact the specific vendor
to obtain API keys and other integration-related credentials.

To configure the integration:

1. Navigate to your integrations management page in ThreatQ.
2. Select the Labs option from the Category dropdown (optional).
3. Click on the integration entry to open its details page.

4. Enter the following parameters under the Configuration tab:

PARAMETER

LogRhythm Host

LogRhythm API Port

Check this box if LogRhythm is
version 7.5.1 or higher

Name of the LogRhythm user
owning the Threat Lists in
LogRhythm NOT the username, but
the name of the user as it appears
in LogRhythm

JW Token

DESCRIPTION

The Hostname of IP Address of the LogRhythm
Platform Manager

This is port 8501 by default and should not have
to change. This is the port of the REST API not the
SOAP API

Due to a change in the LogRhythm API, this box
needs to be checked if your version is 7.5.1 or
above

Name of the LogRhythm user who will own the
threat list.

A\ Use the name for the dedicated
ThreatQ integration user as described
in the Prerequisites section.

The name can be found by navigating to
LogRhythm Console -> Deployment Manager ->
People. Enter the name as see in the first column,
NOT the username.

This is the token that was generated during the
creation of the LogRhythm API User as described
in the Prerequisites section.

ThreatQuotient for LogRhythm User Guide
Version 1.5.2

14



THREAT() /™

PARAMETER

A ThreatQ data collection with 10Cs
to add to LogRhythm

Select the sync method between
ThreatQ and LogRhythm

Maximum number of LogRhythm
indicators to compare against
during the sync

DESCRIPTION

This is the mapping of data collections to
LogRhythm lists, explained in detail in the
ThreatQ Data Collection section of this document

> Add indicators from ThreatQ data
collections to LogRhythm lists

° Fully sync (add and delete) ThreatQ data
collections with LogRhythm lists

The maximum number of indicators is used for
managing compute resources on LogRhythm.
Changing this value will change the maximum
memory and CPU utilization of the LogRhythm
host. The. default value is 171000000.

5. Review any additional settings, make any changes if needed, and click on Save.
6. Click on the toggle switch, located above the Additional Information section, to enable it.

ThreatQuotient for LogRhythm User Guide
Version 1.5.2

15



THREAT() /™

ThreatQ Data Collection

This section explains how to configure a Data Collection in ThreatQ. Go to the ThreatQ Library in
ThreatQ and enter the search parameters for the indicators you would like to send to LogRhythm. The
IOCs should be of the following types - IP Address, FQDN, MD5, SHA-1, and SHA-256.

This is an example of a data collection called “LogRhythm-IOCList” that includes IP Address, FQDN,
SHA-256 and MD5 created before 06/01/2020 at 2:20pm:

THREATQ D i) Threatlibrary A Investigations  Lul Analytics gy Q. & ©

~
@ rversares s LogRhythm-lOCList Foad search =
@ Assets 15 All Objects v || Q searchfor keywords

e Attack Patterns 0
0 Campaigns 0 Filter Set 1 0 NoT m .

6 Courses of Action 0

CREATED AT Before 06/01/2020 02:20pm X
@ cens 0 R N roon x [l pacaress x ll siazss x Jf wps < JRERERIS
@ Exploit Targets 0

Files 331

Identities 0 = R
6 Incidents 0

Y Clear Filters @ Add Another Filter Set

deatore o | [wem ) [(staws <] [(score <] [[opiravion  ~
) X
Intrusion Sets o VALUE = TYPE * DATE CREATED ¥ LAST MODIFIED * s1
@ Malware 60 @ massmutual fokwwwm54.dyson.co.uk FQDN 06/01/2020 01:17pm 08/13/2020 08:01pm A
Reports 735 @ massmutual.dyson.hu FQDN 06/01/2020 01:17pm 08/13/2020 08:01pm A
@ @ massmutual.app.attglobalnet.com FQDN 06/01/2020 01:17pm 08/13/2020 08:01pm A
Signatures 0

Once the search is configured, from the top menu navigate to Integrations -> Feeds & Connectors and
click on LogRhythm. Open the card for LogRhythm and enable it by moving the slider to the right.

ThreatQuotient for LogRhythm User Guide
Version 1.5.2
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Canfiguration

LagRhythm Host/IP Address @ |
Hastname or IP address of the Log® hythm insance

- LogRhythm Admin/Case APl Part -

B0 |
FarL 8501 s (e delsull pon. Gnly change this 17 the LogRfnam REST APL IS runming on a differs
port. If & nomerumeric entry Is listed, this will use port B501 by cefaul.

Check this box if LogRhythm is version 7.5.1 or higher

Name of the L I':EQ"|:\,"|'I“ user owning the threat [Ists |

amE of Che LogRhyTnm usar (Ae0 e username) whe will own the threar B0 THIS 5 usually the
cZRhyIA Administratar. The na can b2 found in LOPRA IR Cansnle - Doployiment Marager
= Paggle, This 15 anly required I LogRhyIRm |5 vemsian 7.5.1 67 highs

W Taken

Ermer the ¥ token for the admin AP generated in che LogRhythm Deployment Manager console

~ [ata Collection With Indicators To Add To LogRhythm

LogRhythm-10CLIsT "ThreatQ: "

Thils |5 & YAML configuration for desorising how to parse indicators of compromise when they are
sent to LogRinwthim. Please review the installation documentatson for cetalls on how o dl out chis
section. IMPORTANT: Enter column ™" after che mrefix for the 1St For axamiple "Threand Indicators

Select the sync method between Threatq and LogRhythm

) Add indicators from ThreatQ data collections to LogRhythm lists

® Fully sync (add and delete] ThreatQ data collections with LogRhythm lists

saximum number of LogRhythm Indicators to compare against during the sync

1000000

The maximam number of indicaters |5 used for managing cemputs resgurces on LogRhythm
Charegging this valus will change the maximum memeory and CFU utllizacion of the LagRhythm host

Fill out the required information for host, LogRhythm user who will own the lists, and the JW Token.

Select the required synchronization method between ThreatQ and LogRhythm. Selecting Add
Indicators from ThreatQ data collections to LogRhythm lists is additive and will result in only
exporting indicators from ThreatQ data collections to LogRhythm lists. Each consecutive run of the
integration will add more indicators to the LogRhythm lists.

Selecting Fully sync (add and delete) ThreatQ data collections with LogRhythm lists does a
complete synchronization between ThreatQ data collection and LogRhythm lists. The synchronization
executes two actions. First, all the indicators found in the ThreatQ data collection, but not in
LogRhythm are added to LogRhythm. Next, the indicators that are in the LogRhythm lists but not
found in the ThreatQ data collection are deleted from LogRhythm.

ThreatQuotient for LogRhythm User Guide
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Each list can only have up to 1 Million IOCs in it. Anymore than this and the system will be
unable to synchronize correctly.

In the Data Collection box, enter the name of the data collection search followed by the name of the
threat intel list you would like to create in LogRhythm similar to the syntax below, including the three
dashes on the first line:

Saved Search With Indicators To Add To LogRhythm

LogRhythm-IOCList : "ThreatQ—aIIl !

In the line above, “LogRhythm-IOCList” is the name of the Data Collection in ThreatQ. The phrase
"ThreatQ-all: " is the basename of a family of lists in LogRhythm. All of the lists will have the prefix
“ThreatQ-all:" and then have the specific indicator type. For instance, FQDNSs in the above list will be
put into the ThreatQ: FQDN list, IP Addresses will be in the ThreatQ: IP Address list, and so on.

ﬂ\ The splitting of loCs into their specific indicator types is a best practice for LogRhythm and is
enforced in this integration.

Further splitting of lists is allowed by specifying a splitBy parameter, as below:

Saved Search With Indicators To Add To LogRhythm

LogRhythm-lOCList:
baseName: "ThreatQ: "
splitBy: scoreRange

This will have a similar affect as above, except that it will create one more level of list. For instance,
FQDNSs in the above data collection, “LogRhythm-IOCList”, will be saved by score range in the following
lists:

+ ThreatQ: FQDN: Very High

« ThreatQ: FQDN: High

* ThreatQ: FQDN: Medium

* ThreatQ: FQDN: Low

* ThreatQ: FQDN: Very Low

« ThreatQ: FQDN: Not Scored

The above lists will only be created if an FQDN of that level is in the data collection. For instance, if no
Medium FQDNSs are in the data collection, there will be no ThreatQ: FQDN: Medium list. At any pointin
the future, these will be added as necessary.

The following are the currently available splitBy parameters:

ThreatQuotient for LogRhythm User Guide
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PARAMETER DESCRIPTION
splitBy: score Similar to the scoreRange, except that lists are broken out by specific score
(1-10)
splitBy: Lists are broken out by the score range on the landing page of the
scoreRange appliance
splitBy: tqtype This is the default and breaks out lists by indicator type only

ThreatQuotient for LogRhythm User Guide
Version 1.5.2
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Recurring Execution

One of the commands provided during the installation is the tg-conn-logrhythm.exe command. This
command is what is used to read the configuration set in the Ul of the ThreatQ appliance, parse the
indicators from a data collection in ThreatQ and upload those indicators to the LogRhythm lists.

During the execution of tg-conn-logrhythm.exe, the Ul fields are read, lists are created, and all lists are
compared against the content of the data collections in the ThreatQ's Threat Library.

Each Indicator of Compromise listed in the data collection is compared to the contents of the
associated list. If the I0C is not in the list, it is added during the synchronization step.

When each 10C has been compared to the list, those I0Cs which are no longer in the data collection,
but are in the list in LogRhythm, are tagged for deletion during the synchronization step. Finally, each
list is synchronized.

This must be setup on a recurring basis to keep the data in the lists synchronized to the data in the
data collections. To do this, use the Task Scheduler, and configure it as below:

General Triggers | Actions | Condiions | Seilings | Histary (disskbed

Mame Threaitl Logahyiten Sync

Location:

Kuthr LOGAHNTHA ey seby

Desipon | Symcheeniies Advanced Searches mith bebween ThrewT and LegPhyihm

Dz not stoee pasamssrd. The bk will enly hase scoms o local escurces

i wth hig hect privileges

Hidden Zenlique for

ThreatQuotient for LogRhythm User Guide
Version 1.5.2
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Gorarst| Tra0mt | Actns | Conditinns | Settinge | Hiskary (diabied] |

VAT (P CEANE B 1REK, D0 % PRty UV CONERTRNS TRt mll TriGey thi take T CRan O thEDE ITRgei, Gpen th (2 Brogety Do using The PAperies comimand.

Tgger Dutmie. Statur
Dy A1 35 PM every dhay - Alfter iiggeread, sepeat every | Bou Tor @ daratisn of | day. Enstled

[hrmara | Trggers Aeommn | Candities | Settings | Piskany tsinables |

f#hen you creste o bk, you mest ipecify the schion Shat sl coour when yoer faek gaie. To change these sctions, open the bak propesty page: wing the Prozerties commans,

dchan [T
Start a pregram AP ythenl T\ Ssiptshiy-logthythm e ] CAPythenI T Sciptl - 3

| oamansi | Trggen | Actipan| Comdtiznn Stmgn | Here (deabind]
Spmcify the conditions thet, akang with Lhe trigger, determng ehether the lisk should un. Tee tadk sl not ren § any condion specfed hoe i nct e To chasge thess condifom, ozen the tak propedty page ming the Priogerties command.
i
Seat the ik enly # the comeute is idle Tor: i mmes
Wt 1pe btz fan [—
< Sinp # the comeuier caes b ke dis
Pttt the isle slale resumei
v -
L Suat the rik snly # the comguien is s AC power
*. SHap Fihe comaRer saetches to bamery power
* \iuksthe compube o n s bk

Stwct nrky if Shm followng network consection @ e lazle

ainy rarmaction

ThreatQuotient for LogRhythm User Guide
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(Ganaral | Trggees | Actions | Cosctions | Seting: | History (ditshisd)

Spmcify addtional nettingy that affect the behuneo: of the tadk. To change thaus asttings, span the bk proparty page using the Progediss command,

Mlicw tank 2 2 . on demand
Run taek 25 500n 25 possible ster a soreduled start i missed

Wt task faify, rmatest overy:

The frequency of synchronization between ThreatQ and LogRhythm is at the discretion of the user but
it should be no more than once an hour.

Other schedulers can be used, the syntax of the command above should be used in whatever
scheduler is provided.

ThreatQuotient for LogRhythm User Guide
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Smart Response Plugin

LogRhythm allows for tools to be added to the platform to enrich data within LogRhythm. Using these
tools, IOCs can also be enriched within ThreatQ. The following SRPs are provided with the installation.
All of these can be found in the C:\Python36\Scripts directory and can also be executed via the CLI on
the LogRhythm host.

NAME OF
NAME OF SRP SRP DESCRIPTION ENRICHMENT
EXECUTABLE DESTINATION
ACTION
tg-whitelist- ThreatQ This changes the status to Enriches ThreatQ
ioc.exe Whitelist "Whitelisted" for an IOC within
10C ThreatQ
tg-sighting.exe ThreatQ This creates a "Sighting" event Enriches ThreatQ
Add within ThreatQ that associates
Sighting |IOCs with the LogRhythm Al
Engine Event
tq-mark-true- ThreatQ Adds an attribute of "True Enriches ThreatQ
positive.exe Mark True Positive" with a value "Yes" to the
Positive |OC within ThreatQ. If the 10C
does not exist, this will add it. This
is meant to be used during score
calculations
tq-mark-false- ThreatQ Adds an attribute of "False Enriches ThreatQ
positive.exe Mark False Positive" with a value "Yes" to the
Positive IOC within ThreatQ. If the I0C
does not exist, this will add it. This
is meant to be used during score
calculations
tq-lookup.exe ThreatQ Searches the ThreatQ Threat Enriches ThreatQ

Lookup 10C Library for an indicator with the
same type and value as the
indicator provided
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NAME OF SRP NA;VILEPOF
EXECUTABLE ACTION
tq-add-ioc.exe ThreatQ
Add 10C

Installation of SRPs

DESCRIPTION

Adds an 10C of the same type and
value to ThreatQ from
LogRhythm. If the IOC already
exists, it adds LogRhythm as a
source

ENRICHMENT
DESTINATION

Enriches ThreatQ

The SRP executables are installed during the original installation of the integration. However, to
enable these within LogRhythm to be used in the Client or Web Consoles, the SRP bundle has to be

added. The bundle is presented as an all in one.

To install the SRP bundle:

1. Login to the LogRhythm console
2. Open the Deployment Manager

File My LogRhythm Tools Window Help

_‘ Perzonal Dashboard

4 Investigate & Tail | @ Report Center

LogRhythm Console

==l x|

= List Manager _‘. Deployment Monitor ‘“ Deployment Manager

3. Go to Tools — Administration — SmartResponse Plugin Manager

& SmanResponse Plugin Manager [=T= =N
@ Actienss s Alugn @ Prooertes
At ST St Werior Lt Ul O A n] Piugin GLIO AIE Cownt 4 Erscrter
B b = = = O} = = = = =
%;\T'.- Varmeem
4. Click on the Actions button
ThreatQuotient for LogRhythm User Guide 24

Version 1.5.2



THREAT() /™

TE SmartResponse Plugin Manager (== =
(P [T ——

dction | hame win | Veai on | Lani Lipchmd On Flegin) | PuginG3 i ME Cowt | S Court; | Actionn [—
B N = = = = = [= - - - =

m
Actiors Parmmenes
Ew @l
Dese

5. Navigate to the ThreatQ SRP bundle and click Open.

Once complete, the ThreatQ Smart Response Plugins list found in Smart Response Plugins.

5t SmartResponse Mugin Manager [= o S|
@ Actisnas Gl Ceate Plugin ) Propetie

Action hisme - Vassion Lasst Lipcintndd O Fleginl} | Plugin GUD MECount | Bwem Court | Actions Exncution Acx
w = = [= = = [= - = - =

Theasily e 1 AD0NBTIA0SIE0FM  I0000O0DT | SLI1EOMEA-aBbb-ST54 BSeH IWEIIEIG O [ 3 Pubkc Faakic
L}
Artions Parsmeners
B il
Tese

Using a Smart Response Plugin

There are several ways in which a Smart Response Plugin can be used. The first is to con- figure it as
part of an Al Engine Rule. This will not be covered in this documentation as it is covered in depth in
the LogRhythm Client Console Reference in the LogRhythm Administration — Al Engine Section. This
section will focus on using the SRPs in the Web Console.

1. Loginto the Web Console.

ThreatQuotient for LogRhythm User Guide
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LogRhythm' oashboards | Alarms  Cases  searches  Reports Search.. 4+

© Live Data = Security Analyst Dashb...

Alarms by Day Past 30 Days Last 30 Days Top Direction L. £
100 Internal
Loaal

35V INTRIND G2
INSPECTOR (Y

Wed 26
Unknown

Top Classification Las: 76 23 Top Common Event 3h Top Log Source Type Last

Compromise User Logon Fail MS Windows Ev.
s Initalize Object.
ize Object

System Started MS Windows Ev..
Close Object Fal

MS Windows Ev...
LogRhythm Al

User Logon Fal. LogRhythm File.

AIE: Test Hostn,
Startup and Authenticat.

System Database Usage Top Action st 72 23 Component Status
LogMart 3 Ensure prope Component - Name

Alarms Type Here Type Here

System Monitor WIN-MPGTCJKGRKL
Events o Platform Manager | WIN-MPGTCJKGRKL

2. Open up the "Logs" pane and Navigate to a log entry that is interesting.
Open the "Inspector" pane if it is not already open.

LogRhythm  oasstboards | Alarms  Cases  Searches  Reports Search.. I+

@ Live Data Security Analyst Dashb... Inspector

Top Classification Lost 78 230 Top Common Event Les Field: Host (Impacted)

Access Failre  User Logon Fail

3SvD INZHuND §2

Iniialize Object... Actions AlEngine Rule
S Windows Ev
Value Field

Policy Modified MS Windows Ev.

T 194.145.63.12 Hostname (Impacted)
File Monitoring

tem Starting LogRhythm Al
AIE:Test SRP (P.

Search
User Logon Fail. LogRhythm File. Contextualize
AE:Test Hostn.
Startup and.. Authenticat
Smart Response
System Database Usage Top Action v h Component Status Plugin  ThreatQ
LogMart Ensure proper Component

Action  ThreatQAddloC v
Showing 4 of 1055 Events  C'

10C Type:
Actions Host (Origin) Host (Impacted) % & MAC Address MAC Address

(Origin) (impacted) : . Y IP Address
O Check All 194.145.63.12 [x} Origin loc Value:

194.145.63.12 %* Entity Global Entit y 194.145.63.12
194.145.63.12 3 . .
194.145.63.12 loc Attributes [name:value,name2:value2]:
Hostname .
194.145.63.12 P
Zone Unknown

Host

Command to Execute:
Log Count
Classification
Common Event ' T¢

Execute from:  Platform Manager v

@ AlE Drill Down b
Lists

4. In the Inspector Pane, Navigate to "Smart Response."
a. Choose "Plugin: ThreatQ"
b. Choose the appropriate Action (in this example it will be the ThreatQ Add I0C Action).
5. Fill'in the appropriate Values (here an IP address is used). Depending on the action executed,
different values would need to be entered in the Ul

ThreatQuotient for LogRhythm User Guide
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6. Ensure "Execute from: Platform Manager" is selected and click Run.

Smart Response

Plugin ThreatQ

Action ThreatQ AddloC =
loC Type:
IP Address
loc Value:
194.145.63.12
loc Attributes [name:value,name2:value2]:

Please Select

Command to Execute:

Execute from: Platform Manager

At this point LogRhythm will execute action in a separate window, retuning the results.

B Lothythm Dashboards Alarms Cases  Searches Reports Search...

Inspector

No item selected.

SmartResponse Output

SmartResponse Action: ThreatQ Add loC
Run Time: 8195 ms

Status: Completed successfully

Output Results:

Select an item to see details.

-
Add to Case

If a case is currently selected, this can be added to the case by clicking the Add to Case button. If
it is added to a case, it will appear in that case as Evidence.

ﬁ The ThreatQ Add Sighting action is accessible through this interface but is not usable here.
This action is to be used only in the Client Console when configuring Al Engine Rules. This is
used to bring over a Case as a "Sighting" type Event in ThreatQ, including the observed 10Cs.

ThreatQuotient for LogRhythm User Guide
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Using the ThreatQ Add Sighting

Tracking the sighting of Indicators of Compromise is an integral piece in the Threat Intelligence
feedback loop. This feedback loop alerts Threat Analysts to existence of known Indicators of
Compromise that have been observed in LogRhythm. Unlike the other SRPs provided above, this SRP
is designed to solely be used as part of an Al Engine rule. When this rule is triggered, it creates an
Event within ThreatQ with a type of "Sighting". These sightings have the AlarmID, Alarm Name, and
other pieces of information configurable in the Al Engine in the LogRhythm Client Console.

To provide the most flexible solution to capture all possible Sightings, the ThreatQ Add Sighting SRP
has options for all known 10C fields.

To add a rule that uses this SRP:

1. Open Deployment Manager and go to the "Al Engine" tab.
2. Click on the Green "+" Button in the toolbar or navigate to the rule you wish to edit, select it,
right click and select edit.

[# LowgRiyim Cossaie - [esiirysent Mansge] i=l8] ¥ ]
L T A ——— - BE
i FerwiGmhboad o meriges @ Tl | @ Foortlovnr (8 Lot bereger | |D Ceployrem Merini | [ Sgeioyree Verego
;-.-.| [T T vy Sp— VY N ————— p—— o] | P m— || o Pmsariang Pabsi | Sk Fin ::.-..-.-
Jmie i
il Acimer | Vs Leglaais « R =
-ﬂ.._,-.-."' meanasfnid e
sx EiCrgra Futs Hava LF P TR T Lea s Expirmier Duis Sapwgacen Mol Sy Does  [DF Lias Sorpsamn Me2 Mumars Priong CPUCzn Uramead |
HEE = O] = - = = = = = =]
»
Aanck Sacuriry Dvent e Thown L P [SITEES) i N Horm rmobes ‘e ach v Maatiam 0 Miraa ‘o
Ainck Sacarity Dvend Than Thaer Le 7 Donazhi L W Horwt = ‘e e v Masian D Maraas o
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3. Configure the rule as needed. When complete select the actions tab.

T Al Engine Fude Wizard (==

 Fua Bock Tomes

nhekd q
fniges Vakie
Rsduwcral
Rk Bocks | Sethiga | Iuﬂi Lataga |[i=hariaian
[z | [ |

ﬂ Only the fields listed in the "Group By" section will be available in the Actions Menu.

4. On the Actions screen, use the Set Action drop down and select the ThreatQ: ThreatQ Add
Sighting Action.

5. Make sure the fields that are present in the Group by have the correct value. For instance, the
Destination IP Address should have <IP Address (Impacted)> selected.

6. For the Alarm Date value, modify the Time Format to yyyy-MM-dd HH:mm:ss

7. For all other fields, change the Type from Alarm Field to Constant Value. Click the Save Action
button.

8. You will be prompted to restart the Al Engine.

Once completed, when that Rule is executed, a sighting should be added that looks similar to
the following:
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" Rl | LogNA - Thee | W (e

182 MBRE0N vert i -NEN

Currently, this only records the actual IOCs associated with the sighting itself. In the future,
more attributes and details will be added.
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Setup Alarm Rules

LogRhythm Lists are the primary interface for which Cyber Threat Intelligence data is stored and used
in LogRhythm. These lists can come from many different sources, and can store many different data
types. For the purpose of ThreatQ, lists will be dynamically generated at execution time based on
configurations given on the My Integrations page of ThreatQ.

These lists can be used in conjunction with the LogRhythm Al Engine to determine correlations against
incoming log data.

To configure the list to be used in the Al, do the following:

1. Open Deployment Manager and go to the Al Engine tab.
2. Click on the green + button in the toolbar.

oafctes Kormchs - [Dag kyrars Mg

3. When the Al Engine Rule Wizard opens, select the Observed block on the Log Section.
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4. Configure it as needed for detection of Cyber Threat Events. In the example given here, the Host
(Origin or Impacted) Field must be in the ThreatQ: FQDN list. The list names and fields will vary
based on the purpose of the rule.

gt Al Engine Hule Wizard o
s
n Tbentl F iekdrann
Ciaty Thiestd FIOH
Q| = _ ,
Hot Thanrend ¢ %] 2] A Pl Tkt Fee | | | B | [ D
oo j L&] . | [ | [ |
af, Cparsir Fald Fibmrpode  Filmms Ve
Fegi {Dngrar |l Theeatl FIOH
Hid Dlaeined
FrrrT
—
I~ T ==
Prarary
e o | [
Thrraaoe 1 H s 1w
Uiz Vakees
Bebaremm sl
Pk oct. Sl Mol | Ao} ol |
 hear | R [Cam]

5. Go through the rest of the Wizard and select the required settings based on your Incident
Response Manifesto.

Once saved and the Al Engine Service restarted, any Log that has a host field with an Origin or
Impacted Host in the ThreatQ: FQDN list will have the associated log alerted on.

ThreatQuotient for LogRhythm User Guide
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For more information on the Al Engine and its possibilities, please consult the LogRhythm Client
Console Reference Guide in the LogRhythm Administration — Al Engine Section.
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Testing the Integration

Use the following sections to test the integration.

Prerequisites

+ LogRhythm is installed

+ RDP is enabled for LogRhythm

+ ThreatQ integration is installed

+ Custom connector

* SRP (Smart Response Plugin) Actions

Testing Custom Connector (Sync)

This part of the integration downloads a ThreatQ data collection and uploads the intelligence to lists
in LogRhythm. Here is how to test the integration.

1. RDP into the LogRhythm server
2. Install the custom connector. If you don't yet have, please see the Installation section
3. Run the custom connector for the first time to install it into ThreatQ
a. Ifit's already installed, the custom connector connection settings (paths to the config and
log folders and the verbosity level) are stored in the Windows Registry.
b. To reset the connected ThreatQ host, you will need to remove the registry keys. See step
5 in the Uninstallation section.
4. Configure the connector using this guide: see the Configuration section.
Run the connector using this command
6. Here is a quick checklist on what to look out for:
a. The connector runs with no errors.
b. The connector creates LogRhythm lists to store the indicators (if it hasn't already).

w

ﬂ\ The lists created will be determined by your YAML configuration.

c. Make sure each list contains the same number of indicators as in the data collection

Testing the SRP Actions (Contextual Actions)

This part of the integration allows you to execute specific actions on alarms or individual indicators
within the LogRhythm platform. They can also be used in the "Al Engine" to perform automatic actions
when an alarm is triggered. This is usually the case for the "ThreatQ: Add Sighting" Action. Since logs
are slightly complicated to get into the LogRhythm platform, we can test the actual script directly (as if
LogRhythm was calling it).

1. RDP into the LogRhythm server.
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2. Install the custom connector. If you don't yet have, please see the Installation section

3. Run the custom connector for the first time to authenticate and install it into ThreatQ.

4. Test each of the SRP actions by running the action command (with the required parameters).
Here are some examples (replace <> text):

Add Sighting to ThreatQ

C:\Python36\Scripts\tg-sighting.exe <Alarm ID>

<Alarm Name> <Alarm Date> -SIP <IP Address (Origin)> -DIP <IP
Address (Destination)> -DHostName -SHostName <Host (Origin)> -
Recipient -Sender -URL -Object -c <Config Location> -11 <Logs
Location> -v <Log Verbosity Level - 1,2,3>

# Example

C:\Python36\Scripts\tg-sighting.exe 123 "ThreatQ

Blocklist" "2020-08-25 20:20:20" -SIP 156.86.198.45 -DIP 157.86.198.45 -c
L:\ThreatQ\config\ -11 L:\ThreatQ\logs\ -v3
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Add 10C to ThreatQ

C:\Python36\Scripts\tg-add-ioc.exe "<Indicator Type>" <Indicator Value> [--
attribute "[attrl:vall,attr2:val2]"] -c <Config Location> -11 <Logs
Location> -v <Log Verbosity Level - 1,2,3>

# Example

C:\Python36\Scripts\tg-add-ioc.exe "IP Address" 77.77.77.77 --attribute

"False Positive:Yes,Confidence:High" -c L:\ThreatQ\config\ -11 L:
\ThreatQ\logs\ -v3

Lookup 10C from ThreatQ

C:\Python36\Scripts\tg-lookup.exe "<Indicator Type>" <Indicator Value> -c
<Config Location> -11 <Logs Location> -v <Log Verbosity Level - 1,2,3>

# Example

C:\Python36\Scripts\tg-lookup.exe "IP Address" 77.77.77.77 -c L:
\ThreatQ\config\ -11 L:\ThreatQ\logs\ -v3

Mark 10C as False Positive in ThreatQ

C:\Python36\Scripts\tg-mark-false-positive.exe "<Indicator Type>"
<Indicator Value> -c <Config Location> -11 <Logs Location> -v <lLog
Verbosity Level - 1,2,3>

# Example

C:\Python36\Scripts\tg-mark-false-positive.exe "IP Address" 77.77.77.77 -c
L:\ThreatQ\config\ -11 L:\ThreatQ\logs\ -v3
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Mark I0C as True Positive in ThreatQ

C:\Python36\Scripts\tg-mark-true-positive.exe "<Indicator Type>" <Indicator
Value> -c <Config Location> -11 <Logs Location> -v <Log Verbosity Level -
1,2,3>

# Example

C:\Python36\Scripts\tg-mark-true-positive.exe "IP Address" 77.77.77.77 -c
L:\ThreatQ\config\ -11 L:\ThreatQ\logs\ -v3

Change the Status of I0C to “Whitelist” in ThreatQ

C:\Python36\Scripts\tg-whitelist-ioc.exe "<Indicator Type>" <Indicator
Value> -c <Config Location> -11 <Logs Location> -v <Log Verbosity Level -
1,2,3>

# Example

C:\Python36\Scripts\tg-whitelist-ioc.exe "IP Address" 77.77.77.77 -c L:
\ThreatQ\config\ -11 L:\ThreatQ\logs\ -v3

Uninstall Integration

If it is decided that the integration needs to be removed, there are three main steps to uninstalling the
integration. Due to audit requirements, however, it is not possible to delete the created Lists. Lists can
only be disabled.

1. Stop the Windows Job for synchronization.
2. Deactivate all of the Lists created by ThreatQ.
a. Open the List Manager.
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b.

C.
d.

Check All Lists created by ThreatQ.
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Right Click — Actions — Retire.
Confirm Retirement.

3. Uninstall the SRPs.

Open the Deployment Manager.

Navigate to Tools — Administration — SmartResponse Plugin Manager.
Select the ThreatQ SRP and click Actions.

a.
b.
C.

d.
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Click Retire.

4. Uninstall the integration.

a.
b.
C.

d

Open an Administrative cmd session.
Navigate to C:\Python36\Scripts.

Execute pip.exe uninstall tg-conn-logrhythm.
Confirm removal.

5. Clean up Windows Registry.

a.
b.

Click Windows Key + R and type regedit.
Navigate to HKEY_LOCAL_MACHINE — SOFTWARE.
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c. Delete the ThreatQuotient key and all sub keys.
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Change Log

+ Version 1.5.2
> Updated ruamel.yaml dependency requirement to < 0.18.5.
> Updated the minimum ThreatQ version to 5.6.0.
+ Version 1.5.1 rev-b (Guide Update)
o Updated ThreatQSDK and ThreatQCC dependencies to threatqsdk1.8.6 and
threatqcc1.4.2.
+ Version 1.5.1 rev-a (Guide Update)
> Updated Python3-related steps and examples.
> Updated Prerequisites chapter:
= Removed section: Creating an API User for LogRhythm.
= Add new section: Creating an APl User and JW token for LogRhythm.
+ Version 1.5.1
> Added six package to integration dependencies for the python 3.6 version.
+ Version 1.5.0
> Added the capability to delete indicators from LogRhyhtm lists.
> Added a radio button to the config Ul in ThreatQ for users to select the synchronization
method - only add I0Cs to LogRhythm or full synchronization (i.e. add and delete 10Cs to/
from LogRhythm lists).
+ Version 1.4.0
> Added backward compatibility for the integration with LogRhythm versions prior to
version 7.5.1.
*+ Version 1.3.0
> Updated the integration for LogRhythm v7.6.
o Added a parameter to the ThreatQ Ul Configuration for the LogRhythm user that will own
the threat lists
+ Version 1.2.0
° Released a version for Python3.
> Migrated the integration to use the latest Threat Library in the ThreatQ SDK
> Updated the examples in guide.
+ Version 1.1.1
> Changed the search from the Advanced Search to the Threat Library.
> Updated the Smart Response Plugin
+ Version 1.0.1
° Initial Release
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