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1 Introduction

1.1 Application Function

ELK is a flexible document store and search platform that ingests files and data from a myriad of
sources. In today's changing cybersecurity context, ELK is becoming a popular SIEM. Given ELK's
flexibility in design and ingestion of data, a bi-directional integration can be performed in many ways.

This particular integration provides several key benefits, one of which is the ease of maintenance and
installation for customers.

This integration uses the following integration points:

e Logstash Translation Filters

e Logstash Clone filters

e Elasticsearch threatq index

o Elasticsearch threatg-sightings indices
e Xpack Watcher Alert API

1.2 Preface

This ThreatQuotient for ELK Stack implementation guide provides the information necessary to set up
the ThreatQuotient for ELK Stack.

Although it may be used as such, this document is not specifically intended as a site reference guide.
It is assumed that the implementation engineer has experience installing and commissioning

ThreatQuotient Apps and integrations covered within the document, as well as experience necessary
to troubleshoot at a basic level.

1.3 Audience

This document is intended for use by the following parties:
1. ELK system administrators & engineers
2. Security engineers

1.4 Scope

This document only covers the implementation of the ThreatQuotient for ELK Stack application.
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1.5 Assumptions

The following criteria is assumed to be in place and functional to allow the implementation of the
ThreatQuotient for ELK Stack application into the managed estate:

e All ThreatQuotient equipment/instances are online and in service.
e All required firewall ports have been opened.

Table 1: ThreatQuotient Firewall Ports Information

0 e De atlo PO De ptio
. ThreatQ 443 Connections to ThreatQ via SSL
Installation Connections from where the integration is installed and
Point ELK 9200 onnections from where the integration is installed an
Elasticsearch (default port 9200)

e All equipment is powered from permanent power supplies.
e A clock source of sufficient accuracy is connected to the network and the network is using it as
the primary clock source.
This integration requires:
e ThreatQ version 4.5 or greater
e ELK version 6.3 or greater

If an Xpack license is available, then the alerts APl can be used. If not, then the alerts APl is
unavailable.

Note: This integration is only suitable for RHEL and RHEL variants (CentOS, Scientific Linux, etc). As
such, only ELK servers of this type are supported. Contact support@threatqg.com to see if another
Linux variant is supported.
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2 Implementation Overview

The implementation occurs on both the ThreatQ instance and the ELK instance.
2.1 Prerequisites

Throughout this implementation document, we will refer to several files and directories, some of which
will be symbolic, and others may change depending on specifics of the environmental setup.

Ensure all ThreatQ devices are set to the correct time (UTC is recommended), time zone and date,
and using a clock source available to all.

To identify which time zone is closest to your present location, use the timedatectl command with
the 1ist-timezones command line option. For example, to list all available time zones in Europe,

type:

Figure 1: Time Zone List Example

timedatectl list-timezones | grep Europe
Europe/Amsterdam

Europe/Athens

Europe/Belgrade

Europe/Berlin

To change the time zone to UTC, type as root:

Figure 2: Time Zone Change Example

timedatectl set-timezone UTC

Recommended user accounts that are required for the installation:

Table 2: ThreatQuotient User Information

Example Username ‘ System ‘ Description

A dedicated user for the ELK integration is
recommended. This user is where the indicator
searches will be created, whose credentials will be
used during installation.

elk@<company>.com ThreatQ

If Xpack Security is being used, this would be a user
that has access to read, write, create, and delete
threatq@<company>.com ELK indices, as well as access to the Watcher API. This
is the user that ThreatQ will use to synchronize
ThreatQ data in ELK.

2.2 Security and Privacy

Passwords have not been provided in this document. Please contact your project team for this
information, if required.

All engineers are reminded that all data belonging and pertaining to the business is confidential and
should not be disclosed to any unauthorized parties.
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2.3 Setting up the Integration on ThreatQ

2.3.1 From The ThreatQuotient Repository

To install this ThreatQuotient for ELK Stack application from the ThreatQuotient repository with YUM
credentials, complete the following steps:

1. Install the ThreatQuotient for ELK Stack application by using the following commands.

Figure 3: Installing from the ThreatQuotient Repository (Example Output)

sudo pip install -i
https://<USERNAME>:<PASSWORD>Qextensions.threatq.com/threatq/integrations tqg-conn-
elk

Collecting tg-conn-elk

Downloading https://extensions.threatq.com/threatqg/integrations-
dev/+f/5el/cc6d2bad931lda/tq conn elk-1.0.0.tar.gz
Requirement already satisfied (use --upgrade to upgrade): threatgcc>=1.3.1 in
/usr/lib/python2.7/site-packages (from tg-conn-elk)

Collecting elasticsearch==6.3.0 (from tg-conn-elk)

Downloading
https://extensions.threatq.com/root/pypi/+£/24c/93ba3bb078328/elasticsearch-6.3.0-
py2.py3-none-any.whl (119kB)

100% | [N | 1 22kB 300kB/s
Requirement already satisfied (use --upgrade to upgrade): pyparsing in
/usr/lib/python2.7/site-packages (from packaging->cryptography==1.8.1->tg-conn-elk)
Requirement already satisfied (use --upgrade to upgrade): pycparser in
/usr/lib/python2.7/site-packages (from cffi>=1.4.1->cryptography==1.8.1->tg-conn-
elk)
Installing collected packages: urllib3, elasticsearch, tg-conn-elk
Found existing installation: urllib3 1.10.2
Uninstalling urllib3-1.10.2:
Successfully uninstalled urllib3-1.10.2

Running setup.py install for tg-conn-elk ... done

Successfully installed elasticsearch-6.3.0 tg-conn-elk-1.0.0 urllib3-1.23

2. After the application has been installed, you must create a directory structure for all
configuration, logs, and files, using the mkdir -p command. See the example below:

Figure 4: Creating Integration Directories (Example)

mkdir -p /opt/tg-integrations/elk
mkdir -p /opt/tg-integrations/elk/config
mkdir -p /opt/tg-integrations/elk/logs

A driver called tg-elk-sync-data is installed.
3. Issue the following commands to initialize the integration.

During this initial execution, several prompts will be displayed for the following information:
e ThreatQ Host: Hostname or IP Address of the ThreatQ server
o If this is a hostname, it must be resolvable on the installation point.
e Client ID: This is the OAuth Management value found by navigating to the Settings
icon > OAuth Management.
e E-Mail Address: This is the e-mail address of the ThreatQ user for this integration.
o This should be a dedicated user (e.g. elk@threatqg.com).
e Password: This is the password for the above ThreatQ user.
Status: This is the default status of newly created loCs.
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Figure 5: Running the Integration

$> tg-elk-sync-data -c /file/path/to/config/ -11 /file/path/to/logs -v files
ThreatQ Host: <ThreatQ Host IP or Hostnme >

Client ID: <ClientID>

E-Mail Address: <EMAIL ADDRESS>

Password: <PASSWORD>

Status: Active

Connector configured. Set information in UI.

The driver will run once, where it will connect to the ThreatQ instance and install the user
interface component of the connector.

2.4 Setting up the Integration on ELK

Python-pip will need to be installed on the ELK server. To install python-pip, the following
dependencies listed below will be required:

o epel-release package

To install the ThreatQ connector the following dependencies listed below will be required:
e (gcC
e python-devel
e openssl-devel

The integration works by installing the python wheel file onto the ELK server itself and provides
three commands once installed.

These commands are as follows:

e Synchronize data in a saved Indicator Search with the threatq index

o Gettriggered alerts from the Xpack Watcher API and store them in ThreatQ

o Use the same saved Indicator Searches to create files that can be used via Logstash's
Translation filter

Each level of the integration is optional and customers can choose to integrate all three
(recommended) or only those pieces that fulfill their operational needs.

Q It is possible to install this onto the ThreatQ platform specifically, but a provision would need
to be made for a mechanism to move the created Translation files from the ThreatQ instance
to the ELK Logstash servers.

& The examples included in this guide use generated demo squid log data sent to the
/opt/logstash_inputs/access.log.

Ensure there is data available and being fed into the index patterns.

2.4.1 Prerequisites for the ELK server

sudo yum install -y epel-release gcc python-devel openssl-devel
sudo yum install -y python-pip

/usr/share/logstash/bin/logstash-plugin install logstash-filter-kv
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/usr/share/logstash/bin/logstash-plugin install logstash-filter-translate
/usr/share/logstash/bin/logstash-plugin install logstash-filter-prune

/usr/share/logstash/bin/logstash-plugin install logstash-filter-clone

2.4.2 From the ThreatQuotient Repository

To install this ThreatQuotient for ELK Stack application from the ThreatQuotient repository with YUM
credentials, complete the following steps:

1. Install the ThreatQuotient for ELK Stack application by using the following commands.

Figure 6: Installing from the ThreatQuotient Repository (Example Output)

sudo pip install -i
https://<USERNAME>:<PASSWORD>Qextensions.threatq.com/threatq/integrations tqg-conn-
elk
Collecting tg-conn-elk

Downloading https://extensions.threatq.com/threatqg/integrations-
dev/+f/5el/cc6d2bad93lda/tg conn elk-1.0.0.tar.gz
Requirement already satisfied (use --upgrade to upgrade): threatgcc>=1.3.1 in
/usr/lib/python2.7/site-packages (from tg-conn-elk)
Collecting elasticsearch==6.3.0 (from tg-conn-elk)

Downloading
https://extensions.threatq.com/root/pypi/+£/24c/93ba3bb078328/elasticsearch-6.3.0-
py2.py3-none-any.whl (119kB)

100+ | NN (22} 300%3/s

Requirement already satisfied (use --upgrade to upgrade): pyparsing in
/usr/lib/python2.7/site-packages (from packaging->cryptography==1.8.1->tg-conn-elk)
Requirement already satisfied (use --upgrade to upgrade): pycparser in

/usr/lib/python2.7/site-packages (from cffi>=1.4.1->cryptography==1.8.1->tg-conn-
elk)
Installing collected packages: urllib3, elasticsearch, tg-conn-elk

Found existing installation: urllib3 1.10.2

Uninstalling urllib3-1.10.2:
Successfully uninstalled urllib3-1.10.2

Running setup.py install for tg-conn-elk ... done

Successfully installed elasticsearch-6.3.0 tg-conn-elk-1.0.0 urllib3-1.23

2. After the application has been installed, a directory structure must be created for all
configuration, logs, and files, using the mkdir -p command. See the example below:

Figure 7: Creating Integration Directories (Example)

mkdir -p /opt/tg-integrations/elk

mkdir -p /opt/tg-integrations/elk/config
mkdir -p /opt/tg-integrations/elk/logs
mkdir -p /opt/logstash filters

mkdir -p /optlogstash inputs

A driver called tg-elk-sync-data is installed.
3. Issue the following commands to initialize the integration.

During this initial execution, several prompts will be displayed for the following information:
e ThreatQ Host: Hostname or IP Address of the ThreatQ server
o If this is a hostname, it must be resolvable on the installation point.
e Client ID: This is the OAuth Management value found by navigating to the Settings
icon > OAuth Management.
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o E-Mail Address: This is the e-mail address of the ThreatQ user for this integration.
o This should be a dedicated user (for example, elk@threatq.com).

e Password: This is the password for the above ThreatQ user.

e Status: This is the default status of newly created loCs.

Figure 8: Running the Integration

$> tg-elk-sync-data -c /file/path/to/config/ -11 /file/path/to/logs/ -v 3
ThreatQ Host: <ThreatQ Host IP or Hostnme >

Client ID: <ClientID>

E-Mail Address: <EMAIL ADDRESS>

Password: <PASSWORD>

Status: Active

Connector configured. Set information in UI.
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2.4.3 Configuring the connector

After the installation is complete, navigate in the ThreatQ user interface to the Settings icon >
Incoming Feeds > Labs and locate the ELK Stack entry.

Note: In versions prior to version 4.5, this menu option will be "ThreatQ Labs."
Figure 9: ThreatQ Ul Configuration

THREATQ 3

Commarcisi {19]

Complete the user interface form with the following information:

1. Elasticsearch Hosts: This is a comma-separated list of Elasticsearch hosts for use with this
integration. These hosts should be hostnames or IP addresses that can be resolved/reached
from the installation point. These should be in the form hostname:port or ip address:port. For
instance, if your Elasticsearch node is at 192.168.0.2 and running the default port of 9200,
then 192.168.0.2:9200 should be entered.

2. Elasticsearch Username: If Xpack Security is being used, this supports HTTP Basic Auth
style authentication. This is the Elasticsearch User that should be used to synchronize data
between the systems. If Xpack Security is disabled, leave this blank.

3. Elasticsearch Password: If the above Username is provided, then the password must also
be provided. This can be left blank if Xpack Security is disabled.

4. Named Indicator Searches: This is a comma-separated list of saved Indicator Searches
(Search icon > Indicator Search) that should be used as the export to synchronize data.

5. Alert Parsing Configuration: This can also be left blank. If Xpack Security is disabled.
Otherwise, navigate to the Alert Parsing Configuration section below.

After completion, click Save Changes and ensure that the toggle next the name is enabled.
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2.4.4 Running the connector

Run the following commands on the ELK server:

Figure 10: Running the Integration Sync Data

$> tg-elk-sync-data -c /file/path/to/config/ -11 /file/path/to/logs/ -v3
tg driver DEBUG: Private Connection Established

XXXX—XX—XX XX:iXX:
XXXX—XX—XX XX:1XX:
ElasticSearch

XXXX—XX—XX XX:iXX:
XXXX—XX—XX XX:XX:

XX
XX

XX
XX

for synchronization

XXXX—XX—XX XXI1XX:
XXXX—XX—XX XX:XX:
XXXX—XX—XX XX:1XX:
27711 indicators
XXXX—XX—XX XX:XX:
27711 IoCs
XXXX—XX—XX XX:1XX:
XXXX—XX—XX XX:1XX:

XX
XX
XX

XX

XX
XX

Stack Connector in xx

[root@RELK ~]#

tg conn elk.
tg conn elk.

tg _conn elk.
tg conn elk.

tg_conn elk.
tg conn elk.
tg conn elk.
tg _conn elk.

tg conn elk.
tg _conn elk.

seconds

Next, run the following command:

tg driver INFO:

INFO:
INFO:

tq driver
tg driver

INFO:
INFO:
INFO:

tg driver
tq driver
tg driver
tqg driver INFO:

INFO:
INFO:

tqg driver
tq driver

Figure 11: Running The Integration Create Enrichment Files

$> tg-elk-create-enrichment-files -c /file/path/to/config/ -11 /file/path/to//logs/
--enrichment-dest /opt/logstash filters/ -v3
tqg driver DEBUG: Private Connection Established
tg driver WARNING: No Enrichment Destination

XXXX-XX-XX XX:Xx:Xx - tg conn elk.
XXXX-XX—XX XX:Xx:Xx - tg conn elk.
Given, using current directory

XXXX-XX-XX XX:1XxX:Xx - tg conn elk.

search active

XXXX-XX—XX XX:Xx:xXx - tg conn elk.
files

XXXX—XX—XX XX:!XX:XX — tqg conn elk.
files - B

XXXX-XX-XX XX:XX:Xx - tg conn elk.

Stack Connector in xx seconds

Next, run the following command:

Figure 12: Running the Integration Get Alerts

$> tg-elk-get-alerts -c /file/path/to/config/ -11
tg _conn elk.tq driver DEBUG:
tg conn elk.

XXXX—XX—XX XX:XX:
XXXX—XX—XX XX:XX:
Stack

XXXX—XX—XX XX:1XX:
alerts
XXXX—XX—XX XX:1XX:
sightings alerts
XXXX—XX—XX XX:1XX:

XX
XX

XX

XX

XX

Stack Connector in xx

tg _conn_elk.
tg _conn elk.

tg _conn elk.

seconds

tg driver INFO:
tg driver INFO:
tqg driver INFO:

tg driver INFO:

tg driver INFO:
tg driver INFO:
tg driver INFO:

tqg driver INFO:

Established Connection to

Established ThreatQ Index
Starting to compare search active

Compared 1000 indicators
Compared 2000 indicators
Completed Comparing a total of

Beginning Synchronization of

Completed Synchronization
Completed execution of the ELK

Starting to download data for
1000 IoC written to tranlsation
2000 IoC written to tranlsation

Completed execution of the ELK

/file/path/to/logs/ -v3

Private Connection Established
Established Connection to ELK
Getting threatg-squid-sightings
Completed getting threatg-squid-

Completed execution of the ELK
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The Index pattern threatq can then be created:

1. From Kibana, navigate to Management > Index patterns.
2. Search for threatqg*.

Figure 13: Kibana Ul Index Threatq Pattern Configuration Step 1

Management / Kibana

Index Patterns Saved Objects Reporting Advanced Settings

Warning .
Mo default index pattern. Create lndex pattern
You must select or create Kibana uses index parterns to retrieve data from Elasticsearch indices for things like ¥ Include system
one to continue. visualizations. indices
Step 1 of 2: Define index pattern
Index pattern
threatglf
i x pat
r the characters\, 1,7, ", <, >, > Nextstep

Success! Your index pattern matches 1 index.

threatq

RoWs per page: 10 v

3. Click Next step.

Figure 14: Kibana Ul Index Pattern Threatq Configuration Step 1

Management / Kibana

Index Patterns Saved Objects Reporting Advanced Settings

Warning :
\Mames | e Create index pattern
You must select or creste Kibana uses index patterns to retrieve data from Elasticsearch indices for things like zatic X Include system indices
one to cantinue.

Step 2 of 2: Configure settings

You've defined threatq* as your index pattern. Now you can specify some settings befare we create it

Time Fiter fiekd name

created_at ~

4. Click Create index pattern.

Create a second Index pattern, a search for threatq-sightings*.

It is important to note that if there is no threatq sighting data, this index cannot be created.
The output will need to be configured for threat sightings, as well as the filters.conf. An

example of the output is included in Appendix C.
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Figure 15: Kibana Ul Index Pattern Configuration Step 1

index Patterns Saved Objects Reporting Advanced Settings

Create index pattern

Step 1 of 2: Define index pattern

threatq-sightings-2015.10.25

Rows pe

5. Click Next step.

Figure 16: Kibana Ul Index Pattern Threatq Configuration Step 1

Index Patterns Saved Objects Reporting Advanced Settings

Create index pattern

Step 2 of 2: Configure settings

sightings* as your Index patter

6. Click Create index pattern.
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2.5 Dashboard Installation (Optional)

Q A powerful capability of ELK is to visualize data in a dashboard that can auto update,
showing in near real time the threats and issues that a SOC faces. To aid in this, two
dashboards are provided with this integration.

& Ensure that index patterns for threatq and threatg-sightings* are created.

2.5.1 ThreatQ Dashboard

The ThreatQ Dashboard shows analytics for the threatg index. This only shows the data from
ThreatQ and how it breaks down statistically in several ways.

The dashboard will not aid in the normal Hunt Missions of the SOC, but it will show the data in the
Translation Files and what data is available in ELK from ThreatQ.

This is important as the breakdown can be fine-tuned by changing the Indicator Searches that are
used to export data to ELK, providing a litmus test for search configurations.

2.5.2 ThreatQ Sightings Dashboard

If the Translation and Clone Logstash filters are configured for some or all of the incoming data to
Logstash, this dashboard will show, in near real time, the sightings of ThreatQ information.

This is important as it relays information on which Threat Intelligence sources are most efficacious,
which adversaries may be operating, and the ThreatQ score of the l10C that triggered the sighting.

All of this can be used to hone the data that is stored in ELK and eventually hone the information
exported to other systems, like Firewalls, IDS, IPS, etc.

2.5.3 Installation
Both dashboards are located in one file and will be installed simultaneously.

1. As a Kibana Administrator, navigate to Management > Saved Objects:

Figure 17: Kibana Management Saved Objects

#  DevTools

@ Moniwring K Kibana

£+ Management
Index Patterns Saved Objects Reporting Advanced Settings

2. Click Import.

Figure 18: Kibana Management Import Button

X Import
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3. Selectthe threatq elk dashboards.json file and upload it.

‘Q This file is not distributed with the source integration and should be requested from
support.

Figure 19: Kibana Management Import Dashboards

Import saved objects

...........

4. Click Confirm all changes.
An import successful message should appear.

5. Click Done.

Figure 20: Kibana Management Import Success

Import saved objects

/" Import successful

Successfully imported 15 objects.

You should now have the following dashboards available:
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Figure 21: Kibana Management ThreatQ Dashboards

Index Patterns Saved Objects Reporting Advanced Settings

Saved Objects " Export 170bjects ¢ Import G Refresh

Type

Type Titke Actions

A& When these are loaded for the first time, ensure that index patterns for threatqg and
threatg-sightings* are created.
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3 CRON

To run this script on a reoccurring basis, use CRON or some other system schedule. The argument in
the cron script must specify the config and log locations.

Threat Intelligence data changes frequently, as new data enters the system and old data stales out,
these changes should be exported to ELK.

To accomplish this, one of the three commands are executed via cron or some other scheduling
system to repeatedly refresh the data.

The following three commands are described below:

e tg-elk-sync-data: This synchronizes data between saved Indicator Searches and the threatq
index in Elasticsearch.

o tg-elk-get-alerts: This synchronized triggered alerts that have their internal conditions met
with ThreatQ as Events of type Sighting.

o tg-elk-create-enrichment-files: This produces a set of files, based off of the saved Indicator
Searches, to be used with Logstash Filters.

Each of these should be added to {{cron}} or another task scheduler to refresh the data in the
individual components. This can be run multiple times a day and should not be run more often than
once per hour.

3.1.1 Setting Up the CRONJOB

1. Login via a CLI terminal session to your ThreatQ host.
Input the commands below.
Figure 22: Command Line Crontab Command

$> crontab -e

This will enable the editing of the crontab, using vi.

VQ Depending on how often you wish the cronjob to run, you will need to adjust the
time to suit the environment.

3. Input the commands below — this example shows every 10,15 & 20 minutes past the
hour.

Figure 23: Command Line Crontab tg-elk-sync-data Command

10 * * * * tg-elk-sync-data -c /file/path/to/config/ -11 /file/path/to/logs/ -v3
15 * * * * tqg-elk-get-alerts -c /file/path/to/config/ -11 /file/path/to/logs/ -v3
20 * * * * tg-elk-create-enrichment-files -c /file/path/to/config/ -11
/file/path/to/logs/ --enrichment-dest /opt/logstash filters/ -v3

To run this script on a reoccurring basis, use CRON or some other on system schedule.
CRON is shown below.

n

The argument in the cron script must specify the config and log locations.
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Appendix A: Squid Proxy Hit Example

Example of a Squid Proxy match.

The text contained within has been redacted and should only serve as a reference.

" index": ".watcher-history-7-2018.08.14",
" type" . "dOC",

":id": "threatg-squid-sightings 6d57dded-£f167-43c2-ab62-c39%9a8726£327-2018-08-
14T12:41:57.487z2",

" score": 1,

" source": {

_"watch_id": "threatg-squid-sightings",
"node": "2QNng82MStyeJKKfyu8JgA",
"state": "executed",

"status": {
"state": {
"active": true,

"timestamp": "2018-08-13T17:31:40.1612"
by
"last checked": "2018-08-14T12:41:57.48727",

"last met condition": "2018-08-14T12:41:57.4872",
"actions": {
"my-logging-action": {
"ack": {
"timestamp": "2018-08-14T12:41:57.487z2",
"state": "ackable"
b
"last execution": ({
"timestamp": "2018-08-14T12:41:57.4872",
"successful": true
by
"last successful execution": ({
"timestamp": "2018-08-14T12:41:57.487z2",
"successful": true
}
}
by
"execution state": "executed",
"version": -1
by
"trigger event": {
"type": "schedule",

"triggered time": "2018-08-14T12:41:57.4862",
"schedule": {

"scheduled time": "2018-08-14T12:41:57.3632"
}
by
"input": {
"search": {
"request": {
"search type": "query then fetch",
"indices": [

"squid-access—*"

1,
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Appendix B: Alert Parsing Configuration Examples

Example of a Xpack Alerting.

Q The text contained within has been redacted and should only serve as a reference.

Xpack Alerting is extremely flexible, and as such, the parsing method for this extremely flexible
parsing must also be flexible. To accommodate this flexibility, the Alert Parsing Configuration field
has been added. In this field, the Watcher ID is given as the main key, and then the hits, the 10C
description, and the 10C Attributes description is given so that hits can be processed properly.

As an example, assume that we have a Squid Proxy server and are monitoring the logs for matches
against the ThreatQ data via the translation filters (refer to Logstash Filters Section). This allows us to
use the following parsing configuration:

Figure 24: Alert Parsing Configuration
threatg-squid-sightings:
hits: "result.input.payload.hits.hits"
attributes:
source.status code: "ELK Squid Status Code"
source.path: "ELK Original File Path"
_source.@timestamp: "ELK Seen at"
soruce.hierarchy code: "SQUID Hierarchy Code"
_id: "ELK Event ID"
iocs:
source.server: "IP Address"
source.url: "URL"

A corresponding match would appear like the text found in Appendix A: Squid Proxy Hit Example:

Viewing the parsing configuration, there are three main components:

e Hits: This is the path in the watcher output to the hits that should be recorded as I0Cs. In this
case, the hits are results.input.payload.hits.hits, but this will vary for any watcher
configuration. The best way to develop this for your installation is to simulate a hit via the
Watcher configuration page in Elk (Management > Watcher).

e iocs: These are the individual Indicators of Compromise that caused the trigger. In the case
above we say that the field source.server should contain an IP Address and that
_source.url should contain a URL. When this alert is parsed, those two fields will be used to
create 2 10Cs in ThreatQ and link them to triggered event.

e attributes: These are attributes in the data stream that should be parsed and recorded for
each loC. The form is path: "Attribute Name" and the value will be whatever is in that path. If
a path doesn't exist, it will be skipped.
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Appendix C: Logstash Filters Examples

Examples of Logstash filters.

‘Q The text contained within has been redacted and should only serve as a reference.

Logstash provides a way to parse and pre-analyze logs, and then stores them in several places,
including the Elasticsearch stores. Since Logstash can do pre-analysis work, it is possible to enrich
data in the log stream and store that data as part of the original data. To do this, a Logstash
Translation filter is used.

It is also possible to store sightings of ThreatQ data directly. To do this, after the data has been
enriched via the Translation filter, a Clone filter is used to split the data, clean it, and store it in a
second sightings index, to be analyzed separately.

Translation Filters

‘Q Included below is an example configuration for a Logstash Translation filter. This can be
configured in a variety of ways, but the below configuration is the expected configuration for
items downstream.

Figure 25: Translation Filter

translate {

dictionary path => "/opt/logstash filters/ThreatQ Translation File --
IP Address.yml"

field => server

destination => threatq data

add field => { "threatq match field" => "server"}

add tag => ["threatqg match"]

kv |
allow duplicate values => false
field split => "|"
target => "threatqg match data"
remove field => "threatqg data"
source => "threatq data"

}

Here, the files generated by the tq-elk-create-enrichment-files command are placed in the
/opt/logstash filters directory. In this location, an IP Address specific file is used to check the
field server from the upstream parsing.

If that IP Address is in the ThreatQ Translation File - IP Address.yml file, it will grab pertinent
information, and add it to the threatq data field.

The kv filter is then used to parse that stored information into its subsidiary parts.
These are then added to the threatq match data sub-object, which contains the following
information:

e ThreatQ ID

e Link back to ThreatQ for that IoC
e Sources

e Adversaries

e Score

e Indicator Type
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This information is then added into the stream so that sightings of ThreatQ data can easily be found.

Clone Filters

As the number of sightings of ThreatQ data rises, containing a footprint of these in their own index
would be beneficial for analysis and roll up reporting. To do this, a clone filter can be used. The
following configuration will show a clone filter that copies the data, cleans the parsed event
information, and keeps only the relevant ThreatQ data.

This will speed up analysis of Sightings greatly.
Figure 26: ThreatQ Clone Filter
if "threatq match" in [tags] {

clone {

clones => [ "threatqg sighting" ]

add tag => [ "threatq match clone" ]
}
if [type] == "threatg sighting" ({

prune {

whitelist names => ["“message$", "threatq match data",
"threatq match field", "@timestamp", "“timestamp$", "“types$", "“tags"]
}
}
}

In the above example, this takes data that has been matched to ThreatQ data in one of the
Translation Filter Files, it then clones this and then strips it of nearly all of the original data (except the
message field) and then sends it upstream.

To store this data, an output for this type of event ({{threatq_sighting}}) would have to be added,
which should look like the following:
Figure 27: ThreatQ Sighting Output

if [type] == "threatq sighting" ({
elasticsearch {
hosts => ["localhost:9200"]
index => "threatg-sightings-%${+YYYY.MM.dd}"
}

After completion, the data will fill the threatq-sightings index, which is used to fuel the
ThreatQ Sightings Dashboard.

Run the following commands manually before creating your index patterns or creating dashboards,
once they have run without error, and have been populated, they can then be added to the cronjob
(see CRON Section).

Figure 28: ThreatQ Manual Run Commands

tg-elk-sync-data -c -c /file/path/to/config/ -11 /file/path/to/logs/ -v 3
tg-elk-get-alerts -c /file/path/to/config/ -11 /file/path/to/logs/ -v 3

tg-elk-create-enrichment-files -c /file/path/to/config/ -11 /file/path/to/logs/ --
enrichment-dest /opt/logstash filters/ -v3
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Appendix C: Example filters.conf & input.conf Files

Example of a Squid Proxy match.

ﬁ The text contained within has been redacted and should only serve as a reference.

output {
if [type] == "squid-access" {
elasticsearch {
hosts => ["localhost:9200"]
index => "squid-access-%{+YYYY.MM.dd}"
manage template => false
user => logstash internal
password => "p@sswOrd"

}
} else if [type] == "threatq sighting" {
elasticsearch {
hosts => ["localhost:9200"]
index => "threatg-sightings-%${+YYYY.MM.dd}"
manage template => false
user => logstash internal
password => "p@sswOrd"
}
} else {
elasticsearch {
hosts => ["localhost:9200"]
sniffing => true
manage template => false
index => "$%{[type] }-%{+YYYY.MM.dd}"
user => logstash internal
password => "p@sswOrd"

Included is a sample of the input.conf that was used for the squid access.log in testing.

input {
beats {
port => 5044
ssl => false
}
file {
path => "/opt/logstash inputs/access.log"
sincedb path => "/opt/logstash inputs/sincedb.db"
start position => "beginning"
}
}
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Trademarks and Disclaimers

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT
TO CHANGE WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS
MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY
PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET
FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH THE PRODUCT AND ARE INCORPORATED
HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED
WARRANTY, CONTACT YOUR THREATQUOTIENT REPRESENTATIVE FOR A COPY.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF
THIRD-PARTY SUPPLIERS ARE PROVIDED “AS IS” WITH ALL FAULTS. THREATQUOTIENT AND THIRD-
PARTY SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT
LIMITATION, THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NON-
INFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN NO EVENT SHALL THREATQUOTIENT OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL,
CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST PROFITS OR
LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF
THREATQUOTIENT OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

ThreatQuotient and the ThreatQuotient Logo are trademarks of ThreatQuotient, Inc. and/or its affiliates in the U.S.
and other countries.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual
addresses and phone numbers. Any examples, command display output, network topology diagrams, and other
figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone
numbers in illustrative content is unintentional and coincidental.

©2018 ThreatQuotient, Inc. All rights reserved.
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