ThreatQuotient

ThreatQuotient for Bulk CSV Exporter
Connector

Version 1.0.0
August 21, 2019

ThreatQuotient
11400 Commerce Park Dr., Suite 200
Reston, VA 20191

Support

Email: support@threatg.com

Web: support.threatqg.com

Phone: +1703.574.9893


mailto:Support@threatq.com
https://support.threatq.com/
mailto:Support@threatq.com
mailto:Support@threatq.com
https://support.threatq.com/
https://support.threatq.com/

Warning and Disclaimer

ThreatQuotient, Inc. provides this document “as is”, without representation or warranty of any kind, express
or implied, including without limitation any warranty concerning the accuracy, adequacy, or
completeness of such information contained herein. ThreatQuotient, Inc. does not assume responsibility

for the use or inability to use the software product as a result of providing this information.
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1 Introduction

1.1 Application Function

The ThreatQuotient for Bulk CSV Exporter Connector allows a ThreatQ user to export a saved search
from their Threat Library as CSV files, one per object.

1.2 Preface

This guide provides the information necessary to implement the ThreatQuotient Bulk CSV Exporter
Connector. This document is not specifically intended as a site reference guide. It is assumed that the
implementation engineer has experience installing and commissioning the ThreatQuotient Apps and
integrations covered within the document, as well as the experience necessary to troubleshoot at a
basic level.

1.3 Audience

This document is intended for use by the following parties:
1. ThreatQ Security/Engineers.
2. ThreatQuotient Professional Services Project Team & Engineers.

1.4 Scope

This document covers the implementation of the ThreatQuotient for Bulk CSV Exporter Connector only.

Table 1: ThreatQuotient Software & App Version Information

Software/App Name File Name Version

ThreatQ Version 3.6.x or greater

ThreatQuotient for Bulk CSV Exporter Connector 1.0.0

1.5 Assumptions

The following criteria is assumed to be in place and functional to allow the implementation of the
ThreatQuotient for Bulk CSV Exporter Connector into the managed estate:

e All ThreatQuotient equipment is online and in service.
e All required firewall ports have been opened.
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2 Implementation Overview

This document explains how to install and execute the ThreatQuotient for Bulk CSV Exporter
Connector.

2.1 Prerequisites

Throughout this implementation document, we will refer to several files and directories, some of which
will be symbolic, and others may change, depending on specifics of the environmental setup.

Ensure all ThreatQ devices are set to the correct time, time zone and date, and using a clock source
available to all. To identify which time zone is closest to your present location, use the timedatectl
command with the 1ist-timezones command line option. For example, to list all available time zones
in Europe, type:

Figure 1: Time Zone List Example

timedatectl list-timezones | grep Europe
Europe/Amsterdam
Europe/Athens

To change the time zone to UTC, type as root:

Figure 2: Time Zone Change Example

timedatectl set-timezone UTC

2.2 Security and Privacy

For ThreatQuotient Professional Services engineers to configure the system, local network access is
required to connect to the managed estate. Therefore, the implementation must occur at an office or
data center location.

Passwords have not been provided in this document. Please contact your project team for this
information, if required or applicable.

All engineers are reminded that all data belonging and pertaining to the business is confidential and
should not be disclosed to any unauthorized parties.

The data held within this document is classed as confidential due to its nature.
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3 ThreatQuotient for Bulk CSV Exporter Connector
Installation

3.1 Setting up the Integration

From the ThreatQuotient Repository

To install this ThreatQuotient for Bulk CSV Exporter Connector from the ThreatQuotient repository
with YUM credentials.

1. Install the ThreatQuotient for Bulk CSV Exporter Connector by using the following commands.

Figure 3: Installing From The ThreatQuotient Repository (Example Output)

$> pip install tg-conn-bulk-csv-exporter
Collecting tg-conn-bulk-csv-exporter

Downloading https://extensions.threatq.com/threatqg/integrations-
dev/+£f/eTb/7112897638161/ tg-conn-bulk-csv-exporter-1.0.0-py2-none-any.whl
Requirement already satisfied: jinja2==2.8 in /usr/lib/python2.7/site-packages
(from threatqgcc>=1.3.0-> tg-conn-bulk-csv-exporter) (2.8)
Collecting pyasnl>=0.3.7 (from python-ldap==3.2.0-> tg-conn-bulk-csv-exporter)

Downloading https://extensions.threatq.com/root/pypi/+£f/da6/b43a8c%9ae93bc/pyasnl -
0.4.5-py2.py3-none-any.whl (73kB)

100% | A | G 1= 1.0ME/s

Collecting pyasnl modules>=0.1.5 (from python-ldap==3.2.0-> tg-conn-bulk-csv-
exporter)

Downloading

Running setup.py install for python-ldap ... done
Successfully installed pyasnl-0.4.5 pyasnl-modules-0.2.5 python-1ldap-3.2.0 tg-conn-
bulk-csv-exporter-1.0.0

Offline from the .whl File

To install this ThreatQuotient for Bulk CSV Exporter Connector from a wheel file, the wheel file (.whl)
file tg-conn-bulk-csv-exporter-<version>-py2-none-any.whl Will need to be copied via SCP into

your ThreatQ instance.

1. Install the .whl file using the following command.

Figure 4: Installing .whl File (Inc Example Output)

$> sudo pip install /file/path/to/app/tg-conn-bulk-csv-exporter-<version>-py2-none-
any.whl

Requirement already satisfied (use --upgrade to upgrade): urllib3<1.25,>=1.21.1 in
/usr/lib/python2.7/site-packages (from requests>=2.9.l1->threatgsdk>=1.6.7-> tg-conn-
bulk-csv-exporter)

Requirement already satisfied (use --upgrade to upgrade): chardet<3.1.0,>=3.0.2 in
/usr/lib/python2.7/site-packages (from requests>=2.9.1->threatqgsdk>=1.6.7-> tqg-
conn-bulk-csv-exporter)

Requirement already satisfied (use --upgrade to upgrade): idna<2.9,>=2.5 in
/usr/lib/python2.7/site-packages (from requests>=2.9.l1->threatqgsdk>=1.6.7-> tqg-
conn-bulk-csv-exporter)

Installing collected packages: tg-conn-bulk-csv-exporter

Successfully installed tg-conn-bulk-csv-exporter-1.0.0

Once the application has been installed, you must create a directory structure for all
configuration, logs and files, using the mkdir -p command. See the example below:
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Figure 5: Creating Integration Directories (Example)

mkdir -p /etc/tq labs/
mkdir -p /var/log/tq labs/

A driver called tg-conn-bulk-csv-exporter is installed.

2. Issue the following commands to initialize the integration.
You will be asked the following questions:

a. ThreatQ Host: This is the host of the ThreatQ instance, either the IP Address or Hostname
as resolvable by ThreatQ.

b. Client ID: This refers to the API credentials that can be found at the User icon > My

Account.

E-mail Address: This is the User in the ThreatQ System for integrations.

Password: The password for the above ThreatQ account

e. Status: This is the default status for I0Cs that are created by this integration. It is common
to set this to "Review", but Organization SOPs should be respected when setting this status.

20

Figure 6: Running the Integration

$> tg-conn-bulk-csv-exporter -v 3 -11 /path/to/log/dir -c
/path/to/config/dir

ThreatQ Host: <ThreatQ Host IP or Hostnme >

Client ID: <ClientID>

E-Mail Address: <EMAIL ADDRESS>

Password: <PASSWORD>

Status: Review

Connector configured. Set information in UI

The driver will run once, where it will connect to the ThreatQ instance and install the user
interface component of the connector.

Connector configured. Set information in UI
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3.2 Configuring the connector

To configure the application, navigate in the ThreatQ user interface to the Settings icon > Incoming
Feeds > Labs and find the Bulk CSV Exporter feed.

1. Expand the Feed Settings for the Bulk CSV Exporter section.
Saved Search Name (Threat Library): The name of the saved search from the Threat

Library

Output Directory: The directory that will receive the output of the CSV files.

Note: This directory must be accessible from whereever you are running the connector
(typically on the ThreatQ server).

Once all the relevant information has been entered, click Save Changes.

2. Ensure to enable the feed toggle.

Figure 7: Ul Configuration

@ Bulk CSV Exporter

Connection settings

Feed Settings ~

— Saved Search Name (Threat Library)
‘ High Severity Indicators

Enter the name of the saved search you would like to export

— Output Directory
‘ /path/to/csv/directory/output

Enter the full path of the directory you would like to export to

t must exist already.

Once completed, the integration is now ready for operation.
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3.2.1.1 Example Output

Figure 8: Example Output

A [ c o £ G H [ ]
Indicator Value Indicator Type Indicator Status  Seore  Tags Sources Adwersaries Created At Pubished At
(2213210341822 2bacch8bebdgeBBA2  MOS Active 8 CrowdStrike, iSight Partners COBALT SPIDER 1/10/19 2035 12/14/18 2101 i
ad2c5131065b8710c823006 722208206 MDS Active 8 CrowdStrike, iSight Partners COBALT SPIDER. 1/10/19 2035 12/14/18 21:01
chedSidafisacosiBebideadesdilal DS Active 8 CrowdStrike, (Sight Partmers  COBALT SPIDER 1/10/19 2035 12/14/18 2101
ibfblcedrsasaatblao0f 10957 DS Active 8 Crowdstrike, iSight Partners /10192035 12/14/18 1809
f1B192200000904 183600 24fac 324429 MD5 Active 8 CrowdStrike, iSight Partners 1/10/19 2035 12/14/18 18:09
B24c92e4b27026¢113d766c0816428a0 MD5 Active 8 CrowdStrike, iSight Partners 1/10¢19 20:02 12/20/18 2104
055bcT65a78dadecTS0d baTacTaclSe MDS Active N CrowdStrike, iSight Partners 1/10/18 20:02 12/20/18 2104
01603714a75383018435a T0dER 80D DS Active 8 CrowdStrike, Sight Partners  CARBON SPIDER 1/10/1930:38 12/13/18 1748
745fadB 15265 1d0be01640cT50b54E0  MDS Active 8 Crawdtrike, ISight Partners 1/24/1923:04 124019 22:22
§700202006370729eb4720cA 163012 DS Active 8 CrowdStrike, iSight Partners 120192308 12419 2222
64BB7ba5802dbISCISTERGOCKS 19cked  hADS Active 8 CrowStrike, Sight Partners 124197308 V24/13 2232
42B359246b7973d1L199delBISI7629d MDS Active ] CrowdStrike, iSight Partners 1/24/19 23.04 1/24/19 12:22
761F1f848cabadb7ii5486b9 10132301 MDS Active ] CrowdStrike, iSight Partners 1/24/19 23:04 1/24/19 22:22
B cc4s039 10413688600 e 306 bebacad  1OS Active 8 CrowdStrike, Sight Parers 1/28/19 23,04 124019 2222
G 07948648650087261 8005085 11405505 MDS5. Active 8 CrowdStrike, iSight Partners 1/24/1923:04 1/24/19 22:22
766055¢h20e75a8 LedlAd leed730d33a MD5 Active 8 CrowdStrike, iSight Partners 1/24/1923:04 1/24/19 2222
B c4050ce50050e8 1039240 123300052 hDS Active 8 CrowdStrike, iSight Partners 1/24/19 2308 V24/13 2222
¢18010113779120669670004271a925c DS Active N CrowdStrike, iSight Partners 1/28/19 23,08 1/24/13 2232
3620c2230d03ab3cH MAaBdE 03 Nan DS Active 8 CrowdStrike, iSight Partners 1/26/19 23,04 124018 1232
ca5fagsaB1chaRedtbl I3 12259550 DS Active 8 Crowdstrike, Sight Partners /2419 23:04 12419 2222
26001 fBS01bIae2T6decd 21517638 DS Active 8 Crowdstrike, iSight Partners 2419 23,00 12419 2222
G483 2cdafacdabi] 73304000 eBeOd] MDS Active L] CrowdStrike, iSight Partners 1/24/19 23:04 1/24/19 22:22
811939380 54b68d4be33121d8306522d MD5 Active 8 CrowdStrike, iSight Partners 1/24/19 23:04 1/24/19 22:22
253a515973982a17995634dabi4fadc MDS Active 8 CrowdStrike, iSight Partners CARBON SPIDER 1/22/19 19:41 1/22/19 1901
cufaTbabIBladdasas2edbcocddle DS Active 8 CrowdStrike, Sight Partners  FANCY BEAR 1/18/15 8:37 11819737
[l 9581 1bc1247 T0c2cfIb7 TBab7bEA0ST MD5 Active 8 CrowdStrike, iSight Partners 1/15/19 5:21 1/15/19 820
bdlbed602a3ad 74930 Taa3E0013T  MDS Active 8 CrowdStrike, iSight Partners  FANCY BEAR 1119822 117119 745
5633306630be5511285CH5e21566300 DS Active 8 ight Partners 11619827 /15619 340
240662617313 2cB6d6/052672deache? DS Active s CrawdStrike, iSight Partners  OCEAN BUFFALO 11019 2027 12/3/18 1955
6c2a8612cE5110128766db1 Mc3adial DS Active 8 jght Partnars  OCEAN BUFFALO 1/10/19 31:27 12/3/18 1955
Y cronreteranseostazataatioshlfes s Active 8 CrowdStrike, Sight Partners  OCEAN BUFFALD 1/10/19 21:27 12/3/18 1955
c28abdfed5590af0ef5c4e7a96d4b37I MD5 Active 8 CrowdStrike, iSight Partners OCEAN BUFFALD 1/10/19 2127 12/3/18 1955
77390c85220dcI581d14acf0GIF19B2e MD5 Active 8 CrowdStrike, iSight Partners (OCEAN BUFFALD 1/10/19 21:27 12/3/18 1955

Supported Fields:

e Value

o Title

e Name

* Type

e Status

e Score

e Tags

e Sources

o Adversaries
e Created At
e Published At (First Seen)
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3.3 CRON

To run this script on a reoccurring basis use CRON or some other system schedule. The argument in
the cron script must specify the config and log locations.

This can be run multiple times a day and can be run as often as required.

3.3.1 Setting up the CRONJOB

1. Login via a CLI terminal session to your ThreatQ host.
Input the commands below.
Figure 9: Command Line Crontab Command

$> crontab -e

This will enable the editing of the crontab, using vi.

Depending on how often you wish the cronjob to run, you will need to adjust the
time to suit the environment.

3. Input the commands below — this example shows every 4 Hours.
Figure 10: Command Line Crontab Command

0 */4 * * * tg-conn-bulk-csv-exporter -v 3 -11 /path/to/log/dir -c
/path/to/config/dir --cache /path/to/cache/dir

Figure 11: Command Line Crontab Command (Bespoke Name)

0 */4 * * * tg-conn-bulk-csv-exporter -n <Bespoke Name> -v 3 -11
/path/to/log/dir -c /path/to/config/dir --cache /path/to/cache/dir

To run this script on a re-occurring basis, use CRON or some other on system schedule.
CRON is displayed here.

The argument in the cron script must specify the config and log
locations.

For further reference, see the ThreatQ Help Center.
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Appendix A: Supplementary Information

Uninstalling the Connector

sudo pip uninstall tg-conn-bulk-csv-exporter

Driver command line options

The tg-conn-bulk-csv-exporter driver has several command line arguments that will help you and

your customers execute it. They are listed below. You can view these arguments by executing:
/usr/bin/tg-conn-bulk-csv-exporter --help.

usage: tg-conn-bulk-csv-exporter [-h] [-11] LOGLOCATION][-c CONFIG] [-v VERBOSITY]
optional arguments:
Saysshellp

Shows the help message and exit

-11 LOGLOCATION, --loglocation LOGLOCATION
This sets the logging location for this connector. The location should exist and be writable by the current
user. A special value of 'stdout' means to log to the console (this happens by default).

-c CONFIG, --config CONFIG
This is the location of the configuration file for the connector. This location must have read and write
permissions for the current user. If no config file is given, the current directory will be used. This file is
also where some information from each run of the connector may be stored (e.g. last run time, private
OALth, etc).

-cache, --cache
(required): The path to the directory where you want to store your cache.

-v {1,2,3}, —--verbosity {1,2,3}
This is the logging verbosity level. The Default is 1 (Warning).
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Trademarks and Disclaimers

THE SUBJECT AND SPECIFICATIONS INCLUDING ALL INFORMATION REGARDING THE PRODUCTS IN
THIS DOCUMENT ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND
RECOMMENDATIONS IN THIS DOCUMENT ARE BELIEVED TO BE ACCURATE AT THE TIME OF WRITING
BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE
FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET
FORTH IN THE TERMS AND CONDITIONS WHEN PURCHASED. IF YOU ARE UNABLE TO LOCATE THE
SOFTWARE LICENSE OR LIMITED WARRANTY, CONTACT YOUR THREATQUOTIENT REPRESENTATIVE
FOR A COPY.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THIRD
PARTY SUPPLIERS ARE PROVIDED “AS IS” WITH ALL FAULTS. THREATQUOTIENT AND THIRD-PARTY
SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION,
THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NON-INFRINGEMENT OR
ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN NO EVENT SHALL THREATQUOTIENT OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL,
CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST PROFITS OR
LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF
THREATQUOTIENT OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

It is wholly the customers responsibility for any design requirements and the utilization of any recommendations
provided by ThreatQuotient. ThreatQuotient recommendations are based upon customer information provided to
ThreatQuotient at the time of the services. ThreatQuotient shall not be liable for the accuracy or completeness of
the customer information contained in the ThreatQuotient recommendations.

All documentation and deliverables shall be provided in the English language, unless specifically stated otherwise.
or agreed before the commencement of any services in writing.

Any costs incurred by ThreatQuotient as a result of translations requested by Customer shall be Customer’s
responsibility.

In the event of any conflict between this English version and the translation(s), the English version will prevail.

ThreatQuotient and the ThreatQuotient Rhino Logo are trademarks of ThreatQuotient, Inc.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual
addresses and phone numbers. Any examples, command display output, network topology diagrams, and other
figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone
numbers in illustrative content is unintentional and coincidental.

©2019 ThreatQuotient, Inc. All rights reserved.
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ThreatQuotient Proprietary and Confidential
All printed copies and or duplicate soft copies are to be considered uncontrolled.
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