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Warning and Disclaimer

ThreatQuotient, Inc. provides this document “as is”, without representation or warranty of any kind,
express or implied, including without limitation any warranty concerning the accuracy, adequacy, or
completeness of such information contained herein. ThreatQuotient, Inc. does not assume
responsibility for the use or inability to use the software product as a result of providing this
information.

Copyright © 2025 ThreatQuotient, Inc.

All rights reserved. This document and the software product it describes are licensed for use under a
software license agreement. Reproduction or printing of this document is permitted in accordance
with the license agreement.

ThreatFabric CDF User Guide 3
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Support

This integration is designated as ThreatQ Supported.

Support Email: tg-support@securonix.com

Support Web: https://ts.securonix.com

Support Phone: 703.574.9893

Integrations/apps/add-ons designated as ThreatQ Supported are fully supported by ThreatQuotient's
Customer Support team.

ThreatQuotient strives to ensure all ThreatQ Supported integrations will work with the current version
of ThreatQuotient software at the time of initial publishing. This applies for both Hosted instance and

Non-Hosted instance customers.

A\ ThreatQuotient does not provide support or maintenance for integrations, apps, or add-ons
published by any party other than ThreatQuotient, including third-party developers.

ThreatFabric CDF User Guide 4
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Integration Details

ThreatQuotient provides the following details for this integration:

Current Integration Version 1.0.1

Compatible with ThreatQ >=5.20.0
Versions

Support Tier ThreatQ Supported

ThreatFabric CDF User Guide
Version 1.0.1
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Introduction

ThreatFabric enables safe and frictionless online customer journeys by integrating industry-leading
threat intel, behavioral analytics, malware threat detection, advanced device fingerprinting, and
10.000+ adaptive fraud indicators. ThreatFabric’'s Fraud Risk Suite provides banks with omni-channel
(web and mobile) fraud visibility creating peace of mind in an age of ever-changing fraud.

The integration provides the following feeds:

+ ThreatFabric Samples - returns information about the analysis of the different malware

samples analyzed by ThreatFabric.
* ThreatFabric Malware Families - returns information about the different malware families

tracked by ThreatFabric.
* ThreatFabric Malware Variants - returns information about the different malware variants

tracked by ThreatFabric.
The integration ingests the following system objects:

* Indicators
* Malware

ThreatFabric CDF User Guide 6
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Prerequisites

The following is required to run the integration:
« A ThreatFabric API Key

ThreatFabric CDF User Guide
Version 1.0.1
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Installation

Perform the following steps to install the integration:
| ﬂ The same steps can be used to upgrade the integration to a new version.

Log into https://marketplace.threatqg.com/.
Locate and download the integration file.
Navigate to the integrations management page on your ThreatQ instance.
Click on the Add New Integration button.
Upload the integration file using one of the following methods:
+ Drag and drop the file into the dialog box
+ Select Click to Browse to locate the integration file on your local machine
6. Select the feeds to install, when prompted, and click Install. The feed(s) will be added to the
integrations page.

A WwN =

ﬂ\ ThreatQ will inform you if the feed already exists on the platform and will require user
confirmation before proceeding. ThreatQ will also inform you if the new version of the
feed contains changes to the user configuration. The new user configurations will
overwrite the existing ones for the feed and will require user confirmation before
proceeding.

You will still need to configure and then enable the feed.

ThreatFabric CDF User Guide
Version 1.0.1
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Configuration

ﬂ\ ThreatQuotient does not issue API keys for third-party vendors. Contact the specific vendor
to obtain API keys and other integration-related credentials.

To configure the integration:

1. Navigate to your integrations management page in ThreatQ.
2. Select the Commercial option from the Category dropdown (optional).

If you are installing the integration for the first time, it will be located under the
Disabled tab.

3. Click on the integration entry to open its details page.
4. Enter the following parameter under the Configuration tab:

ThreatFabric Malware Families

PARAMETER DESCRIPTION
API Key Enter your ThreatFabric API Key.
Enable SSL Certificate Enable this parameter if the feed should validate the host-
Verification provided SSL certificate.
Disable Proxies Enable this parameter if the feed should not honor proxies

set in the ThreatQ UI.

Set indicator status to... Select the status to apply to indicators.

ThreatFabric CDF User Guide
Version 1.0.1
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< ThreatFabric Malware Families

Additlonal Information

ncegracion Type: Faed

Werison

Authentication and Connection

= Send a nodification when this feed encounters issues

ThreatFabric Malware Variants

PARAMETER

API Key

Enable SSL Certificate
Verification

Disable Proxies

Set indicator status to...

DESCRIPTION

Enter your ThreatFabric API Key.

Enable this parameter if the feed should validate the host-
provided SSL certificate.

Enable this parameter if the feed should not honor proxies
set in the ThreatQ UI.

Select the status to apply to indicators.

ThreatFabric CDF User Guide
Version 1.0.1

10



THREATQ )

« ThreatFabric Malware Variants

ﬂ Authentication and Connection

=
et C‘ +] Enabde 551 Cerrifizate Werdigatan
“ Z;-l.'\-?-".:\-.-.'.
Integration Type: Feed
& i i d
ThreatFabric Malware Samples
PARAMETER DESCRIPTION
API Key Enter your ThreatFabric API Key.
Enable SSL Certificate Enable this parameter if the feed should validate the host-
Verification provided SSL certificate.
Disable Proxies Enable this parameter if the feed should not honor proxies
set in the ThreatQ UI.
SHA-256 Context Filter Select which pieces of context you want to bring into
ThreatQ with each SHA-256.
+ Package Version (default)
+ Package Name (default)
+ Uses Permissions (default)
+ Application Label (default)
+ Application Name (default)
ThreatFabric CDF User Guide 11
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PARAMETER

Malware Context Filter

Malware Family Context
Filter

FQDN Context Filter

Set indicator status to...

DESCRIPTION

Select which pieces of context you want to bring into
ThreatQ with each Malware.

+ Malware Types (default)

+ Malware Capabilities (default)

Select which pieces of context you want to bring into
ThreatQ with each Malware Family.
+ Target

Select which pieces of context you want to bring into
ThreatQ with each FQDN.

+ Target

* |s Whitelisted (default)

Select the status to apply to indicators.

ThreatFabric CDF User Guide
Version 1.0.1
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< ThreatFabric Samples

Authentication and Connection

Disabled
C'] [#] Emable S50 Certiflcate Verification
mdditianal Infermatian

S Typa: Find Ingestion Options
Viersion: 1,001

SHA-256 Context Filter

[F) Package Version

[ Package Hame
Uses Permistlons

Applcation Labe

BEE

Application Namse
Malware Context Fibter
[#] Malware Types

[# Malware Capabilties

Malware Family Context Filtar

O Target

FQDM Context Filter
ki "
O Target

[F) b Whitelisted

Run Fraquency

Ewery 24 Hours

Lend & notification when this leed encourters Hsues

o]

O Debisg Option: Save the raw a5 response fes

W recammend ioving this disobled unless othaly trechleshooting an loue because i Libnes a kot of disk spove

5. Review any additional settings, make any changes if needed, and click on Save.
6. Click on the toggle switch, located above the Additional Information section, to enable it.

ThreatFabric CDF User Guide
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ThreatQ Mapping

ThreatFabric Samples

The ThreatFabric Samples feed returns information about the analysis of the different malware
samples analyzed by ThreatFabric.

GET https://api.mti.threatfabric.net/v0/samples
Sample Response:

{

"before":
"eyJO0eXBlIjowlLCJib3VuZGFyeSI6IjIwMjQtMDItMjdUMDg6NDkENTgUMjYXxWiIsIm9yaWdpbmFsUX
V1cnkiOnsiZnJvbURhdGUi0iIyMDIOLTAXLTAXxVDAWOjAwOjAwWLjAWMFoiLCIwYWdLU216ZSI6NTASI
NNvcnNRPcmR1ciI6ImR1c2MiLCIzb3JORML1bGQi0iJ1cGxVYWREYXR1IN19",

"after":
"eyJOeXBlIjoxLCJib3VuZGFyeSI6IjIwMjQtMDItMjdUMDIGNTI6GNDcUMzY xWiIsIm9yaWdpbmFsUX
V1cnkiOnsiZnJvbURhdGUi0iIyMDIOLTAXLTAXxVDAWOjAwOjAWLjAWMFoiLCIwYWdLU216ZSI6NTASI
NNvcnNRPcmR1ciI6ImR1c2MiLCIzb3JORML1bGQi0iJ1cGxVYWREYXR1IN19",

"hasBefore": false,

"hasAfter": true,

"results": [

{
"id": "35a572736e€9984c4110f6e93d3b2098cce518617b16d209f22ea2a534d8f6733",
"data": {
n -idll:
"35a572736€9984c4110f6e93d3b2098cce518617b16d209f22ea2a534d8f6733",
"hashes": {

"md5": "5fcdl7472765f46d1693dalf8ebh35e70",
"shal": "9f3fddc26443d62b5464dbde3d2fc611d49f5bch",
"sha256":
"35a572736€9984c4110f6e93d3b2098cce518617b16d209f22ea2a534d8f6733",
"ssdeep": "196608:6TNAru3rW7zkxUTHHaG1duJ4TCPP9ab/
5Ki7Bh6PXahsb6f3w:cW67y0ZGzueAP9ulydbqw"
Iy
"uploadDate": "2024-02-27T07:19:09.323Z",
"lastModifiedDate": "2024-02-27T07:20:13.456Z",
"analysis": {
"static": {
"estimatedBuildDate": "2024-02-27T06:13:44.000Z"

ThreatFabric CDF User Guide
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Samples Get Details (Supplemental)

GET https://api.mti.threatfabric.net/v0/samples/{{id}}/details
Sample Response:

{
"id":"35a572736€9984c41101f6e93d3b2098cce518617b16d209f22ea2a534d8f6733",

"data":{
"_9d":"35a572736e€9984c4110f6e93d3b2098cce518617b16d209f22ea2a534d8f6733",
"hashes":{

"md5" :"5fcd17472765f46d1693dalf8eb35e70",
"shal":"9f3fddc26443d62b5464dbde3d2fc611d49f5bch",

"sha256":"35a572736e9984c4110f6e93d3b2098cce518617b16d209f22ea2a534d8f6733",
"ssdeep":"196608:6TNAru3rW7zkxUTHHaG1duJ4TCPP9ab/
5Ki7Bh6PXahsb6f3w:cW67y0ZGzueAP9ulydbqw"
I
"size":9572693,
"uploadDate":"2024-02-27T07:19:09.323Z",
"lastModifiedDate":"2024-02-28T00:08:19.206Z",
"manifest":{
"versionCode":7942516,
"versionName":"7.94.25.16",
"package":"surfing.destiny.differential",
"platformBuildVersionCode":30,
"platformBuildVersionName":"11",
"usesPermissions": [

{
"name" :"android.permission.SEND_SMS"
+
{
"name" :"android.permission.SET_WALLPAPER"
}
1,
"usesPermissionsSdk23": [
1,
"permissions": [
1,

"permissionTrees": [

1,

"permissionGroups": [

1,

"metaData": [

1,

"instrumentation":null,

"usesSdk": {
"minSdkVersion":21,
"targetSdkVersion":29

b

"usesConfigurations": [

ThreatFabric CDF User Guide
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1,

"usesFeatures": [

1,

"supportsScreens":null,

"compatibleScreens": [

1,

"supportsGlTextures": [

1,

"protectedBroadcasts": [

1,

"application":{
"hardwareAccelerated":true,
"jcon":"resources.arsc/drawable/variousg70.png",
"largeHeap":true,
"label":"Data Entry App",

"name":"surfing.destiny.zrbyeyumuscgbzggtyacyogdwfvdxkajuwirucnlqojbwatybv2.vya
iifodglriyasmwodajlwgwlzjsfzqjvctndhfmmjbgazenj6GmXfz89",
"requestlLegacyExternalStorage":true,
"supportsRtl":true,
"theme":"@android:style/Theme.Translucent.NoTitleBar",
"usesCleartextTraffic":true,
"activities": [

{

"name":"surfing.destiny.zrbyeyumuscgbzggtyacyogdwfvdxkajuwirucnlqojbwatybv2.vya
iifodglriyasmwodajlwgwlzjsfzqjvctndhfmmjbgazenj6SITMB8T" ,
"intentFilters": [

{
"actions": [
{
"name" :"android.intent.action.MAIN"
}
1,
"categories": [
{
"name":"android.intent.category.LAUNCHER"
}
1,
"data": [
]
}
1,
"metaData": [
1,
"layouts": [
1,

"configChanges":"0xfbo",
"enabled":true,
"exported":true,

ThreatFabric CDF User Guide
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"hardwareAccelerated":true,
"jcon":"classes.dex/drawable/skinicon.png",
"label":"Data Entry App",

"screenOrientation":"4",

"taskAffinity":"app.one",
"theme":"@android:style/Theme.Translucent.NoTitleBar"

}
1,
"activityAliases": [
1,
"services": [

{

"name" :"surfing.destiny.zrbyeyumuscgbzggtyacyogdwfvdxkajuwirucnlqojbwatybv2.vya
iifodglriyasmwodajlwgwlzjsfzqjvctndhfmmjbgazenj6akEgbk72",
"intentFilters": [
1,
"metaData": [
1,
"enabled":true,
"label":"Data Entry App"
}
1,
"receivers":[

{

"name":"surfing.destiny.zrbyeyumuscgbzggtyacyogdwfvdxkajuwirucnlqojbwatybv2.vya
iifodglriyasmwodajlwgwlzjsfzqgjvctndhfmmjbgazenj6gcmzZn57",
"intentFilters": [

{
"actions": [
{
"name" :"surfing.destiny.differential.RestartSensor"
}
1,
"categories": [
1,
"data": [
]
+
1,
"metaData": [
1,

"enabled":true,
"exported":true
}
1,
"providers": [

{

ThreatFabric CDF User Guide
. 17
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"name" :"androidx.core.content.FileProvider",
"metaData": [
{
"name":"android.support.FILE_PROVIDER_PATHS",
"resource":"AndroidManifest.xml/xml/prov_path.xml"
+
1,
"grantUriPermissions": [
1,
"pathPermissions": [
1,
"authorities":"surfing.destiny.differential.provider",
"exported": false
}
1,
"metaData": [

{

"name'":"com.google.android.maps.v2.API_KEY",

"value":"vyaiifodglriyasmwodajlwgwlzjsfzqjvctndhfmmjbgazenj69"

}
1,
"usesLibraries":[
]
}
1,
"Jcons": [
{
"hashes'": {

"md5" :"53ad69983adb2180043e74b2fccb005b",
"shal":"7366095f4e6d625b44f3e7044a0ec44806130cac",

"sha256":"caf6967857b507af851673dfObed433a249d037d8a72dc82e2d80de®9b9cch9a"
I

"filePath":"resources.arsc/drawable/variousg70.png",

"base64":"iVBORWOKGgoAAAANSUhEUgAAAJAAAACQCAYAAADNRUK4AAAAPTULEQVR42u2de3BUVX3HP
+c+9pVNNiEJrwgmIBjLSOGOHS 1 LxQGFKWqtCrTWoTMglVrQP6oiausojjA60CIz1YHOVEBnrCimHexY
UoFBRaRAhdpHpigICSEhJJvs6957/ONuNgkE2EBIuHvPdyaTZB93d89+7u9x7u/
8jkilUotMO5ybTqdRUuqLAOEAhpTYXiHEOMAWQEZEqc8ypJITtAKLUS02GUp8UDAbR1DA03YgUQEOKIC
UFkJICSEKBpKSKAFJISACkpgJQUQEpPKCiA1BZCSAkhJAaSkpABSUgAp3VIy/
HGaaKDrIMTAvaaUYNvgOAogTOoIRCCAACTgtLRAJJMWEEKIgQBaLIZ7fZ10u7crgG5xSYKIhQDI7NtH
audOrL/
9DfvUKUgmBwW6goiL0qirMGTMIfupTGFONngpQuSIVONiYSiR+HQqGVFEpNtAgGcRobia9aRXL7diQgBp
NnQDMMw1/

4AkXr1iEiEeRAgXyTVXA10SIYXxD55kpbZs01s347IZgliEH80AMui fdMmLs6bh9Pc7FrIAnFNnBQOQME
1kSwsXFywgc+LELTffBNCC1fz+tDz7oxmKGoQC6pbIsTaPtil+8JeHpAVFtLelr1gAZRkG4sYIASDNNU
jU1JHbsuOU/kAZOrF9P+p//RAQCCqBB164]jLYuONWvwyvnsSEnHOO/
nphsUQIP5AQyD1K5dpI8e9QxAGpD64x/J/
P3vnrdC3gZIO5BAYtMmvHYeSyC5eTNej4I8DZAwTazXXyezd6/

ThreatFabric CDF User Guide
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nvggBpHbtwm5sBNNUAA3WL5CuqcGxLE+
+d+fCBTIvv4ymaQqggf8GBBLI7TN7tWTcggfTu3cqFDYpME+fcOTKHD3sWIAFkDhzASaU807HoWYCEEF
gnTrhX2TOMkP3009jvvIPQdQXQgA/+0aN4/YqStCzsEyeUCxsMWcePD2i84mR/9/
dxrePHPeuGvel4swGOXVd30wfewblUEpwyBW3YMOwzZ0 /

+gpbptFPr2HX1XnWknr TAmkaMpPBOXv2plocNI3ixx9n2JEjVP7jH5TX1DDO8GEq/ /IXgh/
6EP1RrCoA59Sp3ImMhABOI6TqyrQ3Z3HzTrISRVUXFyy9T+tOfYtxxR4/7g7NmUV1bS2jmzH6BSI4/
j7RtBABAZmCyrQ0Zj/e7C30AwWKRIVO7dS3D27Cu/
hOiEIdu308diN+x+nNZWZCLh1lqUogAYoqGlvdotD+xuece0oeOk19FGjrmOIR4271ePXqG49f4nFQAAQ
wQBOd7rKZfox59LIyymtq0IcPz/t50ccew6iouG6IBCBTKWQyYiVAUbACVSPRT5]jLkV7/CGD+
+bwAUFXN+4IEbei+dAKksbCDVjxdQHaDkW98iNH/+dT0O/
tHDhDebxdr9+HgVQPmdtPw24AwSnTaPkgaeu+xiBadPQIXEFkB81ThKBOO6YbCmC14cMxxoxB+nD8fA2
QAOQ++UKCH/7wDRILHz1aAeQ76wNEV/rV/

hnIPmRUCqACKAQCKycTmDG] fwYyF1MA+Q2g8Gc+0+fnZY4dw2lquvwOwlAA+e2D9yVtly@tNCOZQsP7
30/3XXdhNzTctGKkFBZAHrI/x7ndjTpyYX7BdX0/
jnDNEd+xASEnqrbfo2LK15zHb2hRAvgJo8uS81tPIeJzzCxaQOnwYvVvwnd6/
vydkN6kyQAFQi8p473vzelzzww+TOny4x0AJuMyF2fX1CiA/
SR8x4pqPaX3qKTr+8IfeB617Qy7Lw]jl7FqEA8pGUscl56k9/
ovXpp688QN2eb585g33mjLIAvoqDL1684n322bMOP/
LIVWMovby8ywC9+SZOKqUskJ+UOXr@CimXwadWHHsI6d+6qQOhVVbm/
04vs1QXyiQSQ+vOfL1+UaNsOL11Corb2mgNjTpnSBACBA76NBHWLKNXCcTMuXvpRru5v5179onDuX9t/
85pqDIgAzewFWIpNunx+/ZrN+PnM6tm8nc+QIemUl6b/
+FTudviY8EjBGj8acNMkF79AhLIOMYL4GNOSZE6cIIOFghMep9v9oheAQh/
5SK6zWGLXrkHvRalc2CBDpFOCSPGKFZRt2IBWXNxrcBx68MFs+mWR/
N3vfAuP7y3QZQlYFp7SzZtduHSd5i9/0QeIBMzRownedx8AqT17SNfV+fosVNs9dYdj1ChiP/
pR16VZuBCt2/
UyCUQeeQSRNUSMb9rk+3FTAHWDI7pyJalbcbwIhRCBQM6N6aEQRcuXu97r9ddIvvCC7TwdQAZSFR49E
DzOUI/
b7dOncTo63AYIQOThh3MrVtvWrsXpx4WNKgbyOECBGTMug2vu2LYNmdOURQsGKV692k3dX3uNdg90oxV
cWaAAVNnDOnp/
Wpr6f9179Ey1qf600P099+0wCtTz7pdtNQUgB1lpvKB6dN73BZfuxa7tdUNrocPp3jNGgCSO3fSsXu3G
jgFULdABME2MMWNY /1snTxJ/5pncdpWlGzaglzZYiWltpWbnS1/
M+CgBe4h9RXo5WUdF1fdatwOml3MxsyRLCn/
0sAC2rVpE5dUoBpAC6XIWFw7kCMaelhcSvf40Eg1OnUvrMMwAktmOjvnWrGjAFUC/qtj239e9/
k75wgeCECZTX1CCKisgcPO7zihXK8iiAepfT1ITM1gbpw4dT+0olvUPnKK+gjRUAONIPOWAMANGGANgK
0QDIwp72dzBtvuABVVRFbuxatogIZjoP08Y+TefNNNVAKoKsHOh3PPtvjNquujvPz5pHcv18NO1WkZq
KzZ1H7s891jBtHYMYMOrW1xH/
yE6zZmZgWPA1hPVyY1lLatX5+Z+hDLPCgDr9ecqWFYxkJICaOADaSUFOPXFP5EIxu23K4gUQH2XA8TWrW
Poq6+iDxvWKOSde4X1lezypAPLRAGgawY99DCOWI3Dnnbl+
+XpFBZH58XxHR6NUtWShEZN48X1kz5cIAkeORLXrpFS2B8pO7KX/

hBUQ4 fEUWHCC6ahX1lu3djvu99CiDfuDDHIbVVHZKTIX3wYK8pVvFZe71lYgXgMPoigrc6Hr3jtIAVRYmZ
bTzWJODKDLY4 /RMHYs1v/+1lwOoM5aRZLdVcJIwezRhkb7GRDxttan6CR6+sZMjmzVQePEjsm9/
MUuRTRUkJwlqyuIFrXKf3udéenct4/
i5cuRFy4gdJ2yrVsxbrsNBwjdey8Vu3ZR+v3vg0e3704PGX6BRyspoWLPn1lxn1sDO6VhvvEHbb3/
LsJ//nNANPkH9e96DO9BAXS9+QWTpUsBtnuCOtYGmEfn8521btw49maR81y5ENEro/
vtxWlpoWb9epfEFGYyQDpNPooOdjvfUWEX37AChavty9Lxs8y+ZmIrNnu/
BYFgk9e0js2JIFbbOgONeEONVGOdCkiGs1l1ZilascIdSB+ulPCPCOsmaXn®Uc5Nncq5WbNw6usxpOxBA
2Qm4z4mnSZw990AXHzYSRrmzCF18KBbG2RZNEGfjt3QQGTxYmQiwbmpUOm+
+CLGMDEYsZivgmdfBtHtzz+PHY8jAeu//
OUbMsTdZrLTcggBnQ2nXnutKyOTEqQTEON®aLRjENDSIOMGDIP7zH1IvveTOFYOenQNRXUAFGgcZQ4dS
8ulvo48dilFd7e6UfIVISkU010t8kTZ80JgmWjRK8eLFMNN1ZFp1lpS9dmH/
KOXSd8uefJzBzZtccOPnzfYPQtnO78pj TplGx fXuXKY/
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FcoX5CqACkwOE776bwMyZyHSaxM6dhObMybVpyZ8gmbNMTIMT9smTbgpvGDgtlLeg+3LHHNZFQ575g8Q
ObaFy@COvtt3uOcskvnROSNfHI3 /+e+g9+kHMf+ADNJk1lyO7uWliqACtaDZTtvpGtr3eDYMNzguC/
8aFquQbkIh3sFTLmwQg2iu2da®Ld4RUo3W8Pd1gDbRh87Nhecd/
1K95h+ysY8a4FEH1s1dZf19tuuK7vnHvf5kUjelyCcixfBMDCqq7E70sgcPYo5dSqB8eNBOyj+
+tcxKipwsjv2mBMmOPEONvLaekoB1K+2M3/
jKbKuC9w2diMOHcKcOBG7vt5tIHWVLb81YBO7BkB5TQ16WRkdzz2HMEOgamsZduQIsR/
8gMD06aQPHgQgtn49kYUL8Yy5CE4aB8GgA7T12AIpG8VO8IIHX8UHtZIhTCNDYNgIsrV2JILiTZkSM69dc
Y2nX2gBdC+dasbR40ahXHbbcS3bMFpaEAfORIZzOiTshgaskydJHzqEVVeHKCrCrK7uQ4QfgN5iKhUD3
UQXFom4VijPEgoBXFi2DPvsWbRhw+jYsoXEnj302cwsWVODTCZJvvgiMpEgc/RortF4+vBhzs+dS/C+
+3AaG3FaWzk/dy7Rr30N2d502w9/
SKauDgE0zZ9PObJI1pPbuzQtwCWiRiFusJr1XhiYSicSPQ6HQV1Ieuo4jgkHs06e5MGECsrUl/114W9D
bvQt95+1at78v7VLT/TH5HKu3LvdXek/
G2LGUHTvmMtpjxUELIRMBjOpguTjoMoLkaUlPSpdLRztal2yZ fbfRWq60X+Sx+Tz7HE6KktCLWMx1nR6Cy f
ZmDGTbiG10K3bxeio8dKg7veBBF+ZNgKRE6Drau971/
fkpQKuqci2WAmgAAQLOceMKYVWDPN68d62npwd+4kTPNOIQgHHHHZ49ETwLKASMyZMOD5AWDgP3Zc51
AdR/mZheXY02cqRnz14J6NXV6KNGUUUHFEADQEWGVaQE8667PB1Am/
fc46619Wglo+fLOQILFNnjWAgkgMH+
+pXMBTwMkpcT86EfRi4u9GCcNVVWHONONPjVu8DVA6jTFiBIH778fXxIEDBXxYVRWmFPL4n2vAUTQLjbvq
Zeyr5Cy5758g3qYQGUTmPeeSdBD1khBwg/+qjbRyi7DkOBNHiBEABF3/
semgeKsiSgl5URXr0aWQDLgAqiqF6mUpiTI1PONne/c81ZIAtGNGIOFH]jiyI2umCWZXhWBaRNWsIf/
rTtyxEDLDOXBOEP/
c5z7uuggMI2wYpKX7uOCcKLFt1SzS4718yKnniC6MaNOJblySvvhQ1Q1lpWIQICSHTso+dnP3IYHXNJItb
AB/01/XgKémZNs2ohs3unM+BbSG3pM1lrdeUrgMZBnZTE51XXiFz4AB2XROyHu+1kWa/g+w4iFgMY/
x4zJkz3csVOajrtmThtN8MBoMFC1CnAgGEELKNVAb870yORNkO6PQQQIWIMjWdA7ip+H4RIXx1IWFrNf/
7STkGojAXVEKYmATBRASkoKICUFkJICSEKBpKQAULISACkpgIQUQEOKICU1LBZCSAkhJAaSkAFJSupoM
KWURUOWJISkp91f8Bn1ihY9ITPbMAAAAASUVORK5CYII="",
"default":true
+
1,
"signerCertificates":[
{
"hashes": {
"md5" :"1900bbfba756edd3419022576f3814ff",
"shal":"b79df4a82e90b57ea76525ab7037ab238a42f5d3",

"sha256":"465983f7791f2abeb43ea2cbdc7f21a8260b72bc08a55c839fcla43bc741a81e"
1,
"publicKey":{
"md5":"351c600fb6eff769319191988892596f",
"shal":"1089ed3e98120f39920711b17c857969a7b6cear",

"sha256":"091377d6fd00e4e217b750571d45cbela32c7fa74075138fc529fdf162b5416f"
1,
"issuerDN": {
IICII : IIUSII s
"CN":"Android",
"E":"android@android.com",
"L":"Mountain View",
"O":"Android",
"oU":"Android",
"ST":"California"
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1,
"subjectDN": {
llClI : llUSll s
"CN":"Android",
"E":"android@android.com",
"L":"Mountain View",
"o":"Android",
"oU":"Android",
"ST":"California"
1,
"serial":"00f2b98e6123572c4e",
"signatureAlgorithm":"MD5withRSA",
"notBefore'":"2008-04-15T23:40:57.000Z2",
"notAfter":"2035-09-01T23:40:57.000Z"

}

1,
"analysis":{

"static":{
"estimatedBuildDate":"2024-02-27T06:13:44.000Z2",
"targets": [

]

s

"classification":{
"startDate":"2024-02-27T07:20:10.438Z2",
"endDate":"2024-02-27T07:20:12.406Z",
"match":{

"id":"6329b55a64071624c467306a",
"updatedAt":"2024-01-25T14:13:03.633Z",
"objectType":"Variant",

"name" :"SpyNote.D",
"report":"64fb32e56251ddbdeel37039",
"aliases": [

"CraxsRat"

1,

"types": [
IIRATII s
"Spyware"

1,

"family":"SpyNote",

"familyAliases":[

1,

"capabilities":[
"Remote access",
"Updatable",
"Emulation detection",
"App termination",
"Preventing removal",
"Accessibility actions",
"Application listing",
"Contact list collection",

ThreatFabric CDF User Guide
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"Device info collection",
"Picture making",

"SMS listing",

"Sound recording",
"Screenshots grabbing",

"Keylogging"
1,
"firstSeen'":"2022-09-19T712:43:00.000Z"
}
s
"host":{
"hosts": [

{
"startDate":"2024-02-27T07:19:27.21172",

"endDate":"2024-02-27T07:20:07.631Z",
"name" :"paytm.com",
"domains": [

"paytm.com"
1,
ll-ipsll 0 [
"172.65.64.50",
"172.65.64.51"
1,
"dnsRecords": [
{
"name" :"paytm.com",
H-typell S llAll 5
"ttl":60,
"data":"172.65.64.50"
+
1,
"whoisRecord":null,
"urls": [

"https://paytm.com/%3EBlank%3E!
phonepe%3Ewww.phonepe.com%3EBlank%3E! googlepay%3Ewww.googlepay.com%3EBlank%3E!"

1,
"isWhitelisted":false,
"isC2" 1},

"startDate'": "2025-10-02T17:07:46.866Z",
"endDate": '"2025-10-02T17:15:54.285Z",
"name": "rotafam.top",
"domains": [

"rotafam.top"

1,

H-ipSH: [
"95.164.53.76"

1,

"dnsRecords": [
{

ThreatFabric CDF User Guide

Version 1.0.1 22



THREATQ )

]
}

}

1,

"name": "rotafam.top",
"type": uAn’
"ttl": 600,
"data": "95.164.53.76"
b
{
"name": "rotafam.top",
"type": HNSH’
"ttl": 21600,
"data": "c.dnspod.com"
b
{
"name": "rotafam.top",
lltypell: HNSll’
"ttl": 21600,
"data": "a.dnspod.com"
b
{
"name": "rotafam.top",
"type": HNSH’
"ttl": 21600,
"data": "b.dnspod.com"
b
{
"name": "rotafam.top",
"type": HSOAH’
"ttl": 180,
"data": {
"mname": "a.dnspod.com",
"rname": "domainadmin.dnspod
"serial": 1758046001,
"refresh": 3600,
"retry": 180,
"expire": 1209600,
"minimum": 180
}
b

"whoisRecord": null,
"urls": [
"https://rotafam.top/"

1,

"isWhitelisted": false,

Lk

"targets":
"es.bancosantander.apps"

]

true,

[

.com",
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ThreatQuotient provides the following default mapping for this feed:

THREATQ OBJECT TYPE OR

FEED DATA PATH THREATQ ENTITY ATTRIBUTE KEY PUBLISHED DATE EXAMPLES NOTES
35a572736e9984c41
.hashes. sha256 Indicator.Value SHA-256 .uploadDate 1076e93d3b2098cce
518617b16d209f22e
a2a534d8f6733
fcd17472765f46d1
.hashes.md5 Related.Indicator.Value MD5 .uploadDate Sfed 65f46d N/A
693dalf8eb35e70
9f3fddc26443d62b54
.hashes.shal Related.Indicator.Value SHA-1 .uploadDate 64dbde3d2fc611d49f N/A
5bcb
196608:6TNAru3rW7z
kxUTHHaG1duJ4TCPP9
.hashes.ssdeep Related.Indicator.Value Fuzzy Hash .uploadDate ab/5Ki7Bh6PXahsb6f N/A
3w:cW67y0ZGzueAP9u
lydbgw
-analysis.host.host  po)oted.indicator.value FQDN .uploadDate paytm.com" N/A
s[].name
. is.h .h . . o
ana¥y51§ O%t ost Related.Indicator.Attribute  Is Whitelisted N/A False N/A
s[].isWhitelisted
.analysis.host.host Related.Indicator Attribute  Target N/A es.bancosantander.
s[].targets apps
https://paytm.com/
%3
EBlank%3E!
phonepe%3E
. www . phonepe . com%3E
o .h .h .
analysis.host.host Related.Indicator.Value URL .uploadDate Bl N/A
s[].urls
ank%3E!
googlepay%3Ew
ww. googlepay.com%3
EB
lank%3E!
o is.h .h .
5??a:gz1s EEEREES Related.Indicator.Value IP Address .uploadDate 172.65.64.50 N/A
Qzan1fest.vers1onNa Indicator.Attribute Package Version .uploadDate 7.94.25.16 N/A
. . . surfing.destiny.
. f . k Indi r.Attri Pack Nam . D N/A
manifest.package dicator.Attribute ackage Name uploadDate differential
manifest.usesPermi android.permission
i ions[] é n Indicator.Attribute Uses Permissions .uploadDate . N/A
ssions[].name SEND_SMS
.manifest.applicati . . .
Indicator.Attribute Application Label .uploadDate Data Entry App N/A
on. label
surfing.destiny.zr
bye
yumuscgbzggtyacyog
manifest.applicati dwt
e ol Indicator.Attribute Application Name .uploadDate vdxkajuwirucnlgojb N/A
’ wat
ybv2.vyaiifodglriy
asm
wodajlwgwlzjsfzqjv
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FEED DATA PATH

.analysis.classific
ation.match.name

.analysis.classific
ation.match.types

.analysis.classific
ation.match.capabil
ities

.analysis.classific
ation.match.family

.analysis.static.ta
rget

THREATQ ENTITY

Related.Malware

Related.Malware.Attribute

Related.Malware.Attribute

Related.Malware

Related.Malware.Attribute

THREATQ OBJECT TYPE OR
ATTRIBUTE KEY

N/A

Malware Types

Malware Capabilities

N/A

Target

PUBLISHED DATE

.analysis.clas
sification.mat
ch.updatedAt

.analysis.clas
sification.mat
ch.updatedAt

.analysis.clas
sification.mat
ch.updatedAt

.analysis.clas
sification.mat
ch.updatedAt

.analysis.clas
sification.mat
ch.updatedAt

EXAMPLES

ctndhfmmjbgazenj6G

mXfz89

SpyNote.D

Spyware

Remote access

SpyNote

com.rsi.nba

NOTES

N/A

N/A

N/A

N/A
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ThreatFabric Malware Families

The ThreatFabric Malware Families feed returns information about the analysis of the different
malware families analysed by ThreatFabric.

https://api.mti.threatfabric.net/malware/families
Sample Response:

{

"hasBefore'":false,
"hasAfter":true,
"after":"W251bGwseyIkb21kIjoiNjQxMzQzMjRkNjkINTIyM23j0GImZTM3In1d",
"result":[
{
"id":"65d49563b236572ab70c415e",
"name'" :"Monitorultra",
"aliases": [
1,
"description":"Commercial Spyware: Monitor-Ultra",
"createdAt":"2024-02-20T12:04:51.0812",
"updatedAt":"2024-02-20T12:04:51.0812"

"id":"65cf3e006elac29d18b216011",

"name":"Maqobanko",

"aliases": [

1,

"description":"Fake apps that targets Uzbekistan and Russian users,
that can perform both Spyware and Banker activity.",

"createdAt":"2024-02-16T10:50:40.716Z",

"updatedAt":"2024-02-16T10:50:44.905Z"

}
ThreatQuotient provides the following default mapping for this feed:

FEED DATA THREATQ OBJECT TYPE OR

PATH THREATQ ENTITY ATTRIBUTE KEY PUBLISHED DATE EXAMPLES NOTES

resultl].na Malware.Value N/A resultl].crea Magobanko N/A
me tedAt

Fake apps that targets
result[].crea Uzbekistan and Russian users,
tedAt that can perform both Spyware

and Banker activity.

result[].de
scription

Malware.Description N/A N/A
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ThreatFabric Malware Variants

High-level summary of what info the feed does
GET https://api.mti.threatfabric.net/malware/variants
Sample Response:

{

"hasBefore": false,

"hasAfter": true,

"after": "W251bGwseyIkb21kIjoiNjRhODEOMTQ2NjE4NWRiOTFIMD1hZjQ0In1d",
"result": [

{
"id": "65d88c5693clacablcc9621f",
"name": "Maqobanko.B",
"aliases": [
1,
"description": "Fake Financial and productivity apps with capability to

perform both Spyware and Banker activity targeting Uzbekistan users",

"family": "65cf3e006elac29d18b21011",

"descendantOf": [

1,

"firstSeen": "2024-01-07T15:28:00.000Z",

"timeline": [

1,

"typesﬂ: [

"5dbaaa06e324d9591259ddff",
"5d81e57e784972a76b94b40b"

1,

"capabilities": [
"5f2a8bf53db9c82e50e01412",
"5f2a8be407fc5a79b61b2b46"

1,

"createdAt": "2024-02-23T12:15:18.107Z",

"updatedAt": "2024-02-23T12:15:18.107Z2"

b
{
"id": "65d495d0576b6b0c5e73d2ed",
"name": "Monitorultra.A",
"aliases": [
1,
"description": "Commercial Spyware: Monitor-Ultra",

"family": "65d49563b236572ab70c415e",
"descendantOf": [

1,

"firstSeen": "2024-02-17T14:07:00.000Z",
"timeline": [

1,

"typeS": [
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"5dbc2142e324d957dc59dee7",
"5dbaaa06e324d9591259ddff"

1,

"capabilities": [
"5eflfdad44c881025e52413b2",
"S5dbaba6ce324d93e9e59de30"

1,

"createdAt": "2024-02-20T12:06:40.564Z",

"updatedAt": "2024-02-20T12:06:40.564Z"
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Get Result (Supplemental)

GET https://api.mti.threatfabric.net/malware/families/{{result[].family}}

Sample Response:

{
"id":"65cf3e006elac29d18b21011",

"name" :"Magobanko",

"aliases":[

1,

"description":"Fake apps that targets Uzbekistan and Russian users, that can
perform both Spyware and Banker activity.",

"createdAt":"2024-02-16T10:50:40.716Z",

"updatedAt":"2024-02-16T10:50:44.9052"

}
ThreatQuotient provides the following default mapping for this feed:
FEED DATA THREATQ OBJECT TYPE PUBLISHED
PATH THREATQ ENTITY OR ATTRIBUTE KEY DATE EXAMPLES NOTES
resultl].  paiware.value N/A resultl].cre . qobanko.B N/A
name atedAt

Fake Financial and productivity apps

result[]. . J

. h f h
descripti Malware.Description  N/A result[].cre with capability to perform both N/A
on atedAt Spyware and Banker activity targeting

Uzbekistan users.

resuttt]. Malware.Attribute Malware Family resuttt].cre Magobanko N/A
name atedAt
resultl].  pojated.MalwareValue N/A rECEALL e Magobanko aa

name atedAt
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Average Feed Run

ﬂ Object counts and Feed runtime are supplied as generalities only - objects returned by a
provider can differ based on credential configurations and Feed runtime may vary based on
system resources and load.

ThreatFabric Samples

METRIC RESULT
Run Time 1 minute
Indicators 959

Indicator Attributes 3,408
Malware 22

Malware Attributes 181

ThreatFabric Malware Families

METRIC RESULT

Run Time 1 minute

Malware 50
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ThreatFabric Malware Variants

METRIC RESULT
Run Time 1 minute
Malware 88

Malware Attributes 50
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Change Log

+ Version 1.0.1
o Adds the possibility to disable/enable proxies for all feeds
o Allows users to select which attributes to ingest for each ThreatQ object type for
ThreatFabric Samples.
o Ingests attribute Target for FQDNs and Malware Families
+ Version 1.0.0
o |nitial release

ThreatFabric CDF User Guide
Version 1.0.1

33



	Warning and Disclaimer
	Support
	Integration Details
	Introduction
	Prerequisites
	Installation
	Configuration
	ThreatFabric Malware Families
	ThreatFabric Malware Variants
	ThreatFabric Malware Samples

	ThreatQ Mapping
	ThreatFabric Samples
	Samples Get Details (Supplemental)

	ThreatFabric Malware Families
	ThreatFabric Malware Variants
	Get Result (Supplemental)


	Average Feed Run
	ThreatFabric Samples
	ThreatFabric Malware Families
	ThreatFabric Malware Variants

	Change Log

