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Warning and Disclaimer

ThreatQuotient, Inc. provides this document “as is”, without representation or warranty of any kind,
express or implied, including without limitation any warranty concerning the accuracy, adequacy, or
completeness of such information contained herein. ThreatQuotient, Inc. does not assume
responsibility for the use or inability to use the software product as a result of providing this
information.

Copyright © 2023 ThreatQuotient, Inc.

All rights reserved. This document and the software product it describes are licensed for use under a
software license agreement. Reproduction or printing of this document is permitted in accordance
with the license agreement.
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Support

This integration is designated as ThreatQ Supported.

Support Email: support@threatq.com

Support Web: https://support.threatqg.com

Support Phone: 703.574.9893

Integrations/apps/add-ons designated as ThreatQ Supported are fully supported by ThreatQuotient's
Customer Support team.

ThreatQuotient strives to ensure all ThreatQ Supported integrations will work with the current version
of ThreatQuotient software at the time of initial publishing. This applies for both Hosted instance and

Non-Hosted instance customers.

A\ ThreatQuotient does not provide support or maintenance for integrations, apps, or add-ons
published by any party other than ThreatQuotient, including third-party developers.

ServiceNow App User Guide 4
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Integration Details

ThreatQuotient provides the following details for this integration:

Current App Version 1.2.0

Compatible with ThreatQ >=5.16.0
Versions

Validated San Diego, Tokyo, Utah

Support Tier ThreatQ Supported

ServiceNow App User Guide
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Introduction

The ServiceNow app is an integration that lives within the ServiceNow Marketplace and enables users
to query the ThreatQ directly from the ServiceNow Ul. This application has been certified by
ServiceNow and is developed within their platform framework.

The current integration between ThreatQ and ServiceNow enables users to import ServiceNow
Observables/Security Incidents into ThreatQ as Indicators/Security Events. This process is initiated by
a ThreatQ custom connector and the data flow for this integration is one-sided and flows from

ServiceNow — ThreatQ.

This integration is an inverse of the existing capabilities and is initiated by ServiceNow. The data flow
for this application is in the opposite direction and flows from ThreatQ — ServiceNow.

THREATQ SERVICENOW
CONNECTOR(EXISTING)

Action ThreatQ

Initiator

Data ServiceNow -> ThreatQ
Flow

SERVICENOW
APPLICATION (NEW)

ServiceNow

ThreatQ -> ServiceNow

servicene¢

Threai App Context

ServiceNow Context

ﬂ\ This integration is not meant to replace the existing ThreatQ custom connector
implementation but rather to complement existing capabilities. ServiceNow users can now
query the ThreatQ dataset directly from the ServiceNow platform Ul.

ServiceNow App User Guide
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Prerequisites

Review the following requirements before attempting to install the app.

Permissions and Roles

The following ServiceNow role and the permissions that are required to install the application and to
use it to view and manage the vulnerability integration on ServiceNow.

ROLE PERMISSIONS
System + Installation of the application
Administrator + Configure integration tile
(admin) + Perform Observable Enrichment and Threat Lookup

+ See ThreatQ details in Threat Lookup and Observable
Enrichment Results
+ Uninstallation of the application

ServiceNow App User Guide 7
Version 1.2.0
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ServiceNow Required Plugins

The Threat Intelligence and Security Incident Response ServiceNow plugins are required by app and
must be installed and activated.

To install this plugins:

1. Log into your instance with your user credentials.
2. Verify you have the system administrator (admin) role.
3. Navigate to System Definition -> Plugins in your instance.
4. Locate and still both plugins, Threat Intelligence and Security Incident Response, using the
search.
SEervicenomw Addersin pplieation 0 Search = 0 2 i@
T phy = G Wy Pedmi S g
# redules for “theeat intel™ L ¥
R A
(L Jrmstiu daion
i oSt nte
servicenow
ServiceNow App User Guide 3
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OAuth Client ID and Client Secret

The ServiceNow App requires you to enter your OAuth Client ID and OAuth Client Secret when
configuring the app. You can generate both using the steps below.

You can also use the steps below to view existing credentials by using an existing integration name for
the —-name flag.

1.
2.

SSH to your ThreatQ installation.
Navigate to the api directory:

cd /var/www/api
Create a OAuth Client ID and Secret using the following command:

php artisan threatq:oauth2-client --name <ServiceNowApp>

Example Output:

php artisan threatq:oauth2-client --name ServiceNowApp

session_timeout_minutes: 1440

name: ServiceNowApp

type: private

client_id: njnjm2gxmddjy2flmzkxmziyzgy5n2uy

client_secret: NmFKY2FiMTZhY2UwYjA5ZGFjZjUy0GQ2ZDhjOWRIMzYWOTFiNjcxNzVKNTE4NmU5
updated_at: 2022-01-06 02:03:04

created_at: 2022-01-06 02:03:04

id: 19

Be sure to generate Private Type credentials. Public Types will only generate Client ID and not a
Client Secret. You can add a --type private flag to the command to ensure a Private Type is
generated.

4. Copy the Client ID and Secret to a safe location to use when configuring integration.

ServiceNow App User Guide
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Installation

Within the ServiceNow interface:

1. Use the Filter navigator and navigate to System Applications - ServiceNow Store.
2. Search for ThreatQ within the Store Application and then click the Install button.

& Applition Mk &Y

Mot Inatalled

Thepat() for Sacurity Oparation

ServiceNow App User Guide
Version 1.2.0
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Configuration

Within the ServiceNow interface:
1. Click Security Operations >> Integration Configuration after the application has been installed.

B HoAfes

2. Complete the following configuration fields:

FIELD DESCRIPTION
ThreatQ Your ThreatQ instance hostname or IP.
Hostname
OAuth Client This is the OAuth Client ID you generated for use with this integration.
ID See the Prerequisites chapter for steps on how to generate or retrieve

your OAuth Client ID for this integration.

OAuth Client This is the OAuth Client Secret associated with the OAuth Client ID
Secret above. See the Prerequisites chapter for steps on how to generate or
retrieve your OAuth Client Secret for this integration.

Malicious Enter the threshold value based off of which indicators having a score
Finding equal to or higher than this number will be labeled as malicious.
Threshold

Attributes Specify comma separated ThreatQ attributes names which need to be

fetched for indicator.

ServiceNow App User Guide

Version 1.2.0 1
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FIELD DESCRIPTION

ﬂ\ To get a list of the attributes in ThreatQ, navigate to Settings
-> Object Management -> Attribute Management.

Object Specify comma separated ThreatQ properties names which need to be
Properties fetched for indicator. The property names for the enriched indicator
are: Type, Status, Score, Sources, Tags.

Additionally, relationships can also be ingested from ThreatQ by
specifying their names: Adversaries, Asset, Attack Pattern, Campaign,
Course of Action, Exploit Target, Events, Identity, Incident, Intrusion Set,
Malware, Signatures, Type, TTP, Tool, Vulnerability

TQ Attribute Specify the table where you want to save each indicator’s attributes.
Location Options include either Threat Lookup Results or Observable
Enrichment Results.

ThreatQ for Security Operations Configuration

Chvith Client sEEEEEE

={
]
1
-
1)

ServiceNow App User Guide
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3. Click on Submit.

ThreatQ for Security Operations Configuration

= ThreatQ
Hostname 1P

* QAuth Client 1D

 Odwuth Client
Segret

# Malicious Finding
Threshold

= Attributes
% Object Properties

= TQ Attributes
Locathon

httpsyiabothreatg.oom’

Q#usth Client ID

MNone
Type Status, Score, Sources, Tags

Observable Enrichment Results

Cancel

ServiceNow App User Guide

Version 1.2.0
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Usage

The following section will describe the steps required to create a security incident, access threat
lookup results, and view observable enrichment results.

Creating a Security Incident

1. Create a new Security Incident.

SErviCenNOW semice Management

Filter navigator
Y m
= L (C) '
& Q = Number =
System Applications - Studio
$IR0210002

System Applications - ServiceN....
@  smonioon
System Applications - Instalied

SIR0910011
Security Operations - Integratio...

Security Operations - Integratio... SIRI10010
System Applications - All 5IR0010008
Threat intelligence - Observables @ SIR0010007

Threat intelligence - Indicators. () Skoni0008

Orchestration - Workflow Editor SIR0D10005

System Definition - Script Inclu. ..
= £ SIR0010004

System Definition- Ul Actions
SIR0910013

Security Incident - Show AllInci...

Actians onselected rows. v
System Definition - Scripts - Bac...

System OAuth -App Reg...

System Web Services - REST Me...

Security Operations - Enrichme.

Security Operations - Execution ...

orbnee Pl Bodobimebins

2. Give the Security Incident a short description.

SErviCeNOW serice Mansgement

¢ | = securyincdent

Filter navigator = Newrecord

= * ®
System Applications - Studio

Draft
System Applications - ServiceN...

System Applications - Installed Number
Security Operations - Integrati.... Requested by
Security Operations -Integratio... Configuration item
System Applications-All Affected user
Threat ntelligence -Observables Location

Category

‘Threat intell gence - Indicators.

Orchestration - Workflow Editor Subcategory
System Definition - Seript Inclu.
System Definition- Ul Actions
Security Incident - Shaw All Inci....
System Definition- Scripts -Bac...
System OAuth - Application Reg... % short description
System Web Services - REST Me...

Security Operations - Enrichme.

Security Operations - Execution

Cortam Pnfinibinn Biatabinmebine

iskiscore ¥ = priority

4-Low

47 4-low

47 4-low

47 4-Low

47 4-low

47 4-Low

4-Low

47 4-low

4-Low

47 4-Low

Analysis

SIR0010014

~None

None

This is 2 demaincident

= Configuration item

(empty)

(empty)

(empty)

(empty)

(empty)

(empty)

(empty)

(empty)

(empty)

(empty)

Contain

ssigned to

Ament group

tempty) Security Incident Assignment

(empty) Security Incident Assignment

(empty) Security Incident Assignment

(empty) Security Incident Assignment

(empty) Security Incident Assignment

tempty) Security Incident Assignment

tempty) Security Incident Assignment

(empty) Security Incident Assignment

(empty) Security Incident Assignment

(empty) Security Incident Assignment
o

Eradicate Recover

Opened

State

Substate

Source

Alert sensor

Risk score

Risk score override

Businessimpact

Priority

Assignment group

Assigned to

Knowledge results

No matching results found for This s a demo incident

W 1 tolooflo
= Shortdescription =state
security incident test Draft
testing FQDN praft
Testingracently queried observables Draft
Last test before publishing praft
testing cut new observables Draft
Testing using the enrich observable capability Draft
Testing automatic threat lookup Draft
testtestest Draft
Testincident oratt
Incidents with observables that don't existin ThreatQ oraft
1] t100f10
(Y Pesbons et 520, Networ: s 6, e 45
- ——

@ ssenaminsrator - Q. P @ B

& T oo submt

Review Closed
2020-08-1306:59:09
Draft v
- None - v
None v
—~None v
3-Non-critical v
4-Low v
CY
a

ServiceNow App User Guide
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3. Add observables to the Security Incident.

SErviCenOW. senice Nanagement

]

System Applications-Studio

System Applications- ServiceN. ..
System Applications-Installed
Security Operations - Integratie..
Security Operations - Integrati.
System Applications-All

Threat intelligence - Observables
Threat intelligence - Indicators:
Orchestration - Workflow Editar
System Definition - Script Inclu,
System Definition - U Actions
Security Incident - Show All incl
System Definition - Scripts - Bac...
System OAuth-Application Reg...
System Web Services - REST Me..

Security Operations - Enrichme...

SErviCeNOW semice Management

System Applications-Studio
System Applications - ServiceN. .
System Applications- Installed
Security Operations-Integratio...
Security Operations - Integrati....
System Applications - All

Threat inteligence -Observables
Threat Intelllgence - Indicators.
Orchestration - Workflow Editor
System Definition- Script Inclu...
System Definition - Ul Actions
Security Incident - Shaw AllInci.
System Definition - Scripts-Bac...
System OAuth - Application Reg

System Web Services - REST Me.

Securlty Operations - Enrichmy

Security Operations - Execution

(| = Seeurty ncident
SIROD10014

Update | | AddResponseTask | Cancel  Delete

Related Links

View Manual Runbook
Add Multiple Observables
Add to Security Case

Run Orchestration

Show All Related Lists
Show Affected tems
Show Related items
Show loC

Show Enrichment Data
Show Response Tasks.

Configuration Items | Affected Users  Affected Services

Y Task= siRoo10014

Configuration Item

D EETRS

PRI

v | search

upport group Ownedby Applied

No records to display

Default Thr v

Add Multiple Observables

List of Observables (comma, new line, tab or pipe delimited):

QP8

Y

Follow |~ | Update | AddResponseTask | Cancel  Delete N |

anual proposed change Updated

@ srommrie - O S D &

932318218

Cancel

4. Click on Submit and wait for automatic threat lookup activity to complete.

You can see the new observables when you click Show loC.

ServiceNow App User Guide

Version 1.2.0
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SErVICeNOW. senice wanagement [ p] @ srenminismo - O @) &

¢ | = Seauity Incident @ = oo folow |~ Update  AddResponseTesk  Cancel | Delete

Filter navigator = SIR0010014 o
e . v
e —— e mrsv—

System Applications - ServiceN...
system Automation sctty + 2020-08-13 0T:07:04
System Applications - Installed S Syste fomation activity + 2020-08-13 07:07:0;
Workflow Securi 1 's Integration - Enrich Observable execution started
Data nputs or ths action: 83.231.62.14

erat

Security Operations - Integratio...

Security Operations.-Integratio...

S system Automation activity + 2020-08-

System Applications - All

flow Security Incident Response - Create loC Loskup Request for loC Changes execution started

iputs for this action:

‘Threat Intell gence - Observables

Threat Intelllgence - Indicators. 2

2020.08-13 07

Automation act

System Administrator

. risk score override

Orchestration - Workflow Editor Riskscore changed from Empty to 47 due to change in business impact, priority, sever

System Definition- Script Inclu...

System Administrator changes +

System Definition - Ul Actions

impact  3-Low

SecurityIncident - Shaw Allinci... Openedby  System Administrator
Priority 4 -Low
Swte  Draft

System Definition- Scripts -Bac...
System OAuth - Application Reg...

ST D o Update | | Add ResponseTask | | Cancel | Delete

Securlty Operations -Enrichme... Related Links

View Manual Runbook
EN e R e Add Multiple Observables
Add to Security Case
Run Orchestration

A st related Liss

Shaw Affected tems

Curtomn Pfinibine  Bolatinnehine

ServiceNow App User Guide 16
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ThreatQ Lookup

The steps below are for performing manual and auto Threat Lookups.

Manual Threat Lookup

The Threat lookup is performed to find if any observable is malicious or not.

SETTING DETAILS

Role Required admin

Prerequisites Set Threat Lookup Results as the input in the TQ Attribute Location.

Performing a Manual Threat Lookup:

1. Navigate to Threat Intelligence > Observables.
2. Click on any observable of type IP, URL or Hash and then click on the Run Observable
Enrichment option under the Related Links heading.

= '.'.;T",::H Lt

T

A pop-up window will open.

ServiceNow App User Guide
Version 1.2.0
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3. Select ThreatQ Threat Lookup and click on Submit.

4. The lookup will start and you will see lookup results, once the process is complete, under the
Threat Lookup Results section.

ﬁ Threat lookup on the same observable from ThreatQ will be performed once in 24
hours only.

5. To view the Threat Lookup Results, open the Observable and scroll down to see the Threat
Lookup Results record created for the observable.

5 omnanae & B W = | Usisw Dl
= fiding | Masicion - Roatam
ity
Trepstly fcid B
Uiy Diatr
Related Links

Srwea Cbciectale Fic tnatntins VS Tiags
Ak Sevrine Aevwiation

Aud 3 Secerits Cast

Seare Dhservably

B Cmrvala Lorafwoand

Bristed ndcsion  Asccieiod Trda [1) Ol Observsblen. Mabcbing Brcurombor ¥ Omorssbie lorom. Seor@yberolsion  Thestbarm  Thoossbarm  Throst Loctug Bedi 1
Dbl v ichomnd Brway (1) RITRT AT TRON Fodfwagay

T | P ke 3 Sk (2] MR oo WA L
by & T8 119 156 4

Breiloaim Fiifieg g sl svalhd Dowtaty. S Ernginr Wingrnt wed i AT ATTLCK bfir st niatated

rarre i s bavead o D st i Thrnathbe Spturity Cotrmioen. e Althen LEN ! ==
e weatly  Ba ot i St ity s il Crasted Cistar J0TH 007 Thagaty ER LIS L fp Re S e ey o]

% iefald

6. Open the Threat Lookup Results record to view the details of lookup.
7. From the top left, click on the = icon > View > ThreatQ to view the details of the observable.

ServiceNow App User Guide
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ﬂ ThreatQ Comments will not be populated in worknotes if enrichment is executed from
an observable table.

To avoid duplicity, the value of created_at is ingested in the First Found field of the
Threat Lookup Result table.

ServiceNow App User Guide
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Auto Threat Lookup
Auto Threat Lookup can be performed on an observable by attaching to a security incident.

SETTING DETAILS

Role Required admin

Prerequisites Set Threat Lookup Results as the input in the TQ Attribute Location.

Performing Auto Threat Lookup:
1. Navigate to Security Incident > Incidents > Show All Incidents.

Faadzas Tdassry L1 SFNEERY Seourity oty & QO Saaxh -] o w

T [erpere Prigwing Catper it A Mg 1 Kisgeved i i) g g St

2. Click on the security incident that the observable is linked to and then click on Show 10C under
the Related Links section.

ServiceNow App User Guide
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m""" & @ v B = | Upisle | AsiBeusie Tek | Caccel | Delete

Llpdatte Auted Baporren S il Dowigte

Relabed Links
=
Afcied Lnar [4
Combgurstion ltm. = | Search @ m
i = SR
CiaiEud st Rivw Ll T T rag Charaied by Aoy nd Aol it il o cgrad vhog Liwlarad
L,

3. Click New, located under the Associated Observables section, to create a new observable. Link
the observable to the security incident or click Edit to add links an existing observable.

& @ ¥ B — | Upiste | AsdlwsposieTask | Cascel || Cwliete

ncur ity Lo Brgurits

Charvoble Unsiabes » | Search @ B | = | 1= [

Tk « SEROCONEND
Clnarvabia bnruabin byps Conbeat Finchng Incident cound MATTRE ATTRCK Information Upedated =
—y . i 200 9 {03 e g
ety ot i 200 (R Iy
— r 0 B 4R P
a — [} 00 8L RO
S— v 20 £ L
— A 01 MO
et H 0 0o O 2
— ] 20790 DT
repta! 1 0 08 D05
e - irc ' 20 0 20 O ok
—— - ] 0080 PS4

ikt Mirmtarr Caranl m
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Once the observable is linked to the incident, auto threat lookup is started.

Daiet

R & @ r = | Updite | A Bespere Tek | Ciastdl
TS] —
Do nar, O el sl weirvw? b drdretid § bropse vironam o vour dSevcr oy Tha sy Lo your dedor S uhal doee o lown of o s et 1o proet
vour dewhon s At | vl the ek b0 prerlorm 3 oy i Tharl wou, T Corpor st 17 Snour &y Rpam,
T etk SO0ty SO D I i Py H: proviie yinr MOBIADE Foor mare Sl reiler MoUsthed Malerenos Sl
Widols scdas Wioa e ot
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it 13

i Seraar [ Seaalig
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s

Worknotes will be generated in the Incident Details tab.

Threat Lookup Results can also be accessed via the ThreatQ Enrichment tab.

ServiceNow App User Guide
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4. Open the threat lookup result and click on the
ThreatQ to view the details of the observable.
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If there are any ThreatQ comments for the observable then worknotes will be updated

with ThreatQ comments.
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To avoid duplicity, the value of created_at is ingested in the First Found field of the

Threat Lookup Result table.
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Observable Enrichment

The following steps will are performing manual and auto observable enrichment.

Manual Observable Enrichment

The Observable Enrichment is performed to fetch additional information related to the observable.

SETTING DETAILS

Role admin
Required

Prerequisites Set Observable Enrichment Results as the input in the TQ Attribute
Location.

Performing Manual Observable Enrichment:

1. Navigate to Threat Intelligence > Observables.
2. Click on any observable of type IP, URL or Hash and then click on the Run Observable

Enrichment option under the Related Links heading.

e
Sl o
@
Fielated |

A pop-up window will open.
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3. Select ThreatQ Threat Lookup and click on Submit.
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4. The enrichment will start and you will see lookup results, once the process is complete, under
the Observable Enrichment Results section.

Observable enrichment on the same observable from Threat will be performed once
in 24 hours only. Threat Lookup would also get performed for the observable even if
Observable Enrichment Results is the provided input in TQ Attribute Locations.

5. To view the Observable Enrichment Results, open the Observable and scroll down to locate
the Observable Enrichment Results record created for the observable.
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6. Open the Observable Enrichment Results record to view the details of the lookup.
7. From the top left, click on the hamburger icon > View > ThreatQ to view the details of the

observable.
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ﬂ ThreatQ Comments will not be populated in worknotes if enrichment is executed from
an observable table.
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Auto Observable Enrichment
Auto Observable Enrichment can be performed on an observable by attaching it to a security incident.

SETTING DETAILS

Role admin
Required

Prerequisites Set Observable Enrichment Results as the input in the TQ Attribute Location.

Performing Auto Observable Enrichment:

1. Navigate to Security Incident > Incidents > Show All Incidents.

Fovoritei  Hibory  Workipsces Socurity Inciderits O Search -] 0 '

2. Click on the security incident that the observable is linked to and then click on Show 10C under
the Related Links section.
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3. Click New, located under the Associated Observables section, to create a new observable. Link
the observable to the security incident or click Edit to add links an existing observable.
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Once the observable is linked to the incident, auto threat lookup is started.
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ﬂ Worknotes will be generated in the Incident Details tab.

Threat Lookup Results can also be accessed via the ThreatQ Enrichment tab.
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4. Open the observable enrichment results and click on the hamburger icon, located to the top
left, and select View > ThreatQ to view the details of the observable.
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If there are any ThreatQ comments for the observable then worknotes will be updated
with ThreatQ comments.
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Troubleshooting

Increase Field of Input Field

The default max for characters used in object properties and attribute fields is 200. The steps below
detail how to increase that limit.

1. Open the sn_sec_core_integration_item_config table using the
sn_sec_core_integration_item_config.list command in the navigation panel.

2. Click on the = icon on the left side and open Configure -> Table.

3. Click on the Here link if you receive the following message: "This record is in the Global
application, but ThreatQ for Security Operations is the current application. To edit this
record click here."

4. Search for the value named column in the columns list provided in the columns tab.

Update the Max Length to 500 or the required length based on your data for the value field.

6. Click on the Update.

u

Application Logs

1. Navigate to System Logs -> All.

Lag 1 i
i ~
2. To display application-specific logs apply the following filter displayed in the image below.
= YV &£ Log |Crested - |Search
|. R | SV, Il AMND I OR Add Sort
All of these conditions must be met
Crasted = || on w || Today ~ | AND II ORI _]
App Log Entry App Scope v || is v || Threstq for Security ope | . | ,w':ul OR | :
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Upgrading Application
Perform the following steps when upgrading the application from a previous version.

A\ The user needs to reconfigure credentials in the Integration Tile after the application has
been upgraded.

Data that has already been enriched wouldn't have values in the newly created fields. These
can be seen data in the Default View.

Log in to the instance.
Navigate to System Applications > All Available Applications > All.
Find the application with the filter criteria and search bar.

Next to the application listing, select the version to install.
Click Update.

AN =

ﬂ\ Existing workflow activity will not be affected by the Upgrade process.
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Known Issues / Limitations

+ The Hash Observable Type record in the observable enrichment under the ThreatQ Enrichment
tab will not get populated in the Security Incident.
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Change Log

+ Version 1.2.0
> Added to the app configuration page the ability to enter a comma-separated list of
observables relationships to be ingested from ThreatQ: Adversaries, Asset, Attack Pattern,
Campaign, Course of Action, Exploit Target, Events, Identity, Incident, Intrusion Set,
Malware, Signatures, Type, TTP, Tool, Vulnerability.
> Added to the app configuration page the ability to enter a comma-separated list of
ThreatQ attribute names to be ingested during the enrichment.
> Added to the app configuration page the ability to enter a comma-separated list of
observable properties’ names to be ingested from ThreatQ during enrichment: Type,
Status, Score, Sources, Tags.
> Added separate columns in ServiceNow to store each object artifact (Tags, Comments,
Description, Status, Attributes, Score, Sources and relationships) that has been ingested
from ThreatQ.
> Updated the format of the ThreatQ score from string to integer.
> Updated the format of the Created Date and Modified Date from string to a date format.
° Validated the app for the Utah release.
o Updated minimum ThreatQ version to 5.16.0.
+ Version 1.1.0
> Added new Oauth configuration option, TQ Attributes Location, that lets you specify the
table where indicator attributes are saved.
> Validated app for San Diego and Tokyo.
+ Version 1.0.9
° Initial release
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