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Warning and Disclaimer

ThreatQuotient, Inc. provides this document “as is”, without representation or warranty of any
kind, express or implied, including without limitation any warranty concerning the accuracy,
adequacy, or completeness of such information contained herein. ThreatQuotient, Inc. does

not assume responsibility for the use or inability to use the software product as a result of
providing this information.

Copyright © 2022 ThreatQuotient, Inc.

All rights reserved. This document and the software product it describes are licensed for use
under a software license agreement. Reproduction or printing of this document is permitted
in accordance with the license agreement.
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Support

This integration is designated as ThreatQ Supported.

Support Email: support@threatq.com
Support Web: https://support.threatg.com
Support Phone: 703.574.9893

Integrations/apps/add-ons designated as ThreatQ Supported are fully supported by
ThreatQuotient's Customer Support team.

ThreatQuotient strives to ensure all ThreatQ Supported integrations will work with the current
version of ThreatQuotient software at the time of initial publishing. This applies for both
Hosted instance and Non-Hosted instance customers.

A\ ThreatQuotient does not provide support or maintenance for integrations, apps, or
add-ons published by any party other than ThreatQuotient, including third-party
developers.

ServiceNow App Guide
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Integration Details

ThreatQuotient provides the following details for this integration:

Current App Version

Compatible with ThreatQ
Versions

Validated

Support Tier

ThreatQ Marketplace

1.1.0

>=4.0.0

Quebec, Rome, San Diego,
Tokyo

ThreatQ Supported

https://
marketplace.threatq.com/
details/servicenow-app

ServiceNow App Guide
Version 1.1.0
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Introduction

The ServiceNow app is an integration that lives within the ServiceNow Marketplace and
enables users to query the ThreatQ directly from the ServiceNow Ul. This application has been
certified by ServiceNow and is developed within their platform framework.

The current integration between ThreatQ and ServiceNow enables users to import ServiceNow
Observables/Security Incidents into ThreatQ as Indicators/Security Events. This process is
initiated by a ThreatQ custom connector and the data flow for this integration is one-sided
and flows from ServiceNow — ThreatQ.

This new integration is an inverse of the existing capabilities and is initiated by ServiceNow.
The data flow for this application is in the opposite direction and flows from ThreatQ —
ServiceNow.

THREATQ SERVICENOW SERVICENOW APPLICATION
CONNECTOR(EXISTING) (NEW)

Action ThreatQ ServiceNow

Initiator

Data ServiceNow -> ThreatQ ThreatQ -> ServiceNow

Flow

ﬂ This integration is not meant to replace the existing ThreatQ custom connector
implementation but rather to complement existing capabilities. ServiceNow users can
now query the ThreatQ dataset directly from the ServiceNow platform Ul.

ServiceNow App Guide 6
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Prerequisites

The ServiceNow App integration requires you to enter your OAuth Client ID and OAuth Client
Secret when configuring the integration. You can generate both using the steps below.

You can also use the steps below to view existing credentials by using an existing integration
name for the - -name flag.

1. SSH to your ThreatQ installation.
2. Navigate to the api directory:

<> cd /var/www/api

3. Create a OAuth Client ID and Secret using the following command:

<> php artisan threatg:ocauth2-client --name <ServiceNowApp>

Example Output:

php artisan threatq:oauth2-client --name ServiceNowApp

session_timeout_minutes: 1440

name: ServiceNowApp

type: private

client_id: njnjm2gxmddjy2flmzkxmziyzgy5n2uy

client_secret: NmFkY2FiMTZhY2UwYjA5ZGFjZjUy0GQ2ZDhjOWR1MzYwWOTFiNjcxNzVKNTE4NmU5S
updated_at: 2022-01-06 02:03:04

Created_at: 2022-01-06 02:03:04

id: 19

Be sure to generate Private Type credentials. Public Types will only generate Client ID
and not a Client Secret. You can add a --type private flag to the command to ensure a
Private Type is generated.

4. Copy the Client ID and Secret to a safe location to use when configuring integration.

ServiceNow App Guide
Version 1.1.0
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Installation

Within the ServiceNow interface:

1. Use the Filter navigator and navigate to System Applications - ServiceNow Store.
2. Search for ThreatQ within the Store Application and then click the Install button.

ServiCenow service Management Il Default [Thr ~ ThreatQuoti @ System Administrator ~ O o @ @
? Store Applications User menu
[ON rers Q, threatg
¥ AppType
® Apps and Selutiens 1results for "threatq" Sortby | A-Z v
¥ Offered By servicenow  Store
Partners
ServiceNow Security Operations
_ ThreatQ
B ¥ Release Optimized security operations with the combined power of ServiceNow and ThreatQ View Detail
Paris

ThreatQuotient&rsquo;s solutions make security operations more efficient and effective. The ThreatQ open and extensible platform integrates disparate security

Orlande technologies into a single security infrastructure, automating actions and workflows so that teols and people can work in unison. Empowered with continuous .,
= New York
A
¥ Price
Free
Paid

Maximize Navigator TEIRSIlITes

Built On Now

®:

Demo

ServiceNow App Guide
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Configuration

Within the ServiceNow interface:

1. Click Security Operations >> Integration Configuration after the application has been

installed.

SErviCENOW service Management

Filter navigator

=) * ©
System Applications - My Comp. .
System Application:

Security Operat

Orchestration - Workflow Editor

System Applications

Security Incident - Show All Inci...

(i) System Definition - Scripts - Bac.

2. Add your OAuth configuration:

FIELD

ThreatQ
Hostname

OAuth Client
ID

OAuth Client
Secret

Security Integrations

ThreatQuotient

Security Operation - System Command
Integration

Th
@

Agari Incident Respanse for Security
Operations

McAfee ESM - Email Parser
I McAfee

The McAfes S|
o

Sel

Security Operation - Network Statistics
Integration

Th
o

PhishTank Integration for Security
Operations

Parser

Anomali ThreatStream Integration

Bi-directionzl integration between Servi
and Anomall

Security Operations ThreatCrowd
Integration

O]

Automats threat intelligence gathering with

DESCRIPTION

Your ThreatQ instance hostname or IP.

Q System Administrator ¥

Q@&

Check Point Anti-bot - Email Parser
I3 Check Point

©

TruSTAR

Security Operations Shodan Integration
£

Enrich security incidents with Shodan banner
information..

This is the OAuth Client ID you generated for use with this
integration. See the Prerequisites chapter for steps on how to
generate or retrieve your OAuth Client ID for this integration.

This is the OAuth Client Secret associated with the OAuth Client ID
above. See the Prerequisites chapter for steps on how to
generate or retrieve your OAuth Client Secret for this integration.

ServiceNow App Guide
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FIELD

Malicious
Finding
Threshold

TQ Attribute
Locations

SErviCeNOW. senice Management

Help the Help Desk

Visual Task Boards

My Requests
Requested Items

Watched Requested items
My Connected Apps

My Profile

[©)

3. Click on Submit.

DESCRIPTION

Enter the threshold value based off of which indicators having a
score equal to or higher than this number will be labeled as
malicious.

Specify the table where you want to save each indicator’s
attributes. Options include either Threat Lookup Results or
Observable Enrichment Results.

(o ocoutico - @ ssensiminisor -+ QR @ B

ThreatQ for Security Operations Configuration

%k ThreatQ https://servicenowint.threatq.com
Hostname/IP

> OAuth Client ID zjhmndnkngiomtzlmjilmtnlztknzey

>k OAuth Client
Secret

* Malicious 7
Finding Threshold

> TQAttributes Threat Lookup Results
Locations

ServiceNow App Guide
Version 1.1.0
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Usage

The following section will describe the steps required to create a security incident, access
threat lookup results, and view observable enrichment results.

Creating a Security Incident

1. Create a new Security Incident.

SErviCeNOW. service wanagement [ p] @ srenrdnisoo - O, D @ &

Filter navigator = Secunlvmmdtn\sm Search Riskscare v | Search W 1 toloof10

o T

& Q, = Number = Priority onfiguration item ssigned to signment group = Shortdescri = State
System Applications - Studio
SIR0010002 47 4-low (empty) fempty) Sequrity Incident Assignment security incident test Draft
System Applications-ServiceN. .
SIR0010012 47 4-Low (empty) (empy) Security Incident Assigament testing FQDN Draft
System Applications - Installed
@  siRooioon 47 4-Low (empty) (empy) Security Incident Assignment Testing racently queried observables Draft
Security Operations - Integratio... =
$IR0010010 47 4-Low empry) (empty) Security Incident Assigament Last test before publishiny Draft
Securlty Operations - Integratio... (empty {empt) . 8 P .
PR —— (@  siRoio008 47 4-Low (empty) (empty) Security Incident Assignment testing out new observables Draft
Threat Intelligence - Observables @  swonio0r 47 4-Low (empty) tempty) SecurityIncident Assignment Testing using the enrich observable capabilty Draft
Threat Intelligence - Indicators SIR0910006 47 4-Low (empty) {empty) Security Incident Assignment ‘esting automatic threat lookup Draft
Orchestration - Workfiow Editor SIR0010005 47 4-Low (empty) (empty) Security Incident Assignment test testest Draft
System Definition - Script Inclu... . )
® 004 47 4-Low (empty) tempiy) Security Incident Assignment Testincident Draft
System Definition - Ul Actions
$IR0910013 47 4-Low (empty) (empty) Security Incident Assignment Incidents with observables that don't exist in ThreatQ Draft
Securty Incident - Show AllINc...
Actions on selected rows.. V' 1 toloofl0
System Definltion - Scripts-Bac...
1§ Responss time(me): 520, Network:,sarver: 16, rourser: 49
System OAuth - Application Reg... [ORma !
- —

System Web Services - REST Me...

Security Operations - Enrichme...

Security Operations - Execution ....

— RSP

©]

ServiceNow App Guide
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2. Give the Security Incident a short description.

SErviCenow sevice Mansgement

o I

@ i - O P @ @

(| = Security nident
record

[ — = B = oo sbmit
* (C)
System Applications - Studio
Draft Analysis Contain Eradicate Recover Review Closed
System Applications - Servicel
System Applications-Instalied Number SIR0010014 Opened 2020-08-1306:53:09
Security Operations - Integrati... Requested by Q state Draft v
Security Operations - Integratio... Configuration item Q Substate ~ Nene — v
System Applications - All Affected user Source None v
‘Threat intelligence - Observables Location @ Alert Sensor —None — v
Threat Inteligence - Indieators Category ~None -+ v Risk score
Orchestration - Workfiow Editor Subcategory None v Risk score override
System Definition- Script Inclu... Businessimpact 3-Non-critical v
System Definition - U Actions Priority 4-Low v
Security Incident - Shaw Allnci... Assignment group a
System Definition - Seripts -Bac.. Assignedto o
System OAuth - Application Reg.. 3k Short deseription This is a demeincident Q

System Web Services - REST Me...

Knowledge results v
Security Operations - Enrichm

Security Operations - Execution Nomatehing results found for This s a demoincident

b n

SErviCenowW seice Mansgement

@ srensdnismo - O, R @)

— Sscurity| -
< Security Incident & N = oo Follow v Update

Filter navigator = SiR0010014

AddResponseTask | Cancel | Delete = /M

* ® Update | AddResponseTask | Cancel | Delete
Related Links

System Applications - Studio

L View Manual Runback

Add Multiple Observables

System Applications - ServiceN.

Add to Security Case
Run Orchestration
System Applications - Installed Show All Related Lists
Show Affected ltems
Security Dperations-Integratio... Show Related items
ShowlaC

Security Operations-Integratio.. Show Envichment Dats
Show Response Tasks

System Applications Al R
Configuration tems | Affected Users  Affected Services
Threat intelligence -Observables

Configuration ltems Search  Configuration tem v | Search B
Threat Intallgence -Indicators
G Task= smoo10014
Orchestration - Workflow Editor
o Q, = configuration ltem = Class. = Support group = Owned by = Applied date = Manual proposed change = Updated

System Definition- Script Inclu...
System Definition - Ul Actions. No records to display
Security Incident - Shaw AllInci...
System Definition - Scripts -Bac...
System OAuth - Application Reg...

System Web Services - REST Me...

Security Operations - Enrichm

ServiceNow App Guide
Version 1.1.0
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SErVICeNOW secesargenen Q ririi - O B D @

Filter navigator

Add Multiple Observables

List of Observables (comma, new (ine, tab or pipe delimitad)

System Applications- Studio
93.23182.14

System Applications-ServiceN...

System Appllications- installed

Security Operations-Integratio..
Cancel

Security Operations - Integratio...

System Applications-All

Threat intelligence - Observables

Threat intelllgence - Indicators

Orchestration - Workfiow Editor

System Definition- Script Inclu. .

System Definition - Ul A

Security Incident - Shaw AllInci.

System Definition- Seripts - Bac..

System OAuth - Application Reg..

System Web Services - REST Me.

Security Operations - Enrichme....

Security Operations - Execution

/7

4. Click on Submit and wait for automatic threat lookup activity to complete.

You can see the new observables when you click Show IoC.

Y

Follow |~  Update  AddResponseTask  Cancel  Delete

Default [Thr v

SErVICeNOW. service anagement

¢ | = Security Incident
SIR0010014

Activities: 5
v
S system Automation actvty » 2020.06-13 07:07:06
5 Workflow Envich completed

S e ey Finishad running Enrich observable capabilty
System Applications -ServiceN. .
A S system Automation actvty » 2020.08-1307:07:04

Workllow Emich ion started
Seas Ty Onenbans iningraiett Data Inputs for ths acton: 93.231.62.14
Security Operations - Integratio...

S sytem Automation actvity » 2020.06-13 07:06:50
Crme T Workfiow ponse- Create loC Loskup Req a fon started,

Data Inputs for this action
Threat Intelligence -Observables
Threat Intelligence - Indicators

R PUU—
Orchesiration - Workflow Editor from Emplyto47 ac, priority, severiy,isk score override
System Definition-Script nclu...

2, system admiistrator Field changes - 2020.08-13 070357
System Definition - UL J

Impact  3-Low
Security Incident - Shaw All . Openedby  SystemAdmi
prority  &-Low
Stte Dratt

System Definition - Scripts - Bac.

System OAuth - Application Reg

. REST M
Sysem Web Services - REST He. Update | | Add Response Task | | Cancel | | Delete

Securlty Operations -Enrichme... Related Links

View Manual Runbock
Add Multiple Observables
Add to Security Case

Run Orchestration

Wl Shovi Al Related Lists
Show ARected Itams

Security Operations - Execution

ServiceNow App Guide
Version 1.1.0
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Accessing Threat Lookup Results

1. Click Threat Lookup Results to see if the IOC was found in ThreatQ.

ServiCeNOW. service Mansgement D

@ s - O 5 @

Fom < | = Smrtynckion: # A S oo | rolow |- || upcate || AddResponsetask || cancel | Delete
Related Links
System Applications- Studio
System Applications -Service!
Show All Related Lists
System Applications - Installed Show Afiected Items
Show Related Items
Security Operations - Integratio...
Show Response Tasks
Security Operations - Integratio...
Ey— Observables (1) ht hResults htings hDetalls  Threat Lookup Results (2)  Associated Attack Modes/Methods | Security Scan Requests (1]
S = onrotis [ [ s comrotcrse v sere e a
Threat intelllgence - Indicators Y Task=SiR0010014
Orchestration - Workfiow Editor b O, =valve = Observable type = Context = Incident count = Updated
e — @ B2mLeM |Paddress (empty) 2 2020-08-1307:06:04
System Definition- Ul Actions retionsomacle - 1] wo1of1

Security Incident - Shaw AllInci...
System Definition - Scripts -Bac...
System OAuth - Application Reg...

System Web Services - REST Me...

Securlty Operations - Enrichme....

Security Operations - Execution ...

Curtnen PnBnbinn Biatabinmehine
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Threat Lookup Example

SErviCeNOW service Management

— Securtty Incident . -
Filter navigator < = Shoowots S oo follow |+  Update  AddResponseTesk  Concel | Delete
Related Links

* ® View Manual Runbock
S Response Workflow
i) System Applications- Studio Add Multiple Observables
Add to Securi
System Applications - Ses N.. Run Orchestr:

(@ System applications-Installed
Show Related Items

Show loC
Show Enrichment Data

(@) Security Operations - Integratio...

Shaw Response Tasks
Security Operations- Integratio....

O T — Observables (1) Associated Indicators  Sightings Search Results  Sightings Search Detalls | Threat Lookup Results (2) | Assoclated Attack Modes/Methods  Security Scan Requests (1)

Threat Intelligence -Observables = TheeatLookupResulls Search Retrievaldate ¥  Search 1 to20f2
Threat inteligence - Indicators F Threat Lookup Results
e P @ = Observable = Integation vendor = Finding = Resultvalue =Detils = Source Englne = Engine version = Retrieval dote ¥
~ Status: Active
G Joknown ervablewas Thre : 5 oror0s
System Defintion- Scriptnclu... O mmmu Unknown Observablewas found in ThreatQ e e 20a0 08,091 Threatg 1390850 2020.08-1307070

Status: Active
932318214 ThreatQuotient Unknown Observable was found in ThreatQ ThreatQ 439.0-850 2020-08-1011:09:55

= system Definition - Ul Actions
Create Date: 2020-08-09 1

Security Incident - Shaw Allinci
Actions onsel 1| w20f2

System Definltion - Seripts-Bac...
System OAuth - Application Reg...
System Web Services - REST Me...
Security Operations - Enrichme.

Security Operations - Execution ....

(©]
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Viewing Observable Enrichment Results

1. Click Observable Enrichment Results to see the I0C details.

ThreatQuoti v @Symm.nim tator ~ O, 3} @) B

ServiCenOW senvice Management (el ceounime v

= Threat Lookup Result
= anies cos  Delete Np

Tt

Filter navigator

* ) o

Observable 93.23182.14 @ Integration vendor ThreatQuotient @
System Applications - Studio
Finding Unknawn Source Engine ThreatQ
System Applications - ServiceN. ..
First found 2020.08.0911:3 Engineversion | 4.39.0-850
System Applications--Installed
Security tags Retrieval date 2020.08-1307:07:05
Security Operations - Integratio...
Extemallink  hitpsy/servicenowint threatq,com/indicators/8351/details
Security Operations - Integrati
Detalls Status: Active
System Applications.-Al Create Date: 2020-08-09 18:35:45
Last Updated: 2020-08-09 16:39:45
Se di k Tor Node List
Threat Intelligence - Observables jourees: ww.dan-me.uk for Hode Lis!
Threat inteligancs - indicators Result value Observable was found in ThreatQ
Orchestration - Workflow Editor
7 Raw data {*"total*:1 data"
System Definition - Script Inclu... [("id":8361"type_id":15,"status_id"1,"class""network".'hash" "deeefe1ddT4b562092043bc 896234670 " value™:"83,231,82.14" description”:null"last_detected_at":null,"expires_at"n

ull"expired_at":null"expires_needs_calc";"N""expires_calculated_at":"2020-08-09 18:40:22""created_at""2020-03-09 18;39:45""updated_at";"2020-08-09
System Definition - Ul Actions 18:39:45""touched_at":"2020-08-09 18:39:47" "attributes"[{"id":73991,"indicator_id":8361,"attribute_id":7,"value":"3030""created_at":"2020-08-09 18:35:47""updated_at":"2020-03-
09 18:39:47",'touched_at":"2020-08-09 18:39:47%'name"" Directory Port""attribute™{"id":7,"name" *Directory Port""created_at":*2020-08-07 18:36:01%"updated_at":'2020-08-07
-8361,"attribute_id":5 "value™:"Michael"created_at":"2020-08-09 18:39:47" updated_at":"2020-08-09 18:39:47","touched_at":"2020-08-09
ontactcreated_at':"2020-08-07 18:36:01"'updated_at":"2020-08-07 18:36:01"]},
“OXDEADBEEF""created_at";"2020-08-03 18:39:47" updated_at":"2020-08-09 18:39:47",
{"id":8,"name":"TOR Name"'created_at":"2020-08-07 18:36:01","updated_at":"2020-08-07 18:36:01"}},
"attribute_id"9,"value":"9001" created_at":"2020-08-09 18:39:47""updated_at":"2020-08-09 18:39:47""touched_at":"2020.08-09
ame":"Router Port",‘created_at":"2020-08-07 18:36:01","updated_at":"2020-08-07 18:36:01"}},
{*id":73995 "indicator_id":8361 "attribute_id"6,"value":"FRDV",'created_at":"2020-08-09 18:39:47""updated_at":"2020-08-09 18:39:47""touched_at""2020-08-09
System Web Services - REST Me 18:39:47""name":"Flags""attribute™:{"id";6,"name";"Flags""created_at":"2020-08-0T 18:36:01""updated_at":"2020-08-07 18:36:01°}},
996"Indicator_id":8361,"attribute_id";11,"value":" 1" 'created_at":"2020-08-09 18:39:47""updated_at";"2020-08-09 18:39:47",
Securlty Operations - Enrichme... 18:39:47""name" ;" Uptime*"attribute™{"id"11,"name":"Uptime","created_at":"2020-08-07 18:36:01%"updated_at":"2020-08-07 18:36:01"
997 "indicator_id":8361,"attribute_id" 110, value":"Tor 0.4.3.6',"created_at":"2020-08-09 18:39:47"; updated_at":"2020-08-09 18:39:47""touched_at":"2620-08-09
name":"Version','created_at":"2020-08-07 18:36:01","updated_at"
[["id":12"type":"connectors","reference.id":37,"name""www.dan.me.uk Tor Node List","tlp_id":null'created_at":"2020-08-09 18:39:47";
18:39:47""published_at"null,"pivot"{“indicator_id":8361 "source_id":12,"d":23277,"creator_source_id":12}}|"score
dicator_id":8361,"generated_score":"0.00 18b888a2d2b46231045227aa7 5e8c4a78973296", created_at'
Ve 18:39:45""updated_at":"2020-08-09 18:39:45"),"status"(*id":1,'name": "Active','description”:"Poses a threat and is being exported to detection

Security Incident - Show All Inci.

ouched_at":"2020-08-09

System Definition - Scripts -Bac...

System OAuth - Application Rej

Security Operations - Execution ...

Ceirbmmn PunRibinn  Bndnbinrbine
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Enrichment Details Example

SErviCeNOW service Management

Fiter navigator < | = S e = oo Folow |+ Update  AddResponseTask  Cncel  Delete
Related Links
* O [ee——
—_— Response Workflow
System Applications -Studio Add Multple Observables
Add to Security Case
System Applications - ServiceN. Run Orchestration
Show All Related Lists
System Applications - Installed Show Affected items
Show Related ltems
ShowloC

Security Operations -Integratio...
e — Show Enrichment Data

Show Response Tasks

RingProceses | Runing Sedees | Network s | Dol ookups | Frewll Log | CamprorisedUsr e | CEnbmant| Gbervale s Fesls )

Observable Enrichment Results ~ Search  Integrationvendor ¥ Search

Security Operations- Integratio....

System Applications-All
Threat intelligence - Observables = 1 to20f2 E

Threat Intelligence - Indicators Y  Observable Enrichment Results

etrieval date

T & O, = negatonvendor bsenvable = summary
System Definition- Scrpt nclu ()  Threatouotient FEREIRISTY Directory Port: 2030 Contact: Michael TO 2020-08-1307:07:06
System Definition - Ul Actions ()  ThreatQuotient 932318214 Directory Port: 9030 Contact: Michael TO. 2020-08-1011:08:55
SecurityIncident - Shaw All Inci I B 02002

System Definition - Scripts-Bac...
System OAuth -Application Reg...
System Web Services - REST Me...
Security Operations -Enrichme.

Security Operations - Execution ...

Curtoen Pnfinibinn Bolatinnehine
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FAQs

QUESTION

Does this
integration support
on-prem ThreatQ
installations?

Can this integration
create indicators
within ThreatQ?

Does this replace
the current
ServiceNow custom
connector?

OUTCOME

Possible, ServiceNow needs to be able to directly communicate
with ThreatQ. ThreatQ will add support for the ServiceNow MID
Server in future releases. This will enable ServiceNow to indirectly
access applications platforms that are hosted behind a firewall.
However, ServiceNow MID Server currently does not support
OAuth.

Currently, the integration only supports querying ThreatQ for
data and then sending the data to ServiceNow for analysis. In
Phase 2 of this project, the goal is to become bi-directional and
allow data to be ingested into ThreatQ by ServiceNow.

No, currently, the two implementations are complementary.
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Change Log

+ Version 1.1.0

> Added new Oauth configuration option, TQ Attributes Location, that lets you specify
the table where indicator attributes are saved.

° Validated app for San Diego and Tokyo.
* Version 1.0.9

° |nitial release
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