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Warning and Disclaimer
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Versioning

l Current integration version: 1.0.0

l Supported on ThreatQ versions >= 4.30.0

Versioning
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Introduction

The Hybrid Analysis Operation for ThreatQuotient enables a ThreatQ user to interact with

Hybrid Analysis by fetching reports and submitting samples.

Introduction
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Installation

Perform the following steps to install the operation:

The same steps can be used to upgrade the operation to a new version.

1. Log into https://marketplace.threatq.com/.

2. Locate and download the Hybrid Analysis Operation file.

3. Navigate to your ThreatQ instance.

4. Click on the Settings icon and select Operations Management.

5. Click on the Install Operation button.

6. Upload the operation file using one of the following methods:

l Drag and drop the file into the dialog box

l Select Click to Browse to locate the operation file on your local machine

ThreatQwill inform you if the operation already exists on the plat-
form and will require user confirmation before proceeding.

The operation will be added to your list of installed operations. You will still need to

configure and then enable the operation.

Installation
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Configuration

ThreatQuotient does not issue API keys for third-party vendors. Contact
the specific vendor to obtain API keys and other feed-related credentials.

To Configure the operation:

1. Click on the Settings icon and select Operations Management

2. Locate the operation and click on Operation Settings.

3. Enter the following parameter for the operation:

Parameter Details

API Token Your Hybrid Analysis API Token.

4. Click on Save Changes then click on the toggle switch next to the operation name

to enable the operation.

Configuration
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Actions

This operation comes with 3 actions:

l Quick Scan

l Sandbox

l Get Reports

Quick Scan

This action sends an IOC or attachment to be quickly scanned by Hybrid Analysis and its'

integrated scan engines

Applies to:

l Indicators (FQDN & URL)

l File / Attachment

Actions
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Parameters

Parameter Description

Share with Third

Parties

Enabling this will allow the sample to be shared with Hybrid Ana-

lysis' partners.

Scan Publically
Enabling this will make all your scanned samples publically

viewable.

Actions
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Example Result

Actions
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Sandbox

This action sends an IOC or attachment to the Hybrid Analysis Sandbox for a complete det-

onation

Applies to:

l Indicators (FQDN & URL)

l File / Attachment

Actions
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Parameters

Parameter Description

Environment Select which environment you want your sample detonated in:

Actions
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Parameter Description

l Windows 7 32 bit

l Windows 7 32 bit (HWP Support)

l Windows 7 64 bit (default)

l Android Static Analysis

l Linux (Ubuntu 16.04 64 bit)

Action Script

(Optional)

Select an action script to use during the detonation:

l Default

l Max Anti-Evasion

l Random Files

l Random Theme

l Open Internet Explorer

Offline Analysis Enabling this will detonate the sample without internet access.

Password If you are submitting an Adobe/Office file with a password, enter

it here.

Share with Third

Parties

Enabling this will allow the sample to be shared with Hybrid Ana-

lysis' partners.

Scan Publically
Enabling this will make all your scanned samples publically

viewable.

Actions
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Example Result

Actions
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Get Reports

This action sends an IOC or attachment to the Hybrid Analysis Sandbox for a complete det-

onation

Applies to:

l Indicators (FQDN, URL, Filename, MD5, SHA-1, SHA-256, and IP Address)

l File / Attachment

Example Result

Actions
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Change Log

l Version 1.0.0

l Initial Release

Change Log
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