ThreatQuotient

ThreatQuotient for AbuselPDB Operation User Guide

Version 1.0.3
October 23, 2023

ThreatQuotient
20130 Lakeview Center Plaza Suite 400
Ashburn, VA 20147

2 ThreatQ Supported

Support
Email: support@threatg.com
Web: support.threatq.com
Phone: 703.574.9893



THREA TQM Contents

Contents

Warning and DiSCIAIMEY ......couiiiiiiiiietiticteeenee ettt sttt s et e s stessae s st s ssesest s e st s st e snesasasssesanas 3
YU ] o] o T T SRS SPTRRRSRTRRNt 4
INtEGratioN DETAIIS.....cocuiieieieerteecte ettt ettt r e s ae st st s e st e sb e s b e s snessnessnesenaenns 5
INEFOAUCTION ..ttt e e s et s s et s e st e s st e s seesssesesasesensesssesssesssnsesessassnsesessssssssessssassssessranansns 6
L E] = 1 = 1 o o TSRS 7
CONFIGUIALION ittt sa e s st s s st s st st st e s b e st e s b e ssbesanessassnssannanns 8
2ot o Lo o 9
CRANEE LOG ...eeiieiiiieiieiieiteeieset sttt st et e s st e s s s sae s st s st s s st s st st e b e s sbe s b esse s st sntesssssstasstasssassnesssesssesanes 10

ThreatQuotient for AbuselPDB Operation User Guide
Version 1.0.3



THREAT() /™

Warning and Disclaimer

ThreatQuotient, Inc. provides this document “as is”, without representation or warranty of any kind,
express or implied, including without limitation any warranty concerning the accuracy, adequacy, or
completeness of such information contained herein. ThreatQuotient, Inc. does not assume
responsibility for the use or inability to use the software product as a result of providing this
information.

Copyright © 2023 ThreatQuotient, Inc.

All rights reserved. This document and the software product it describes are licensed for use under a
software license agreement. Reproduction or printing of this document is permitted in accordance
with the license agreement.
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Support

This integration is designated as ThreatQ Supported.

Support Email: support@threatq.com

Support Web: https://support.threatqg.com

Support Phone: 703.574.9893

Integrations/apps/add-ons designated as ThreatQ Supported are fully supported by ThreatQuotient's
Customer Support team.

ThreatQuotient strives to ensure all ThreatQ Supported integrations will work with the current version
of ThreatQuotient software at the time of initial publishing. This applies for both Hosted instance and

Non-Hosted instance customers.

A\ ThreatQuotient does not provide support or maintenance for integrations, apps, or add-ons
published by any party other than ThreatQuotient, including third-party developers.
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Integration Details

ThreatQuotient provides the following details for this integration:

Current Integration Version 1.0.3

Compatible with ThreatQ >=4.20.0
Versions

Support Tier ThreatQ Supported
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Introduction

The ThreatQuotient for AbuselPDB Operation enables a ThreatQ user to query AbuselPDB for
enrichment metadata.
The operation provides the following action:
+ Check - queries AbuselPDB for any IP Address hits.
The operation is compatible with IP Address Indicator types.
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Installation

Perform the following steps to install the integration:
| ﬂ The same steps can be used to upgrade the integration to a new version.

Log into https://marketplace.threatqg.com/.
Locate and download the integration file.
Navigate to the integrations management page on your ThreatQ instance.
Click on the Add New Integration button.
Upload the integration file using one of the following methods:
+ Drag and drop the file into the dialog box
+ Select Click to Browse to locate the integration file on your local machine

A WwN =

ﬂ\ ThreatQ will inform you if the operation already exists on the platform and will require
user confirmation before proceeding. ThreatQ will also inform you if the new version
of the operation contains changes to the user configuration. The new user
configurations will overwrite the existing ones for the operation and will require user
confirmation before proceeding.

The operation is now installed and will be displayed in the ThreatQ Ul. You will still need to configure
and then enable the operation.
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Configuration

ﬂ\ ThreatQuotient does not issue API keys for third-party vendors. Contact the specific vendor
to obtain API keys and other integration-related credentials.

To configure the integration:

1. Navigate to your integrations management page in ThreatQ.

2. Select the Operation option from the Type dropdown (optional).
3. Click on the integration entry to open its details page.

4. Enter the following parameters under the Configuration tab:

PARAMETER DESCRIPTION
Hostname The Hostname or IP Address of AbuselPDB API.
API Key Your AbuselPDB API Key.
Show AbuselPDB Show user reports of abusive activity in the output. This allows
Reports in Output you to decide if they want to see all the user reports from
AbuselPDB.

5. Review any additional settings, make any changes if needed, and click on Save.
6. Click on the toggle switch, located above the Additional Information section, to enable it.
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Actions

The operation provides the following action:

ACTION DESCRIPTION

Check Queries AbuselPDB for any IP Address

hits.

Example Output

AlienVault OTX Pulse: Query

@ AbuselPDB: Check

Results for 130.61.54.136
Metadata

Showing 1to 11 0f 11

O NAME %
tart typi

s Public
Abuse Confidence Score
Is Whitelisted

Category

category

Categary

Category

Category

15P

Usage Type

0 0DD0DO0OO0ODOOG®OOOaOo

Country Code

Related Indicators

O VALUE ¢
tart typing.

O oracle.com

Reports

O NAME &
tart typi

Report Comment
Report Comment
Report Comment
Report Comment
Report Comment
Report Comment
Report Comment
Report Comment

Report Comment

OBJECT TYPE OBJECT SUBTYPE

Indicator IP Address

Row count: 25 +

VALUE ¢

True
53

False

Port Sean

Hacking
SQLInjection
Brute-Force
Exploited Host
Oradle Public Cloud

Data Center/Web Hosting/Transit

DE
Add Selected Attributes
TYPE &
tart typing.
FQDN
Add Selected Indicators
VALUE &

firewall-block, port(s}: 8080/tcp.
Port scan an 2 port(s}: 7002 8088
MultiHost/MultiPort Probe, Scan, Hack

Unauthorised access (Jun 16) SRC=130,61.54.136 LEN=60 TTL=55D=30224 DF TCP DPT=8080 WINDOW=-26880 SYN

1433/1cp BOIOMCP 5900/C... [2019-04-25/06-13)5pkL SpL(tEP)
{portscan] tcp/1433 [MsSQL] [scan/connect: 2 time(s)) *(RWIN=26880)(06110848)
Scanning (more than 2 packets} random ports - tries to find possible vulnerable services

port scan and connect, tcp 80 (http)

Add Selected Attributes.
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Change Log

*+ Version 1.0.3
° Fixed a timeout error.
+ Version 1.0.2
> Added the hostname as a user specified parameters with a default value.
> Added a checkbox for the user to bring in reports as attributes in the Ul instead of always
showing them as default.
> Modified the operation to make it compatible with the auto-enrichment framework.
+ Version 1.0.0
° |nitial release
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