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Warning and Disclaimer
ThreatQuotient, Inc. provides this document “as is”, without representation or warranty 
of any kind, express or implied, including without limitation any warranty concerning the 
accuracy, adequacy, or completeness of such information contained herein. 
ThreatQuotient, Inc. does not assume responsibility for the use or inability to use the 
software product as a result of providing this information.

Copyright © 2026 ThreatQuotient, Inc.
All rights reserved. This document and the software product it describes are licensed 
for use under a software license agreement. Reproduction or printing of this document 
is permitted in accordance with the license agreement.
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Support
This integration is designated as ThreatQ Supported.  

Support Email: tq-support@securonix.com
Support Web: https://ts.securonix.com
Support Phone: 703.574.9893

Integrations/apps/add-ons designated as ThreatQ Supported are fully supported by 
ThreatQuotient’s Customer Support team.

ThreatQuotient strives to ensure all ThreatQ Supported integrations will work with the 
current version of ThreatQuotient software at the time of initial publishing. This applies 
for both Hosted instance and Non-Hosted instance customers.

ThreatQuotient does not provide support or maintenance for integrations, apps, 
or add-ons published by any party other than ThreatQuotient, including third-
party developers.
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Integration Details
ThreatQuotient provides the following details for this integration:

Current Integration 
Version

1.1.0

Compatible with ThreatQ 
Versions

>= 5.6.0

ThreatQ TQO License 
Required

Yes

Support Tier ThreatQ Supported



Criminal IP Action Bundle User Guide
Version 1.1.0 6

•

•

Introduction
The Criminal IP Action integration enables analysts to enrich IP Address and FQDN 
indicators with contextual intelligence from the Criminal IP platform. By leveraging 
Criminal IP’s intelligence data, including malicious activity assessments, open ports, 
vulnerabilities, WHOIS information, and domain reporting context, the integration helps 
analysts gain additional visibility into potentially malicious infrastructure and supports 
more informed threat analysis and investigation workflows.

The integration provides the following actions:

Criminal IP - Get Malicious Info - queries the Criminal IP API to enrich an IP 
Address with intelligence indicating whether the indicator is malicious, along with 
additional contextual data used to support the assessment of the IOC.

Criminal IP - Get Domain Reports - utilizes the Criminal IP API to enrich an FQDN 
with domain report context.

The integration is compatible with and returns enriched IP Address and FQDN type 
indicators.

This action is intended for use with ThreatQ TDR Orchestrator (TQO). An active 
TQO license is required for this feature.
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Prerequisites
An active ThreatQ TDR Orchestrator (TQO) license.

A Criminal IP API Key.

A ThreatQ data collection containing at least one IP Address or FQND type 
indicator.
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2.

3.

4.

5.

•

•

Installation
Perform the following steps to install the integration:

The same steps can be used to upgrade the integration to a new version.

Log into https://marketplace.threatq.com/.

Locate and download the action zip file.

Navigate to the integrations management page on your ThreatQ instance.

Click on the Add New Integration button.

Upload the action zip file using one of the following methods:

Drag and drop the zip file into the dialog box

Select Click to Browse to locate the zip file on your local machine

ThreatQ will inform you if the action already exists on the platform and will 
require user confirmation before proceeding. ThreatQ will also inform you 
if the new version of the action contains changes to the user 
configuration. The new user configurations will overwrite the existing 
ones for the action and will require user confirmation before proceeding.

You will still need to configure the action.

https://marketplace.threatq.com/
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1.

2.

3.

4.

Configuration
ThreatQuotient does not issue API keys for third-party vendors. Contact the 
specific vendor to obtain API keys and other integration-related credentials.
 

To configure the integration:

Navigate to your integrations management page in ThreatQ.

Select the Actions option from the Category dropdown (optional).

Click on the action entry to open its details page.

Enter the following parameters under the Configuration tab:

The configurations set on this page will be used as the default settings 
when inserting this action into a new workflow. Updating the 
configurations on this page will not update any instances of this action 
that have already been deployed to a workflow. In that scenario, you must 
update the action’s configurations within the workflow itself.

Get Malicious Info Parameters

PARAMETER DESCRIPTION

API Key Enter your Criminal IP API key to authenticate.

Enable SSL 
Certificate 
Verification

Enable this parameter if the action should validate the 
host-provided SSL certificate. 

Disable Proxies Enable this parameter if the action should not honor 
proxies set in the ThreatQ UI.

Only Enrich 
Malicious IPs

Enable this parameter to only ingest enrichment 
information for IPs marked as malicious. This 
parameter is disabled by default. 
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◦

◦

◦

◦

Attribute Filter Select the pieces of context to ingest. Options include:

Is Malicious 
(default)

Is VPN

Can Remote 
Access (default)

Category (default)

Category Detection 
Source

Open Port

IDS 
Classification

IDS Message

External 
Reference

Ingest Related 
Vulnerabilities 
(CVEs)

Enable this parameter to ingest CVEs related to the 
enriched IP. This parameter is enabled by default.

Ingest CVEs As Select the entity type to ingest CVE IDs as in ThreatQ. 
Options include

Vulnerabilities

Indicators

This parameter is only accessible if the Ingest 
Related Vulnerabilities (CVEs) parameter is 
enabled.

Vulnerability 
Attribute Filter

Select the pieces of context to ingest with related 
vulnerabilities. Options include:

Affected Product
(default)

Affected Product 
Version

CVSSv2 
Score

CVSSv3 
Vector

PARAMETER DESCRIPTION
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Affected Vendor 
(default)

CVSSv2 Vector

CVSSv3 
Score

CWE ID

These are only applied if the Ingest Related 
Vulnerabilities (CVEs) parameter is enabled.

Objects Per Run The number of objects to process per run of the 
workflow. The default value is 10000.

PARAMETER DESCRIPTION
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Get Domain Reports Parameters

PARAMETER DESCRIPTION

API Key Enter your Criminal IP API key to authenticate.

Enable SSL 
Certificate 
Verification

Enable this parameter if the action should validate the 
host-provided SSL certificate. 

Disable Proxies Enable this parameter if the action should not honor 
proxies set in the ThreatQ UI.

Only Enrich 
Malicious 
Domains

Enable this parameter to ingest only domain report 
rows classified as Dangerous or Critical.  

Attribute Filter Select the pieces of context to ingest. Options include:

Is Malicious 
(default)

Domain Report 
Count (default)

Connected IP 
Count (default)

Country Code

Issue (default)

JARM

Registration 
Time (default)

Scan ID

Score (default)

Technology (default)

Title

URL (default)

Domain Report 
Offset

Specify the offset value used when requesting domain 
reports from Criminal IP. The default is 0.

Objects Per Run The number of objects to process per run of the 
workflow. The default value is 10000.



Criminal IP Action Bundle User Guide
Version 1.1.0 13

5. Review any additional settings, make any changes if needed, and click on Save.
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Actions
The following action is available:

ACTION DESCRIPTION OBJECT 
TYPE

OBJECT 
SUBTYPE

Criminal IP - 
Get Malicious 
Info

Fetches contextual information 
factoring into a malicious 
evaluation, from the Criminal IP 
API

Indicator IP Address

Criminal IP - 
Get Domain 
Reports

Enrich FQDNs with Criminal IP 
domain reports to identify 
suspicious infrastructure, issues.

Indicator FQDN
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Criminal IP - Get Malicious Info
The Criminal IP - Get Malicious Info action queries the Criminal IP API to enrich an IP 
Address with intelligence indicating whether the indicator is malicious, along with 
additional contextual data used to support the assessment of the IOC.

GET https://api.criminalip.io/v2/feature/ip/malicious-info?ip={ip}

Sample Response:

{
  "status": 200,
  "ip": "45.148.10.81",
  "is_malicious": true,
  "is_vpn": false,
  "can_remote_access": true,
  "current_opened_port": {
    "count": 2,
    "data": [
      {
        "socket_type": "tcp",
        "port": 22,
        "protocol": "ssh",
        "product_name": "openssh",
        "product_version": "7.6p1",
        "has_vulnerability": false,
        "confirmed_time": "2023-03-19 13:14:46"
      },
      {
        "socket_type": "tcp",
        "port": 80,
        "protocol": "http",
        "product_name": "apache",
        "product_version": "2.4.29",
        "has_vulnerability": true,
        "confirmed_time": "2023-03-20 08:16:04"
      }
    ]
  },
  "remote_port": {
    "count": 1,
    "data": [
      {
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        "socket_type": "tcp",
        "port": 22,
        "protocol": "ssh",
        "product_name": "openssh",
        "product_version": "7.6p1",
        "has_vulnerability": false,
        "confirmed_time": "2023-03-19 13:14:46"
      }
    ]
  },
  "vulnerability": {
    "count": 51,
    "data": [
      {
        "cve_id": "CVE-2023-25690",
        "cwe_ids": [444],
        "edb_ids": [],
        "ports": {
          "tcp": [80],
          "udp": []
        },
        "cvssv2_vector": "",
        "cvssv2_score": 0,
        "cvssv3_vector": "NETWORK",
        "cvssv3_score": 9.8,
        "product_name": "apache",
        "product_version": "2.4.29",
        "product_vendor": "apache"
      },
      {
        "cve_id": "CVE-2022-37436",
        "cwe_ids": [436, 113],
        "edb_ids": [],
        "ports": {
          "tcp": [80],
          "udp": []
        },
        "cvssv2_vector": "",
        "cvssv2_score": 0,
        "cvssv3_vector": "NETWORK",
        "cvssv3_score": 5.3,
        "product_name": "apache",
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        "product_version": "2.4.29",
        "product_vendor": "apache"
      }
    ]
  },
  "ids": {
    "count": 2,
    "data": [
      {
        "classification": "3coresec",
        "url": "blacklist.3coresec.net/lists/et-open.txt",
        "message": "ET 3CORESec Poor Reputation IP UDP group 26",
        "source_system": "./snort-2.9.0 10182",
        "confirmed_time": "2022-11-28 21:26:39"
      },
      {
        "classification": "ciarmy",
        "url": "www.cinsscore.com",
        "message": "ET CINS Active Threat Intelligence Poor 
Reputation IP UDP group 37",
        "source_system": "./snort-2.9.0 10272",
        "confirmed_time": "2023-03-20 07:39:51"
      }
    ]
  },
  "scanning_record": {
    "count": 20,
    "data": [
      {
        "log_date": "Wed, 17 Aug 2022 00:00:00 GMT",
        "dst_port": 80,
        "protocol_type": "tcp",
        "user_agent": "Go-http-client/1.1\r",
        "message": "[17/Aug/2022:07:01:43] GET http://example.com/ 
HTTP/1.1",
        "confirmed_time": "2022-08-17 00:00:00"
      },
      {
        "log_date": "Sun, 07 Aug 2022 00:00:00 GMT",
        "dst_port": 8090,
        "protocol_type": "tcp",
        "user_agent": "-\r",



Criminal IP Action Bundle User Guide
Version 1.1.0 18

        "message": "[07/Aug/2022:16:21:29] Phsa",
        "confirmed_time": "2022-08-07 00:00:00"
      }
    ]
  },
  "ip_category": {
    "count": 6,
    "data": [
      {
        "type": "attack (Low)",
        "detect_source": "C-TAS(igloosec)",
        "confirmed_time": "2022-09-23 17:05:39"
      },
      {
        "type": "bruteforce (fail2ban)",
        "detect_source": "",
        "confirmed_time": "2022-08-18 15:27:50"
      }
    ]
  }
}

ThreatQuotient provides the following default mapping for this action:

FEED DATA 
PATH THREATQ ENTITY

THREATQ OBJECT 
TYPE OR ATTRIBUTE 

KEY

PUBLISHED 
DATE EXAMPLES NOTES

.is_maliciou
s Indicator.Attribute Is Malicious N/A true User-configurable. Updatable.

.is_vpn Indicator.Attribute Is VPN N/A false User-configurable. Updatable.

.can_remote_
access Indicator.Attribute Can Remote Access N/A true User-configurable. Updatable.

.ip_category

.data[].type Indicator.Attribute Category N/A attack (Low) User-configurable.

.ip_category

.data[].dete
ct_source

Indicator.Attribute Category Detection 
Source N/A C-TAS(igloosec) User-configurable.

.current_ope
ned_port.dat
a[].port

Indicator.Attribute Open Port N/A 80 User-configurable.

.ids.data[].
classificati
on

Indicator.Attribute IDS Classification N/A 3coresec User-configurable.

.ids.data[].
message Indicator.Attribute IDS Message N/A

ET CINS Active 
Threat 
Intelligence Poor 
Reputation IP UDP 
group 37

User-configurable.
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FEED DATA 
PATH THREATQ ENTITY

THREATQ OBJECT 
TYPE OR ATTRIBUTE 

KEY

PUBLISHED 
DATE EXAMPLES NOTES

.ids.data[].
url Indicator.Attribute External Reference N/A N/A N/A

.vulnerabili
ty.data[].cv
e_id

Indicator/
vulnerability.Indicator CVE N/A CVE-2023-11423

Ingested as an Indicator (CVE 
Type). User-configurable. It is 
configurable via Ingest CVEs 
As option.

.vulnerabili
ty.data[].cw
e_ids[]

Indicator/
vulnerability.Attribute CWE ID N/A CWE-444

User-configurable. It is 
configurable via Ingest CVEs 
As option.

.vulnerabili
ty.data[].pr
oduct_name

Indicator/
vulnerability.Attribute Affected Product N/A Apache

User-configurable. It is 
configurable via Ingest CVEs 
As option.

.vulnerabili
ty.data[].pr
oduct_versio
n

Indicator/
vulnerability.Attribute

Affected Product 
Version N/A Apache v2.4.3

The value is concatenated 
(Product Name and Product 
Version) in UI. User-
configurable. It is configurable 
via Ingest CVEs As option.

.vulnerabili
ty.data[].pr
oduct_vendor

Indicator/
vulnerability.Attribute Affected Vendor N/A Apache

User-configurable. It is 
configurable via Ingest CVEs 
As option.

.vulnerabili
ty.data[].cv
ssv2_vector

Indicator/
vulnerability.Attribute CVSSv2 Vector N/A NETWORK

User-configurable. It is 
configurable via Ingest CVEs 
As option.

.vulnerabili
ty.data[].cv
ssv3_vector

Indicator/
vulnerability.Attribute CVSSv3 Vector N/A NETWORK

User-configurable. It is 
configurable via Ingest CVEs 
As option.

.vulnerabili
ty.data[].cv
ssv2_score

Indicator/
vulnerability.Attribute CVSSv2 Score N/A 7.9

User-configurable. It is 
configurable via Ingest CVEs 
As option.

.vulnerabili
ty.data[].cv
ssv3_score

Indicator/
vulnerability.Attribute CVSSv3 Score N/A 6.5

User-configurable. It is 
configurable via Ingest CVEs 
As option.
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Criminal IP - Get Domain Reports
The Criminal IP - Get Domain Reports action retrieves domain intelligence reports from 
Criminal IP to enrich FQDN objects with risk assessments, identified issues, detected 
technologies, and related scan context.

GET https://api.criminalip.io/v1/domain/reports?query={domain}
&offset={offset}

Sample Response:

{
  "status": 200,
  "message": "api success",
  "data": {
    "count": 4082,
    "reports": [
      {
        "connected_ip_cnt": 1,
        "country_code": [""],
        "issue": ["list_of_countries", "mail_server", 
"diff_domain_favicon"],
        "jarm": 
"27d40d40d00040d1dc42d43d00041d6183ff1bfae51ebd88d70384363d525c",
        "reg_dtime": "2026-05-18 10:04:38",
        "scan_id": "55765539",
        "score": "Safe",
        "technologies": [
          {
            "logo_url": "https://cip-live-image.s3.us-
west-1.amazonaws.com/tech/CloudFlare.svg",
            "tech_name": "Cloudflare"
          }
        ],
        "title": "Example Domain",
        "url": "https://example.com"
      }
    ]
  }
}



Criminal IP Action Bundle User Guide
Version 1.1.0 21

ThreatQuotient provides the following default mapping for this action:

FEED DATA 
PATH THREATQ ENTITY

THREATQ OBJECT 
TYPE OR ATTRIBUTE 

KEY

PUBLISHED 
DATE EXAMPLES NOTES

.data.count Indicator.Attribute Domain Report 
Count N/A 4082 User-configurable. Updatable.

.data.report
s[].score Indicator.Attribute Is Malicious N/A false

Derived from whether the domain 
report score 
is dangerous or critical. User-
configurable. Updatable.

.data.report
s[].connecte
d_ip_cnt

Indicator.Attribute Connected IP Count N/A 1 User-configurable.

.data.report
s[].country_
code[]

Indicator.Attribute Country Code N/A US User-configurable. Empty country 
codes are ignored.

.data.report
s[].issue[] Indicator.Attribute Issue N/A mail_server User-configurable.

.data.report
s[].jarm Indicator.Attribute JARM N/A

27d40d40d00040d1d
c42d43d00041d6183
ff1bfae51ebd88d70
384363d525c

User-configurable.

.data.report
s[].reg_dtim
e

Indicator.Attribute Registration Time N/A 2026-05-18 
10:04:38 User-configurable.

.data.report
s[].scan_id Indicator.Attribute Scan ID N/A 55765539 User-configurable.

.data.report
s[].score Indicator.Attribute Score N/A Safe User-configurable.

.data.report
s[].technolo
gies[].tech_
name

Indicator.Attribute Technology N/A Cloudflare User-configurable.

.data.report
s[].title Indicator.Attribute Title N/A Example Domain User-configurable.

.data.report
s[].url Indicator.Attribute URL N/A https://

example.com User-configurable.
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Enriched Data
Object counts and action runtime are supplied as generalities only - objects 
returned by a provider can differ based on credential configurations and action 
runtime may vary based on system resources and load.

Get Malicious Info

METRIC RESULT

Run Time 2 minutes

Indicators 225

Indicator Attributes 782

Get Domain Reports

METRIC RESULT

Run Time 2 minutes

Indicators 2

Indicator Attributes 35
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Change Log
Version 1.1.0

Updated the Criminal IP - Get Malicious Info action to use the Criminal IP /
v2/feature/ip/malicious-info endpoint.

Added a new action, Criminal IP - Get Domain Reports, which uses the 
Criminal IP API to enrich FQDNs with domain report context.

Renamed the integration to Criminal IP Action Bundle. 

Version 1.0.0

Initial release
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